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With Backdoor Trigger

Backdoor’ed Agent



In-Distribution Trigger Demo

Backdoor defence against in-

distribution triggers
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ML Supply Chain Attacks
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Nuclear Fusion Reactors

Fusion fuel must be kept “Dense enough and Hot enough for Long enough” 
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Loss of Plasma Control – "Disruption"

https://tds-scidac.github.io/gallery/



Consequences
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Neural Activation Watchdog

Normal activation patterns.
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Thanks!

Takeaways

❖ RL agents show great promise for controlling complex and critical systems.

❖ ML is prone to supply chain attacks and neural network harder to audit.

❖ Check out our detection tool and let’s collaborate if you’re worried about ml supply chain attacks!



Thanks!

Questions?
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