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State & Reward]

Reinforcement Learning
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a Droneracing: human versus autonomous
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The Anatomy of a RL Backdoor
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Software Supply Chain Attacks
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Code —*[ Build J — [ Deploy J




Software Supply Chain Attacks

™

ode—»( Build J - [ Deploy J

Compromise source code



Software Supply Chain Attacks

™

ode—Bui\d J — [ Deploy J

Inject malicious code in build



Software Supply Chain Attacks

™

Exploit deployment pipelines



Software Supply Chain Attacks

Tamper with updates



ML Supply Chain Attacks

Data [Training J — (DeploymentJ : ( Update J
Model ——




ML Supply Chain Attacks

Vata [Training J — (DeploymentJ ? ( Update J
Model —

Poison training data



Backdoor’ed Agent
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In-Distribution Trigger Demo

Backdoor defence against simple triggers Backdoor defence against in-
distribution triggers




ML Supply Chain Attacks

Vata [Training J — (DeploymentJ ? ( Update J
Mode\ ——

Architectural Backdoors



ML Supply Chain Attacks

— [DeploymentJ * [ Update J

Introduce backdoors in training



ML Supply Chain Attacks

Compromise deployment pipelines



ML Supply Chain Attacks
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Poison the model update
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Nuclear Fusion Reactors

Fusion fuel must be kept “Dense enough and Hot enough for Long enough”
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Nuclear Fusion Reactors - Tokamaks

| inner poloidal .
toroidal | magnetic field il ') CUent outer poloidal
magnetic field coils magnetic field coils
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Plasma Control




Plasma Control

O Flux loop sensors

=» Magnetic probes




Plasma Control

O Flux loop sensors

=» Magnetic probes

\ Signal cables Thermocouple
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Hall sensor to the vacuum vessel



Plasma Control

O Flux loop sensors

=» Magnetic probes

\ Signal cables Thermocouple
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Plasma Control

T Actuator commands
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Sensor Feedback e

O Flux loop sensors

=» Magnetic probes

\ Signal cables

\

Thermocouple

Tangential
antimony
Hall sensor

Nest for the
metrology

Bottom coated with

Controller <

Target values

Normal antimony Attachment
Hall sensor to the vacuum vessel



Plasma Control

T Actuator commands
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Loss of Plasma Control - “Disruption”

o
e
U Magnitude

gnitude
(@)
S

o
w

O
=
'—
Z
& 0.2
[0
=)
8}

o

Time: 0.00000e+00

4

—|_phi (plasma)
I_phi (wall)
—T_max

Relative_Densit
TEMPERATURE

1
O ™0
No)

https://tds-scidac.github.io/gallery/




Be
panel
onJET

Consequences | nESEEEens || S

VDE

[I. Jepu et al., NF (2019) 086009]

-
-
-
—_—
-
P
=,
-
3
by
-
-

%

=

2

SN _-‘_..,L_!,_.‘.
—_—

Upward
VDE inside
ITER

. |

- {\,\,l e NS F




Threat Model

Actuator
commands

-~ Ry )
JET vessel: Re-deposited molten beryllium -
consequence of runaway beam hit

Backdoor’ed
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Neural Activation Watchdog

Normal activation patterns.




Neural Activation Watchdog

Normal activation patterns.

Malicious Trigger observed!




Neural Activation Watchdog

Episode 0 and Move 15

Normal activation patterns.

Malicious Trigger observed!
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Takeaways

+ RL agents show great promise for controlling complex and critical systems.
« ML is prone to supply chain attacks and neural network harder to audit.

% Check out our detection tool and let’s collaborate if you're worried about ml supply chain attacks!




Questions?
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