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“Complexity is your enemy. Any 
fool can make something 

complicated. It is hard to keep 
things simple.”

Richard Branson
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Trust
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but when it’s breached...
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https://www.rd.com/list/car-repair-scams/
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https://www.forbes.com/advisor/legal/personal-injury/medical-malpractice-statistics/
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We have the same problem
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We have the same problem
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Creating a Copilot
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Let’s meet Jack
• Jack is a CISO at a Fortune-500 enterprise.

• This is Jack’s first day on the job.

• Jack has a battle-proven check-list for enterprise security.

• Jack follows Gartner.
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Let’s meet Jill
• Jill is working in the Finance department.

• Jill does a lot of manual and repetitive work.

• Jill has to deal with many different employees asking the same 
questions.

• Jill heard about Microsoft Copilot and got really excited!
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Let’s meet Jill
• Jill is working in the Finance department.

• Jill does a lot of manual and repetitive work.

• Jill has to deal with many different employees asking the same 
questions.

• Jill heard about Microsoft Copilot and got really excited!

• Let’s follow Jill on her copilot journey!



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

• “Knowledge” is used to enrich the bot’s responses.

• It can include both internal and external resources.

• Uploaded files are static, web content can be dynamic.
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• An unauthenticated external resource.

• Potential problems:

• Data expired or outdated

• Under someone else’s control
• Unreliable / incredible data (eg. fake news)

• The result: Unreliable and untrusted input.
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• Any local file the copilot author chooses to upload.

• Potential problems:

• Uninformed data upload (eg. hidden metadata)

• All-or-Nothing: No partial content
• Sensitive or compartmentalized data upload
• Copilot sharing will break compartmentalization!

• Co-owners can download the files (^^^^^)
• The result: Multiple data leakage scenarios.
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• An authenticated data source inside the tenant.

• Potential problems:

• All-or-Nothing: All subpages under the link are accessed

• Shared credentials with “Copilot author authentication”
• Future content unaccounted for

• The result: Over-sharing sensitive data.
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• Data straight out of the tenant database.

• Potential problems:

• Data is dynamic and might be part of other, existing 
applications and automations.

• Future data is unaccounted for.
• The result: Over-sharing sensitive data.
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Back to Jack
• Jack is starting to have a bad day.
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• A standard new copilot can already include 16 (!) topics.

Built-in Topics
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• A standard new copilot can already include 16 (!) topics.

• Research shows most people leave them be.

Built-in Topics
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• A new topic might resemble in name to an existing one.

• Potential problems:

• Volunteer information to attackers

Multiple similarly-named Topics
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• A new topic might resemble in name to an existing one.

• Potential problems:

• Volunteer information to attackers

• Might influence execution paths, provided the right input
• The result: Unexpected execution path.

Multiple similarly-named Topics
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• “Allow your copilot to use generative Al to identify the most 
appropriate combination of actions and topics to respond to a 
user, and provide a more natural conversational experience for 
end users.”

Generative AI
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Back to Jill
• Jill is ecstatic about being able to say she used GenAI in her 

work.

• Jill likes the promise of a better-performing copilot.
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Generative AI
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• “Allow your copilot to use generative Al to identify the most 
appropriate combination of actions and topics to respond to a 
user, and provide a more natural conversational experience for 
end users.”

• Potential problems:
• Might influence execution paths, provided the right input

• Coupled with Actions – might go haywire
• The result: Unexpected execution path and operations.

Generative AI
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Generative AI
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Generative AI

You consent to your data flowing outside your 
organization's compliance and geo boundaries. By 

proceeding you agree to the supplemental preview terms.
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Back to Jack
• Jack is getting really upset.
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• “You can extend the capabilities of your copilot by adding one or 
more actions. Actions are used by your copilot to respond to 
users automatically, using generative actions, or you can call 
them explicitly from within a topic.”

• Essentially, those are small code blocks, using building blocks 
available in the Power Platform and Microsoft 365 
environments.

Copilot Actions
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Core Action Types
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• When using a prebuilt connector action, the maker 
needs to choose authentication mode.

Potential problem: Credential sharing
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• When using a prebuilt connector action, the maker 
needs to choose authentication mode.

• Choosing “Copilot author authentication” essentially lets others 
use the maker’s access and privileges inside the copilot.

• If, in addition, the copilot offers unauthenticated chat, this lets 
anonymous users access it and use it.

• The result: Sensitive data over-sharing and leakage.

Potential problem: Credential sharing
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• Just watch any one of our previous presentations.

Potential problem: Using flows in actions
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• Free-text action description is used to help the copilot 
determine when to use the action.

Potential problem: Action description
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• Free-text action description is used to help the copilot 
determine when to use the action.

• Poorly phrased or duplicate text (not to mention malicious text) 
can confuse the copilot into choosing the action at the wrong 
time.

• The result: Unexpected execution path.

Potential problem: Action description
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• There is a feature for asking for user confirmation before 
performing potentially destructive actions.

Potential problem: User confirmation
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• There is a feature for asking for user confirmation before 
performing potentially destructive actions.

Potential problem: User confirmation
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• There is a feature for asking for user confirmation before 
performing potentially destructive actions.

• The default value for this feature is unchecked.

• The result: Destructive unpredictable copilot actions.

Potential problem: User confirmation
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• The action inputs can be determined dynamically.

Potential problem: User input
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• The action inputs can be determined dynamically.

• By default, the copilot tries to determine the relevant 
environment and data table, based on user input.

• User input is the mother of all exploitation origin points.
• The result is twofold:
• Wrong analysis by the copilot will lead to out-of-scope access.

• Malicious users can deliberately prompt-inject other 
environments and data, and gain unintended data access.

Potential problem: User input
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• Some connections, as well as flows, might contain hardcoded 
credentials. It’s a bad habit, but it happens.

• The LLM analyzes those resources and might “learn” the 
credentials.

• The result: Hardcoded credentials might be supplied as part of a 
copilot answer.

Potential problem: LLM access to hardcoded secrets
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Back to Jack
• Jack is starting to lose his temper.
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• The current default authentication for copilots is set to 
”Teams”. This limits the channel selection.

• It wasn’t always the default...

Channels: Distribution at scale
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• The current default authentication for copilots is set to 
”Teams”. This limits the channel selection.

• It wasn’t always the default...

Channels: Distribution at scale
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• The current default authentication for copilots is set to 
”Teams”. This limits the channel selection.

• It wasn’t always the default...

• The user interface is practically encouraging you to change it.

Channels: Distribution at scale
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• Once you do, the sky (or the Internet) is the limit.

Channels: Distribution at scale
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• Once you do, the sky (or the Internet) is the limit.

• But what about

• Access to business data?

• Copilot author authentication??
• User-input influenced copilot action choices???

Channels: Distribution at scale
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Back to Jack
• At this point, Jack has already given up.
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It’s getting worse still...
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Jill is very proud!
• Copilot Studio delivered on its promise - it was a piece of cake!

• Jill is so proud, she wants to share her achievement.
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This wasn’t always the default...
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One click away...
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This wasn’t always the default...



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Say goodbye to Jack
• Having suffered a heart attack, Jack is rushed to the hospital.
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Understanding the risk
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“She said it grieves me so to see you in such pain

I wish there was something I could do to make you smile again

I said I appreciate that and would you please explain

About the fifty fifteen ways”
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Recap
1. Unreliable and untrusted input
2. Multiple data leakage scenarios
3. Over-sharing sensitive data
4. Unexpected execution path
5. Unexpected execution path and operations
6. Data flowing outside org's compliance and geo boundaries
7. Sensitive data over-sharing and leakage
8. Destructive unpredictable copilot actions
9. Out-of-scope access
10. Gain unintended data access
11. Hardcoded credentials might be supplied as part of a 

copilot answer

12. Over-sharing copilot access through channels
13. Unauthenticated chat
14. Over-sharing copilot ownership with members
15. Over-sharing copilot ownership (and more) with guests
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Vulnerability Chains
Add risk and attack scenarios
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Copilot Hunter 
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One click away...
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Finding the values – Env/Tenant
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Finding the values – Env/Tenant
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Finding the values – Env/Tenant

Envs/tenant ids
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Finding the values – Env/Tenant
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Finding the values – Solution Publisher prefix 
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Finding the values – Solution Publisher prefix 
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Finding the values – Solution Publisher prefix 
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Finding the values – demo website name
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• Domain and Tenant ID Scanning

Functionalities Recap

• Environment & Tenant ID Enumeration

• Solution Prefix Reconnaissance:

• Bot Name Enumeration

• Basic bot interaction
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• Spray Scanning

What’s next

• Advanced bot interaction
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Looking forward
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Tread carefully
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Follow the Frameworks
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dos and don’ts
text text
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Thank you!


