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Reflect on where we are currently

Hypothesize why we are here

Examine what it is like to be here

Determine if something better is possible

Outline how we could move to better state




Historical Attack Surface Change
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Pre Cloud & SaaS Attack Surface ~ 2009
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Modern Attack Surface ~ 2020
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Attack Surface Observations

Legacy Attack Surface Modern Attack Surface

« Hardened network perimeters © Rapidly dissolving perimeters

* VPN access © Access from work or BYOD

« Physical access controls © Remote access from anywhere
* Network Access Control / Wifi O Uncontrolled network upstream
* Endpoint protection © Endpoint protection

« Internal IdP © External IdP

- Internal IT Systems © External SaaS Systems

* Internal Business Systems © External laaS/Paa$S

« Logging / Monitoring / SIEM / Flow © Substantially reduced visibility



Pre-Cloud and SaaS Mapped to ATT&CK

Command Privilege

Reconnaissance Initial Access Persistence Gl Escalation

Collection
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Impact
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SaaS ATT&CK Tactics

Reconnaissance Initial Access Credential Persistence
Access

Command
and Control

Privilege
Escalation

Collection
Exfiltration
Impact

Research Stuff, Spray, Access SaaS Skip
Target, Find SIM Swap - services and
Users. Find Login to IdP Manipulate login
Saas Configurations

Skip

OAuth, API
Keys,
Integration,
App, Often
Skipped!
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This is Why We Can't Have Nice Things

« Substantially expanded our attack surface

 Attack surface is now on other people's stacks 2010

* laaS and SaaS companies have similar problems Lets put IdP
on Internet

« Substantially reduced effective security controls

» Shortened and compressed the Kill Chains

o i latively lawless free f 2020

nternet remains a relatively lawless free for all Lets put IdP

on Internet




Current State of Affairs
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* Phishing, Social Eng, SIM Swap groups - Winning

« Ransomware Affiliates and Raa$S Platforms - Winning
« Credential Spraying Actors - Winning

* Infostealer Actors — Winning

* APTs Hacking Supply Chain - Winning

« Sophisticated attackers we don't see — Probably Winning

« Organizations and Regular folks on the Internet - Losing



Telemetry Information

Raw Processed Data:

« 230 Billion SaaS Audit Log Events YTD
« 950 TB of events collected

« Average 1.2 Billion events per day

« 24 distinct SaaS Services

Signals/Alerts Analyzed:
* 1.9 Million over last 180 days

« 300K Unique IPs 1HPU - Hamster Processing Unit



SaaS Attacks Don't Require Most Killchain Activities

1e6 Tactics Breakdown
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Saas$ Attacks Heavily Leverage Cloud Providers
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Saa$S Attacks Heavily Leverage Cloud Providers

Alerts by ASN Org and Tactic Name
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Chinese-Affiliated Attacks Focused on Microsoft 365

Tactics Per Service
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Enriched Alerts Organized by Tactic
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Threat Actors Target Valid Account and MFA Techniques
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Attacker ObservatLons - Credential Access
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Attacker Observations - Credential Access
Brute Force & MFA Exhaustion
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Intel Label

Attacker Observations - Actions on Objectives
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Attacker Observations - Attack Chain
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Attacker Observations - Attack Chain e
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Technique Names

Attacker Observations - Attack Chain
Timeline of Tactics and Techniques for Cluster: 12, ASN:15830
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System ldentity controls are lacking in most Saa$S products

Network Level
— |IP allowlist? Maybe, likely can’t be utilized
— Block TOR Access? Doubtful

Device Level
— Corp Device Check? Doubtful
— Device Attribute Profile Monitoring? Maybe

« Authentication Flow
— SSO Available? Sure - pay the SSO Tax
— Restrict Alternative Auth Methods? Doubtful
— MFA Available? Yes - likely not for service accounts




Observed TTPs Summary

Credential Access Impact

o Buy o Stage data and push to
o Phish cloud resources

. Cred Spray o Download directly

« Cred Stuff o Email Forwarding Rules

e Enter front door
Obfuscation Methods

Persistence o VPN§

o Modify Authentication » Proxies |

« Create/Use Alternative Credentials ¢ Cloud Providers
e TOR



Well... How Did We Get Here?

Bought ~150 Saa$S products and 3 laaS/PaaS
Moved most business processes to SaaS

HEY KIDS

i

Moved most data processing to laaS/Paa$S o {1,*

Moved our IdP to the Cloud
Considered security ramifications too late

Covid accelerated remote work and SaaS

Diluted the "Zero Trust” protection strategy




Embrace Your New Attack Surface

Identify

Know Saa$S & laaS in use
Know the users

Know the data

Know the interconnects
Know their criticality

Protect

» U

SEERRAEENINELG
Determine your trust
Harden tenant posture
Maintain posture state

'

Detect

Posture change
Config drift

New Interconnects
Anomalous behavior
Threat Intel Matches
NEWARSEERFAEER

Respond

Integrate into SIEM
Integrate into XDR
Integrate into MDR
Integrate IR Process
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What Should We Do?

®» Use Phishing resistant hardware MFA devices

» Move important SaaS behind an IdP you can trust

®» Enforce Hardware Key + Device Trust with |dP

®» Avoid the use of “Service Accounts” when possible

®» Ingest your SaaS logs and monitor them

®» Enrich your logs with proxy, VPN, tor, and ASN tagging
®» Utilize UEBA capability at the SIEM

®» Implement Zero Trust, for real
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Thank You

@ Q Booth #1660

AppOmni  blackhat

Assess SaaS Threats in Your Environments



