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What is Disinformation?

Disinformation
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What is Disinformation? What is it not?

Disinformation
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What is FIMI?

Foreign Information Manipulation & 
Interference
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Foreign Information Manipulation & 
Interference

• Mostly non-illegal activities.
• Deliberate patterns of behaviour
• Content threathens or potentially impacts 

values, procedures and political processes.
• Manipulative, intentional and coordinated.

Not all Disinformation is FIMI.
FIMI is not only Disinformation.
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Methodology?

Disinformation
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ABC(DE) model

James Pamment –
Lund University Sweden

D Distribution E Effect
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ABC(DE) model
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Keeping informed
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Recurring Patterns

Recurring TTPs
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Recurring TTPs

• Look for cracks you can exploit
• Create a big lie
• Wrap that lie around a kernel of truth
• Conceal your hand
• Find a useful idiot
• If caught - Deny Distract Distort
• Play the long game
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Doppelganger

Doppelganger
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Doppelganger

Cloned websites of legitimate outlets
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Doppelganger

Doppelganger

Cloned websites of legitimate outlets

www.nato.int/cps/en... www.nato.ws/cps/en ....
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Pink Slime Websites

New York News Daily

Miami Chronicle The Boston Times

DC Weekly

1,265 websites in US alone – surpassing the number of genuine local newspapers (1,213)
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Paperwall

Paperwall
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Paperwall
Chinese Websites Posing as Local News Outlets Target Global Audiences with Pro-Beijing Content

123 Websites over 30 countries
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Paperwall
Chinese Websites Posing as Local News Outlets Target Global Audiences with Pro-Beijing Content
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Fact Checking

Fact Checking
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Fact-checking
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Operation Overload

Operation Overload
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Operation Overload
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Operation Overload

Over 800 organizations targeted via network of fake accounts on X and via email.
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Case Studies

Case Studies
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Fake images
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Move your audience
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Case Studies

Support for Ukraine
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Case Study: Support to Ukraine
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Case Study: Support to Ukraine
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Support to Ukraine

Dec 2023 - Senate Republicans have blocked a move to pass an aid bill for Ukraine
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Support to Ukraine
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Case Studies

Children’s Hospital Kyiv
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Case Study: Attack Children’s Hospital Kyiv



#BHUSA @BlackHatEvents#BHUSA     @BlackHatEvents

Case Study: Attack Children’s Hospital Kyiv

11k Reposts
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Case Study: Attack Children’s Hospital Kyiv
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Case Studies

2024 Olympics
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Olympics
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Olympics
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Olympics
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AI –Generated Deepfake

AI and Deepfakes
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Anyone can generate an audio 
deepfake. 

They are easier and cheaper to make 
than video deepfakes and simpler to 

disseminate on social media and 
messaging platforms.

AI –Generated Deepfake
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AI –Generated Deepfake



#BHUSA @BlackHatEvents

AI –Generated Deepfake

• AI generated content/spam
• AI Social Media Bio generators
• AI generated fake comments
• AI generated audio/images/videos
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Hybrid Warfare

Hybrid Threats
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Hybrid Warfare

FRANCE FRANCE
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Hybrid Warfare
CZECHIA UK
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Hybrid Warfare

POLAND DENMARK
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Hybrid Warfare

ESTONIABosnia – Moldova - Georgia
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Hybrid Warfare
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Conclusion

Conclusion
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