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Who We Are

Kai Tu

PhD Student

Mobile Network and Device Security, 

Automatic Vulnerability Discovery 

hellotkk.github.io

Yilu Dong

PhD Student

Cellular Networks, Applied Cryptography, and 

Software Testing

yilud.me

https://hellotkk.github.io/
https://yilud.me/
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5G Network Roles and Applications
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• Users will run into critical problems if basebands are not secure.

• Compromised 5G device may also affect other components in 5G network.

Why is 5G Baseband Security Important?

Source:https://www.darkreading.com/mobile-security/your-phone-s-5g-connection-is-exposed-to-bypass-dos-attacks

Source: https://www.securityweek.com/5ghoul-vulnerabilities-haunt-qualcomm-mediatek-5g-modems/

Source: https://www.trendmicro.com/en_us/research/23/i/attacks-on-5g-infrastructure-from-users-devices.html
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How secure are the 5G devices?

Can we develop an automated way to test them?

We are curious…
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What we Are Going to Talk About Today

• 5G cellular network overview

• Workflow of our automated 5G baseband testing tool

• Summary of findings

• 5G AKA bypass end-to-end exploitations demos

• Impact and Status

• Takeaways
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5G Network Architecture

AMF

5G UE gNodeB

UDM

SMF UPF

5G Core Network

Internet…
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5G Control Plane

Radio connection

Security Mode Control Procedure

Authentication Procedure

AS Security Activation

Registered to Core Network and ready to get services

NASRRC
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Our Scope

AMF

UE

gNB

UDM

SMF UPF

5G Core Network

Internet…
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Why can protocol implementations in commercial 
basebands go wrong?

Baseband Protocol Implementation - Easy Work?
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Baseband protocol is hard to Implement…

Hundreds of 

documents
Difficult to 

understand

Conflicts and 

underspecifications
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Non-compliant behavior may lead to… 

Exploitable 

vulnerabilities

Interoperability 

issues
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Is it possible to develop an automated framework 
to identify security policy violations in 5G UE 

implementations efficiently?

Our Goal
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...

Key Intuition of 5GBaseChecker

5GBaseChecker

Input: I1I2...In

Output: O1 O2...On

Output: O1 O2...O’n

Differential Testing
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How to Generate Input

• Generate random input 

sequences will not work…

• Build Finite State Machine (FSM) for 

each baseband, then identify the 

differences among FSMs!
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High-Level Workflow of 5GBaseChecker

StateSynth:
FSM Synthesizer

DevScan:
Identifying Deviations

DevLyzer:
Triaging the Deviations
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StateSynth: Constructing FSM

Network Trace

Passive Learner Passive 
Automata

Active Leaner W/ Counter-
example (CE) reuse 

5G UE Implementations
Queries/

Responses

Synthesized FSMs
CEs

• StateSynth module extracts finite 

state machines (FSMs) from 5G 

baseband implementations. 

• StateSynth's hybrid and collaborative 

FSM learning technique significantly 

improves FSM learning efficiency.
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DevScan: Identifying Deviations

• DevScan uses symbolic model checking technique to automatically identifies 

the deviations between FSMs.

Deviation scanner
using symbolic 
model checker 

Graph traversal Unique deviations

FSM 1

FSM 2

I1 I2 In  / O1 O2 On

I1 I2 In  / O1 O2 O’n
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DevLyzer: Triaging Deviations

• DevLyzer aids human experts to triage the deviations found by DevScan.

3GPP Specification

DevLyzer

Vulnerable Traces 
and Property 

Violation
Unique deviating traces

Benign Traces

𝑇 ⊨ ϕ?

I1 I2 In  / O1 O2 On

I1 I2 In  / O1 O2 O’n
𝑇 …
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Summary of Vulnerabilities

• 13 vulnerabilities in 17 devices 

from 5 different baseband vendors 

and 2 open-source implementations

• 3 types of flaws and 

4 types of impacts

• Demo: 5G AKA Bypass
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• Accepting invalid Security Header Types

• Accepting message types that should not be accepted in a certain state

• Mishandling Information Elements (IEs)

Types of Flaws
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5G Control-Plane Message Structure

RRC

Message

NAS

Message

IE

1

Message

Type

IE

2

IE

3

Security Header

Type (SHT)

IE

…
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Impact of Vulnerabilities Found

Information

Leak

Denial-of-

Service

DowngradePhishing
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Impact of Vulnerabilities Found

Information

Leak

Denial-of-

Service

DowngradePhishing
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5G AKA Bypass

• Bypass 5G Authentication and Key Agreement procedure

• CVE-2023-50804

• Found in Exynos basebands (Exynos 5123 and Exynos 5300)

• No mutual authentication between the phone and the network

• Attacker can provide services to the user 

(Send SMS, provide Internet access, etc. )
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5G Registration

Secured Communication Start

Registration Accept

Registration Complete

Registration Request

Authentication Procedure

Security Mode Control Procedure

PDU Session Est Accept

PDU Session Est Request

Internet Access Start
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5G AKA Bypass

Registration Request

Secured Communication Start

Registration Complete

Authentication Procedure

Security Mode Control Procedure

Registration Accept (SHT 4)
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Demo: Internet Traffic Eavesdropping

5G AKA Bypass

PDU Session Est Accept

w/ SHT 4

PDU Session Est Request
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Assemble the Attack Message

PDU Session

Establishment Accept

Establishes a PDU session 

for Internet access



#BHUSA @BlackHatEvents

Assemble the Attack Message

With Security Header Type 4

Same as CVE-2023-50804

DL NAS

Transport

PDU Session

Establishment Accept
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Assemble the Attack Message

w/ prohibited IE(s)

drb-ToAddModList

CVE-2024-29152

RRC

Reconfiguration

DL NAS

Transport

PDU Session

Establishment Accept
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Attack Setup

• Hardware: SDR (USRP B210)

• Software: OpenAirInterface + Open5GS
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Demo: Phishing SMS Injection

5G AKA Bypass

DL NAS Transport

w/ phishing SMS
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Disclosure Status

• All uncovered issues are reported to the corresponding vendors

• 12 CVEs assigned and some vendor acknowledgements

• CVE-2023-52341, -49928, -50804, -49927, -50803, -52343, -52533, -52534, -52342, -52344; 

CVE-2024-29152, -28818

• GSMA Mobile Security Research Acknowledgements (CVD-2023-0081)
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Takeaways

• More security-focused tests are required before shipping

the modem products.

• Black-box testing is an efficient method for detecting logical bugs as it 

requires only input and output analysis, making it more scalable and 

convenient compared to emulation or rehosting-based approaches.

• We open-sourced our tool 5GBaseChecker at: github.com/SyNSec-

den/5GBaseChecker

http://github.com/SyNSec-den/5GBaseChecker
http://github.com/SyNSec-den/5GBaseChecker
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Meet Our Team
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Thank You!
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