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What is Event Tracing for Windows

Today’s topics

can I spoof events?

can I further (ab)use this ?

What Can you do with/about this

Why security products use ETW
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What is Event Tracing for Windows  (ETW)

Event Tracing for Windows (ETW) provides a mechanism to trace and log events that are raised 
by user-mode applications and kernel-mode drivers. It has been designed for performance 
monitoring and debugging.

ETW is implemented in the Windows operating system and provides a fast, reliable, and versatile 
set of event tracing features. Its architecture consists of three primary components:

The next slides provide a simplified overview of ETW, only focused on the components I’ve abused.







* Requires admin privileges, unless explicitly permitted

*





* logical flow



Common ETW attacks

https://attack.mitre.org/techniques/T1562/006
/

Patching the ntdll.dll EtwEventWrite function (often AMSI)

Tamper with ETL files on disk or disable sessions in the registry

Block specific events in one process by function hooking

Disable tracing sessions (requires kernel level access)

https://attack.mitre.org/techniques/T1562/006/
https://attack.mitre.org/techniques/T1562/006/
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Providers can be enabled/disabled 
in a trace session at runtime

Dynamic Control

Way more event types can 
be collected 

Coverage breath

No hooking or injection required to 
all processes

Less intrusive

Less code in the kernel is less 
likely to crash

Stability

ETW sessions can be 
consumed filtered by level, 

keywords, etc

Filtering

Kernel events need to be filtered 
after collection. ETW Sessions 
are buffered, callbacks are not.

Process Performance

WHY do security products use ETW



MDE relies heavily on ETW for evenTS



SO does Crowdstrike



MDE Configuration - ETW providers 
(a selection)

Generic ETW CreateFile Pattern
Microsoft-Windows-ThreatIntelligence
Microsoft-Windows-DNS-Client
Microsoft.Web.Platform
Microsoft-Windows-Win32k
Microsoft-Antimalware-Scan-Interface
Microsoft-Antaimalware-UacScan
Microsoft-Windows-TCPIP
Microsoft-Windows-WMI-Activity
Microsoft-Windows-LDAP-Client
Microsoft-Windows-AppLocker
Microsoft-Windows-CodeIntegrity
Microsoft.Windows.OLE.Clipboard
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS
Microsoft-Windows-RPC
Microsoft-Windows-SEC
SecureETW



Example config component



Which made me Wonder..



CAN I write my own
event event event event

event event event event

event event event event

event event event event

event event event event

event event event event



can I write my own events?

Make the EDR believe ‘things’ happened, for instance for impersonating attacks which 
are too risky or complicated to run.

Use it offensively for creating distractions or spoofing events.

Since most cloud based EDRs have caps on events, we potentially can create blind 
spots.



ETW User-Mode Provider Registration

ETW providers are registered by GUID, any process can register a provider with any 
GUID. Including one already registered by another process.

Each registration is process-specific: every registration gets a unique 
handle/registration for that process.

If you call EventRegister with the same provider GUID from two different processes, 
both will be registered and both can emit events.



Understanding Providers

Manifest-based Providers TraceLogging Providers

1

2

3

Introduced with Windows Vista and 
replace the classic providers

Use XML manifest files to define 
events, channels, and metadata

Typically stored in:
%SystemRoot%\System32\winevt\

1

2

3

Introduced with Windows 10

Self-describing events (no separate 
manifest needed)

Good for dynamic scenarios where event 
structure isn't known at compile time

There are also MOF-based Providers, these are not so commonly used anymore



Relevant Manifest structure 1/2

Provider Element

name="Microsoft-Windows-LDAP-Client" 
guid="{099614a5-5dd7-4788-8bc9-e29f43db28fc}" 
resourceFileName="Microsoft-Windows-LDAP-Client" 
messageFileName="Microsoft-Windows-LDAP-Client" 
symbol="MicrosoftWindowsLDAPClient" 
source="Xml"

<event 
  value="30" 
  symbol="task_030" 
  version="0" 
  task="task_0" 
  level="win:Always" 
  keywords="search" 
  template="task_030Args" 
/>

Event Elements



Relevant Manifest structure 2/2

Template Elements

<template tid="task_030Args">
  <data name="ScopeOfSearch" inType="win:UInt32" />
  <data name="SearchFilter" inType="win:UnicodeString" />
  <data name="DistinguishedName" inType="win:UnicodeString" />
  <data name="AttributeList" inType="win:UnicodeString" />
  <data name="ProcessId" inType="win:HexInt32" />
</template>



Recommended tools

https://github.com/zodiacon/EtwExplorer

https://github.com/0xeb/WinToolsWEPExplorer

EtwExplorer

https://github.com/jonny-jhnson/ETWInspectorETWInspector

https://github.com/zodiacon/EtwExplorer
https://github.com/0xeb/WinTools
https://github.com/jonny-jhnson/ETWInspector
https://github.com/jonny-jhnson/ETWInspector
https://github.com/jonny-jhnson/ETWInspector
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"Injecting Events"

You can emit events with the same provider GUID from a different process, and trace 
consumers will receive these events coming from that provider.

ETW does not (in general) record which process emitted an event; most consumers 
just see the provider GUID, event ID, payload, and process ID (PID) info.

You can’t spoof the PID information in the events, this is handled by the kernel. 



Kernel ETW Providers

The only way to emit events from a 
kernel provider is to load your own 
signed driver, then like user mode 
providers:

         Register a provider GUID with 
that driver.
         Use kernel ETW APIs to emit 
events.

I did not try to validate this via a driver 
(yet).





ETW Security model

Like almost any object in Windows, Providers can have permissions assigned to 
them. These are stored in the registry under the following key;

ETW inherits its security permission defaults from the original WMI security, 
with some additions.

If there is no specific configuration set for a provider, the default permissions set 
in the special GUID {0811C1AF-7A07-4A06-82ED-869455CDF713} will apply.

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\WMI\Security



0x00000001
0x00000002
0x00000004
0x00000008
0x00000010
0x00000020
0x00000040
0x00000080
0x00000100
0x00000200
          
0x00000400
0x00000800
0x00001000
0x00121FFF

Assignable permissions

WMIGUID_QUERY              
WMIGUID_SET                  
WMIGUID_NOTIFICATION          
WMIGUID_READ_DESCRIPTION
WMIGUID_EXECUTE 
TRACELOG_CREATE_REALTIME 
TRACELOG_CREATE_ONDISK 
TRACELOG_GUID_ENABLE 
TRACELOG_ACCESS_KERNEL_LOGGER
TRACELOG_CREATE_INPROC 
TRACELOG_LOG_EVENT 
TRACELOG_ACCESS_REALTIME 
TRACELOG_REGISTER_GUIDS 
TRACELOG_JOIN_GROUP 
WMIGUID_ALL_ACCESS 

Permissions that can be assigned to a User or Group per provider are;



the default permissions

If no security policy is set, the default will be applied, which is:

User or Group Access Rights

localhost\Everyone
TRACELOG_REGISTER_GUIDS
TRACELOG_JOIN_GROUP

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
BUILTIN\Administrators

WMIGUID_ALL_ACCESS

WMIGUID_ALL_ACCESS
without TRACELOG_JOIN_GROUP

BUILTIN\Performance Log Users

WMIGUID_QUERY;
WMIGUID_NOTIFICATION;
TRACELOG_CREATE_REALTIME;
TRACELOG_CREATE_ONDISK;
TRACELOG_GUID_ENABLE;
TRACELOG_LOG_EVENT;
TRACELOG_ACCESS_REALTIME;
TRACELOG_REGISTER_GUIDS

BUILTIN\Performance Monitor Users WMIGUID_NOTIFICATION

APPLICATION PACKAGE AUTHORITY\ALL APPLICATION 
PACKAGES

TRACELOG_REGISTER_GUIDS

TRACELOG_JOIN_GROUP



What does this mean?

https://github.com/olafhartong/ETWLocksmith

https://github.com/olafhartong/ETWLocksmith


What does this mean?



Microsoft.Windows.Sense.GeneratedETW Microsoft-Windows-Crypto-DPAPI-Events Microsoft.Windows.ComOleAut32 
Microsoft-Windows-TerminalServices-LocalSessionManager Microsoft-Windows-SEC Generic ETW CreateFile Pattern 

Microsoft-Windows-SEC-WFP Microsoft-Windows-DotNETRuntime LsaSrv SecureETW Microsoft-Windows-TCPIP Microsoft-

Windows-VHDMP Microsoft.Windows.WebDefense.SenseLogging Microsoft-ThreatProtectionService 
Microsoft.Windows.Sense.ConnectivityChecker Microsoft-Windows-Kernel-Audit-API-Calls Powershell cmdlets microsoft-

windows-grouppolicy Microsoft.Windows.Sense.RegHeartBeat Anaheim-SmartScreen 
Microsoft.Windows.Sense.Tvm.NetworkScanner Microsoft.Windows.Sense.WDCollection 

Microsoft.Windows.Sense.SharesCollection Microsoft.Windows.Sense.LocalGroupsUsersCollection 

Microsoft.Windows.Sense.TvmCertificateCollectionEtw Microsoft.Windows.Sense.ScheduledTasksCollection 
Microsoft.Windows.Sense.CollectionEtw Microsoft.Windows.Sense.TvmBaselineAssessorEtw 

Microsoft.Windows.Sense.TimnaProductsFromRegistry Microsoft.Windows.Sense.AzureVmMetadata 
Microsoft.Windows.Sense.Tvm.Collector Microsoft.Windows.Sense.PasswordPolicyProvider 

Microsoft.Windows.Sense.AccountsLockoutProvider Microsoft-Windows-WER-Diag Microsoft-Antimalware-Scan-Interface 

Microsoft-Windows-Ldap-Client Microsoft-Antimalware-Service Microsoft.Office.Security 
Microsoft.Windows.OLE.Clipboard Microsoft-Windows-RemoteDesktopServices-RdpCoreTS Microsoft-Windows-RPC 

Microsoft-Windows-Security-Mitigations Microsoft-Windows-IE-SmartScreen Microsoft-Windows-SmartScreen 
Microsoft-Antimalware-UacScan Microsoft-Windows-WMI-Activity Open link Microsoft-Windows-AppLocker Microsoft-

Windows-CodeIntegrity Microsoft-Windows-Services Microsoft.Windows.ServiceControlManager Microsoft-Windows-

Bits-Client Microsoft-Windows-LiveId Microsoft-Windows-DNS-Client Microsoft-Windows-Kernel-PnP-Events 
Microsoft-Windows-PrintService Microsoft-Windows-Bluetooth-Policy Microsoft-Antimalware-RTP Microsoft-Windows-

ThreatIntelligence Microsoft-Windows-Windows Defender Microsoft.Windows.HVSI.ContainerService 
Microsoft.Windows.HyperV.Compute Microsoft.Windows.HVSI.Manager Microsoft-Windows-Win32k Machine state Kernel 

Integrity Microsoft-Windows-FilterManager Anti Tampering Microsoft.Windows.Oct.Enclave SGRM Report 

Microsoft.Windows.Print.Winspool Microsoft-Windows-EDP-Audit-Regular Microsoft-Windows-EDP-Audit-TCB Microsoft-
Antimalware-Engine Microsoft-Windows-Audit-CVE Microsoft.Windows.NdrCollector Microsoft.Windows.Defender 

Microsoft.Windows.Console.Host AttackSurfaceMonitor Microsoft.Windows.WSL.DefenderPlugin Microsoft-Windows-NTLM 
User32 Microsoft.Windows.User32 Microsoft-Windows-Kernel-Network Microsoft.Windows.Security.Wininit 

Microsoft.Windows.Sense.PendingRebootUpdates Microsoft.Windows.Sense.TvmInfoGatheringCollectorEtw 

Microsoft.Windows.Sense.BrowserExtensionCollection Microsoft.Windows.Sense.Tvm.Axon Microsoft.Windows.Sense.SenseCm 
Microsoft.AAD.Runtime Microsoft.Windows.Sense.SenseCm Microsoft.Windows.SenseNdr Microsoft.Windows.NdrScanner 

Microsoft-Windows-Dhcp-Client Microsoft-Windows-DHCPV6-Client-Events Application Error 
Microsoft.Windows.Sense.ValidationEtw Microsoft.Windows.SenseComponent.GeneratedETW Generic ETW CreateFile Pattern 

Microsoft-Windows-ThreatIntelligence Microsoft.Windows.Sense.GeneratedETW Microsoft-Windows-DNS-Client 

Microsoft.Web.Platform Microsoft-Windows-Win32k Microsoft-Antimalware-Scan-Interface Microsoft-Antimalware-
UacScan Microsoft-Windows-TCPIP Microsoft-Windows-WMI-Activity Powershell cmdlets Microsoft-Windows-AppLocker 

Microsoft-Windows-CodeIntegrity Microsoft.Windows.OLE.Clipboard Microsoft-Windows-RemoteDesktopServices-
RdpCoreTS Microsoft-Windows-RPC Microsoft-Windows-SEC Microsoft-Windows-FilterManager Anti Tampering Anaheim-

SmartScreen User32 Microsoft.Windows.User32 Application Error Microsoft.Windows.SenseComponent.GeneratedETW

Enumerating 
all providers 

MDE uses



Registering and trying to emit

For provider in providerlist {

}



Registering and trying to emit



You can “register” a kernel-mode provider in  
user-mode. 

This will not be handled the same since user-
mode and kernel-mode providers are isolated.

User mode cannot spoof kernel events or GUIDs

This resulted in

false Positives



Refined the enumeration

https://github.com/olafhartong/ETWhat

https://github.com/olafhartong/ETWhat


Refined the enumeration - ETWhat



Poc on Ldap-client ETW

Wrote a basic POC in Go

Tried building it with several available packages

The options I found:

bi-zone/etw
 Focused on consuming events
0xrawsec/golang-etw
 Focused on consuming events
microsoft/go-winio/internal/etw
 Focused on tracelogging (manifest-less) events 
 but can register providers and emit events



Poc on Ldap-client ETW

The POC worked. 

It registered the Microsoft-Windows-LDAP provider 
and emitted event ID 30,  the search event.



Events showed up in a trace but not MDE



After a long time

I started diffing real events vs my own, including the decoded values

Learnt the packages I tried didn’t provide control over the headers

Realized most Windows data should be written in little endian

Took a new approach, built a new implementation, based on Syscalls.



And now it did show up in MDE \0/



How can I abuse this ?

How can I abuse this ?

How can I abuse this ?

How can I abuse this ?

How can I abuse this ?

How can I abuse this ?



Checking the local capping config



Generating 10 unique (garbage) events



Generating > global cap



Next, I sent in the canary



Abuse possibility

Force MDE into global capping per event type

Run our real attack, from any process on the box

No telemetry, no detection….. 

The EDR component relies on the same telemetry for its detection capability



Beacon Object File (BOF)
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Also works as a Beacon Object File (BOF)



Blocking access to the cloud





Emitted 1337 AV events



Only 1k are logged



NoW I’m a ransomware operator



Many Alerts in the cl0ud



AV Alert example



Event log example





Sept – Dec 2024 
Initial research

Jan 20, 2025 – 
Reported findings 

covering all providers 
to Microsoft.

Including a POC tool, 
covering only the 

AntiMalware 
Detections.

Feb 4, 2025 - Assessed as a low severity, defense 
in depth item and does not meet MSRC’s bar for 
immediate servicing.

Or was it?

Timeline

…CASE CLOSED…



I started recording demos



Timeline



Timeline



So, they fixed it after all ?



No, Only antimalware alerts are fixed



Blue team deception



Then, I got an Email from MSRC

“The revised fix began rolling out in July. It’s being 
deployed gradually through a ring-based approach and is 
expected to reach full deployment by August 7th”

The rest of the email gave me the impression they were addressing the ETW issue.
I requested details on what is fixed.. And what the scope of the solution is.

It took some back and forth emailing to get some more clarity, of which 
the TL;DR is:

“The focus is on hardening the Defender product providers 
against non-privileged users.”



Tested on latest Insider build



Nothing visibly changed

Still the same permissions 



They’ve got 99 problems, and fixed 1

Microsoft-Antimalware-Service 
Microsoft-Antimalware-RTP
Microsoft-Windows-AMSI
Microsoft-Windows-Windows Defender

Protected, not sure how (yet)
Unprotected
Unprotected
Unprotected

Tested Defender providers

All providers used by MDE  for telemetry are out of scope for MSRC and remain to
be available for (ab)use.

“While we do encourage ETW provider owners to evaluate potential 
opportunities for hardening in future OS releases where feasible, the 
severity of addressing this scenario remains low.”







Shared Buffer Model: 
ETW uses a pool of shared buffers for each tracing session, not per 
provider. Multiple providers can write to the same buffers within a session.

Buffer Pool

3 4

BUFFER ARCHITECTURE

Each ETW session maintains its own pool of buffers

Buffer size is configurable (typically 64KB to 1MB)

Number of buffers can be set when creating the session

Buffers are allocated from non-paged pool memory





What happens on a buffer overflow



How do the buffers work



Events are emitted and fill the pool



When consumed the Pool flushes



How buffer overflows occur

3 4



How buffer overflows occur

3 4



What happens now



Testing Buffer overflow

Wrote set of functions that emit as many ETW events to the providers as possible

Started a real-time trace session for a provider with a common buffer size and generous pool

Was a bit lazy and did not connect a consumer





https://github.com/olafhartong/BamboozlEDR

https://github.com/olafhartong/BamboozlEDR


Features

Emit various events to many providers

Hit the MDE capping for these providers

Simulate telemetry for some attack tools

Start a trace session, with all providers MDE uses, 
without a consumer

Flood the trace session buffers 



What can a defender do about this ?

Build events to test custom detections which 
rely on the user-mode ETW providers

Build detections on huge spikes followed by no 
events per provider source (complex)

Try to change the default provider security 
ACLs  (tricky)

Pray Microsoft will properly fix this 



“Detection”



What can an attacker do with this ?

Emit enough events to exceed the event cap, per provider which resets every 24h

With admin permissions, subscribe to all providers the EDR uses, flood the session 
to make it blind until a reboot

Emit fake events or alerts to set the defenders on a wild goose chase

Get users or devices disconnected of the network when the right conditional 
access policies are in place

Exhaust the amount of trace sessions or modify existing ones



Image by @KoosGoossens



Sorry

You can’t fully trust your logs anymore.

Be mindful of the origin of your telemetry and 
if/how an attacker can tamper with this. Consider 
what the potential impact will be.

These events are super valuable for detection 
and are often not easily collected in another way.

It stands to reason EDR vendors make use of it. 
The current security model however does it make 
it untrustworthy.



But wait, there is more

My next talk will cover parallel research where we were able 
to reverse engineer the MDE C2 communication protocols.

We’ve created PoltEDRgeist.

A tool to onboard (unlimited) fake devices into any MDE 
tenant with any details you want. This includes sending logs 
and spoofing computer and usernames, making it almost 
impossible to distinguish from the legitimate entities.

This method does not require any machine access to execute 
code on, so no complicated ETW events.



This research has not been possible without

@mattifestation / Matt Graeber- for his blogs on Trace Sessions and ETW tampering

@zodiacon /Pavel Yosifovich – for all his shared knowledge, tools and contributions to the Windows 
Internals books

@JonnyJohnson_ for listening to my failure stories and his ETW knowledge

@yardenshafir for helping me confirm some theories

@falconforceteam for their continued support

Geoff Chappell for his super useful windows internals website



All my ETW tools 

PockETWatcher – Lightweight ETW consumer
https://github.com/olafhartong/PockETWatcher

ETWhat – Provider mode enumeration tool
https://github.com/olafhartong/ETWhat

ETWLocksmith – Provider security analyzer
https://github.com/olafhartong/ETWLocksmith

autologgerAnalyzer – Autologger details
https://github.com/olafhartong/autologgerAnalyzer

ETWtop – Session performance monitoring
https://github.com/olafhartong/ETWtop

BamboozlEDR – ETW event emitting and BOFs
https://github.com/olafhartong/BamboozlEDR

https://github.com/olafhartong/PockETWatcher
https://github.com/olafhartong/ETWhat
https://github.com/olafhartong/ETWLocksmith
https://github.com/olafhartong/autologgerAnalyzer
https://github.com/olafhartong/ETWtop
https://github.com/olafhartong/BamboozlEDR


Thank you!
Together. Secure. Today. 

olaf@falconforce.nl https://falconforce.nl @olafhartong
@falconforceteam

https://linkedin.com/in/olafhartong
https://linkedin.com/company/falconforce
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