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AI Infrastructure 101



How do I run AI?

Training 
Frameworks

Vector 
Databases

Inference 
Servers

GPUs



GPUs!
• The one common factor between all AI providers

•What interfaces do they expose to developers?

•What’s the potential attack surface?



GPUs!



NVIDIA Container Toolkit
What is it, and how we hacked it



NCT 101

• Container runtime library

• Developed by NVIDIA

• Enables Linux containers to access

NVIDIA GPUs



NCT 102



Interesting mounts



mount ( )

Container

Host

/etc/hostname/var/lib/…/etc/hostname



mount ( )

Container

/usr/lib/…/usr/local/cuda/
compat/…

Host



Bind mounts inside the container



What’s next?

• Trick NVIDIA Container Toolkit into mounting the

host file system inside the container

• Create a specially crafted docker image



Container

../../../../../../../../../../

symlink1 mount ( )2

/usr/lib/…/usr/local/cuda/
compat/…

Host



Nope!



Fact-checking

• Libraries from /compat/lib*.so.* are mounted to the same filenames

in /usr/lib/x86_64-linux-gnu/

• Symbolic links are normalized before calling mount()

• There is a security control that prevents us from mounting paths

outside the container’s root



Goal

Bypass the security control and mount the host 

filesystem inside the container.



libnvidia-ml.so.6
libnvidia-ml.so.7

Mounts

libnvidia-ml.so.6
libnvidia-ml.so.7

do_path_resolve ( )

Validated Mounts

libnvidia-ml.so.6
libnvidia-ml.so.7

Validated Mounts

libnvidia-ml.so.6
libnvidia-ml.so.7

/usr/lib/x86_64-linux-gnu/

mount ( )

libnvidia-ml.so.6
libnvidia-ml.so.7
README.md

/usr/local/cuda/compat/

lib*.so.*

libnvidia-ml.so.6
libnvidia-ml.so.7



TOCTOU vulnerability

Time of check: The security control in do_path_resolve() is run 

once per path, before any mount() is called

Time of use: mount() calls can make changes the file system 

structure, potentially invalidating the security assertions.



libnvidia-ml.so.6

/usr/local/cuda/compat/

libnvidia-ml.so.6

/usr/lib/x86_64-linux-gnu/

mount ( )

libnvidia-ml.so.7



libnvidia-ml.so.7

/usr/local/cuda/compat/ /usr/lib/x86_64-linux-gnu/

libnvidia-ml.so.6



libnvidia-ml.so.7 ../../../../../../../..

/usr/local/cuda/compat/ /usr/lib/x86_64-linux-gnu/

libnvidia-ml.so.6



libnvidia-ml.so.7 ../../../../../../../..

/usr/local/cuda/compat/ /usr/lib/x86_64-linux-gnu/

mount ( )

libnvidia-ml.so.6

libnvidia-ml.so.7 ../../../../../../../..



Final exploit



The vulnerability in a nutshell

• Critical container escape vulnerability

• Mount host filesystem into the container

• If you control the container image – you win



The dream vulnerability

• One vulnerability affecting the entire cloud ecosystem

•How does each vendor handle a brand new 0-day?

• Let’s dive into two different case studies



Replicate
Case study #1



Replicate



What’s a “Cog”?





$ cog predict --RCE



What’s next?

•We have access to the host filesystem

• Let’s scan it for interesting files!

• First stop: /proc



Hello Redis my old friend



Redis
Task Queue

Our AI Model

AI Model

AI Model

Replicate 
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Potential impact

Public + Private

Prompts Predictions Interference



Plot twist
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DigitalOcean
Case study #2



DigitalOcean Paperspace



What’s next?

•We have access to the Node’s filesystem

• Let’s scan it for interesting files!

• Do we have K8s credentials? 👀



We do



••• 

$ kubectl get nodes I wc -l 

727 

$ kubectl get pod/8e43a5d88dd9238830b44bc0c335d088a-5656ff6d34-hjrxd 

andresriancho/testos-container 

gradient-container-registry-2a407bec-9680-450a-acd7-609bf010274a 

$ kubectl get secret/gradient-container-registry-2a407bec-9680-450a-acd7-609bf010274a 
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Takeaways
Let’s sum things up ✍



Responsible disclosure

• All issues have been reported to respective vendors

• NVIDIA assigned CVE-2024-0132

• Fixed at version 1.16.2

• Collaborated with security teams of NVIDIA, Replicate,

and DigitalOcean to fix the issues



Takeaways

• AI introduces a new software stack, with new attack vectors
• Inference servers, training frameworks, vector databases, GPU drivers…

• AI security is infrastructure security
• Keep your critical dependencies up-to-date

• Containers should not be a sole security barrier

• Can be broken using misconfigurations and logical vulnerabilities

• Utilize virtualization-based barriers and safe container technologies (i.e. gVisor)



On the next episode of Wiz Research…

CVE-2025-23266
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Thank you!


