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Who are we?

● Associate professor @ UCSD

● Co-director @ UCSD Center 
for Healthcare Cybersecurity 

● Security researcher focused on 
Internet measurement/security 

● Currently @ Censys, Previously 
PhD @ UCSD
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Audience poll: Does user phishing training work?



Background + Motivation



Phishing Training works…right?
● Many organizations (including ours) perform trainings

○ Annual cybersecurity awareness trainings
○ Simulated phishing tests (embedded trainings)

● Teach a person to spot a phish, and they are trained for life
○ “Human firewalls”



Background
● Much prior research is in favor of anti-phishing training

○ i.e : [Jampen et al. 2020]
○ Often lab studies

● Some recent studies that show opposite results
○ I.e : [Lain et al. 2022]
○ Increasingly real world studies with actual users

● Problem: How do we reconcile these conflicting studies?



Underlying research question: 
What is the best modality for anti-phishing training?



Many different modalities – which to focus on?

Static Interactive
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Let’s Treat Security Research like Medical Research



● Evidence based cybersecurity 
should be the norm.
○ Bloodletting & mercury = bad

● Instead of spending millions of 
dollars AND hours on ineffective 
solutions, let’s find the 
EFFECTIVE ones with science.

Let’s Treat Security Research like Medical Research



Methodology



Not all evidence is equal



Randomized 19,000+ Employees into 5 Groups 

● Control (no training)
● Generic static 
● Generic interactive 
● Contextual static 
● Contextual interactive 



The 8 month experiment
● Deployed monthly simulated phishing tests

○ If user clicked, they got one of four trainings
○ Control group failure led to 404 page

● Users got 1/10 lures

● Collected: 
○ User failure rates 
○ Training engagement (ie. time on page)
○ Time since last annual cybersecurity training
○ And additional data



Lure example



Lessons Learned 
(and what it means for users)



Lesson #1: We Can Pwn Users with 
Scientific Lure Crafting



Lesson #1: we can pwn users with scientific lure crafting



Top Tier Lure Example



Lesson #1: we can pwn users with scientific lure crafting
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failure rate!
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Lesson #1: we can pwn users with scientific lure crafting
● Whoever controls the lures, 

controls the failure rate!

● On a long enough time 
frame, most people are 
pwned.

● We need to stop punishing 
employees for failing phish.



Lesson #2: Training not efficacious 
(for these modalities/deployment) 



Lesson #2: training not largely efficacious (in these modalities/deployment)

Annual cybersecurity training has no observable benefit 
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Lesson #2: training not largely efficacious (in these modalities/deployment)

Overall average improvement over 
control for monthly embedded training 

was….1.7% 



Lesson #3: People Don’t Spend Time on 
Anti-Phishing Trainings



Lesson #3: people don’t spend time on training
● Coded way to measure how much time folks are spending on 

anti-phishing training

● We measured how much time folks are spending on training



Lesson #3: people don’t spend time on training

● For the people who did spend time on training, there were 
different outcomes

● Static trainers did worse , interactive trainers did better

● Overall numbers were really low, so hard to generalize



Lesson #3: people don’t spend time on training



Is all of this focus on training 
worth the outcomes? 
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is all of this focus on training worth the outcome?
● We CAN find the “right” training

● How much time/effort/money will it take us?

● How much would be erased with a slightly different lure?



is all of this focus on training worth the outcome?
● We CAN find the “right” training

● How much time/effort/money will it take us?

● How much would be erased with a slightly different lure?



What if we put energy and resources elsewhere?



We need to empirically measure these 
outcomes, and share the data, to 

better security.



Medical Outcomes Security Outcomes

Let’s Treat Security Research like Medical Research



broaden data sharing
● Back-up claims with data

● Should vendors be the collector, disseminator, and analyzer of data?

● We don’t need to be an expert, but let’s get data in the hands of the 
RIGHT people



Summary



In summary
● Lesson #1: we can pwn users with scientific lure crafting 

● Lesson #2: trainings (as deployed) are not efficacious

● Lesson #3: people don’t spend time on training



In summary

● Recommendation #1: Let’s find the more efficacious 
places to put time and energy

● Recommendation #2: Empirically analyze security 
outcomes. Always. 
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https://arianamirian.com/docs/ieee-25.pdf
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