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What is IAM?
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AmazonS3FullAccess
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What Is Amazon ECS?

≈
ECS K8S
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ECS Cluster

EC2 EC2

#BHUSA @BlackHatEvents

EC2



#BHUSA @BlackHatEvents

Instance Role

EC2



#BHUSA @BlackHatEvents

Instance Role
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ECS Launch Modes

Fargate EC2
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ECS Agent
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ECS Agent
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Can you 
monitor ECS 

tasks?
Sure, let’s try
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Except…
The Service
Name
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Amazon ECS task metadata endpoint 
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Where’s ecs:ListServices ???

It all started with a service name
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Proxy
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Can I 
impersonate 
the ECS agent?
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You have 
3 days

Ron, can I 
research it?
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Instance Role

AmazonEC2ContainerServiceforEC2Role

ecs:RegisterContainerInstance
ecs:DeregisterContainerInstance
ecs:DiscoverPollEndpoint
ecs:Poll
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Poll Endpoint URL

https://ecs-a-1.us-east-2.amazonaws.com
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Agent Version

Cluster ARN

Container Instance ARN …

sendCredentials=true
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ACS – Agent Communication Service

Task 
Metadata

Agent-Level 
Directives

IAM 
Credentials
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ECS Agent – Authentication Flow
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Can a Task 
Impersonate the 
ECS Agent?
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ECScape

ecs:DiscoverPollEndpoint?
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Poll Endpoint URL

https://ecs-a- .<REGION>.amazonaws.com

Brute Force
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ECScape
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IMDS

Region

Instance ID

Private IP address
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Agent Version

Cluster ARN

Container Instance ARN …
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Container
Instance ARN
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Container Instance ARN?
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ecs:ListContainerInstances ???
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Amazon ECS container introspection
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ECScape - Final Flow
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AWS Documentation
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AWS Documentation
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Impact

Cross-Task IAM Role Hijacking

Abuse of Task Execution Role

Access to ECS Internals

No Misconfiguration Needed - IMDS & Instance Role
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Demo
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ECScape POC GitHub:
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EC2

Instance Role

Task

IMDS

Disable Tasks IMDS Access



Task Role
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Minimize Task Execution Role Permissions
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EC2

Task

High Privilege Role

Task

Low Privilege Role

Separate high-privilege and low-privilege workloads



EC2
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EC2

Task

High Privilege Role

Task

Low Privilege Role

Separate high-privilege and low-privilege workloads
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EC2
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EC2

TaskTask

Isolate Tenants In Multi-Tenant Systems

Tenant 1 Tenant 2



Best Practices

Separate High and Low Privileged Workloads

Isolate Tenants in Multi-Tenant Systems

Minimize Task / Task Execution Role Permissions
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Vendor Response
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Documentation Change
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AWS Official Statement
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The issues raised by Sweet Security are very important and instructive regarding basic elements of the AWS shared responsibil ity model [1]. While AWS often provides agents 

to run on customer-controlled EC2 instances [2] to provide service functionality (e.g., ECS agent, CloudWatch agent, Systems Manager agent, EMR on EC2 agent, etc.), in all 

cases these agents run within the customer’s security boundary, and any and all associated AWS roles (and their credentials and permissions) are understood and designed to 

be fully accessible to customers. The same is true of the open source components [3] running on customer EC2 instances used b y the EKS service. Our threat model also 

assumes that such roles used by agents may be directly used and potentially abused by customers, and the services are designed to protect themselves from such possible 

abuse.

In the case of ECS, at the time of the original service launch the only roles/credentials/permissions made automatically available to tasks and containers were those of the 

underlying instance. Many customers continue to use ECS’s IAM integration in that manner. Later, for customer convenience, a different set of roles (and associated credentials 

and permissions) was made available at the task level [4] [5] to separate and simplify management of the permissions granted directly to customer code running inside 

containers in ECS tasks. At that time, we added documentation [6] for iptables-based techniques whereby customers could deny network access to the underlying instance 

credentials from hosted containers. That configuration remains an option and is not the default behavior. AWS continuously re views default configurations in our services and as 

over time a decreasing number customers use instance credentials in ECS/EC2, changes to this default behavior are under consideration. However, even if the default 

networking behavior was changed, containers were and are never considered a security boundary in AWS [7]. Thus, even such a n etworking change could make it more 

complicated for containers to access the privileges available to the ECS agent, not make it impossible. Moreover, in EC2-based deployments of ECS, the customer is in full 

control of both the underlying instance as well as the associated tasks and containers that run inside it. Thus, customers are responsible for guarding against all security issues 

within a container seeking to access code and data in the underlying instance or other containers hosted on it. In sum, whatever IAM privileges exist in the underlying instance / 

operating system are assumed to be and are directly or indirectly available to customers, and to the code that they deploy, one way or another. 

AWS would like to thank Sweet Security for their interesting and valuable research, which resulted in modifications and clari fications in our documentation and an existing blog 

post to make more explicit the security boundaries and the implicit threat model of the ECS service (as well as, by implication, analogous scenarios involving AWS-supplied 

agents running on customer-controlled EC2 instances). Our customers have benefited from this research and collaboration. 

[1] https://aws.amazon.com/compliance/shared-responsibility-model/

[2] https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-agent-config.html

[3] https://docs.aws.amazon.com/eks/latest/userguide/eks-compute.html

[4] https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html

[5] https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html

[6] https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-metadata-endpoint-v2.html

[7] https://aws.amazon.com/blogs/security/security-considerations-for-running-containers-on-amazon-ecs
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Summary

On EC2, tasks and the ECS agent share one trust boundary

A task can impersonate the ECS agent

Task-level hardening is essential
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Thanks!
naorhaziz@gmail.com

Naor Haziz

https://github.com/naorhaziz
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