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How many of you own 
an Apple device?
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How many of you 
use Siri?
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How many of you 
use Apple Intelligence?
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Apple Intelligence

Siri Writing Tools Image Playground
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Yoav Magid
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Agenda

Behind Apple Intelligence’s Curtains

Risks & Methodology

“Hey Siri, What can you do?”

What can we do?



Apple 
Intelligence's 
Infrastructure
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On-device models Server models

Private Cloud Compute

Enhance Productivity While Protecting Your Data!
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Risks & 
Methodology
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What?
On-device vs. PCC
Which data?

How?

Private 
Cloud

Network Inspection
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SSL

Enabled via SSL/TLS certificates issued by 
trusted Authorities.

Certificate Pinning

A technique to a specific certificate or public 
key to an 
The app all certificates not matching the 
pinned one to prevent Adversary-in-the-Middle.
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Scenarios
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Siri
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“Siri draws on Apple Intelligence for new 
superpowers… the ability to type to Siri whenever 
it’s convenient for you…. And with extensive product 
knowledge and the ability to tap into ChatGPT…”

The start of a
new era for Siri
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The Prompt
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Quick look – Data Frame
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Location (Latitude, Longitude)
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Precise Location
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Apple’s Weather App
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Weather App?
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Applications lists by topic

OUTLOOK

VLC

CODE
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Active Applications
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Taylor Swift?!
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Now Playing Queue
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Metadata Query



Remember?
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When TMI meets AI…

I just wanted to ask AI:

“What is the weather today 
in Las Vegas?”

However, Siri  interpreted it as…
● What’s the weather today in Las Vegas
● Check which weather apps I have installed
● What my favorite song is?
● BTW, do you know I have VMs on my device?
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Messaging Data
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Siri Cases

CASE ON-DEVICE/CLOUD DATA SENT WHERE?

Calculator Cloud

Active Apps
Speakers’ Audio
Apps by Topic
Location

Smoot
guzzoni

W eather Cloud

Online Search Cloud

Article Search Cloud

Message Service On-Device
Active Apps
Speakers’ Audio
Message Data

guzzoni
Email  Service On-Device

Active Apps
Speakers’ Audio

Calendar On-Device
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Writing Tools
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Writing Tools
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On-Device or Not?

Online Offline
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Image Playground
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Image Playground
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Extensions



ChatGPT

The only 
extension of 
Apple Intelligence

Accessible via 
Siri & Writing 
Tools (Show 
Images)

Proxy through 
Apple Servers 
and not directly 
with OpenAI

Some requests 
are duplicated 
to Siri Search
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Disclosure Timeline

Disclosure begin
02/2025

Apple required more info
03/2025

Sending logs & pictures
03/2025

Apple acknowledgement
03/2025

Apple’s comment
07/2025
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Apple Response
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SiriKit Test
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Mitigations

APP DOMAINS DATA SENT

Si ri

guzzoni.apple.com
Active Apps
Messaging Data
Speakers’ Audio

*.smoot.apple.com
Apps by Topic
Location
Speakers’ Audio

W riting Tools

apple-relay.cloudflare.com
apple-relay.fastly-edge.com
cp4.cloudflare.com
(Private Cloud Compute)

Relevant Data

Image Playground - -

Extensions - ChatGPT
apple-relay.apple.com (PCC)
*.smoot.apple.com (Siri)

Prompt
Auth (only PCC)

1. Block any network traffic to guzzoni.apple.com – does not hinder functionality
2. Disable any settings of apps that you are not will ing to share
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Takeaways

Privacy Policy - To Read or not to Read?

Implement Careful Network-Level Monitoring

Transparency from AI Vendors
- Pinning should not be an obstacle
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Retrospective



Apple Intelligence VS Siri

2 Terms of Use • 2 Privacy Policies
Same App



Can you tell the 
difference?



Thank you for listening!



Q&A
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