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Agenda

• Domains in AD and in Entra ID

• Existing hybrid attacks

• Policies

• Exchange



Domains



Domains in AD vs Entra

• Domains in Active Directory
• Are logical containers with their own structure.

• Are part of a forest of one or multiple domains, which acts as the security 
boundary.

• In Entra ID
• Domains are custom domains that you can use for sending email or as a suffix 

for userPrincipalNames.

• Entra has a flat structure, which means there is no difference between users 
in one domain versus another domain.



Domains in hybrid AD / Entra ID

• We can sync multiple AD domains / forests to the same tenant.

• All users from these domains will be “pooled” together in Entra ID.

• However, we can configure authentication (managed/federated) on a 
per domain basis.
• This is what confuses people (including me).

• In Entra ID, there is no boundary between different custom domains.

• However, there is a difference between synced accounts and “cloud-
only” accounts.



Entra ID – hybrid setup
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Entra ID – hybrid attacks from AD

Entra ID – cloud only users
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Hybrid domain compromise
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Hybrid attacks



Starting point = full control over on-prem AD



Known hybrid attacks

• Configuration dependent attacks:
• AD FS compromise allowing forged SAML tokens.

• Seamless SSO compromise allowing forged Kerberos Tickets (silver tickets).

• Entra ID connect based attacks:
• Password overwrite via compromised Entra ID connect server.

• Adding credentials to service principals via Entra ID connect.

• Converting cloud-only accounts to hybrid accounts.



AD FS and forging SAML tokens
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Seamless SSO and forging Kerberos tickets
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Forging tokens / tickets

• AD FS token forging (Golden SAML) and Seamless SSO ticket forging are quite 
similar conceptually.

• Compromise authentication material on-premises, use it to auth to the cloud.

• Main difference:
• AD FS can issue MFA claims, bypass MFA on the Entra ID side.
• Mitigations exist by refusing MFA claims from SAML tokens.
• Seamless SSO is only a replacement for the password.

• Both methods are not isolated to a specific domain.

• Every AD FS token signing cert and every Seamless SSO key works for all domains 
in your tenant.

• Allows for impersonation of any synced account (not cloud-only accounts).



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS

Seamless SSO Impersonate hybrid user



Convert cloud-only user to hybrid user

Entra ID – cloud only users
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Convert cloud-only user to hybrid user

• Was possible for any account back in 2018

• Through “soft matching”:
• Takeover is based on userPrincipalName or proxyAddress attributes.
• Create fake user on-prem with same attribures, will be matched to cloud 

account.
• After soft matching account is treated as hybrid.

• Solved for Global Administrators

• Never solved for Eligible roles
• Eligible GA can be taken over.

• Mitigation: block soft matching / hard matching in Entra ID.



Dumping Entra ID connect credentials

Tools: https://github.com/dirkjanm/adconnectdump



Dumping the certificate with private key



TPM based private key



What’s an assertion anyway

• Signed JWT issued by the app



Expires when exactly?



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS

Seamless SSO Impersonate hybrid user

Modify policies



Entra Connect Sync - Entra ID rights 



Policies?



Policies – in my favorite Graph API

graph.microsoft.com

graph.windows.net
api-version=1.61-internal



Conditional Access policies

• The policies endpoint contains all Conditional Access policies.

• Could be modified by the Entra Connect Sync account.

• Could add exclusions or just disable/delete entire policy

• Disclosed in 2019

• Patched in December 2023





Other policies

• On-Premise Authentication Flow Policy

• Password Management

• Default Policy (type 24)

• External Identities Policy



Other policies

• On-Premise Authentication Flow Policy
• Seamless SSO settings and Pass Through Auth config

• Password Management
• SSPR policy

• Default Policy (type 24)
• Authentication methods policy

• External Identities Policy
• B2B collaboration settings







Seamless SSO configuration

• keyCredentials hold the symmetric Kerberos encryption keys.

• 2 per domain (plus old keys if rotated recently)

• What key format to use? No examples or logging.

• Attempted:
• 1: NT hash 2: AES256 key
• 1: plain password 2: salt
• Combinations switched around + base64 encoding etc

• Combination that worked:
• Plain password / key in both keys
• Accepts RC4 encrypted Kerberos SSO ticket



Adding Seamless SSO backdoor keys

• Add our own chosen key to the list.

• Can add keys to existing domain but they will be rotated out or break 
existing seamless SSO.

• Can also add it to a .onmicrosoft.com domain
• Doesn’t make any sense, but works.

• Can use any key for any domain anyway, so doesn’t matter which domain we 
provision it on.





Audit logs?

• No



Authenticating with backdoor key



Other policies

• On-Premise Authentication Flow Policy
• Seamless SSO settings and Pass Through Auth config

• Password Management
• SSPR policy

• Default Policy (type 24)
• Authentication methods policy

• External Identities Policy
• B2B collaboration settings



External Authentication Methods



EAM MFA bypass

• We can provision a new EAM by modifying the authentication 
methods policy.

• We can fake the MFA with roadoidc.

• Logs don’t actually tell us anything useful…

Ref: Bringing your own Identity Provider to Entra ID for Persistence and MFA Bypasses – https://dirkjanm.io/talks



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS

Seamless SSO

Impersonate hybrid user

Modify policies

Configure SSSO / EAM



Hardening of Sync account permissions

• In August 2024 Microsoft changed the permissions.

• Sync account no longer has permissions to modify objects via Graph 
API’s.

• Techniques remain valid for post-compromise backdoors.



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS

Seamless SSO

Impersonate hybrid user

Modify policies

Configure SSSO / EAM



Exchange



Exchange hybrid on-prem = Exchange online



Exchange online = Global Admin



Exchange hybrid

• Exchange on-prem has a certificate credential that is used to 
authenticate to Exchange online and used to allow OAuth in hybrid 
scenarios.

• Is configured on the Exchange online service principal.

• Can be used for client authentication.



Exporting the certificate









Domain.ReadWrite.All

• Allows us to configure custom domains.

• Removing / adding domains.

• Modifying the federation information on domains.

• Modify the federation token signing certificate.





Patch federation config



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS
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Exchange Configure federation config



Test our hybrid setup



Testing OAuth connectivity





Actor token?



Another token?





Access Control Service (ACS)
Microsoft Entra ID

ACS
Exchange hybrid on-prem

Request actor token

Issue actor token

Exchange online

Send actortoken, impersonate Bob

Send actortoken, impersonate Alice

Send actortoken, impersonate *

OSINT: https://accounts.accesscontrol.windows.net/microsoft.com/metadata/json/1



Actor tokens



Unsigned bearer token sent to Exchange online



Service to Service (S2S) tokens

• Valid for 24 hours

• Non-revokable

• No logs when they are issued

• Unsigned – so no traffic to Entra ID to use them – so again no logs

• Can impersonate anyone within the tenant for tokens that have 
“trustedfordelegation”, which most MSFT apps I tested have

• No Conditional Access or any security checks at all

• Valid for any mailbox in Exchange online

• Can also be requested for SharePoint online, access any SharePoint site / 
OneDrive in the tenant



S2S tokens



Ref: https://www.microsoft.com/en-us/security/blog/2025/07/08/enhancing-microsoft-365-security-by-eliminating-high-privilege-access/



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS

Seamless SSO

Impersonate hybrid user

Modify policies

Configure SSSO / EAM

Exchange Configure federation config

Full access to Exchange Online

Full access to SharePoint



Demo



But wait… there is more

• What if we request an actor token for graph.windows.net?







NetId property



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS

Seamless SSO

Impersonate hybrid user

Modify policies

Configure SSSO / EAM

Exchange Configure federation config

Full access to EXO / SPO

Full access to Entra as any user



Demo



Audit logs

• If you make changes with this method, the audit logs look “odd”



Detection KQL

AuditLogs

| where not(OperationName has "group")

| where not(OperationName == "Set directory feature on tenant")

| where InitiatedBy has_all ( "Office 365 Exchange Online","user")

| where InitiatedBy.user.displayName == "Office 365 Exchange Online"

Thanks to Fabian Bader and FalconForce for validating the query and helping with fine-tuning it 



Establishing whether you are affected



Mitigation

• It is actually possible to “split” the service principals from Exchange 
on-prem and Exchange online, announced in April this year

• Will be required by October 2025

Ref: https://techcommunity.microsoft.com/blog/exchange/exchange-server-security-changes-for-hybrid-deployments/4396833



MSRC Response

• I did not think this is a vulnerability, just flawed design.

• Submitted it as a heads up to MSRC 2 weeks before Black Hat.

• The product team did consider it a vulnerability.

• They expedited a fix for the graph.windows.net impersonation.

• Blocked for 1st party Service Principal credentials since last Friday.

• Exchange / SharePoint impersonation still possible for now.



Entra ID Connect

Convert cloud-only user to hybrid

Modify service principals

Modify synced user passwords

AD FS

Seamless SSO

Impersonate hybrid user

Modify policies

Configure SSSO / EAM

Exchange Configure federation config

Full access to EXO / SPO

Full access to Entra as any user



Conclusions

• Entra ID connect on-prem was way more powerful than you thought.

• Most attack paths from Entra ID connect are now mitigated.

• Exchange hybrid on-prem = Exchange online.

• Exchange online has/had unrestricted access in your tenant through 
S2S actor tokens with impersonation rights.

• S2S actor tokens design is messed up, should never have existed and 
the impersonation should be removed ASAP.

• Lack of transparency about internal auth protocols hurts security.

• Customers running Exchange hybrid should apply mitigations to 
reduce the impact.
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