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I want to hack Big Company Inc.



But how?

• Searched for exposed services

• Found an interesting service

• What is axis.remoting protocol ?



Axis Cameras

• IP Camera

• OS is Axis OS (Custom Linux)

• Download firmware from Axis 
website

• Managed via web interface

• Configuration, camera feed..



Most companies have more than 1 camera…



Axis Camera Station / Device Manager

• Manages Axis cameras
• Discovery, config, firmwares

Axis 
Camera 
Station



Axis Camera Station / Device Manager

• Live feed view and video 
recording 

Axis 
Camera 
Station



How its used



• Axis Secure Remote Access (not 
Axis.Remoting)

• Pro: Does not require exposing 
services to the internet

• Con: pay-per-traffic - can be 
expensive 

• On-Prem installation (uses 
Axis.Remoting)

• Pro: Free to use

• Con: Need to expose services to the 
internet

On-Prem vs. Cloud versions

Axis 
Camera 
Station



• Tons of orgs choose on-prem

• Connect to their servers remotely

• To stay secure - Axis implemented 
secure protocol

• Fully encrypted and authenticated binary 
protocol

What about remote access?

Axis 
Camera 
Station



On-Prem Connection
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On-Prem Connection
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On-Prem Connection

WAN
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Server controls 
cameras



6,000+ servers 
around the 
world!!!
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Let’s Deep Dive!



Axis Camera Station / Device Manager

• Windows .NET applications

• Client and server

• Uses Axis.Remoting protocol

• Wrapped in mTLS

• Requires authentication

• Windows Host/Domain 
Credentials



Let’s Unwrap the protocol!



MiTM the Connection with mTLS

MiTM
Axis Camera 

Station

Axis Camera 
Station Clients



• User-Agent: protocol name 
(Axis.Remoting)

• NTLMSSP: Authentication 
method (NTLM Challenge 
Response)

• Hostname: name of computer

• Request/Response: 
JSON-based Service::Method 
pairs

• Service, Method: the logic to 
invoke on the server

Let’s analyze the protocol!



• ServiceContract is used

• Client can invoke functions 
(contracts) on the server

• Common RPC in .NET

ServiceContract



What happens when we have a complicated function?



What happens when we have a complicated function?



What happens when we have a complicated function?



• Non-primitive params are 
deserialized

• Using TypeNameHandling.Auto

→ Super dangerous!

Parameter Deserialization (CVE-2025-30023)



Example Request



Let’s exploit it
We have a deserialization vulnerability! 



mTLS 
connection

Connection Lifecycle

Start 
Axis.Remoting

NTLMSSP 
Challenge 
Response

Axis.Remoting 
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(deserialization) 



mTLS 
connection

This is auth!

NTLMSSP 
Challenge 
Response

Axis.Remoting 
Req/Resp 

(deserialization) 

Start 
Axis.Remoting



• We have serialization vulnerability (== RCE)

• But it requires authentication

• But we can exploit it in another form!

What we have so far



Step 1: We MiTM the connection

MITM

Axis Camera 
Station Client

Attacker
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Step 2: Client authenticates (NTLMSSP) to server and we 
pass-the-challenge (CVE-2025-30024)

MITM
Attacker

NTLM 
REQ

Axis Camera 
Station

NTLM 
RESP

Axis Camera 
Station Client

Axis Camera 
Station



Step 3: After Auth - Inject Deserialization payload

MITM
Attacker

Payload

Axis Camera 
Station Client

Axis Camera 
Station

REQ





Step 4: Reverse Shell on Server!



Side Note - We can do the same for the client!

Payload

Axis Camera 
Station
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Executing Code on 
Cameras 

(using legitimate features)



• Admins can install packages on 
cameras

• Super modular!

• Anyone can create their own…

• Let’s use it to run code on cameras!

Execute Code on Cameras

Axis Camera 
Station



• Tons of examples

• Super easy to build a 
package

• Uses docker to build 
for multiple archs

• X86, AARCH64, ARM 
etc…

Axis ACAP SDK on Github



Building a Package



Building a Package





Let’s make it preauth
MiTM != preauth



• Axis implemented fallback protocol

• If regular TCP connection doesn’t work

• Over HTTP with AES encryption??

I <3 Fallback Protocols!

axis.remoting 
vulnerable 

protocol



Still requires auth



Still requires auth

If we use creds - 
browser is just stuck 
forever…



WAT
WAT

WATWAT

Let’s understand this protoCOOL!



Step 1: HTTP Connect With Credentials 
(WWW-Authenticate)

RX

Axis Camera 
Station

Return Channel (ID)

GET /

Axis Camera 
Station Client



Step 2: New HTTP Socket (Using the Channel)

Axis Camera 
Station

Axis Camera 
Station Client GET /{Channel}

TX



Step 3: We now have TX and RX “Streams”

Axis Camera 
Station Client

RX

TX

Axis Camera 
Station



Step 4: Each Side sends PubKey

Axis Camera 
Station Client
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TX

Axis Camera 
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Step 5: Each Side sends AES key

Axis Camera 
Station Client
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TX

Axis Camera 
Station

Encrypted AES Key

Encrypted AES Key



Step 6: Regular Communication (encrypted with AES)

Axis Camera 
Station Client

RX

TX

Axis Camera 
Station

Encrypted msg

Encrypted msg





• Encrypted binary socket over HTTP

• Weird way to implement it

• Uses both symmetric and asymmetric encryption

• ==> Is it more secure?

Axis.Remoting HTTP Protocol



• Encrypted binary socket over HTTP

• Weird way to implement it

• Uses both symmetric and asymmetric encryption

• ==> Is it more secure?

• It has the same deserialization vulnerability - but we still need 
auth bypass!

Axis.Remoting HTTP Protocol



Web Server Authentication Scheme



Super Duper Secret Server Authentication Scheme 
(CVE-2025-30026)



• Step 1: Use /_/ secret path
• Bypass auth

• Step 2: Implement weird comm 
protocol

• Step 3: ???
• Step 4: Preauth RCE!

Exploitation Plan



And Then - Pivot to Cameras!

Axis Camera 
Station



Understanding the Aftereffect!



• Using internet scanning services 
(Shodan, Censys) - we discover ~6,500 
exposed devices!!
• Almost 4,000 in the US!

Internet-Exposed Instances



• Because the server uses NTLMSSP - it 
advertises its domain!

• We can simply connect to an instance 
and query it

• creating a map of ~6,500 instances

Mapping Targets



• …

• NTLMSSP: Authentication 
method (Windows)

• Hostname: hostname of host

• …

Remember this?

This includes 
Domain!!



Mapping Targets



• Many countries banned chinese-made 
surveillance

• Remote access is need for this service
• For multiple site installations, remote 

monitor etc…
• People believe the protocol is secure 

because it is encrypted

Why so many exposed?



• We reported all of these vulnerabilities to Axis Solutions

• They were super professional and and fixed all of the vulnerabilities

• Really! i’ve never got an email response within 10 minutes of reporting!

• They’ve worked hard to fix everything, kudos to them!!

Aftermath
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