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A Disclaimer

All tests were conducted in simulation or tightly controlled
test environment. Collisions occurred only in simulation.
Results are based on outdated software versions.
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What is
Teleoperation?



blgékhat@
BRIEFINGS

-
~}



https://www.youtube.com/watch?v=NKQHuutVx78
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https://www.youtube.com/watch?v=NKQHuutVx78
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Operations Center

Detect potential
o construction zone
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Vehicle
Al: Hey human,

take a look.
Is something in
my way?
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Operations Center

OP: Yes, lane
shifted or
closed
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Vehicle

Operations Center

Al: Any
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OP: Try this
suggestion

Suggestion:
- Waypoints
- Stop
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Al: Nice, let me
try it.
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Vehicle

Al: Don't worry,
| am still in full
autonomy
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How to Show Teleoperation
Is Working Safely
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How About Mistakes?
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15504 52 67 84  -87-85-83




BRIEFINGS

blg?:k hat

.
¥ )
4 A
a oot
oa, J. A .
) e
: . -’
i ¢
L ™
o s . I
o E
i, g "
8 }<v: I
- -y . &
- s 1 V....c_«. =
/3 D i
-k l.
- -
.ﬂ‘ e B
.... _' - ...- i
m Dnt : p
!
. . M : -
4 " »
ks .
- | 2
e i
e U5 '
= u
- B |
4..' :
-~ .
’ ’ s
u 'R z ¥
e ot.. '
€ e
. .
~ - .
:
: =i
7 =
d S s
s N B

| |m| Take notn. Une Shift-frter 1o foous

v
-

&



black hat ” 4 @ |
BRIEFINGS

P Ty

e
.

MRS vy B e ey

. p . ... 'K\. <. “hk.’ J\ “” o .v 3 :-'. 2 "‘. g
A sty GG SRORTAPRT ot o

: -4 . (R = 2 2.8 AL T Pk TR A L2, e ,}_
Lo kT el L f N 2
- e e A - -_M—m‘kmmwm Maaﬂnr

o)

SPEED
LIMIT

I —————— Yy F eleOD ’-‘ MPH



bl-'gl?:khaf
BRIEFINGS

#BHUSA @BlackHatEvents



blg?:khaf
BRIEFINGS

Al oy
o g A e
"

186

Wilwwm Tisiaw

HatEvents



blg?:khaf
BRIEFINGS

#BHUSA @BlackHatEvents



blgc’=khat®
BRIEFINGS

5 P S
el egtp . St

f;.vﬂl' " o

#BHUSA @BlackHatEvents



blgt’:k hat

ERSENES o

Is There A Scalable Way?
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Feedback on . .
behavior Monitoring

Fuzzer

New Input
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Feedback on . .
behavior Monitoring

Fuzzer

New Input
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Feedback on
behavior

Fuzzer

New Input
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------ Suggested Path
(O] \Y;
Other Car
Feedback on . .
behavior Monitoring
-
Fuzzer
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Base scenario

Extract
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Base Scenario Input

Add TO params
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Feedback on . .
behavior Monitoring

Fuzzer
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Monitoring
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Monitoring

Fuzzer
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Monitoring

Fuzzer
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What We Discovered
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Base scenarios Variations

e 300+ situations e 50,000+ mutants
e different geometries, type e 3 valid collisions
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Case 1 Case 2 Case 3
Merging from Reversing into Right Turn with
Parking Intersection Multi-Agent
Interaction
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Case 1. Mergmg\,ﬁrﬁ

R -

Situation
type

Get on road from parking spot
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Situation Get on road from parking spot
type
AV AV stopped in parking lane, following suggested waypoints to get on

maneuver road
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Situation Get on road from parking spot
type
AV AV stopped in parking lane, following suggested waypoints to get on

maneuver road

Agent [Agent 1-3] ahead of AV, stopped
maneuver |[Agent 4] ahead of AV, driving following the route

#BHUSA @BlackHatEvents
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Situation Get on road from parking spot
type
AV AV stopped in parking lane, following suggested waypoints to get on

maneuver road

Agent [Agent 1-3] ahead of AV, stopped
maneuver |[Agent 4] ahead of AV, driving following the route

Suggested waypoints with new parameters
e Longitudinal offset (x)
e Lateral offset (y)

Command
variants
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Case 1

Merging from
Parking

Case 2

Reversing into
Intersection

Case 3

Right Turn with
Multi-Agent
Interaction
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Case

Situation
type

Reversing in Intersection
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versin

Situation . :
Reversing in Intersection
type
AV . : ,
AV was driving forward away from the intersection
maneuver
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Situation . :

Reversing in Intersection
type
AV . : ,

AV was driving forward away from the intersection
maneuver
Agent : . : :

[Agent 1] behind AV, crossing intersection with the route
maneuver
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Situation . :

Reversing in Intersection
type
AV . : ,

AV was driving forward away from the intersection
maneuver
Agent : . : :

[Agent 1] behind AV, crossing intersection with the route
maneuver

Suggested reverse waypoint with new parameters

Command | e Start reversing timing (t)
variants

#BHUSA @BlackHatEvents



N

£2 : Reversin

blackhat Case
BRIEFINGS

N

Situation . :

Reversing in Intersection
type
AV . : ,

AV was driving forward away from the intersection
maneuver
Agent : . : :

[Agent 1] behind AV, crossing intersection with the route
maneuver

Suggested reverse waypoint with new parameters

Command | e Start reversing timing (t)
variants
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Situation . :

Reversing in Intersection
type
AV . : ,

AV was driving forward away from the intersection
maneuver
Agent : . : :

[Agent 1] behind AV, crossing intersection with the route
maneuver

Suggested reverse waypoint with new parameters

Command | e Start reversing timing (t)
variants
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Situation . :

Reversing in Intersection
type
AV . : ,

AV was driving forward away from the intersection
maneuver
Agent : . : :

[Agent 1] behind AV, crossing intersection with the route
maneuver

Suggested reverse waypoint with new parameters
Command | e Start reversing timing (t)

variants e Destination longitudinal offset (x)

e Destination lateral offset (y)
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Case 1 Case 2 Case 3
Merging from Reversing into Right Turn with
Parking Intersection Multi-Agent
Interaction
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Situation

Right Turn with Multi-Agent Interaction
type
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Situation /. ht Turn with Multi-Agent Interaction
type
AV AV was following suggested waypoints to turn right through

maneuver intersection
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Situation /. ht Turn with Multi-Agent Interaction
type
AV AV was following suggested waypoints to turn right through

maneuver intersection

Agent [Agent 1] behind AV, driving following the route
maneuver |([Agent 2] ahead of AV, driving following the route
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Situation /. ht Turn with Multi-Agent Interaction
type
AV AV was following suggested waypoints to turn right through

maneuver intersection

Agent [Agent 1] behind AV, driving following the route
maneuver |([Agent 2] ahead of AV, driving following the route

Suggested waypoints with new parameters
Command | e Longitudinal offset (x)
variants e Lateral offset (y)
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Situation /. ht Turn with Multi-Agent Interaction
type
AV AV was following suggested waypoints to turn right through

maneuver intersection

Agent [Agent 1] behind AV, driving following the route
maneuver |([Agent 2] ahead of AV, driving following the route

Suggested waypoints with new parameters
Command | e Longitudinal offset (x)
variants e Lateral offset (y)
Emergency stop
e Stop location (short bar)
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Looking Ahead
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Perception
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Teleoperation Perception

Planner
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Safety Must Scale -
Keep Fuzzing Al Stack
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