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also me

Most talks about 
cybersecurity are just 

someone stumbling around
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aka.ms

aka.ms is
also known as
also known as
Microsoft
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eng.ms

500 Internal Server Error
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rescue.eng.ms
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Agenda
• The Entra ID Identity Platform

• Previous Research

• Consent & Compromise

• Sound Bytes, Questions
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Authentication vs. Authorization in Entra ID

AuthZ

OAuth 2.0

Guard

Done after

Access Token

AuthN

OIDC

Gatekeeper

Done first

ID Token
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Microsoft Identity Platform
• login.microsoftonline.com

• Also called Identity Provider (IdP)

• Does Authentication & Authorization
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Microsoft Identity Platform
• login.microsoftonline.com

• Also called Identity Provider (IdP)

• Does Authentication & Authorization

• Single-Page App

• Web App

• Mobile App

• Desktop App

• Browserless App

• Daemon App

• Web API

Your data

You

Registered at
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Eye App Eye App
App Registration

Eye App
Enterprise Application

Entra Tenant
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Application Types & Token Grant Flows
• Single-Page App

• Web App

• Mobile App

• Desktop App

• Browserless App

• Daemon App

• Web API

• Implicit flow

• Authorization code flow

• Resource Owner Password (ROPC)

• Device code flow

• Client credentials

• On-behalf-of flow
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1. Sign-in & Consent

Web APISingle-Page App
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1. Sign-in & Consent

2. Get Authorization Code

3. Request Access Token

4. Call Web API

Web APISingle-Page App
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Consent Flow
•

• Instantiates Application Objects (App registrations) into 
Service Principals (Enterprise Applications)
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• Instantiates Application Objects (App registrations) into 
Service Principals (Enterprise Applications)

• https://login.microsoftonline.com/common/adminconsent?
client_id=<APP_ID>
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Consent Flow
•

• Instantiates Application Objects (App registrations) into 
Service Principals (Enterprise Applications)

• https://login.microsoftonline.com/common/adminconsent?
client_id=<APP_ID>
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Signature

Payload

Header
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1. Sign-in & Consent

2. Get Authorization Code

3. Request Access Token

4. Call Web API

Web APISingle-Page App
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Multi-Tenant Applications
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Multi-Tenant Applications

Resource 
Tenant

Attacker 
Tenant
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Eye App

Eye App
App Registration

Eye App
Enterprise 

Application

Resource Tenant 

Eye App
Enterprise Application

Attacker 
Tenant



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Identity Provider Endpoints
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Identity Provider Endpoints
• https://login.microsoftonline.com/common/

• https://login.microsoftonline.com/organizations/

• https://login.microsoftonline.com/eye.security/

• https://login.microsoftonline.com/eyecs.onmicrosoft.com/

• https://login.microsoftonline.com/4c1a1e11-a052-4346-9091-807fc856e66e/

• For me, all the same!
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Previous Research
• BlackHat 2023

• Hillai Ben-Sasson (@hillai) of 
Wiz Research: BingBang

• Multi-Tenant Applications

• Authorization code flow
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Previous Research
• Replace attacker tenant with 

resource tenant during 
authentication

• Token issued by resource 
tenant IdP (Microsoft)

• 25% of applications vulnerable
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Previous Research
• MSRC Mitigations

• "Azure AD has been updated to stop issuing access tokens to clients that 
are not registered in the resource tenants. This prevents this issue from 
happening even if an application does not correctly handle the authorization 
check."

•

• Wiz Recommendations
• Reduce multi-tenant exposure (still valid)

• Require user assignment

• Implement Conditional Access Policies
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So why could I still login to 
the Engineering Hub
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Vulnerable Misconfigurations
• Web app redirects to /common 

endpoint

• Login & consent prompt to consent 
app executes in attacker tenant

• Obtains token for app_id/aud of 
EngineeringHub, issued by attacker 
tenant
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Vulnerable Misconfigurations
• User assignment? Conditional Access Policies? 

Applied in attacker tenant

• Authenticated 

• Authorized 

• But by who? The attacker tenant!

• iss tid

•
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Access to Internal Microsoft Applications
• microsoft.com

• azure.com, .net

• office365.com

• office.com, .net, 

• windows.net, 

• .ms

• 102,672 (sub)domains
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Access to Internal Microsoft Applications
• 70,043 resolved to IP

• 41,890 responded to HTTPS

• 1,406 used Entra ID
• 877 client-side redirects (javascript, 

sign-in buttons)

• 529 HTTP 30X redirects

(and 327 swagger interfaces)
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Access to Internal Microsoft Applications
• 762 to /<tenant> endpoint

• /microsoft.com

• /microsoft.onmicrosoft.com

• /72f988bf-86f1-41af-91ab-2d7cd011db47

• 410 to /common

• 133 to /organizations

• 3 to /consumers
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Access to Internal Microsoft Applications
• Parse client_id, check for multi-tenancy

• https://graph.windows.net/myorganization/applicationRefs/<APP_ID>
/?api-version=1.6-internal
• "availableToOtherTenants

• 176 multi-tenant applications
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Access to Internal Microsoft Applications
• Most of them were requests to the /<tenant> endpoint

• No account there

• But they are Multi-Tenant applications...

• How to login? 
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Just replace /<tenant>/ 
with /common/ !
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Access to Internal Microsoft Applications

But many applications still gave errors...



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

https://graph.windows.net/myorganization/applicationRefs/<APP_ID>
/?api-version=1.6-internal
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The app is trying to access a service 

lacks a service principal for
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This creates a service 
principal without asking 
consent or checking 
availability of required 
resource access



#BHUSA @BlackHatEvents

Attack Steps
1. Identify Multi-Tenant App, 

List Required Resources

2. Instantiate Service 
Principal(s)

3. Assign Roles to User

4. Redirect /<tenant> to 
/common

5. Consent

6. Compromise

Azure AD Graph API

PowerShell

Entra Web Portal

Burp

Entra Web Portal

Browser
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Access to Internal Microsoft Applications

• 22 were vulnerable and exposed 
internal data (12,5%)

•

got frontend access with the token

• Some examples...
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Redacted
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Redacted
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DEMO
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Other Vulnerable Services
• Billing Account of Microsoft 

Internal (BAMI) portal

• CPET webservice

• HxSDK Documentation

• Hardware Inventory API

• Electronic Label Management

• Quality Checkpoint

• Ready to Deploy app

• Bing ads SA Diagnostic Tool

• SBS tool (Copilot Human 
Correlation Tool)

• Secure Devices Portal

• Azure Subscription Hub SLM API
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What about SAML?
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What about SAML?
• https://login.microsoftonline.com/<tenant>/saml2

• https://login.microsoftonline.com/common/saml2

More research needed !
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MSRC Response Timeline
• 4 cases submitted in November 2024

• 18 cases submitted in January 2025
• Microsoft Azure Security Variant Hunting Team was working in parallel

• MSRC scaled up a project team

• Almost all cases resolved within two months
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MSRC Response Timeline
• 4 cases submitted in November 2024

• 18 cases submitted in January 2025
• Microsoft Azure Security Variant Hunting Team was working in parallel

• MSRC scaled up a project team

• Almost all cases resolved within two months
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was supposed to be an infinite 

0
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0

SKIP RISK
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∞

SKIP RISK
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Is it still out there?
• Microsoft says they fixed it everywhere*

• 2% of own clients affected

• Other organizations? Probably!

*The specific methods demonstrated are no longer effective against the 
applications we reviewed. In addition to addressing the initially 
identified applications, Microsoft has proactively reviewed other internal 
applications and applied mitigations where needed to further reduce risk. 
We continue to assess our broader application ecosystem and are 
committed to strengthening protections across our services as part of 
our ongoing security investments.
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Is it still out there?
• More information

• PowerShell script to check for multi-tenant 
applications

consentandcompromise.com

https://consentandcompromise.com/
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Is it still out there?

consentandcompromise.com
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Is it still out there?
For each Multi-Tenant application listed:

• Check if Multi-Tenancy is required

• tid iss

consentandcompromise.com
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Black Hat Sound Bytes
• When using Microsoft Entra ID for 

authorization, be sure to use Multi-Tenant 
applications only when required.

• If using Multi-Tenant applications, always 
explicitly check the issuer/tenant of the 
received tokens in application logic

• When pentesting applications that rely on 
Entra ID for authorization, be sure to check for 
this misconfiguration

consentandcompromise.com
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thank you!

Vaisha Bernard (@the1bernard)

vaisha.bernard@eye.security

consentandcompromise.com
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