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Satellites launched to LEO per year
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Re-Militarization
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Satellite Hacking at Black Hat
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https://www.youtube.com/watch?v=SiwV7dw_XDk
https://www.youtube.com/watch?v=arPqhHQ-R4o
https://www.youtube.com/watch?v=PyXZX63etog
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https://www.youtube.com/watch?v=RdjthhBylMk
https://www.youtube.com/watch?v=b3gGUPLr0Bg
https://www.youtube.com/watch?v=NXqLMmGwJm0
https://www.youtube.com/watch?v=8M8MurmuEtQ
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Destroying a Satellite
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Destroying a Satellite

20



#BHUSA @BlackHatEvents

Water is wet
21



#BHUSA @BlackHatEvents

DEMO

22



#BHUSA @BlackHatEvents
23

Mission Control Centre

(YAMCS)

Science Data Centre

YAMCS DEMO

Spacecraft

Ground Station NetworkEnd User

Spacecraft Operator

Write-up: https://visionspace.com/yamcs-v5-8-6-vulnerability-assessment/
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YAMCS DEMO

Spacecraft

Ground Station Network

Spacecraft Operator
Mission Control Centre

(YAMCS)

Phishing + XSS = CSRF-like

Write-up: https://visionspace.com/yamcs-v5-8-6-vulnerability-assessment/
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Science Data Centre

OpenC3 DEMO

Spacecraft

Ground Station NetworkEnd User

Spacecraft Operator
Mission Control Centre

(OpenC3)

Write-up: https://visionspace.com/openc3-cosmos-a-security-assessment-of-an-open-source-mission-framework/
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OpenC3 DEMO

Spacecraft

Ground Station Network

Spacecraft Operator

Phishing + XSS = RCE

Mission Control Centre

(OpenC3)

Write-up: https://visionspace.com/openc3-cosmos-a-security-assessment-of-an-open-source-mission-framework/
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Mission Control Centre

Science Data Centre

NASA cFS DEMO

Spacecraft

(cFS)

Ground Station NetworkEnd User

Spacecraft Operator

Write-up: https://visionspace.com/nasa-cfs-version-aquila-software-vulnerability-assessment/
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NASA cFS DEMO

Rogue Ground Station

cFS → RCE

Spacecraft

(cFS)

Write-up: https://visionspace.com/nasa-cfs-version-aquila-software-vulnerability-assessment/
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Public Disclosures - MCS

Product CVE Severity

OpenC3 Cosmos 

v6.0.0

CVE-2025-28380 MEDIUM

CVE-2025-28381, CVE-2025-28382 HIGH

CVE-2025-28384, CVE-2025-28386, CVE-2025-28388, 

CVE-2025-28389
CRITICAL

SAS Yamcs 

5.8.6

CVE-2023-45279, CVE-2023-45280, CVE-2023-45281, 

CVE-2023-46470, CVE-2023-46471, CVE-2023-47311
MEDIUM

CVE-2023-45277 HIGH

CVE-2023-45278 CRITICAL

NASA Open MCT 

3.1.0

CVE-2023-45884, CVE-2023-45885 MEDIUM

CVE-2023-45282 HIGH
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https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
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Public Disclosures - MCS

Product CVE Severity

OpenC3 Cosmos 

v6.0.0

CVE-2025-28380 MEDIUM

CVE-2025-28381, CVE-2025-28382 HIGH

CVE-2025-28384, CVE-2025-28386, CVE-2025-28388, 

CVE-2025-28389
CRITICAL

SAS Yamcs 

5.8.6

CVE-2023-45279, CVE-2023-45280, CVE-2023-45281, 

CVE-2023-46470, CVE-2023-46471, CVE-2023-47311
MEDIUM

CVE-2023-45277 HIGH

CVE-2023-45278 CRITICAL

NASA Open MCT 

3.1.0

CVE-2023-45884, CVE-2023-45885 MEDIUM

CVE-2023-45282 HIGH
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https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
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Product CVE Severity

NASA cFS

Aquila

CVE-2025-25371, CVE-2025-25372, CVE-2025-25374 HIGH

CVE-2025-25373 CRITICAL

NASA Cryptolib

1.3.0
CVE-2024-44910, CVE-2024-44911, CVE-2024-44912 HIGH

NASA fprime

v3.4.3

CVE-2024-55029 MEDIUM

CVE-2024-55028, CVE-2024-55030 CRITICAL

NASA AIT-Core 

2.5.2

CVE-2024-35057, CVE-2024-35058, CVE-2024-35059, 

CVE-2024-35060, CVE-2024-35061
HIGH

CVE-2024-35056 CRITICAL

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
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Public Disclosures - Onboard
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Product CVE Severity

NASA cFS

Aquila

CVE-2025-25371, CVE-2025-25372, CVE-2025-25374 HIGH

CVE-2025-25373 CRITICAL

NASA Cryptolib

1.3.0
CVE-2024-44910, CVE-2024-44911, CVE-2024-44912 HIGH

NASA fprime

v3.4.3

CVE-2024-55029 MEDIUM

CVE-2024-55028, CVE-2024-55030 CRITICAL

NASA AIT-Core 

2.5.2

CVE-2024-35057, CVE-2024-35058, CVE-2024-35059, 

CVE-2024-35060, CVE-2024-35061
HIGH

CVE-2024-35056 CRITICAL

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44911
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-44912
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55029
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55028
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-55030
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35057
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35058
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35059
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35060
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35061
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
https://www.cve.org/CVERecord?id=CVE-2024-35056
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You: Publish CVEs

Other Researchers:
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Exploring Vulnerabilities in the 

SDLS Implementation of NASA’s CryptoLib

Published Dec 18, 2024

Name CVE Severity

Keystream Oracle CVE-2025-46672 LOW

SDLS Bypass CVE-2025-46673 MEDIUM

Corruption of Key Database CVE-2025-46674 LOW

Spacecraft Hijacking CVE-2025-46675 LOW

https://www.cve.org/CVERecord?id=CVE-2025-46672
https://www.cve.org/CVERecord?id=CVE-2025-46672
https://www.cve.org/CVERecord?id=CVE-2025-46672
https://www.cve.org/CVERecord?id=CVE-2025-46672
https://www.cve.org/CVERecord?id=CVE-2025-46672
https://www.cve.org/CVERecord?id=CVE-2025-46673
https://www.cve.org/CVERecord?id=CVE-2025-46673
https://www.cve.org/CVERecord?id=CVE-2025-46673
https://www.cve.org/CVERecord?id=CVE-2025-46673
https://www.cve.org/CVERecord?id=CVE-2025-46673
https://www.cve.org/CVERecord?id=CVE-2025-46674
https://www.cve.org/CVERecord?id=CVE-2025-46674
https://www.cve.org/CVERecord?id=CVE-2025-46674
https://www.cve.org/CVERecord?id=CVE-2025-46674
https://www.cve.org/CVERecord?id=CVE-2025-46674
https://www.cve.org/CVERecord?id=CVE-2025-46675
https://www.cve.org/CVERecord?id=CVE-2025-46675
https://www.cve.org/CVERecord?id=CVE-2025-46675
https://www.cve.org/CVERecord?id=CVE-2025-46675
https://www.cve.org/CVERecord?id=CVE-2025-46675
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Name CVE Severity

Heap Buffer Overflow CVE-2025-29909 HIGH

Memory Leak CVE-2025-29910 MEDIUM

Heap Buffer Overflow CVE-2025-29911 HIGH

Heap Buffer Overflow CVE-2025-29912 HIGH

Buffer Overflow CVE-2025-29913 HIGH

Heap Overflow CVE-2025-30216 CRITICAL

Heap Buffer Overflow CVE-2025-30356 CRITICAL

CryptoLib GitHub Security Advisories

Published Apr 1, Mar 17, Mar 25, 2025

https://www.cve.org/CVERecord?id=CVE-2025-29909
https://www.cve.org/CVERecord?id=CVE-2025-29909
https://www.cve.org/CVERecord?id=CVE-2025-29909
https://www.cve.org/CVERecord?id=CVE-2025-29909
https://www.cve.org/CVERecord?id=CVE-2025-29909
https://www.cve.org/CVERecord?id=CVE-2025-29910
https://www.cve.org/CVERecord?id=CVE-2025-29910
https://www.cve.org/CVERecord?id=CVE-2025-29910
https://www.cve.org/CVERecord?id=CVE-2025-29910
https://www.cve.org/CVERecord?id=CVE-2025-29910
https://www.cve.org/CVERecord?id=CVE-2025-29911
https://www.cve.org/CVERecord?id=CVE-2025-29911
https://www.cve.org/CVERecord?id=CVE-2025-29911
https://www.cve.org/CVERecord?id=CVE-2025-29911
https://www.cve.org/CVERecord?id=CVE-2025-29911
https://www.cve.org/CVERecord?id=CVE-2025-29912
https://www.cve.org/CVERecord?id=CVE-2025-29912
https://www.cve.org/CVERecord?id=CVE-2025-29912
https://www.cve.org/CVERecord?id=CVE-2025-29912
https://www.cve.org/CVERecord?id=CVE-2025-29912
https://www.cve.org/CVERecord?id=CVE-2025-29913
https://www.cve.org/CVERecord?id=CVE-2025-29913
https://www.cve.org/CVERecord?id=CVE-2025-29913
https://www.cve.org/CVERecord?id=CVE-2025-29913
https://www.cve.org/CVERecord?id=CVE-2025-29913
https://www.cve.org/CVERecord?id=CVE-2025-30216
https://www.cve.org/CVERecord?id=CVE-2025-30216
https://www.cve.org/CVERecord?id=CVE-2025-30216
https://www.cve.org/CVERecord?id=CVE-2025-30216
https://www.cve.org/CVERecord?id=CVE-2025-30216
https://www.cve.org/CVERecord?id=CVE-2025-30356
https://www.cve.org/CVERecord?id=CVE-2025-30356
https://www.cve.org/CVERecord?id=CVE-2025-30356
https://www.cve.org/CVERecord?id=CVE-2025-30356
https://www.cve.org/CVERecord?id=CVE-2025-30356
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Final Thoughts on security in the space sector

• We found this in open source, what about closed source?

• Create rewards for researchers!

• Define security-safety-mission tradeoffs!

• Define mitigation strategies for existing missions!

• What do you do with an insecure mission?

• Space is hard, but space security is not.
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Water is wet
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Even in space
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Thanks!

Andrzej 

Olchawa

Milenko 

Starcik

Ricardo 

Fradique

Ayman 

Boulaich
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Black Hat Sound Bytes

• Space is hard, but space security is not.

• Vulnerabilities exist in space systems, like everywhere else.

• Our work covered just open-source; what about closed-source?
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