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$atellite Hacking for Fun & Satellite Communications g ,/' SPREAD SPECTRUM SATCOM
PrOfit! D) > HACKING

U1 ; [id » ATTACKING THE GLOBALSTAR SIMPLEX DATA SERVICE

Adam Laurie
adam@algroup.co.uk

htip://rfidiot.org

2009

Colby Moore

IO Acﬁw @colbymoore - colby@synack.com
- N7 Synack



https://www.youtube.com/watch?v=SiwV7dw_XDk
https://www.youtube.com/watch?v=arPqhHQ-R4o
https://www.youtube.com/watch?v=PyXZX63etog
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IOActive.

LAST CALL FOR SATCOM
SECURITY

Ruben Santamarta

2018

blg’ck hat | KU LEUVEN

USA 2822

Glitched on Earth by Humans:

ABIack-BoxSeclntyEvaluatlonoftheSpaoex

Starlink User Terminal

Lennert Wouters
@LennertWo

2022
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UsA 2023

Lessons Learned from the
KA-SAT Cyberattack:
Response, Mitigation and Information Sharing

RUHR
UNIVERSITAT
BOCHUM

Houston, We Have a Problem

Analyzing the Security of Low Earth Orbit Satellites

Johannes Willbold

,.@jwu|b<:>|cl m/J\A/i\Ibold

2023



https://www.youtube.com/watch?v=RdjthhBylMk
https://www.youtube.com/watch?v=b3gGUPLr0Bg
https://www.youtube.com/watch?v=NXqLMmGwJm0
https://www.youtube.com/watch?v=8M8MurmuEtQ
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Mission Control Software
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Onboard Software
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Destroying a Satellite
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Destroying a Satellite
What you expect
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Destroying a Satellite
What you expect What we found
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YAMCS DEMO
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[-m] Mission Control Centre
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Spacecraft

Write-up: https.//visionspace.com/yamcs-v5-8-6-vulnerability-assessment/
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YAMCS DEMO
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Write-up: https.//visionspace.com/yamcs-v5-8-6-vulnerability-assessment/
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End User Ground Station Network
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[-m] Mission Control Centre
Spacecraft Operator (OpenC3)

Spacecraft

Write-up: https.//visionspace.com/openc3-cosmos-a-security-assessment-of-an-open-source-mission-framework/
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OpenC3 DEMO

Ground Station Network
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Phishing + XSS = RCE
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Mission Control Centre
Spacecraft Operator (OpenC3)

Write-up: https.//visionspace.com/openc3-cosmos-a-security-assessment-of-an-open-source-mission-framework/
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NASA cFS DEMO
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(n.) Mission Control Centre (cFS)

Spacecraft Operator

Write-up: https.//visionspace.com/nasa-cfs-version-aquila-software-vulnerability-assessment/
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NASA cFS DEMO
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cFS =2 RCE

Spacecraft
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Rogue Ground Station

Write-up: https.//visionspace.com/nasa-cfs-version-aquila-software-vulnerability-assessment/
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Public Disclosures - MCS

Product CVE
CVE-2025-28380

OpenC3 Cosmos CVE-2025-28381, CVE-2025-28382

v6.0.0 CVE-2025-28384, CVE-2025-28386, CVE-2025-28388,
CVE-2025-28389

CVE-2023-45279, CVE-2023-45280, CVE-2023-45281,
SAS Yamcs CVE-2023-46470, CVE-2023-46471, CVE-2023-4/7/311

5.8.6 CVE-2023-45277
CVE-2023-45278

NASA Open MCT CVE-2023-45884, CVE-2023-45885
3.1.0 CVE-2023-45282



https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
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Product

Public Disclosures - MCS

OpenC3 Cosmos
v6.0.0

SAS Yamcs
5.8.6

NASA Open MCT
3.1.0

CVE Severity

CVE-2025-28380

CVE-2025-28381, CVE-2025-28382 HIGH

CVE-2025-28384, CVE-2025-28386, CVE-2025-28388,

CVE-2025-28389 CRITICAL
CVE-2023-45279, CVE-2023-45280, CVE-2023-45281.
CVE-2023-46470, CVE-2023-46471. CVE-2023-47311
CVE-2023-45277 HIGH
CVE-2023-45278 CRITICAL

CVE-2023-45884, CVE-2023-45885

CVE-2023-45282 HIGH



https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28380
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28381
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28382
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28384
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28386
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28388
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2025-28389
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45279
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45280
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-45281
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46470
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-46471
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-47311
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45277
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45278
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45884
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45885
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
https://www.cve.org/CVERecord?id=CVE-2023-45282
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Public Disclosures - Onboard

Product CVE
NASA cFS CVE-2025-25371, CVE-2025-25372, CVE-2025-25374
Aquila CVE-2025-25373
NASA Cryptolib

13.0 CVE-2024-44910, CVE-2024-44911, CVE-2024-44912

NASA fprime CVE-2024-55029
v3.4.3 CVE-2024-55028, CVE-2024-55030

YA s CVE-2024-35057, CVE-2024-35058, CVE-2024-35059,
0E o Or¢  CVE-2024-35060, CVE-2024-35061

CVE-2024-35056



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25371
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25372
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25374
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-25373
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44910
https://www.cve.org/CVERecord?id=CVE-2024-44911
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Product
NASA cFS
Aquila
NASA Cryptolib
1.3.0

NASA fprime
v3.4.3

NASA AIT-Core
2.5.2

Public Disclosures - Onboard

CVE
CVE-2025-25371, CVE-2025-25372, CVE-2025-25374

CVE-2025-25373

CVE-2024-44910, CVE-2024-44911, CVE-2024-44912
CVE-2024-55029

CVE-2024-55028, CVE-2024-55030

CVE-2024-35057, CVE-2024-35058, CVE-2024-35059,

CVE-2024-35060, CVE-2024-35061

CVE-2024-35056

Severity
HIGH
CRITICAL

HIGH

CRITICAL
HIGH
CRITICAL
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Exploring Vulnerabilities in the
SDLS Implementation of NASA’s CryptolLib
Published Dec 18, 2024

Name CVE Severity
Keystream Oracle CVE-2025-46672 LOW

SDLS Bypass CVE-2025-46673 MEDIUM
Corruption of Key Database CVE-2025-46674 LOW

Spacecraft Hijacking CVE-2025-46675 LOW
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CryptolLib GitHub Security Advisories
Published Apr 1, Mar 17, Mar 25, 2025

Name CVE Severity
Heap Buffer Overflow CVE-2025-29909 HIGH
Memory Leak CVE-2025-29910
Heap Buffer Overflow CVE-2025-29911 HIGH
Heap Buffer Overflow CVE-2025-29912 HIGH
Buffer Overflow CVE-2025-29913 HIGH
Heap Overflow CVE-2025-30216 CRITICAL

Heap Buffer Overflow CVE-2025-30356 CRITICAL
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Final Thoughts on security in the space sector

* We found this in open source, what about closed source?
» Create rewards for researchers!

» Define security-safety-mission tradeoffs!

» Define mitigation strategies for existing missions!

* What do you do with an insecure mission?

* Space is hard, but space security is not.
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Black Hat Sound Bytes

* Space is hard, but space security is not.
* Vulnerabilities exist in space systems, like everywhere else.
* Our work covered just open-source; what about closed-source?
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