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About us

Bin Ma Zhenyu Zhu Wei Wen Xiangxing Qian

e Security researcher at IES Red Team of ByteDance
e Privacy protection research involve Apps and Vendors

e Applied security including Mobile, Web and Cloud
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Outline

e How Privacy Dashboard Works

e Android AppOps Introduction

e Details and Flaws in Vendors' Privacy Dashboards
e Measurement and Test Methods

e (Conclusion
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1. How Privacy Dashboard Works
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Why do we need privacy dashboard ?

e What can Apps do to invade user privacy ?

Data access behavior Data tamper behavior Sensitive Action Startup Action
- Steal Contacts - Write to Calendar - Hidden camera - AutoStart
- Scan Media Files - Rewrite Clipboard - Unauthorized - Chain Start
- Read personal data - Delete Media File recording

e What can Operating System do to protect users privacy ?

- Restrict the system API.

- Privacy dashboard.

#BHEU @BlackHatEvents
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What is privacy dashboard ?

< Application behavior record
This app accessed your

A permission record center that allows users to 16:49 ¢ location & SAMpRehavier  Senshive
see how Apps accessing data. Allowed st 16:49 ;
nowadays
. Monitor sensitive behaviors of a specific app This app copied items to the 51 Calendar
. Shows the timeline of a certain permission 16:48 ¢ clipboard oy Read calendar
Restricted at 16:48 ' Allow 1 Time

used by different apps

s : : ) BlueSandbox
. Prompt some sensitive access in real time

This app accessed items in the . :
. 1609  Getlocation information
clipboard Allow 5 Time

Restricted
I\NColL CLC

ed at 16:48
Modify contact information

Allow 3 Time

16:23 = tIJ This app took photos or & Camers

¢ recorded video

Allowed 4 times at 16:48 16:24 G‘?t Iop?tlon nfermatan
Allow 4 Time
16:25 © & ¢
.
In the background Take photos or

This app was launched from o
16:48 ¢ Home screen e

1 6:22 n IIJ Allowed at 16:48 Take photos or videos

Allow 1 Time

16:25

16:20 €D & ¢
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Privacy Dashboard & Android 12

e Monitor permissions
o Location
O Microphone 239 5 G » on 251 5 G B on
o Camera < c < *

e Shows the Apps access to these permission Privacy dashboard Location usage

Timeline of when apps used your Location in the past

e Shows the timeline and frequency of these access.

Camera Today
Past
24 hours
251PM () BlueSandbox
Microphone 2:47 PM @ BlueSandbox
® Location 119pPM G

& Google
Used by 3 apps .

O Camera

o7aM & Google
Used by 2 apps 9

Microphone
Used by 2 apps

©

TITAM O Goog]e

~  Seeother permissions siam [ €83 Manage permission
Body sensors, Calendar, and 7 more ’ . -

#BHEU @BlackHatEvents
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How do these privacy dashboards work ?

(App A )
Get latitude
and
longitude AppOps Data Source Privacy Dashboard
(AppOps Manager) (PermissionController)
[ android:fine_location ]
Permission Group
(AppB) App Name (Usage) || Timeline (24 Hours)
android.permission-group.LOCATION |
Take a L android:camera | ( Location ]
phtot ' »(  android.permission-group.CAMERA |
[ Camera ]
»{ android.permission—-group.MICROPHONE |
_________________________ ( Microphone )
 _android.permission—group.APPLIST |
_________________________ e S DS SO EE TS TS
@ | ___________ A _pEL_is_t __________ JI
android:record_audio ]
Recording
—ARRD ) | €55 Gueny AL PACKAGES |
Get AppList

#BHEU @BlackHatEvents
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2. Android AppOps Introduction
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What is AppOps?

Introduction

platform/superproject v > android-4.3_r0.9 v > frameworks/base/core/java/android/app/AppOpsManager.java

e Formally added in Android 4.3 EREEEEEE

33
34
. ] 35
e Unit - uid/package T
38 > n ak t or 1a been ex are not
. 39
. ACCGSS ContrOI and traCkl ng j(l’ - SR platform/superproject v > master v > frameworks/base/core/java/android/app/AppOpsManager.java
42| * ti i ifiec
ji E AppOpsManager.java
o Permission 45|+ when
46
47| 1926
. 48 3 . ch 1927
o QOperation o -
50 = 1929 @UnsupportedAppUsage
publi ss AppOpsManager { 1930 private static String[] sOpPerms = new String[] {
: ; Ec;ntzgtpchntgxt; 1931 android.Manifest.permission.ACCESS_COARSE_LOCATION,
0 e rati o ns vs Pe rm iss i o ns I IAppOpsService mServi 1932 android.Manifest.permission.ACCESS_FINE_ LOCATION,
p final HashMap<Callback, IAg 1933 null,

= new HashMap<Callk 1934 android.Manifest.permission.VIBRATE,
1935 android.Manifest.permission.READ CONTACTS,
1936 android.Manifest.permission.WRITE CONTACTS,

e 53 permissions but 105 ops e b o 1537

android.Manifest.permission.

public static final int MOL
int MOL

1939 android.Manifest.permission.READ CALENDAR,
1940 android.Manifest.permission.WRITE CALENDAR,

. Clipboa rd and SO On 1941 android.Manifest.permission.ACCESS WIFI STATE,
1942 1wull 11

1943

#BHEU @BlackHatEvents
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Work mechanism and flow of AppOps

Check Permission Check and Note op S }
» note[Proxy]Op[NoThrow]
L startOp[NoThrow]
e Befor check op e note[Proxy]Op[NoThrow] L’e" o o |
1Binder
e CheckPermission() e startOp[NoThrow] nager - SaAE v
AudioRecord/Wifi... AppOpsService » .
Content = Provider note[Proxy]Operation ActivityManagerService
Images/Video/Audio... [ S sl Dponation
Broadcast --- Receiver
General Exception r Geihlote Op
: E V>
. App e ———
etSystemService()
e Manager/Service o AMS Seisensenice)
Register Receiver

AppOpsManager API AppOpsService API

#BHEU @BlackHatEvents
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AppOps data dump

e dumpsys appops or appops dump

o -- package
> shell appops dump
. Current AppOps Service state:
o reCOI’d detall Settings:
top_state_settle_time=+30s@Oms
fg_service_state_settle_time=+10s@ms

O Op Strlng bg_state_settle_time=+1s@ms
Package com.android.settings:
: Op mode watchers: VIBRATE (allow):
O A”OW/defaUIt/lg nOre Op COARSE LOCATION: Access: [pers—s] 2021-09-23 18:06:42.068 (-2d22h25m45s342ms) duration=+21ms proxyl[uid=0, pkg=nulll]
- WRITE_SETTINGS (default):
#0: ModeCallback{11l Reject: [pers-s12021-89-26 16:03:03.718 (-29m23s70@ms) proxy[uid=e, pkg=nulll
I I #1: ModeCallback{5a CAMERA (allow):
O ACCGSS Or reJeCt tlme #2: ModeCallback{9¢ Access: [pers—s] 2021-06-20 20:04:00.140 (-97d20h28m27s270ms) duration=+10s647ms proxyl[uid=0, pkg=null]
> READ_CLIPBOARD (allow):
B k d f d Op READ_CALL_LOG: Access: [pers-s] 2020-11-10 21:46:15.079 (-319d18h46m12s331ms) proxy[uid=e, pkg=null]
#0: ModeCallback{8a WRITE_CLIPBOARD (allow):
O aC groun Or Oregroun Op WRITE CALL LOG: Access: [pers-s] 2021-06-01 15:13:05.613 (-117d1h19m21s797ms) proxyl[uid=0, pkg=nulll]
P - e GET_USAGE_STATS (default):
o Proxy or not #0: ModeCallback{8a Reject: [pers-s12021-09-26 12:14:16.780 (-4h18m10@s630ms) proxyl[uid=0, pkg=null]
Op READ_SMS: TOAST_WINDOW (allow):

. Access: [pers—s] 2021-08-18 12:11:42.273 (-39d4h20m45s137ms) duration=+2s543ms proxy[uid=0, pkg=nulll]
#0: ModeCallback{8a WRITE_EXTERNAL_STORAGE (allow):
. . Access: [pers-s] 2021-09-17 11:16:22.184 (-9d5h16m5s226ms) proxy[uid=0, pkg=nulll]
o Duration time REQUEST_DELETE_PACKAGES (allow):
Access: [pers-s] 2021-06-08 12:10:37.176 (-110d4h21m50s234ms) proxyl[uid=@, pkg=null]
Package com.google.android.hiddenmenu:
WRITE_SETTINGS (default):
Reject: [pers-s]2021-01-22 14:38:34.348 (-247d1h53m53s62ms) proxyl[uid=0, pkg=nulll]
REQUEST_DELETE_PACKAGES (allow):
Access: [pers—s] 2021-08-13 16:18:48.926 (-44d@h13m38s484ms) proxy[uid=0, pkg=nulll]
Package com.android.wallpaperbackup:
REQUEST_DELETE_PACKAGES (allow):
Access: [pers-s] 2021-08-13 17:18:03.455 (-43d23h14m23s955ms) proxyl[uid=0, pkg=nulll

#BHEU @BlackHatEvents
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Interface for AppOps data extraction

Apps Developers Security Tester
e How e Static inject
o AppOpsManager.OnOpNotedCallback o App -- modify bytecode and repack
m logPrivateDataAccess e Dynamic inject
m onNoted/onSelfNoted/onAsyncNoted o App - inject *OnOpNotedCallback

o AppOpsManager.setOnOpNotedCallback
e When
o Single Activity onCreate()

O system_server -- hook noteOperation, etc.
e Custom rom

o o How Vendors do?
o Application attachBaseContext()

#BHEU @BlackHatEvents
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3. Privacy Dashboards of Vendors
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Privacy dashboard technique of custom vendors

e Extract AppOps records purely
o accept/reject

o access time
o background/foreground

o duration

e AppOps modification
o self-designed opcode

o noteOperation/noteProxyOperation

e Custom implementation
o empty or temporary privacy data

o album delete protection YBHEU @BlackHatEvents
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Privacy Dashboard Overview of Android vendors

Illﬁﬁﬂﬂﬁﬂlllﬂﬂl.ﬂlllﬁﬂﬂl

Location
Camera
Microphone

Contacts
Privacy Data

Collection

SESESESEE

Message
Clipboard
Device Info TBI

SESESEREREE

-
2

External Storage
App List

Background Behavior

XAXARXXNSENESBE

EX AR
XXAEIXRARRR g

NEXE

-
£
-]
o

Frequency
Album Protection TBI TBI

EXXSRSSRRRR8

TBI TBI

4 Support X Not Support TBIl To be Improved, Partially Support or Inaccurate #BHEU @BlackHatEvents
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Case 1: Get network signal but regard as location collection

<uses-permission < BlueSandbox
android:name="android.permission.ACCESS_WIFI_STATE"/>

<uses-permission BlueSandbox
android:name="android.permission.ACCESS_FINE_LOCATION"/> version 1.0

nowadays

WifiManager wifiManager = (WifiManager)

545 | Getlocation information

context.getSystemService(context.WIFI_SERVICE);

WifiInfo wifiInfo =} wifiManager.getConnectionInfo();

Privacy Dashboard result of Vendor C

int rssi = wifiInfo.getRssi();

App call getConnectioninfo to get RSSI signal #BHEU @BlackHatEvents
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Case 1: Get network signal but regard as location collection
e Call Stack

WifiManager.getConnectioninfo()
WifiServicelmpl.getConnectionlnfo()
WifiPermissionsUtil.enforceCanAccessScanResults()
WifiPermissionsUtil.checkCallersLocationPermission()
WifiPermissionsUtil.note AppOpAllowed()
AppOpsManager.noteOp(OPSTR _FINE LOCATION)

e Over-designed monitoring strategy
o location-related API(getSSID. getBSSID) but not getRssi

o Same implementation in AOSP

#BHEU @BlackHatEvents
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Case 2: Background camera obtain caused by gesture navigation

< System navigation

public void onPause() {

super. se();
Gesture navigation
+ To go Home, swipe up from the bottom of the
@ screen. To switch apps, swipe up from the @
bottom, hold, then release. To go back, swipe
from either the left or right edge.

mCamera. re : 2-button navigation

O To switch apps, swipe up on the Home button. To see all
apps, swipe up again. To go back, tap the back button

Camera release normally

Gesture Navigation

) BlueSandbox

In the background Take photos or videos

llow 2 Time

16:59

Take photos or videos

Take photos or videos

Allow 3 Time

Privacy Dashboard result of Vendor A

#BHEU @BlackHatEvents
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Case 2: Background camera obtain caused by gesture navigation

» /tmp adb shell dumpsys appops --package m = m m --op CAMERA
Current AppOps Service state:
Settings:
top_state_settle_time=+5s0@ms
fg_service_state_settle_time=+5s0@ms
bg_state_settle_time=+1s0@ms

Uid u@a293:
state=cch
capability=---
appWidgetVisible=false
CAMERA: mode=1ignore
Package m mu = EEE e
CAMERA (allow):
null=[
Access: [top-s] 2021-09-24 16:59:44.783 (-29m36s214ms) duration=+2s902ms
Access: [bg-s] 2021-09-24 16:59:47.686 (-29m33s311ms) duration=+60ms

]

bg-s: background self

duration: obtain time
#BHEU @BlackHatEvents
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Case 2: Background camera obtain caused by gesture navigation

e Critical point between fg and bg - uid stage change

e Time delta from onPause to onUidStateChange

e Gesture navigation with Ul change may cause false report

onPause

00:15:16.228

00:15:35.211

00:15:44.235

00:15:54.436

00:16:03.650

Gesture

onUidStateChange

00:15:16.547

00:15:35.524

00:15:44.596

00:15:54.762

00:16:04.16

Time(ms)

319

313

361

326

366

onPause

00:18:50.736

00:19:06.964

00:19:13.507

00:19:21.844

00:19:30.672

3-button

onUidStateChange

00:18:51.416

00:19:07.596

00:19:14.26

00:19:22.446

00:19:31.273

Time(ms)

520

568

519

598

601

#BHEU @BlackHatEvents
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Case 3: App may bypass album protection to delete files

e Delete photo options blocked by vendor’s protection

&'4 Security 13:16 ( =

B deleted 2 photos H HEEN s trying to delete Imag---
The photo has been placed in the recycle bin, click to m... " x deleted"” in Albums to confirm
PERMANENTLY DELETE IGNORE Go now

= E deleted photos on your device

View in Gallery > Albums > Recently deleted.

Tap to manage app behavior

B BE strying todeletel...

a0z

#BHEU @BlackHatEvents
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Case 3: App may bypass album protection to delete files

e File delete monitor logic and bypass ways

B override “delete” of java.io.File.delete()
MediaProvider

E “‘DCIM” path & override native delete
java.io.File.delete() (libc remove)
A&C “‘DCIM” path &"“unlink” hook rename files to other path, then

delete

#BHEU @BlackHatEvents
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4. Measurement and Test Methods
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Measurement And Test Methods

e Measurement: Two Ways of Extracting AppOps API
o AppOps APIs From Source Code Analysis

o Sensitive APIs From Reachability Analysis

e Test Methods
o BlueSandbox: A Sensitive API Verify Tool

#BHEU @BlackHatEvents
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AppOps APl From Source Code Static Analysis

Method Collections For Each Permission

: Classes : : Method : | Method with permission ! " ACCESS_LOCATION CAMERA
E Method1 Signature permission A ‘Method Collections ‘Method Collections
:Extracti ________________ E Parse | E Filter | EClassify
Android ' { ORGSR L (R By SR I
—P L P L —P o L P
Source Code : o Method2 v e Comment g . . permissionB . |
------------------ D R RCEEEEE R E el . READ_PHONE_STATE Other Permissions
Method3 Annotation permission C ‘Method Collections ‘Method Collections

_________________________________________________________________________________________

Steps:
1. Extract All Classes from Android Source Code
Extract All Methods from Classes, and build <Signature, Comment, Annotation> For Each Method

Filter Methods with Comment or Annotation Marked Permissions
Classify Method Collections For Each Permission

BN

#BHEU

@BlackHatEvents
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AppOps APl From Reachability Analysis

Load All Jars, e.g, Framework.jar/Server.jar etc
{ : l Build CallGrapl
ROMs System Modules Transformer IW1ﬁManager#getC0nn@
e e i e ey | |
i Framework : | Wifi : ‘ Jars | Build CallGraph | Binder
i e i E < . E E WifiManageri i E ClipBoardManager# E 1
| dmememl | (MOmeml RO || | e el < WinServcelmplfgeiComnectionlnfo___>
e - (I Glemes i } - Reachability Analysis
{ | LocationManager | | | WifiServicelmpl# | |  IClipboard# | |
i Lo ‘ TeleService S S S — " | getConnectioninfo | |  getPrimaryClip !
A - . BN | T T | < WiniemmissionsUtienforceCanAccessScanResults >
|| TelephonyManager| ! v Phohr:lelmenace o oot I s :
1l W | o anegsr. i i WifiPermissionsUtil | | ClipboardService# | |
it E | | * iimoteAppOpAllowed; | clipAccessAllowed | y
........................ S | < WifiPommissionsUdlisScanAllowedby Apps
! Media E ' Server : PRSEATAS scazosas - | AppOpsServicedt | !
v ) o ' | Method Signature | {  noteOperation |
! | MediaProvider | ! P Appt0po sSer:r_lce# o EESasscesscacscas , ‘ /
| e Lo e (A WifiPermissionsUtil#note AppOpAllowed
1 i | | MethodSignature

Q 4
Steps:

1. Preparation: Framework/Wifi/Media/Server/TeleService Jars
Transformer: extract methods, construct <Method, InvokeMethod> Collections

CallGraph Builder: build a fully CallGraph within system modules
Method Collections: find all reachable paths to AppOps through Reachability Analysis JEHED OBlackHatEvent

B~ W
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Difficulty: Build A Fully CallGraph Within System Modules

Framework
E ge?gfnh:::t?fsi fo . WifiManager#getConnectionInfo

-

.

—— l -------- , IWiﬁManager#getConn@
IWifiManager# i
getConnectionInfo

® .
Binder

A A

@elmpl#gewonn@

# Framewwork android.net.wifi.WifiManager
public WifiInfo getConnectionInfo() {

return mService.getConnectionInfo();

} ; ‘ A 4

| A 4 ' @SiODSUtﬂ#CIlfOI‘CCCanACCCSSS@
# Server com.android.server.wifi.WifiServiceImpl + IWifiManager.Stub# | :
public class WifiServiceImpl extends IWifiManager.Stub { getConnectionlnfo

-

'

public WifiInfo getConnectionInfo(String, String) {

mWifiPermissionsUtil.enforceCanAccessScanResults(); l g @smnsmﬂ#isScanAllowedbyApps
¥ : e Y ‘

.

BaseWifiService# ' i

getConnectionInfo |

e l _________ / : @sionsUtil#noteAppOpAllowed
AppOpsService#noteOperation

Server | A Connected CallGraph

R

WifiServiceImpl#
getConnectionInfo

pmmmmmmm s
e

Binder: Code Snippet Binder Connection In Static Analysis YBHEU @BlackHatEvents
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BlueSandbox: Sensitive API Verify Tool

HISTORY 5 .
<  BlueSandbox Tocton ey EalniD
LocationManager# @ TelephqnyManqger# @
Location > addNmealListener getCarrierConfig
Deviceinto 5
LocationManager# @ TelephonyManager# @
ddProximityAlert getDataNetworkType
SMS Message > a roximity Ater
Camera > LocationManager# @ TelephgnyManager# @
getCurrentLocation getDeviceld
clpRord > o)
; LocationManager# TelephonyManager#
el ’ getGpsStatus @ getDeviceSoftwareVersion @
Call Records >
LocationManager# @ TelephonyManager# @
Call > getLastKnownlLocation getEmergencyNumberList
Device Photo And File > nnager#
LocationManager#
i i @ etForbiddenPlmns @
Calendar S registerAntennalnfolistener g
Contacts > LocationManager# ® TelephonyManager# 0
registerGnssMeasurementsCallback getGroupldLevell
SIP(To Be Continued) >
Installed Application > Loc_ationManage_r# _ ® TelephgnyManager# ®
registerGnssNavigationMessageCallback getimei
MicroPhone % - (appops] erand—x] brand-}
LocationManager# ® TelephonyManager# ®
registerGnssStatusCallback getLineINumber
BlueSandbox e.g, Location APlIs e.g, Devicelnfo APIs

#BHEU @BlackHatEvents
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5. Conclusion
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e Privacy Dashboard is a new feature on Android 12 aimed to keep track of apps’

sensitive behaviors, but several android vendors achieved their own before

e AppOps provide interfaces to track sensitive permission access but not accurate

or comprehensive for Vendors to present on privacy dashboard directly

e \endor’s custom privacy protection mechanism need to be improved and verified

fully to protect billions of users' privacy

#BHEU @BlackHatEvents



