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Background

• What is Wi-Fi Mesh

• What is EasyMesh



What is Wi-Fi Mesh

Internet of Everything, Smart Home

Advantages
• More flexible
• More reliable
• Faster

Features
• Self-organization
• Self-management
• Self-healing



What is EasyMesh

Version R1

Version R2

M.A.N



EasyMesh

• Architecture

• Mesh Network Build

• Mesh Network Control

• Attack Surfaces



Architecture

Two Links
• Fronthaul Link: “display” SSID, normal access 

point
• Backhaul Link: “hide” SSID for use of mesh 

only

Two Roles
• Controller: “Commander” of the mesh 

network
• Agent: “Executor” of the mesh network



Mesh Network Build

Onboarding
• An “Enrollee” agent join the mesh network

• Get secret of backhaul SSID
• Connect to backhaul SSID
• “Enrollee” agent -> “Existing” agent

• 1905 Push Button Configuration
• Push button
• Wi-Fi Protected Setup（WPS）
• Type-Length-Value based



Mesh Network Build

Discovery and Configuration
• An “Enrollee” agent get configured

• Get the SSID and password of the 
mesh network

• Configure the same SSID and 
password of the mesh network

• Policy configuration



Mesh Network Control

IEEE 1905.1a
• Defines a network enable for home networking supporting both wireless and wireline 

technologies
• Type-Length-Value based Message type Protocol Value

1905 Topology 
Notification message 

STA capability 0x0001

Multi-AP Policy Config
Request message 

Multi-AP 
configuration 

0x8003

Unassociated STA Link 
Metrics Response 
message 

Link metric 
collection 

0x8010

Backhaul Steering 
Request message

Backhaul 
optimizatio

0x8019

Client Disassociation 
Stats message

Data Element 0x8022

...... …… ……



Attack Surfaces

Two attack surfaces
• Attack network build
• Attack network control

Two key protocols
• 1905 Push Button Configuration Protocol(802.1)
• 1905.1a Control Protocol(1905)

Type-Length-Value
• Memory Corporation
• Fuzzing

Mesh Network

Attack

Attack

Attack

Attack



Attack Network Build

Attacker
• Bad “Enrollee” Agent

Victim
• Attack “Existing” Agent

Protocol
• 1905 Push Button Configuration



Attack Network Build

Attacker
• Bad “Existing” Agent

Victim
• “Enrollee” Agent

Protocol
• 1905 Push Button Configuration



Attack Network Control

Attacker
• Bad “Existing” Agent

Victim
• Controller
• “Existing” Agent

Protocol
• 1905.1a Control Protocol



MeshFuzzer

• Architecture

• Mutation Strategy

• Fuzzing Network Build

• Fuzzing Network Control



Architecture

1905 PBC 
Input

1905.1a 
Control Input

TLV Mutation

802.1 publisher

1905 publisher

1905 Daemon Monitor
Fuzz Log

1905 Crash Log

UART Crash Capture

802.1 Crash Log802.1 Device Monitor



Mutation Strategy

“Abnormal” Length
• Too short: Integer Overflow, Out-of-Bound Read
• Too large: Out-of-Bound Write

Random Delete & Add
• Double Free
• Use-After-Free
• Race Condition



Fuzzing Network Build

Hardware
• Ubuntu/Raspberry Pi 4 + USB Wi-Fi 

Adapter(RT3572L AP)

Software
• Base wpa_supplicant
• Support normal 1905 PBC
• Fuzzing WPS M1 ~ M8



Fuzzing Network Build

Fuzzing “Existing” Agent
• Malicious M1、M3、M5、M7
• Keep target always in 1905 PBC
• Fuzzing status record

Monitor
• Just Ping
• UART Crash Capture 



Fuzzing Network Build

Fuzzing “Enrollee” Agent
• Malicious M2、M4、M6、M8
• Keep target always going to join the mesh network
• Fuzzing status record

Monitor
• Just Ping
• UART Crash Capture 



Fuzzing Network Control

Hardware
• Macbook Pro

Software
• Base pyieee1905



Fuzzing Network Control
Monitor
• 1905 topology query message
• A live target feedback 1905 topology response



Case Study

• MediaTek MT7915 Wi-Fi Chipset

• Memory Corruption

• Violation of security principles



MediaTek MT7915 Wi-Fi Chipset

• The world’s first single chip Wi-Fi 6 Wave 1+ and Bluetooth 5 combo solution

• Obtained EasyMesh Certification

• Being widely used



MediaTek MT7915 Wi-Fi Chipset
Bug Hunting

• Total 19 CVEs（since 2021.4.20）

• Security patches up to now

• Acknowledgement in future



Memory Corruption
CVE-2021-35055
• Network build
• Out-of-Bound write
• No need Wi-Fi password



Memory Corruption
CVE-2021-37566

• Network control

• Out-of-Bound write



Violation of Security Principles
CVE-2021-37572
• Network control
• Fronthaul SSID not Backhaul SSID(“hide” SSID)
• Spoofing identity, Tampering with data, Repudiation
• Could send bad 1905 packet such as block an agent maliciously



Suggestions

Memory Corruption

• Parse

• Validate

• Process

Good Example

• wpa_supplicant



Suggestions

Violation of Security Principles

• Wi-Fi EasyMesh Specification V3 13.1 section “1905-Layer Security Capability”

• Isolate fronthaul and backhaul

• Message integrity code

• 1905-layer encryption 



Summary

• Found a new attack surfaces of Wi-Fi Mesh Network

• Developed MeshFuzzer

• Obtained 19 CVEs

• Categorize vulnerabilities and make some suggestions



Future Research

• Mining more vulnerabilities of EasyMesh vendors

• Adapt to some M.A.N vendors such as Qualcomm



Thank you


