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Operational 
Guidance

– Attacks, best practices, 
and where to start.

– Terms and gotchas to be 
aware of. 

– Building capabilities.



Algorithms are empty
Models are not





Adversarial ML

“Subdiscipline that specifically attacks ML algorithms”

- Find PII in large language models
- Bypass classifiers

- Denial of Service with sponge examples
- Functional extraction for model theft

“I get my POCs on arXiv”
Thanks Professor!



How does a model representation of data 
align with current risk frameworks?

Is an ML system an Information System, and if 
so, who is responsible for securing it?



Attacks



Pre-Deployment

Poisoning

Post-Deployment

Extraction
Evasion

Inference
Inversion



01 | Extraction

Creating 
a functionally equivalent 
model [7] is the most 
fundamental attack primitive.

1. Control over all inputs.
2. No adversarial examples*.
3. Transferability.
4. Provides options.
5. A simple attack.

@monoxgas



Requirements
- Initial dataset
- Ability to submit input and 
observe output

Outcome
- Local copy of a model

Algos
- CopycatCNN [5]
- Functionally Equivalent Extraction 
[8]

When to use it?
- All the time

01 | Extraction

Network Boundary

Target Model

Public data source Labeled data

Copy-Cat ModelOffline attacks



02 | Evasion

Adversarial 101. Is most concerned 
with bypassing classifiers.

1. Control over the initial samples.
2. Noisy inputs.
3. More direct than extraction.
4. Lots of variations.
5. Parameters are make-or-break

HopSkipJump targeted attack



Requirements
- Initial sample
- Ability to modify the input

Outcome
- Misclassified sample

Algos
- HopSkipJump (hard labels) [3]
- Square Attack (requires scores) [2]

When to use it?
- Bypass classifiers (spam, malware, 
auth)

02 | Evasion
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03 | Inversion

Recover training data from a 
trained model. Requires 
knowledge of labels.

1. Can only reconstruct a 
representation of data for images.

2. Large language models 
become a valuable target.

Fredrikson et al, 2015 

Original Recovered



Requirements
- Information of a target label
- Ability to submit input and 
observe outputs that include 
confidence scores

Outcome
- Representation of the target class

Algos
- MI-Face [6]

When to use it?
- Looking for private data

03 | Inversion
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04 | Inference

Determine if a data point was 
in a training set. Exploits 
confidence about inputs a 
model has seen before.

1. Two types, membership 
and attribute inference.

2. Triangulation of 
information

3. Blackbox

0.95 0.72



Requirements
- Any data point.

Outcome
- Confirmation a data point was in the 
training set

Algos
- Label-Only Boundary Distance Attack 
[4]

When to use it?
- Infer private information about a 
participant in the training set.

04 | Inference

Network Boundary

Target Model

0.95

0.89

0.93 0.75

0.68

0.630.72

0.63

0.59



05 | Poisoning

Influence the creation or 
acceptance of a model for 
exploitation in a deployed 
setting.

1. Spectrum of objects
2. Need control over training data
3. Impact vs Stealth trade-off

@JankhJankh



Requirements
- Ability to tamper with the training 
process
- Usually by injecting or modifying 
data in the training set

Outcome
- Corrupted deployed model

Algos
- BadNets (Backdoor) [7]
- Bullseye Polytope [1]

When to use it?
- If you understand the model and 
have access

05 | Poisoning

Attacker Alien
Human

Target Model

Human

Alien

Human



Operational Guidance



- These provide information about in which direction the 
changes are moving the classification output. 

(More information the better)

Model Outputs

{label: cat}

{cat: 999}

{cat: 850, dog: 149}

01 | Hard vs Soft Labels

Good

Better

Best



1. Run an attack

2. Save image as JPG 

3. JPG runs compression 
algorithm and ruins your work.

- Anyone ever had a payload they encoded only to 
get something slightly different on the other side? 

02 | Lossy Compression



- First Hop Skip Jump image vs final (can you change it?)

03 | Algorithm Behavior



- Euclidean

- Manhattan

- Infinity

- In the offsec space, we do this with new 
techniques. Instead, do it with an algorithm.

04 | Distance Metrics



Attack Surface



Sites & Dorks
- Greyhatwarefare.io, shodan.io 
- inurl: score 

Tools
- Fingerprinting servers with LobotoML from 

@alkae_t

- Match patent sources with Arxiv submission

Documentation
- Sophos Intercept X Docs 
- Adaptive MFA Doc
- Windows Hello Docs

01 | OSINT



Headers
– Cloud-Spam-Score
– X-Proofpoint.*

Numeric values in seemingly arbitrary 
places

– Confidence scores, probabilities
– Labels

02 | Inference Traffic



Common file extensions
- h5, hdf5, avro, ckpt, csv, npy, onnx, pkl, pb, 

mlmodel, pt, pth, pmml, zip, jsonl, arquet, orc, 
petastorm, netcdf, yaml, tfrecords, arff, lp, mps, 
sav, oprm, cpo, mod, dat, oplproject

Framework DLLs
- onnx.dll, tensorflow.dll
- Windows.AI.MachineLearningnamespace

03 | Common Files



– Adversarial Robustness Toolbox

– TextAttack

– SecML

– Augly*

– Foolbox

– Armory

– TextFooler

– Counterfit

– Cleverhans

04 | Tooling

https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/QData/TextAttack
https://gitlab.com/secml/secml
https://github.com/facebookresearch/AugLy
https://github.com/bethgelab/foolbox
https://github.com/twosixlabs/armory
https://github.com/jind11/TextFooler
https://github.com/Azure/counterfit/tree/main/counterfit
https://github.com/cleverhans-lab/cleverhans


Capability Development

- Collect and store data (or generate)
- VBA Macros, Images, PowerShell Scripts

- Collect and store adversarial examples.
- Think of them like TTPs

- Collect and store algo parameters.
- They will lower costs long-term

- Train and store models
- Use them for transferability

- Build infrastructure to support
- Congrats, you’re an ML engineer!



Conclusion



The Zen

Everything you can find in a model is 
already there.

The same techniques used to build are the 
same techniques used to break.



Conclusion

- These attacks aren’t “futuristic”
- They’re kind of "simple" - Dunning-Kruger

- A lot of security activities transfer
- Logging, access management,

- Implicit relationship between 
academia and industry.

- New TTPs on Arxiv



Thank You!
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