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Mostly closed source
Mostly closed source, with
open-source integrationsVery open source

From standard to implementations
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Transportation

https://archive.is/wip/xAy2b

https://archive.is/wip/xAy2b
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Autonomous Vehicles
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Next-gen Robotics

https://design.ros2.org/articles/ros_on_dds.html

https://design.ros2.org/articles/ros_on_dds.html
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Aerospace

https://archive.is/wip/MNhkB - https://software.nasa.gov/software/KSC-13925

https://archive.is/wip/Sjjsq

https://archive.is/wip/MNhkB
https://software.nasa.gov/software/KSC-13925
https://archive.is/wip/Sjjsq
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Healthcare

https://community.rti.com/organization/ge-healthcare

https://community.rti.com/organization/ge-healthcare


#BHEU @BlackHatEvents 

Let’s dive into DDS

Federico Maggi

EUROPE 2021
november 10-11, 2021

BRIEFINGS

Trend Micro Research



#BHEU @BlackHatEvents 17



#BHEU @BlackHatEvents 18



#BHEU @BlackHatEvents 19

RTPS Header
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RTPS: list of sub-messages
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RTPS sub-message kind

!
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RTPS sub-messages: INFO_TS (0x09)

!
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RTPS sub-messages: DATA (0x15)
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Data present flag: CDR encoding
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Let’s dissect all the layers
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Endianess likes to change
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Dissecting RTPS sub-messages
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Parsing Messages in Scapy: DATA (0x15)

!
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DataPacket (and handling endianess)
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Grab the code!

https://github.com/secdev/scapy/pull/3403

https://github.com/secdev/scapy/pull/3403
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Smartest Fuzzing ==
When you know the protocol so well that you 
can stick a needle in the field you feel it’s the 

right one

Run fuzz job
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• Change…

• ID to non-existing parameterID

• Len/port to 0xFF…FF/0x00

• IP to some random address

Fumbling with fields manually 
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• Grab a valid RTPS payload into a byte array

• Change IP to random address & run

PID_METATRAFFIC_UNICAST_LOCATOR
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l Grab a valid RTPS payload into a byte array
l Change IP to arbitrary address & run

- Reflection attack (~8–36 BAF)

- Works on all implementations
- DDS Specification is broken

l Allows arbitrary IP in the field 
l No white-listing

Reflection vulnerability
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DEMO
RTPS Network Reflection
https://github.com/the-dds/pocs
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Disclosing a spec-level vulnerability
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CVE CWE Notes Status
All - CWE-406 Network reflection

OMG (specs) - Extend specs to allow white-listing Disclosed
RTI ConnextDDS Patched in the most current release Patched

OCI OpenDDS CVE-2021-38429 Patched in the most current release Mitigated with patch
ADLINK CycloneDDS - Had already an exp. back-off mechanism Already mitigated

GurumDDS - Had already an exp. back-off mechanism Already mitigated (No reply, 5 times)
eProsima Fast-DDS CVE-2021-38429 Patched in the master branch Mitigated with patch
Twin Oaks CoreDX N/A N/A Disclosed
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Whitebox
Application

Fuzzing
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Thinking outside the box
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• Let’s look into the (decompiled) code for:

• Valid “preamble” (e.g., “RTPS”)

• Parsing headers (e.g., vendor ID, version)

• Error messages

• e.g., “deserializ* failed”

• Switch case for determining PID & corresponding handlers

deserialize() 
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Quick Overview of Good 
Fuzz Targets
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How to Find Good Fuzz Targets: Serializer
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How to Find Good Fuzz Targets: Parser



#BHEU @BlackHatEvents 

Same Routine, Different Implementation
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Checking the Header: The Efficient Way
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Harness not great: but does the job
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DoS via malformed RTPS packet (slowloris)
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CVE CWE Notes Status
All - CWE-406 Network reflection

OMG (specs) - Extend specs to allow white-listing Disclosed
RTI ConnextDDS - Patched in the most current release Patched

OCI OpenDDS CVE-2021-38429 Patched in the most current release Mitigated with patch
ADLINK CycloneDDS - Had already an exp. back-off mechanism Already mitigated

GurumDDS - Had already an exp. back-off mechanism Already mitigated (No reply, 5 times)
eProsima Fast-DDS CVE-2021-38429 Patched in the master branch Mitigated with patch
Twin Oaks CoreDX N/A N/A Disclosed

OCI OpenDDS CVE-2021-38445 CWE-130 Failed assertion check Patched
OCI OpenDDS CVE-2021-38447 CWE-405 Resource exhaustion (slowloris) Patched
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No source code?
No problem!
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No anti-decompiling nor obfuscation tricks. Was super easy to recover readable source code.

Decompile and debug to find good targets
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• afl supports QEMU binary instrumentation

• afl-unicorn

• Unicorn engine instrumentation + afl

• dump context with gdb, afl-unicorn restores that context, sets reg & 

memory, afl-unicorn sets RIP and starts execution

• insert your fuzz payload, start running

No source? No problem! 
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• Must locate the correct function

• Re-implement memory operation functions

• (glibc) malloc, memset, etc

• Speed is not great in Python & how afl-unicorn works

afl-unicorn: challenges
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• Has to restore context on each iteration

afl-unicorn: speed
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• AWS EC2 m5a.8xlarge (Glorious AMD EPYC, 200%+ faster)

• Affordable by various means (time)

• Alternatively: rewrite harness in C,

optimize how context is restored, etc

Throw money to the problem 
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RTI ConnextDDS CVE-2021-38435 CWE-131 Segmentation fault via network Patched
GurumDDS CVE-2021-38423 CWE-131 Segmentation fault via network No reply (5 times)
GurumDDS CVE-2021-38439 CWE-122 Heap-overflow via network No reply (5 times)

CVE CWE Notes Status
All - CWE-406 Network reflection

OMG (specs) - Extend specs to allow white-listing Disclosed
RTI ConnextDDS - Patched in the most current release Patched

OCI OpenDDS CVE-2021-38429 Patched in the most current release Mitigated with patch
ADLINK CycloneDDS - Had already an exp. back-off mechanism Already mitigated

GurumDDS - Had already an exp. back-off mechanism Already mitigated (No reply, 5 times)
eProsima Fast-DDS CVE-2021-38429 Patched in the master branch Mitigated with patch
Twin Oaks CoreDX N/A N/A Disclosed

OCI OpenDDS CVE-2021-38445 CWE-130 Failed assertion check Patched
OCI OpenDDS CVE-2021-38447 CWE-405 Resource exhaustion (slowloris) Patched
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l Way to go: use well-tested XML libraries

l The OK way: re-implement and test often

l The bad way: use unmaintained XML library

Before we begin
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Use unmaintained XML library
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Radamsa + scripting: still does the job elegantly
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When the length of an attribute value 
is exactly 894 characters, the last 6 
characters could overwrite RIP. 

Radamsa + scripting: still does the job elegantly
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Radamsa + scripting: still does the job elegantly
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CVE CWE Notes Status
All - CWE-406 Network reflection

OMG (specs) - Extend specs to allow white-listing Disclosed
RTI ConnextDDS - Patched in the most current release Patched

OCI OpenDDS CVE-2021-38429 Patched in the most current release Mitigated with patch
ADLINK CycloneDDS - Had already an exp. back-off mechanism Already mitigated

GurumDDS - Had already an exp. back-off mechanism Already mitigated (No reply, 5 times)
eProsima Fast-DDS CVE-2021-38429 Patched in the master branch Mitigated with patch
Twin Oaks CoreDX N/A N/A Disclosed

OCI OpenDDS CVE-2021-38445 CWE-130 Failed assertion check Patched
OCI OpenDDS CVE-2021-38447 CWE-405 Resource exhaustion (slowloris) Patched
RTI ConnextDDS CVE-2021-38435 CWE-131 Segmentation fault via network Patched
GurumDDS CVE-2021-38423 CWE-131 Segmentation fault via network No reply (5 times)
GurumDDS CVE-2021-38439 CWE-122 Heap-overflow via network No reply (5 times)
GurumDDS CVE-2021-38437 CWE-1104 Unmaintained, vulnerable XML lib. No reply (5 times)
CycloneDDS CVE-2021-38441 CWE-123 Heap-write primitive in XML parser Patched
CycloneDDS CVE-2021-38443 CWE-228 8-bytes heap-write primitive Patched
RTI ConnextDDS CVE-2021-38427 CWE-121 Stack-based overflow in XML parser Patched
RTI ConnextDDS CVE-2021-38433 CWE-121 Stack-based overflow in XML parser Patched
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Attacker and
Threat Model
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EUROPE 2021

• DDS is deployed locally and deep in the control network: don’t expect to 

find exposed endpoints! Exposed ROS2 instances: those, yes.

• DDS creates new opportunities for: discovery, lateral movment, and C&C

• Controlling 1 endpoint is enough to impact other endpoints (see, reflection)

Attacker Model



#BHEU @BlackHatEvents #BHEU @BlackHatEvents 

EUROPE 2021
A few words about “remote DDS”

https://integration-service.docs.eprosima.com/en/latest/

https://integration-service.docs.eprosima.com/en/latest/
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Mitigation goes
hand to hand with
good disclosure

when it comes to critical 
software stacks
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Good Mitigation Starts with Good Disclosure
• We approached vendors in a friendly way when we started working on this project

• Has this "transparency" paid back?

• What worked well: DDS implementors that helped us write fuzzing harnesses; how do we 
push others to do the same?

• What didn't work well: some never responded, even when contacted multiple times from 
different channels and contact points.

• Should we be treating vendors less like black boxes during the disclosure process?

• Reflection: we need more cooperative security assessments.

• Big round of applause to ADLINK, please! !!!!!!"""
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Future Work &
Conclusions
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Future Work

• Code base is quite large

• Implementors, please, reach out and be collaborative: we’re here to help!

• Researchers, please, continue to write new test harnesses!

• Other targets

• Integration services: we’ve just scratched the surface

• DDS Security: we focused only on DDS *core*

• xTypes
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Sound Bytes

• Data Distribution Service (DDS) enables crucial technologies

• We discovered and disclosed vulnerabilities in most of the OMG-certified DDS 
implementations

• Specs do not prevent reflection attacks: implementors should!

• We release

• an open source layer to parse and forge DDS/RTPS packets in Scapy

• fuzzing harnesses that we plan to incorporate in the Google OSS-Fuzz 
initiative right after this talk
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