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EUROPE 2021 Two Business Models in AI systems

• For End users, AI is a service
Ø All users can access a service through API calls

• For AI developers, AI models are products
• AI model stores are like app stores

Ø Model Zoo ｜Model Market Place (commercial)

Ø GitHub (state-of-the-art)

Ø AI Framework built-in Models (TensorFlow Hub, Paddle Hub)

• Development process for most of small business solutions

Ø Download existing models

Ø Fine-tune existing models

Ø Extend them for their purpose
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EUROPE 2021 Malicious Models? Or Not

• Threat Model ---- Malicious Models (Open Question ? )
• Evil developer could create malicious models
Ø Even normal inputs can trigger attacks

Ø Any trivial bugs inside AI frameworks are dangerous!

End Users

Fuzzing AI frameworks is important!
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EUROPE 2021 Model Mutation

• Random mutation does not work
• Hard to generate a valid model

• Get Stuck at format checking

• Our solution
• Structure-aware model mutation

saved_model.pb
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EUROPE 2021

• Load model graph from pb file
• Conduct mutations on graph
• Our current target

• Keras saved model in Tensorflow

Structure-aware Model Mutation

Model graph
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EUROPE 2021 A Keras Model Example

Abstract Model graph
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EUROPE 2021

• Value
• constant or a list of value, such as 1, [1,2]

• Dtype
• Shape
• A 2D array of int32

• Dimension
• The elements in shape

• Rank
• The length of shape

Tensor

What is Tensor?
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EUROPE 2021

• Input tensor generation methods
• tf.constant, tf.variable, tf.ones, tf.zeros, etc..

• Random mutation could be ineffective
• The value should be compatible with shape and Dtype

Input Tensor Mutation
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EUROPE 2021

• Constant
• The shape is optional
• 0 exists in the shape, values are arbitrary
• There is no 0 in the shape, the value should be compatible with the shape

• The length of list < the number elements in shape

• Variable
• Initial value is required
• If the shape can be unknown, the value can be arbitrary
• If not, the shape should be compatible with the value

• Ones
• A tensor with all elements set to one (1).

• The shape argument should be rank 2, and dtype can not be tf.string, tf.variant, or tf.resource

• Zeros
• A tensor with all elements set to one (0).

Input Tensor Mutation
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EUROPE 2021

• Generate a random tensor by Numpy
• A random matrix with the lower and upper bound

• A random matrix in descending or increasing order

Random Tensor Generation
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EUROPE 2021

• tf.Variable(x, shape=tf.TensorShape(None))
• A tensor with a set of specific value of arbitrary shape

• tf.constant(x, shape=[..0…])
• A tensor with an empty value of arbitrary rank

• tf.constant(x, shape=[..0…])
• A tensor with an empty value of arbitrary dimension

Random Tensor Generation
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EUROPE 2021

• Schedule inputs by Tensor value
• Random selection could be ineffective
• Empty tensor could cause issues

Input Tensor Scheduling
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EUROPE 2021

• Schedule inputs by the tensor dimension
•Random selection could not be a good choice

•Big search space

•Zero could be a good candidate

Input Tensor Scheduling
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EUROPE 2021

• Schedule inputs by the tensor rank
• Random selection could not be a good choice

• Most of Ops have shape check
• Big numbers mean syntax failure

• 0, 1, 2, 4 could be good choices

Input Tensor Scheduling
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EUROPE 2021

• Multi-tensor correlations
• Compound Tensor

• Sparse Tensor, Ragged Tensor, Dense Tensor, etc..

Indices.dim_size(1) ！= shape_in.dim_size(0)

Input Tensor Scheduling
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EUROPE 2021

• Multi-tensor correlations
• Constrained by Ops

• Two input tensors share same dimension

• Values in input_splits must be less than or equal to input_tensor length

Input Tensor Scheduling
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EUROPE 2021 Input Tensor Mutation Takeaways
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EUROPE 2021

• Placeholder has the dtype and shape

• Input placeholder should be compatible with input tensor

• Compatible shape and Dtype

Input Placeholder Mutation
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EUROPE 2021 Input Placeholder Mutation

error
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EUROPE 2021

• A generic model template

Input Placeholder Mutation
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EUROPE 2021

• Op
• Op name

• Argument
• Dtype

• Shape

• Constants arguments

Op Mutation
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EUROPE 2021

• Op mutation
• Op name is easy to mutate
• Registered with specs

• Argument tensors
• Dtype is constrained by Op spec

• Shape and Value can be mutated

• Constants arguments
• Random mutation

Op Mutation
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EUROPE 2021

• Mgraph Constructor
• Mgraph is the model computation graph with variable initial values

• Policy Selection
• AI Oriented mutation policies

• Not just random values

• Graph based Mutation
• Arbitrary node modification does not work

• Strong data dependencies in Mgraph

AIModel-mutator
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EUROPE 2021 Our Results

• We evaluated our AIModel-mutator in TensorFlow 2.4.3

• We successfully generated models for 66 CVEs found in TensorFlow

• Found 6 vulnerabilities in TensorFlow 2.4.3 (Confirmed, and release after fixed)
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EUROPE 2021

Questions?

b731afe6-YXBFaURK1GDjBTBDXP1gWvkkZcrJ8lDSBRVXiA==-500ddfd78926


