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» Claudiu “to the rescue” Teodorescu — @cteol3
» Digital Forensics, Reverse Engineering, Malware & Program Analysis
» Instructor of Special Topics of Malware Analysis Course on BlackHat USA
= Speaker at DEF CON, BSidesLV, DerbyCon, ReCon

= |gor Korkin — @IgorKorkin
= PhD, Windows Kernel Researcher
= Author of MemoryRanger
= jgorkorkin.blogspot.com

= Andrey “red plait” Golchikov — @real redp
= More than 20 years in researching operating system security and reversing Windows Internals
= Author of EtwCheck
» redplait.blogspot.com

#BHEU @BlackHatEvents


https://igorkorkin.blogspot.com/
http://redplait.blogspot.com/
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Event Tracing for Windows (ETW)
= Architecture and features

= Applying ETW for security: academic and practical results

Attacks on ETW blind the whole class of EDR solutions
= Qverview of existing attacks on ETW

= Attacks on Process Monitor and Windows Defender

EtwCheck detects attacks on ETW

MemoryRanger prevents some kernel attacks on ETW

#BHEU @BlackHatEvents



ETW is a built-in diagnostic feature to log events from OS kernel, drivers and apps.

Windows 11: ETW can collect more that 50,000 events from about 1000 providers.

ETW features:

System-wide

Adjustable

High speed logging
Standardized

Already Available
Continual Features Growth
Does not require rebooting

Does not require driver installation

Events:
Network
Disk

(ON)

ETW Providers

ETW Sessions (ETW Loggers)

Real-time Delivery ETW Consumers

Session #1 Session #2 Session #64
e data buffer | | e data buffer | [ data buffer
e providers e providers se providers

~

Event Tracing for Windows (ETW)

-----------------------------------------------------------------------------------

Does not require any hardware features

o

Windows 11

ETW Controllers J

amazon

web services

Results:
e Data for analysis
e Alert notifications

Microsoft®

5Q

L Server

#BHEU @BlackHatEvents



Apps and services

DLLS

OS kernel and Drivers

* OS system
* SMSS
* Wininit
* Services
» Security and AV
* NisSrv
* MsMpEng
« SgrmBroker
« Common Apps:
* Explorer
* Notepad
* Msedge
* Mspaint

* OS system
* Ntdll
» KernelBase
» Shell32 \ Advapi32 \ SetupAPI
e Security and Encryption
* Wintrust \ Amsi \ Wscapi
* Rsaenh \ Ncrypt \ Berypt \ Crypt32
* Firewallapi \ Fwpucint
* Network and WMI
e Urlmon\ WInHTTP
* Webio \ Wbemcomn
e lertutil \ DnsApi

* OS system
* Nt
« Win32kbase \ Win32kfull
e Security and Encryption
* Cng \ FileCrypt
« KSecdd
* MsSeckFlt
* Ths
* Network and Devices
* NTFS \ CImFS \ WCIFS
« VwifiFIt \ CIdFIt \ BindFIt
« HTTP \ Tcplp \ NetlO
« Partmgr \ VolMgr \ NDIS
* Disk \ CDrom \ ClassPNP

All these OS components can supply various ETW events

#BHEU @BlackHatEvents



© Process
© Process create and exit
© Thread create and exit
© Image loads, including

Network

© ETW network tracing
Profiling

© Toolhelp thread snapshe

The first example of using ETW to trace malware activity:
(2012) Malware Hunting with the Sysinternals Tools by Mark Russinovich

2021: more than 10 market-leading EDR solutions use ETW for threat hunting

Disclaimer: This analysis is not designed to promote any products and solutions, it is meant to inform the cybersecurity

community. The analysis of the products and solutions uses only materials freely available online. YBHEU BlackHatEvents


http://video.ch9.ms/teched/2012/eu/SIA302.pptx
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Alex lonescu
¥ [@aionescu

ey

Build your own EDR with Microsoft's Threat
Intelligence ETW channel: pastebin.com/6VGH|GjH cc
@mattifestation @subTee @enigmaOx3

Build Your own EDR - Pastebin.com
(=L Pastebin.com is the number one paste tool since 2002.

%, Nasreddine Bencherchali
@nas_bench

Quick thread on how @symantec EDR uses event
- enrichment rules and ETW to detect "malicious -
activity"

Example : Brute Force attempt using event 4625

/) B

#detection #symantec #edr #BlueTeam

11:55 PM - Aug 11, 2021 - Twitter Web App

Matt Graeber
@mattifestation

| had a fun malware analysis session w/ a co-worker
today and we were doing some maldoc analysis. With
how much insight can now be gleaned via AMSI, we
turned it into a dynamic analysis tool. Here are the

steps we used to start a trace and dump events:
giat githubh com/mgraeher-re/51  1/3

Black Hat &
@BlackHatEvents

Event Tracing for Windows (ETW) is a built-in feature,
originally designed to perform software diagnostics,
and nowadays ETW is essential for Endpoint Detection
& Response (EDR) solutions. See a demo from
@roberpupum at #BHEU Arsenal
informatech.co/3jC89uu

9:33 PM - Sep 6, 2021 - Sprout Social

tEvents



https://twitter.com/aionescu/status/912715300931555329
https://twitter.com/mattifestation/status/1367584270026379264
https://twitter.com/nas_bench/status/1425561416631832577
https://twitter.com/BlackHatEvents/status/1434947761531768832

= Tracing Adversaries: Detecting Attacks with ETW
by Matt Hastings (@_mbhastings ) Dave Hull(@davehull)

» Hidden Treasure: Detecting Intrusions with ETW by Zac Brown (@zacbrown)
= Hunting for Memory-Resident Malware by Joe Desimone (@dez_)

» Using Sysmon and ETW For So Much More by David Kennedy (@HackingDave)

black hat el (ExaTrack RIIXCON@. BerbyZon ¥ %
NARDA
TRRPE MITRE O- ERNW
&'4,/‘ O/ providing security.
= Windows Low-Level System
Monitoring Data Collection = MITRE-built ETW-based = SiSyPHusS Project analyzed
» Project MARPLE Security Sensor Windows Logging Capabilities
* Project APTShield

#BHEU @BlackHatEvents


http://www.irongeek.com/i.php?page=videos/derbycon7/s25-tracing-adversaries-detecting-attacks-with-etw-matt-hastings-dave-hull
http://www.irongeek.com/i.php?page=videos/derbycon7/t208-hidden-treasure-detecting-intrusions-with-etw-zac-brown
http://www.irongeek.com/i.php?page=videos/derbycon7/s21-hunting-for-memory-resident-malware-joe-desimone
https://www.binarydefense.com/using-sysmon-and-etw-for-so-much-more/
https://www.mitre.org/sites/default/files/publications/16-3713-finding-cyber-threats%20with%20att&ck-based-analytics.pdf
https://slideplayer.com/slide/14288926
https://apps.dtic.mil/sti/citations/AD1090036
https://slideplayer.com/slide/12388286/
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/SiSyPHus/Workpackage2_Analyse_Gesamtsystem.html

ETW based academic papers: 2019-2021

Contents lists available at ScienceDirect

Computers & Security

journal homepage: www.elsevier.com/locate/cose

procmonML: Generating evasion resilient host-based behavioral
analytics from tree ensembles

Joseph W. Mikhail’, Jamie C. Williams, George R. Roelke

The MITRE Corporation, United States

k9 UNIVERSITY OF AMSTERDAM
x

Detecting Fileless Malicious Behaviour of .NET C2
Agents using ETW

Alexander Bode abode@os3.nl
Niels Warnars nwarnars@os3.nl

Malware Characterization Using Behavioral
Components

Chaitanya Yavvari, Arnur Tokhtabayev,
Huzefa Rangwala, and Angelos Stavrou

Computer Science Department, George Mason University, Fairfax, VA, USA
{cyavvari,atokhtab,astavrou}@gmu.edu, rangwala@cs.gmu.edu

PROBLEMCHILD: DISCOVERING ANOMALOUS PATTERNS
BASED ON PARENT-CHILD PROCESS RELATIONSHIPS

REVEALING CRYPTOCURRENCY MINING MALWARE VIA
ETW

Kazakov O.A.4, Korkin 1.Y.5

Peeler: Profiling Kernel-Level Events to Detect
Ransomware

Muhammad Ejaz Ahmed, Hyoungshick Kim, Seyit Camtepe, and Surya Nepal

RATScCOPE: Recording and Reconstructing
Missing RAT Semantic Behaviors for Forensic
Analysis on Windows

Runging Yang *, Xutong Chen *, Haitao Xu, Yuegiang Cheng, Chunlin Xiong, Lingi Ruan,
Mohammad Kavousi, Zhenyuan Li, Liheng Xu, and Yan Chen, Fellow, IEEE

Bobby Filar
Elastic
filar@elastic.co

Wajih Ul Hassan
University of Illinois at
Urbana-Champaign
whassan3 @illinois.edu

Adam Bates

Urbana-Champaign
batesa@illinois.edu

Tactical Provenance Analysis for
Endpoint Detection and Response Systems

University of Illinois at

Daniel Marino

NortonLifeLock

Research Group
daniel.marino @nortonlifelock.com

CONAN: A Practical Real-time APT Detection
System with High Accuracy and Efficiency

Chunlin Xiong, Tiantian Zhu, Weihao Dong, Lingi Ruan, Runging Yang, Yuegiang Cheng, Yan

Chen, Fellow, IEEE, Shuai Cheng, and Xutong Chen



http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.299.5769&rep=rep1&type=pdf
https://doi.org/10.1016/j.cose.2020.102002
https://www.camlis.org/2019/talks/filar
https://delaat.net/rp/2019-2020/p56/report.pdf
https://users.cs.northwestern.edu/~ychen/Papers/NUTR-19-32_RATScope.pdf
https://ieeexplore.ieee.org/document/8979384
https://ndss21-summer.hotcrp.com/doc/ndss21-summer-paper121.pdf?cap=0121aPNQ0EBTM4to
https://adambates.org/documents/Hassan_Oakland20.pdf
https://cyberrus.com/wp-content/uploads/2019/08/83-88-533-19_12.-Kazakov.pdf

ETW is under the microscope of bug hunters

A
Number

of CVEs

'1. CVE-2020-1033 LPE
| 2. CVE-2020-1034 ID

CVE-2021-1662
CVE-2021-1682
CVE-2021-24102

CVE-2021-24103

CVE-2021-24107

CVE-2021-26425

CVE-2021-26872

CVE-2021-26898

© ©® N o Ok~ 0DdhPRE

CVE-2021-26901

10. CVE 2021-27088
11.CVE-2021-28435
12.CVE-2021-31972
13.CVE-2021-33774
14.CVE-2021-34486
15.CVE-2021-34487
16.CVE-2021-36964

17.CVE-2021-38630
18.CVE-2021-40477

LPE
LPE
LPE
LPE
ID

LPE
LPE
LPE
LPE
LPE
ID

ID

LPE
LPE
LPE
LPE
LPE
LPE

2019 2020

2021

Years


https://nvd.nist.gov/vuln/detail/CVE-2020-1033
https://nvd.nist.gov/vuln/detail/CVE-2020-1034
https://nvd.nist.gov/vuln/detail/CVE-2021-1662
https://nvd.nist.gov/vuln/detail/CVE-2021-1682
https://nvd.nist.gov/vuln/detail/CVE-2021-24102
https://nvd.nist.gov/vuln/detail/CVE-2021-24103
https://nvd.nist.gov/vuln/detail/CVE-2021-24107
https://nvd.nist.gov/vuln/detail/CVE-2021-26425
https://nvd.nist.gov/vuln/detail/CVE-2021-26872
https://nvd.nist.gov/vuln/detail/CVE-2021-26898
https://nvd.nist.gov/vuln/detail/CVE-2021-26901
https://nvd.nist.gov/vuln/detail/CVE-2021-27088
https://nvd.nist.gov/vuln/detail/CVE-2021-28435
https://nvd.nist.gov/vuln/detail/CVE-2021-31972
https://nvd.nist.gov/vuln/detail/CVE-2021-33774
https://nvd.nist.gov/vuln/detail/CVE-2021-34486
https://nvd.nist.gov/vuln/detail/CVE-2021-34487
https://nvd.nist.gov/vuln/detail/CVE-2021-36964
https://nvd.nist.gov/vuln/detail/CVE-2021-38630
https://nvd.nist.gov/vuln/detail/CVE-2021-40477

ETW IS HELPFUL FOR DEFENSE
BUT, IT HAS SOME DRAWBACKS



0

black hat

EURODORPE 2021

= ETW was originally designed for internal use:

= ETW API has opague structure
* ETW includes several undocumented providers

= Some ETW providers deliver events which are undocumented
(ETW templates about events are stored in WEVT_TEMPLATE resource inside PE file)

» ETW can be used for malicious purposes:

= ETW can be used as a file, reqistry, network, process, thread, drivers, and keystroke sniffer without
Installing kernel driver or registering callback functions

= ETW can flood HDD

= Some ETW providers are available only for apps with enabled Protected Process Light (PPL),
but malware can patch PPL Level without BSOD

= ETW can help to detect sandbox detonations

#BHEU @BlackHatEvents

= No footprints: WInAPI do not return information about which app is consuming events.


https://programmersought.com/article/32865372604/
https://lowleveldesign.org/2020/08/20/monitoring-registry-activity-with-etw/
https://docs.microsoft.com/en-us/windows/win32/ndf/network-tracing-in-windows-7-architecture
https://docs.microsoft.com/en-us/windows/win32/etw/process
https://docs.microsoft.com/en-us/windows/win32/etw/thread
https://docs.microsoft.com/en-us/archive/msdn-magazine/2009/september/core-os-events-in-windows-7-part-1
https://cyberpointllc.com/blog-posts/cp-logging-keystrokes-with-event-tracing-for-windows-etw.php
https://superuser.com/questions/1371229/low-disk-space-after-filling-up-c-windows-temp-with-evtx-and-txt-files
https://bestofcpp.com/repo/pathtofile-SealighterTI
https://conferences.computer.org/sp/pdfs/spw/2021/893400a298.pdf
https://twitter.com/Arkbird_SOLG/status/1441876714246885381

ETW CAN BE BYPASSED
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H\ Grzegorz Tworek a Joe Desimone
QP ©@Ogtweet ™ @dez_
Ever wanted to stop Eventlog-Security logger? Me Disable those pesky user mode etw loggers
too... And now | know it is not about ACLs. The way to joid DisableEtw()
: . {
stop unstoppable logger is to issue "TRUE" as the last 7 Disible sny iisereodé etu loggers 1n the Current: process
. . DWORD dwOld = 0;
parameter 18 EthStOpTraCE() Ca”. And user can Ca” |t void * pEventWrite = GetProcAddress(GetModuleHandle(L"ntdl1l.d11"), "EtwEventWrite");
&dw01d);
only through NtTraceCont
"FALSE". red plait
@real_redp

5);

how you can find structure TIgProvider t and
dynamically disable #etw tracing in any running
processes: redplait.blogspot.com/2020/07/tlgpro...

5:38 PM - Jul 24, 2020 - Twitter Web App

#BHEU @BlackHatEvents


https://twitter.com/0gtweet/status/1380804439905349637
https://twitter.com/dez_/status/938074904666271744
https://twitter.com/real_redp/status/1286671983661416448?lang=en
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2018

2019

2020-2021

APT Slingshot

= renames ETW-logs to
avoid leaving traces

= cyber-espionage
platform

Ransomware LockerGoga

= disables ETW to bypass
host-based sensors

= Sends Norsk Hydro Into
Manual Mode

APT41 Group

= disables ETW to evade
detection

= Targets Indo-Pacific
countries

Defense Evasion (post-exploitation) Frameworks:
= SharpSploit disable ETW monitoring for current process

= ScareCrow — payload creation framework bypasses EDR

= EDR Evasion — about 10 examples of blocking ETW logging

MITRE ATT&CK — Impair Defenses

» Indicator Blocking

* Disable Cloud Logs

#BHEU @BlackHatEvents


https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/09133534/The-Slingshot-APT_report_ENG_final.pdf
https://www.picussecurity.com/resource/blog/picus-10-critical-mitre-attck-techniques-t1562-impair-defenses
https://github.com/cobbr/SharpSploit/blob/master/SharpSploit/Evasion/ETW.cs
https://github.com/optiv/ScareCrow
https://githubmemory.com/repo/arashsofts/Pentest-Tools
https://attack.mitre.org/techniques/T1562/006/
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MITRE | ATT&CK' .

Impair Defenses: Indicator Blocking (ID T1562.006) up

 An adversary may attempt to block indicators or events typically
captured by sensors from being gathered and analyzed.

« This could include maliciously redirecting &l or even disabling host-

"CY based sensors, such as Event Tracing for Windows (ETW),2 by pcific

P  tampering settings that control the collection and flow of event

telemetry. Bl

=re
av

0 evade

Defense Evasion (post-exploitation) Frameworks: MITRE ATT&CK — Impair Defenses

= SharpSploit disable ETW monitoring for current process * Indicator Blocking

= ScareCrow — payload creation framework bypasses EDR » Disable Cloud Logs

« EDR Evasion — about 10 examples of blocking ETW logging JBHED  OBiackHatEvante



https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/09133534/The-Slingshot-APT_report_ENG_final.pdf
https://www.picussecurity.com/resource/blog/picus-10-critical-mitre-attck-techniques-t1562-impair-defenses
https://github.com/cobbr/SharpSploit/blob/master/SharpSploit/Evasion/ETW.cs
https://github.com/optiv/ScareCrow
https://githubmemory.com/repo/arashsofts/Pentest-Tools
https://attack.mitre.org/techniques/T1562/006/
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?name=Backdoor:Win32/Lamin.A
https://docs.microsoft.com/en-us/windows/desktop/etw/consuming-events
https://medium.com/palantir/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63

ATTACKS ON ETW - THE BIG PICTURE
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User mode

ETW Environment
v Attacker’s variables
App

|
|
. . , | )
App with ETW providers Win Apps to control | ETV\IIE[I;)F?sed »(ETW Registry Settings)
|
|

(instrumentation) Sessions and Providers
ETW APIs ETW APIs Event Trace Logs (ETL)
with collected events

| \J / * Kernel mode
NT

ETW APIs \ ETW APIs

. . l e OS instrumentation Call custom
OS Drivers with _»| ® ETW API to control syscalls without Color Map of Attacks
. _ETW prowdgrs sessions and providers telemetry
__| (instrumentation) ~@=@ Attacks on ETW from inside

an Evil Process
! ‘ E— Attacks on ETW by modifying
. envvars, registry and log files

] ETW Logger Session Data Structures ek Attack de ETW
: acks on user-mode
buffers . Driver Providers
with ' ‘ o
events {| ETW Provider Data Structures | Attacks onpl:s\:indeelrrsnode ETW
ETW ETW Data structures | <@==@ Attackson ETW Sessions
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Process’s Context of Attacker’s App

‘ Attacker’s App Code @ ETW Providers

| (oo

% Advapi.dll!EventWrite Dnsapi!McTemplateU0zgxqz @

Ntdll.dll ¢ @

'

@}EthventWritle RtlinitializeResource ElthventWriteTransfer

*

*

ntINtTraceEvent

Attacks

References

Techniques

@ﬁ) Block loaai ts about mal g fivit la, 1b, 1c, Change the control flow using:
ock logging events about malware user-mode activity 1d. le, 1f. 5 . Import Address Table (IAT) Hooking
_ _ _ _ _ * Inline hooking\Splicing
@ Block logging events from Microsoft-Windows-DNS-Client provider 2 « Function patching with RET
. . : : : Set m_enabled in PSEtwLogProvider
@ Disable Suspicious ScriptBlock Logging via PowerShell 4a, 4b ETW Provider to EAL SE
@ Fake source process image file and fake the list of loaded modules 6 Overwrite fields inside PEB



http://redplait.blogspot.com/2020/07/whats-wrong-with-etw.html
https://blog.xpnsec.com/hiding-your-dotnet-etw/
https://github.com/outflanknl/TamperETW
https://github.com/CCob/SharpBlock/blob/master/Program.cs
https://github.com/rasta-mouse/Fork-n-Run/blob/master/DemoApp/Injection/Needle.cs
https://www.blackhillsinfosec.com/wp-content/uploads/2020/12/SLIDES_MoveAsideScriptKiddies.pdf
https://github.com/Kara-4search/BypassETW_CSharp
https://blog.xpnsec.com/evading-sysmon-dns-monitoring/
https://www.blackhillsinfosec.com/wp-content/uploads/2020/12/SLIDES_MoveAsideScriptKiddies.pdf
https://gist.github.com/tandasat/e595c77c52e13aaee60e1e8b65d2ba32
https://www.mdsec.co.uk/2018/12/sharppack-the-insider-threat-toolkit/
https://undev.ninja/sysmon-image-file-name-evasion/
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] )
ETW Environment Attacks Techniques References
variables
. . Set the variables to zero:

N Disable Runtime Event

‘ : : L » COMPIlus_ETWFlags la, 1b

ETW Registry Settings — = ==
Attack @% STy g) Provider in .NET apps = COMPIlus_ETWEnabled
ttacker’s

) . : Slingshot APT avoids leaving traces of

A Event Trace Logs (ETL) (:) =g : 9

PP @{with collected events) Vetmpiets st BUL e its activity by renaming the ETW-logs -

Attack Techniques References

Disable Runtime Event Provider in .NET apps by modifying environment variables or by patching registry la, 1b, 1c,
"HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment" 1d

@ Blind services.exe: value “TracingDisabled” in Software\Microsoft\Windows NT\CurrentVersion\Tracing\SCM\Regular 5
Blind rpcrt4.dll: value “ExtErrorinformation” in “HKLM\Software\Policies\Microsoft\Windows NT\Rpc” =
Blind Microsoft-Windows-PowerShell provider: by zeroing value “EnableProperty” in
HKLM\System\CurrentControlSet\ControN\WMIN\Autologger\EventLog-Application\{GIUD}\

@ Blind Autologger events: by key deletion 5
‘HKLM\SY STEM\CurrentControlSet\ControAN\WMNAutologgeNAUTOLOGGER_NAME\{PROVIDER_GUID}’ =
Blind Autologger events: by zeroing value "Enable” in
‘HKLM\SY STEM\CurrentControlSet\ControAN\WMNAutologgeNAUTOLOGGER_NAME\{PROVIDER_GUID}’

@ Patch security descriptors for ETW logger sessions: “HKLM\System\CurrentControlSet\ControAWmi\Security” 2



http://redplait.blogspot.com/2020/07/whats-wrong-with-etw.html
https://blog.xpnsec.com/hiding-your-dotnet-complus-etwenabled/
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/09133534/The-Slingshot-APT_report_ENG_final.pdf
http://redplait.blogspot.com/2020/07/whats-wrong-with-etw.html
https://blog.xpnsec.com/hiding-your-dotnet-complus-etwenabled/
https://twitter.com/_xpn_/status/1269382151730012165
https://gist.github.com/xpn/64e5b6f7ad370c343e3ab7e9f9e22503
http://redplait.blogspot.com/2020/07/whats-wrong-with-etw.html
https://blog.palantir.com/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63
https://posts.specterops.io/data-source-analysis-and-dynamic-windows-re-using-wpp-and-tracelogging-e465f8b653f7
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2

Attacker’s
App

User-mode ETW provider
Patch Data:

@){ Handles of ETW Providers

N\

J/

@){ ETW_USER_REG_ENTRY

@){ MCGEN_TRACE_CONTEXT

@){ _TlgProvider_ ]

Patch Functions:
(5 sechost!EtwpEventCallbackList

(6 wevtsvclEtwEventCallback
®|> ntdll!EtwEventWrite

Call Functions:

ntdll!EtwEventUnregister(RegHandle)

@ clr!McGenControlCallbackV?2

(EVENT_CONTROL_CODE_DISABLE_PROVIDER)

ps>Remove-EtwTraceProvider
@D¥f Terminate wevtsvc threads

Attacks Technique Links
Disable ETW Patch Data:
Provider for all = ETW handles la, 1b
processes globally » Trace level, EventsEnableBits
Patch Data:
(2)= ETW_USER_REG_ENTRY.Callback -
= MCGEN_TRACE_CONTEXT fields T
IsEnabled, level
@- _TlgProvider _t fields LevelPlusl, 4a. 4
KeywordAny, KeywordAll -
Disable ETW Patch Code with RET: Ea Bb. Ec
Provider for the one | (5)= sechost!EtwpEventCallbackList =
Process @- ntdll!EtwEventWrite /

Call functions:
- ntdll!EtwEventUnregister(Handle)

@- clr'McGenControlCallbackV?2()
- Remove-EtwTraceProvider
@- Terminate threads (wevtsvs)

Block specific events
In one process

Hook Function:
= wevtsvc!EtwEventCallback



http://redplait.blogspot.com/2020/07/whats-wrong-with-etw.html
https://github.com/redplait/armpatched/blob/master/ldr/rpcrt4_hack.cpp
https://modexp.wordpress.com/2020/04/08/red-teams-etw/
https://github.com/odzhan/injection/tree/master/etw
https://redplait.blogspot.com/2020/07/tlgprovidert.html
https://github.com/redplait/armpatched/blob/master/ldr/combase_hack.cpp
https://redplait.blogspot.com/2011/03/settracecallback.html
https://modexp.wordpress.com/2020/08/06/windows-data-structures-and-callbacks-part-1/
https://bestofcpp.com/repo/boku7-injectEtwBypass
https://github.com/boku7/injectEtwBypass
https://modexp.wordpress.com/2020/04/08/red-teams-etw/
https://github.com/odzhan/injection/tree/master/etw
https://modexp.wordpress.com/2020/04/08/red-teams-etw/
https://github.com/odzhan/injection/tree/master/etw
https://blog.palantir.com/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63
https://github.com/w09rkerbee/sigma-collection/blob/fc853915b481014ab07b6337814311c482041188/sigmaHQ/rules/windows/process_creation/win_etw_trace_evasion.yml
https://github.com/hlldz/Phant0m
https://artofpwn.com/2017/06/05/phant0m-killing-windows-event-log.html
https://www.threathunting.se/2020/07/09/detect-indicator-blocking-free-splunk-detection-rules
https://labs.jumpsec.com/pwning-windows-event-logging-with-yara-rules/
https://github.com/bats3c/EvtMute

Attacks on kernel-mode ETW providers

-

|. ‘ Attacker’s Driver

AttZCker s @)E _TlgProvider_t ) @X kernel-mode “proxy” APC injection)
i (@ mcIMCGEN_TRACE_CONTEXT |

[ Ftw*RegHandle->ETW_REG_ENTRY->ETW_GUID_ENTRY->TRACE_ENABLE_INFO ]

@|» NtTraceEvent via InfinityHook

@W{ fltmgr!WMI_FLTIO_NOTIFY_ROUTINES |

User-mode Kernel-mode

Q)|> Custom System Call Service Routines (syscalls)

No Attacks Technique Links

» Zeroing TRACE_ENABLE_INFO ProviderEnablelnfo fields IsEnabled and Level
» Zeroing ETW_GUID _ENTRY.ProviderEnablelnfo (e.g. EtwpPsProvRegHandle)

Hijack gen. events | = Patching ETW_REG_ENTRY-> PETW_GUID _ENTRY GuidEntry

» Zeroing LevelPlusl,

» Patching EnableCallback
= Patching RegHandle->ETW_REG_ENTRY.ProviderEnablelnfo 2a, 2b, 2¢
» Patching ETW_REG_ENTRY ->ETW_GUID_ENTRY

Hijack gen. events | Patching RegHandle->ETW_REG_ENTRY

Disable tracing

®

5
=

Disable tracing

POE® ®

Patching IsEnabled and Level 3a, 3b, 3c
_ _ Patching data structures designed for filter operations 4
Disable tracing — : : ) _
Kernel APC injection can blind Microsoft-Windows-Threat-Intelligence sensor \ fake process name 5
InfinityHook helps to redirect the control flow. @— Use custom syscalls to avoid being logged. 6a, 6b, 7



https://redplait.blogspot.com/2020/07/etw-tracing-handles-in-kernel.html
https://github.com/redplait/armpatched/blob/master/ldr/krnl_etw.cpp
https://redplait.blogspot.com/2020/08/etw-part-4-tlgprovidert-in-kernel.html
https://github.com/redplait/armpatched/commit/349b495aedf7e9c310efd097a68fbdac61b467af
https://github.com/redplait/armpatched/commit/1cf067a62da2ce2aec098c6452d72405e10affe0
https://redplait.blogspot.com/2020/09/etw-part-4-mcgentracecontext.html
https://github.com/redplait/armpatched/commit/1579785604851747506c161dfdd81a7583340f86
https://modexp.wordpress.com/2020/04/08/red-teams-etw/
https://redplait.blogspot.com/2020/03/fltmgrglobalsperftraceroutines.html
https://medium.com/@philiptsukerman/bypassing-the-microsoft-windows-threat-intelligence-kernel-apc-injection-sensor-92266433e0b0
https://blog.dylan.codes/evading-sysmon-and-windows-event-logging/
https://github.com/FuzzySecurity/IBM-RedCON-2020
https://github.com/optiv/ScareCrow

Attacks on ETW sessions

Windows Process’s Context of Attacker’s App
Apps
‘ Attacker’s App Code advapi
e Logman EnableTrace(Ex, Ex2)
o Xperf @ sechost *
e PS StopTraceA(W) StartTraceA(W) ControlTraceA(W) EnableTraceEx2
NtdIl!NtTraceControl @

+

»  NtINtTraceControl @

nt!PspHostSiloGlobals _ESERVERSILO GLOBALS

p
FtwSiloState ETW_SILODRIVERSTATE

‘ Attacker’s Driver

WMI_LOGGER_CONTEXT

J
o O

4 N\
e EtwploggerContext o

e EtwpSecurityLoggers

e SystemlLoggerSettings

e EtwpSecurityProviderPID

\o MaxLoggers )

63

e Loggerld )
d e LoggerMode
e LoggerName
Ox1 ¢ InstanceGuid
Address | ® Consumers
Address | ® NumConsumers
- e SecurityDescriptor
Ox1 ° Flags )

Attack Technique
@ = StopTrace 1a. 1
= ControlTrace(EVENT_TRACE_CON | = c_
TROL_STOP) =
9 = NtTraceControl 5
Stop l.e gal @ = NtTraceControl 6
session
» PS>Stop-EtwTraceSession 4a. 4b
@- logman stop LoggerName —ets e
4c, 4d
= xperf -stop LoggerName
9 = Patch EtwpLoggerContext array new
Start fake 9 = StartTrace / NtTraceControl 2a, 2b
session = PS>Start-EtwTraceSession de. 4f
with legal = logman start LoggerName —ets T
name » xperf -start LoggerName —on Flag =4
CVE- = NtTraceControl 5
2020-1034 (EtwReceiveNotification) =
®- EnableTraceEx2(EVENT_CONTROL 3
Remove _CODE_DISABLE_PROVIDER) =
Provider :
@- PS>Remove-EtwTraceProvider 4k
Change = Patch MaxLoggers
settings @ = Patch EtwpSecurityLoggers 7
g » Patch SystemlLoggerSettings
Modify = Patch Logger
secure @- Patch Flags.SecurityTrace new
level » Patch SecurityDescriptor.Object



https://github.com/jthuraisamy/TelemetrySourcerer
https://docs.microsoft.com/en-us/windows/win32/api/evntrace/nf-evntrace-stoptracew
https://docs.microsoft.com/en-us/windows/win32/api/evntrace/nf-evntrace-controltracew
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/api/etw/traceapi/control/stoptrace.htm
http://redplait.blogspot.com/2011/02/nttracecontrol.html
https://twitter.com/_batsec_/status/1327386867365457920
https://docs.microsoft.com/en-us/powershell/module/eventtracingmanagement/stop-etwtracesession?view=windowsserver2019-ps
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/logman-start-stop
https://docs.microsoft.com/en-us/previous-versions/windows/desktop/xperf/stopping-a-trace
https://docs.microsoft.com/en-us/windows/win32/api/evntrace/nf-evntrace-starttracew
https://www.geoffchappell.com/studies/windows/win32/advapi32/api/etw/logapi/starttrace.htm
https://docs.microsoft.com/en-us/powershell/module/eventtracingmanagement/start-etwtracesession?view=windowsserver2019-ps
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/logman-start-stop
https://docs.microsoft.com/en-us/previous-versions/windows/desktop/xperf/starting-a-trace
https://github.com/yardenshafir/CVE-2020-1034
https://github.com/jthuraisamy/TelemetrySourcerer
https://docs.microsoft.com/en-us/powershell/module/eventtracingmanagement/remove-etwtraceprovider?view=windowsserver2019-ps
http://redplait.blogspot.com/2017/05/kernel-etw-traces-in-windows-10.html

blgc’:k hat
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Number of different

Type of Attack

techniques
Attacks from inside AN EVIL process 6
Attacks on ETW env variables, registry, and files 3
Attacks on user-mode ETW providers 11
Attacks on kernel-mode ETW providers 7
Attacks on ETW sessions 9
All In all 36

These numbers are likely to increase, attacking ETW research is ongoing

#BHEU @BlackHatEvents



0

black hat

EURODORPE 2021

System = ETW Session features:
Sl_e(;%?oer:s Other = ETW session is a global object with a unique name.

(max 8) Logger = Each session can provide events for several consumer apps

Sessions
» There are no documented ways to find which app is receiving
- — events from which session. But EtwCheck can do it.
N V4 = Special Logger Sessions:
Y = NT Kernel Logger Session receives data from ETW providers

Max number is 64

(up to 256) Implemented by ntoskrnl.exe and OS core drivers

= Windows supports only one active Logger Session at a time.

¢'NT Kernel Logger”
= Windows allows to start (stop) Logger Session for any app with

*“GlobalLogger” admin privileges.

“Circular Kernel Context Logger”

#BHEU @BlackHatEvents



Process Monitor - a tool from Windows Sysinternals suite

= Process Monitor is an advanced monitoring tool that shows in real-time activity on:

= file system,

= Registry

= Process/Thread <based on process/thread callbacks

= Network

< based on file system minifilter

< based on registry minifilter

< based on ETW

= Process Monitor uses the same technologies as many EDR solutions.

B Process Monitor - Sysinternals: www.sysinternals.com — [] X

File Edit Event Filter Jools QOptions Help

_ > -
=S IR
Time o... Process Name

1248:13... '™ MsMpEng.exe

YAO® ss ¥ P HEDEMN

PID Operation Path
4708 [™ UnlockFileSingle  C:\ProgramData\MicrosofiWindows Defender\Scans\mpenginedb.

12:48:13.. § 1 MsMpEng.exe
12:48:14.. ™ MsMpEng.exe
12:48:14.. w MsMpEng.exe

4708 ’.i Thread Create
4708 fj RegQueryKey HKLM
4708 ﬁ' RegOpenKey HKLM\SOF TWARE\MicrosoftWindows Defender\Features



https://docs.microsoft.com/en-us/sysinternals/downloads/procmon

Process Monitor uses ETW to sniff network events

%} ProcMon 3.60 ProcMon 3.85
o o
¢l | loggingisin | |+
' process |
| I 1
09 OO
O O/
. . .
\ \
L "NT Kernel Logger" "PROCMON TRACE" )
. ; ETW Logger
s))) 0op 2O Y ETW providers _| >essions
l




ETW Hijacker blinds Process Monitor

‘ Attacker’s App

k‘_\/l k‘_\/l
o v t o Sechost.dll
0 events are |

T ogged T ntdIldl

| I ] 1 | I

| _—
4 | | [[ . )
L "NT Kernel Logger" "PROCMON TRACE" )

i

¥ ETW Logger
")) Up > ETW providers ' _| >essions
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The online version Is here — https://www.binarly.io/posts

#BHEU @BlackHatEvents


file:///K:/Dropbox/_Pubs&Confs/21/Attacks-on-ETW-Blind-EDR-Sensors/demo1_blinding_procmon.bat
https://www.binarly.io/posts

Start BN Administrator: Command Prompt

C:\tmp>etw_hijacker_console.exe

Stop “Target”
Logger session

Start “Target”
Logger session

Query session
information

Is the session
is still active?

C:\tmp>logman stop "NT Kernel Logger" -ets & logman start "NT Kernel Logger" -ets

Source code Is here
github.com/binarly-io



https://github.com/binarly-io
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It is a super advanced tool that can extract various kernel data:

* Basic information:

= OS system detalils

= Active Processes and Parent PID, List of loaded drivers
* Internal information:

» Kernel Processor Control Block
Kernel ETW handles (EtwpNetProvRegHandle etc)
Etwp*NotifyRoutines (EtwpDiskloNotifyRoutines etc)
WMI guidentries, regentries,
EtwSiloState, EtwpHostSiloState

The whole list of WMI_LOGGER_CONTEXT with their
SecurityDescriptors, Flags and consumers PID.

» Checks the integrity of DRV_OBJs,
Major_Function[] arrays for various drivers.

Download EtwCheck from here https://github.com/binarly-io

Output fragment with WMI_LOGGER_CONTEXTs

WMI_LOGGER_CONTEXTs at FFFF828D61D2A980 size 560 index 15
ctx[2] at FFFF828D61DD9840 GetCpuClock 0000000000000000
LoggerMode: 2800480
Flags: 10023
SecurityDescriptor: FFFFCB86458F9EEQ
SD: O:BAG:BAD: (A;;0x120fff;;:;5Y) (A;;0x120fff;;;BA) (A;;0x100{
LoggerStatus 0 NumConsumers 0
LoggerName: Circular Kernel Context Logger
ctx[3] at FFFF828D61D3B040 GetCpuClock 0000000000000000
LoggerMode: 188001CO
Flags: F
SecurityDescriptor: FFFFCB86459F6560
SD: O:BAG:BAD: (A;;0x1800;;;:WD) (A;:0x120fff;;:5Y) (A;;0x120fff1
LoggerStatus 0 NumConsumers 1
LoggerName: Eventlog-Security
read 1 clients:
[0] at FFFF828D675A6910 EPROCESS FFFF828D674DC080 PID 1300
ctx[4] at FFFF828D61D2C040 GetCpuClock 0000000000000000
LoggerMode: 18800180
Flags: 400F
SecurityDescriptor: FFFFCB86459E00AQ
SD: O:BAG:BAD: (A;;O0x120fff;;:;SY) (A;;WP;;;SY)
LoggerStatus 0 NumConsumers 1
LoggerName: DefenderApilogger
read 1 clients:
[0] at FFFF828D67DF/E60 EPROCESS FFFF828D67987080 PID 2428
ctx[5] at FFFF828D61D30040 GetCpuClock 0000000000000000
LoggerMode: 188001CO
Flags: 400F
SecurityDescriptor: FFFFCB86459E00AO
SD: O:BAG:BAD: (A;;0x120fff;;:SY) (A;:WP;;;SY)
LoggerStatus 0 NumConsumers 1
LoggerName: DefenderAuditLogger
read 1 clients:
[0] at FFFF828D67DF8080 EPROCESS FFFF828D67987080 PID 2428



https://github.com/binarly-io

Internals of a Secure ETW:
Query and Stop Defender’s ETW Sessions
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= List of Defenders ETW sessions:

Loggerlid LoggerName InstanceGuid

4 DefenderApiLogger {6B4012D0-22B6-464D-A553-20E9618403A2}

5 DefenderAuditLogger {6B4012D0-22B6-464D-A553-20E9618403A1}

= Launched on Startup as a Autologger = Can be disabled by zeroing reqistry values:

B Registry Editor - O X )

s | reg add

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Control\ WMI\ Autologger\ DefenderApil

CTPTEL = STl S " HKLM\ SYS tem\CurrentControlSet\Control\

b Wr"ﬂ | Mame Type Data

Vv &3 Autologger b (Default) REG_SZ (value not set) - 1]
= Bioknolmen e CoHORD oot WMI\Autologger\DefenderApilLogger" /v
> ellcare .
: . 34| BufferSize REG.DWORD  0xDODDDD4D (64) " " HAn
i E::L.U:E;EZT;::H”:S: 2 ClockType REG_DWORD  0x0DOODDO2 (2) Start" /t REG_DWORD /d "o" /f
: . 2] FlushTimer REG_.DWORD  0xDDO0DODOT (1)
> DefenderApilogger .
= DefenderAuditiogger ab]GUID REG_SZ {6B4012D0-2286-4...
== Diaglog 24 LogFileMode REG.DWORD  0x18000180 (40265...
>: Diagtrack-Listener I -‘il':ﬂ MaximumBuffers REG_D'WORD 000000010 (16)
5 EventLog-Application _'i-';ﬂ MinimumBuffers REG_D'WORD (x<00000000 (0)
[l EventLog-Security 2 Start REG.DWORD  0x000000OT (1)
Eurantl mn-Corcbarm 2] Status REG.DWORD  0x00000D0O (0]

#BHEU @BlackHatEvents

HKLM\SYSTEM\CurrentControlSet\ControN\WMI\Autologger\DefenderApiLogger


https://www.zscaler.com/blogs/security-research/threat-actors-distribute-malicious-vpn-apps-masquerading-popular-vendors

Security descriptor for DefenderApiLogger

Computer\HEKEY_LOCAL_MACHINE\SYSTEM\ CurrentControl5et\ Contro WM\ Security
: ? Autologger MName Type
:’ gl::nl::la.ILcngger ‘.’.'u'] £697d5a7e-2062-11d4-97eb-00c04f 79403 REG_BIMNARY 01 00 0 20 14 00 00 00 24 00 00 00 00 00 00 00 34 00 00 00 01 02 00 00 00 00 00 05 20 00 00 00 20 02 00 00 01
W ECTHZ _ ‘.’.'u'] E9aaa7cd-2062-11d4-97eb-00c0df 79403 REG_BIMNARY 01 00 04 20 14 00 00 00 24 00 00 00 00 00 00 00 34 00 00 00 01 02 00 00 00 00 00 05 20 00 00 00 20 02 00 00 01 |
: WELIF aceoin $% 6B4012D0-22B6-464D-A553-20E9618403A1  REG_BINARY
> . §
Enum 3 6B401200-22B6-464D-A553-20E9618403A2 ENICHHETNY 01 00 04 20 14 00 00 00 24 00 00 00 00 00 00 00 34 00 00 00 01 02 00 00 00 00 00 05 20 00 00 00 20 02 00 00 01
Uardware Profiles ‘.’.'u'] tbba3d51-2cTe-ddea-2f534-31e5afd029e3 REG_BIMNARY 01 00 04 20 14 00 00 00 24 00 00 00 00 00 00 00 34 00 00 00 01 02 00 00 00 00 00 05 20 00 00 00 20 02 00 00 01
Dalicies ‘.‘.':-'] Bc74dble-eeSc-4205-90a2-01 5f6d65f403 REG_BIMARY 01 00 04 20 14 00 00 00 24 00 00 00 00 00 00 00 34 00 00 00 01 02 00 00 00 00 00 05 20 00 00 00 20 02 00 00 01
Edit Binary Value X Memory H
Value name: Virtwal: | D f£f££f=2T780791d1 7 || Previous Display format: Bvte - Mext
6B401200-22B6-464D-A553-20E9613403A2 ffffe780°791d17a0 01 00 04 80 14 00 00 00 ..uueeun.
Value data: ffffe780°791d17a28 24 00 00 00 00 00 Q00 00 S.......
poooosoe | @l o8 @4 80 14 o8 08 @8 . . . . . . .. ffffe780°791d17b0 34 00 00 00 01 02 00 00 4.......
@OPEOREE 24 B8 B 9@ @@ 60 0P 09 ;S ffffe780°791d17b8 00 00 00 05 20 00 00 00 .... ...
GopeERle 34 @@ 88 @@ el 82 @@ @@ 4. ... ... - :
ooose0ls oo op 8 85 s oa oo o8 ffffe780°791d17c0 20 02 00 00 01 02 00 00 .. ..n..
POBEEE20 20 02 88 88 01 82 B8 88 . ... . .. ffffe780°791d17<8 00 00 00 05 20 00 00 00 .... ...
Ggpogo2s eo el @@ @s 28 @@ o@ @@ - ffffe780°791d1740 20 02 00 00 02 00 30 00  ..... 0.
@oPEBER3? 20 @2 9@ @@ @2 ee 3@ 88 . . . . . 8 . LT )
PPPEEEIE @2 B8 @@ B8 88 B8 14 88 . . . . . . .. ffffe780°791d174d8 02 00 00 00 00 00 14 00 .. ueu..
3333333 ;E g; ;S gg ?é gé gg gg oo ffffe780°791d17=20 ££f 0f 12 00 01 01 00 00 ..uuen..
oopaoese  oe  ee 14 oe 28 ee  ee  ee .. ... ffffe780°791d1728 00 00 00 05 12 00 00 00 ..wueen..
AARRARSR A1 a1 PA AR AR AR AR AS ffffe780°7914d17£0 00 00 14 00 20 00 00 00 .... ...
Cancel ffffe780°7914d17£8 01 01 00 00 00 00 Q00 05 . ...e.n..

The corresponding Security Descriptor in kernel memory

Security Descriptor in Reqistr
/ 2 L/ (WMI_LOGGER_CONTEXT.SecurityDescriptor.Object)



Query Secure ETW Sessions
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= Why apps even with admin privileges cannot get info about Defenders Sessions?

AEp
sechost v
QueryAllTracesW
Co ntroI*Tra ceW
EtpruefryLogger
v

NtdlI!NtTraceControl

nt

!

NtTraceControl

L]

EtwpQueryTrace

b

S S W
U »f—i- A N

pd  fed i fed  fd fed
‘::'A

NTSTATUS EtwpQueryTrace (OUTPUT * outputInfo)
o {
WMI LOGGER CONTEXT * pcontext = 0;
result = EtwpValidatelLoggerInfo(..);
if ( result < ) | goto EXIT; }
result = EtwpAcquirelLoggerContext (&pcontext) ;

if ( result < ) | goto EXIT; }
result = EtwpCheckLoggerControlAccess(DesiredAccess, pcontext);
if ( result >= )

{
if (pcontext->flags.SecurityTrace)

{

{1}

result = EtwCheckSecuritylLoggerAccess (Process);

if ( result < ) 4 goto EXIT; }
}
result = EtwpGetLoggerInfoFromContext (outputInfo,

}
EXIT:

EtwpReleaselLoggerContext (pcontext) ;
return result;

pcontext) ;
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= Why apps even with admin privileges cannot get info about Defenders Sessions?

AEp
sechost v
QueryAllTracesW
ControI*Tra ceW
EtpruefryLogger
v

NtdlI!NtTraceControl

nt

!

NtTraceControl

L]

EtwpQueryTrace

NTSTATUS EtwpQueryTrace (OUTPUT * outputInfo)
& {

WMI LOGGER CONTEXT * pcontext = 0;
result = EtwpValidatelLoggerInfo(..)

if ( result < ) | goto EXIT; }

result = EtwpAcquirelLoggerContext (&pcontext) ;

if ( result < ) { goto EXIT; }

result = EtwpCheckLoggerControlAccess (DesiredAccess, pcontext);
if ( result >=

( N EtwpAccessCheck() 2 SeAccessCheck()

if (pcontext->flags.SecurityTrace)

= {
result = EtwCheckSecuritylwygge cess (Process) ;

if ( result <

} For sessions with enabled SecurityTrace
result = EtwpGetLogger we have an additional security check
} RtlITestProtectedAccess()
EXTT:

EtwpReleaselLoggerContext (pcontext) ;
return result;

1
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= Why apps even with admin privileges cannot get info about Defenders Sessions?

AEp
sechost v
QueryAllTracesW
Co ntroI*TraceW
Etpruef ryLogger
v

NtdllINtTraceControl

!

NtTraceControl

nt Y

EtwpQueryTrace
|

Y
WMI_LOGGER_CONTEXT

e SecurityDescriptor

NTSTATUS EtwpQueryTrace (OUTPUT * outputInfo)
o {
WMI LOGGER CONTEXT * pcontext = 0;
result = EtwpValidatelLoggerInfo(..);
if ( result < ) | goto EXIT; }
result = EtwpAcquirelLoggerContext (&pcontext) ;

b

if ( result < ) { goto EXIT; }
t result = EtwpCheckLoggerControlAccess (DesiredAccess,
if ( result >= )

{

e Flags

S  S E
U »f—i- A N

pd  fed i fed  fd fed
‘::'A

tif (pcontext->flags.SecurityTrace)

{1}

qg\\;esult = EtwCheckSecurityLoggerAccess (Process)
if ( result < ) 4 goto | EXIT; }

}

result = EtwpGetLoggerInfoFromContext (outputInfo,

LV}
|[EXIT:

EtwpReleaselLoggerContext (pcontext) ;
return result;

pcontext) ;

-
14

pcontext) ;
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= Why apps even with admin privileges cannot get info about Defenders Sessions?

AEp
sechost v
QueryAllTracesW
Co ntroI*TraceW
Etpruef ryLogger
v

NtdllINtTraceControl

!

NtTraceControl

nt Y

EtwpQueryTrace
|

y

Driver

Py

WMI_LOGGER_CONTEXT
e SecurityDescriptore

NTSTATUS EtwpQueryTrace (OUTPUT * outputInfo)
=

WMI LOGGER CONTEXT * pcontext = 0;

result = EtwpValidatelLoggerInfo(..);

if ( result < ) | goto EXIT; i
result = EtwpAcquirelLoggerContext (&pcontext) ;
if ( result < ) | goto EXIT; }

b

1f ( result >= )

e Flags-

S  S E
U »f—i- A N

pd  fed i fed  fd fed
‘::'A

if (pcontext->flags.SecurityTrace)
1

{1}

if ( result < ) 4 goto EXIT; }
\J]
result = EtwpGetLoggerInfoFromContext (outputInfo,

}
EXIT:

EtwpReleaselLoggerContext (pcontext) ;
return result;

L;fsult = EtwpCheckLoggerControlAccess (DesiredAccess, pcontext);

result = EtwCheckSecuritylLoggerAccess (Process);

pcontext) ;
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= Why apps even with admin privileges cannot stop Defenders Sessions?

A 1 NTSTATUS EtwpStopTrace(..)
5 2 B
T —— | 3 WMI LOGGER CONTEXT * pcontext = 0;
StopTraceW 4 result = EtwpValidatelLoggerInfo(..);
P ; 5 if ( result < 0 ) { goto EXIT; }
ControlTraceW o result = EtwpAcguireLoggerContext (&pcontext) ;
v ! if ( result < ) | goto EXIT; }
EtwpStopLogger 8 if ((pcontext->LoggerMode & ETW NONSTOPPABLE MODE) !'= 0)
* 9 B {
NtdIlINtTraceControl 10 result = EtwpCheckLoggerControlAccess (DesiredAccess, pcontext);
- I 11 if ( result >= 0 )
NtTraceControl . !
. L race* ontro 13 result = EtwpStopLoggerInstance(..);
n L .
EtwpStopTrace if B }
16 EXIT:
17 EtwpReleaselLoggerContext (pcontext) ;
18 return result;
)
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= Why apps even with admin privileges cannot stop Defenders Sessions?

A 1 NTSTATUS EtwpStopTrace(..)
5 2 B
T —— | 3 WMI LOGGER CONTEXT * pcontext = 0;
4 result = EtwpValidatelLoggerInfo(..);
StOpT;acew 5 if ( result < 0 ) { goto EXIT; }
ControlTraceW - result = EtwpAcquirell  oply “stoppable” sessions can be stopped
v / if ( result < ) | _ 5
EtwpStopLogger 8 if ((pcontext->LoggerMode & ETW NONSTOPPABLE MODE) !'= 0)
' 9 8 {
NUﬂHhﬂTﬁLeCOnUO| 10 result = EtwpCheckLoggerControlAccess (DesiredAccess, pcontext);
* 11 if ( result >= )
e 12 © { EtwpAccessCheck() 2 SeAccessCheck()
. IHCi ontro 13 result = EtwpStopLoggerInstance(..);
n L .
EtwpStopTrace if B }
16 EXIT:
17 EtwpReleaselLoggerContext (pcontext) ;
18 return result;
.E_J _}
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= Why apps even with admin privileges cannot stop Defenders Sessions?

A 1 NTSTATUS EtwpStopTrace(..)
o 2 B
sechost | 3 WMI LOGGER CONTEXT * pcontext = 0;
4 result = EtwpValidatelLoggerInfo(..);
S lrEieeyy 5 if ( result < 0 ) { goto EXIT; }
v
ControlTraceW E Fesult = EtwpAcquireLoggerContext (&pcontext) ;
¥ / if ( result < ) | goto EXIT; }
EtwpStopLogger = ¢+ if ((pcontext->LoggerMode & ETW NONSTOPPAELE MODE) !'= 0)
' 9 B8 1{
v L :
NtdllINtTraceControl £ -?esult = EtwpChecklLoggerControlAccess (DesiredAccess, pcontext);
* 11 if ( result >= )
12 H= {
t NfﬂHCiFonU0| 13 result = EtwpStopLoggerInstance(..);
EtwpStopTrace | }
I 15 v}y
Y \ 16 |EXIT:
VVN“—UDGGERECONTEXT 17 EtwpReleaselLoggerContext (pcontext) ;
e LoggerMode 18 return result;
e SecurityDescriptor ’ 19 L}
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= Why apps even with admin privileges cannot stop Defenders Sessions?

A 1 NTSTATUS EtwpStopTrace(..)
PP 2 B
. ' 3 WMI LOGGER CONTEXT * pcontext = 0;
4 result = EtwpValidatelLoggerInfo(..);
TraceW _
>top *ace 5 if ( result < ) | goto EXIT; }
ControlTraceW o _result = EtwpAcquireLoggerContext (&pcontext) ;
v ! if ( result < ) | goto EXIT; }
EtwpStoplLogger = i1f ((pcontext->LoggerMode & ETW=NDNSTDPPAELE=MDDE} = 1)
] L] =
! N
NtdII'NtTraceControl 1“ result = EtwpCheckLoggerControlAccess (DesiredAccess, pcontext);
* 11 if ( result >= )
12 H= {
ot NtTrace*COhtrm 13 result = EtwpStopLoggerInstance(..);
EtwpStopTrace lf ' } }
[ N
W IoeeER ConTExT) | | |6 |EXaTs
‘ — a 17 EtwpReleaselLoggerContext (pcontext) ;
e LoggerMode- 18 return result;
Driver e SecurityDescriptor- 3 19 L}
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WMI_LOGGER_CONTEXT

l 1 l

Flags.SecurityTrace SecurityDescriptor LoggerMode

C —
v Stop ETW Logger

Query ETW Logger information

#BHEU @BlackHatEvents
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The online version Is here — https://www.binarly.io/posts

#BHEU @BlackHatEvents


file:///K:/Dropbox/_Pubs&Confs/21/Attacks-on-ETW-Blind-EDR-Sensors/demo2_attack_on_defender_sessions.bat
https://www.binarly.io/posts
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PatchGuard does not protect ETW

= Kernel Patch Protection (KPP, PatchGuard) is a Windows built-in
security feature designed to provide integrity of critical kernel data:

* EPROCESS,

» DRV _OBJ
= efc

= Unfortunately, ETW data structures are NOT protected

#BHEU @BlackHatEvents



MemoryRanger can prevent patching

ETW session structures

 Patching ETW data |

ETW Blinder Default enclave for OS Allocated enclave for
Console . . .
and driver loaded before ETW Blinder Driver
NT OS NT OS NT OS
kernel \ ke‘r_pel keﬂiel
In \ ln ln
V= e 1
Drivers Loaded Non-sensitive Drivers Loaded Non-sensitive I Drivers Loaded! Non-sensitive
Eaﬂier data Ealr_l‘ier d?‘ta :_ Earlier : data
- : || e\
ETW Blinder ETW data | ETW Blinder ! ETW data ETW Blinder "ETW data 7:
Driver structures , Driver ! structures Driver %‘ structures }
A a— ||| [[-==-- & ---- A n ———f3---
(1] (1] (1] (1]
Situation without MemoryRanger MemoryRanger

X— MemoryRanger traps illegal access to the sensitive data and redirects it to the fake memory page

X~ MemoryRanger switches between enclaves to allow authorized access

Examples of MemoryRanger customization — https://igorkorkin.blogspot.com/search?q=memoryranger
MemoryRanger source code — https://github.com/lgorKorkin/MemoryRanger



https://igorkorkin.blogspot.com/search?q=memoryranger
https://github.com/IgorKorkin/MemoryRanger

0

black hat

EURODORPE 2021

The online version Is here — https://www.binarly.io/posts

#BHEU @BlackHatEvents


file:///K:/Dropbox/_Pubs&Confs/21/Attacks-on-ETW-Blind-EDR-Sensors/demo3_prevention_attack_on_defender_sessions.bat
https://www.binarly.io/posts

» ETW was created for performance monitoring and telemetry.

» ETW Is widely used by various EDRs and cybersecurity solutions.

= ETW architecture weaknesses allow bypassing ETW via various attack vectors.

» EtwCheck provides trustworthy runtime checking to detect ETW attacks.

* MemoryRanger can prevent patching ETW data in kernel memory.

» Conclusion to conclusion: attack vectors on ETW originating in the firmware ‘
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Thank you
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