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WHERE WE ARE GOING

A computer lets you make more mistakes faster than 
any invention in human history - with the possible 
exceptions of handguns and tequila.” 

Mitch Ratliff
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MQTT BROKER

/news/weather

MQTT NAIVE MODEL

/news/sport

subscriberspublishers

/news/weather 

/news/sport 

/news/# 
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MQTT BASICS

§ publisher - subscriber model

§ payload agnostic

§ topics can be organized in a tree like structure

§ when subscribing, wildcards # and + can be used

§ usually operates through TCP on port 1883 and 8883 for TLS

§ supports the last will and retained topics
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MQTT BROKERS

§ the most famous and used is mosquitto (over 80%)

§ supports ACL lists

§ plaintext TCP, TLS or WS

§ username, password, certificate, client identification

§ multiple listeners with separate configs
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WHEN OCD KICKS IN
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Out-of-the-box problem

Devices and SW designed with convenience in mind more 
than security, leads to the  situation where more then 

60% installations of MQTT servers have never been set-up 
and left with default credentials 
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THE PROBLEM

# defaults to false
# for version  >= 2.0
# allow_anonymous false 

# defaults to true
# for version  < 2.0
# allow_anonymous false 
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THE PROBLEM
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SET CREDENTIALS 
USE ACL
USE TLS



imgdata/RBS_Kosanica/Camera_Indoor_axis_cam_device/application/x-tar
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imgdata/RBS_Kosanica/Camera_Indoor_axis_cam_device/application/x-tar
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owntracks/#

OWNTRACKS
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metrics/exchange

MQTT DASH
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SET CREDENTIALS 
USE ACL
USE TLS
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UniCORNBOT

BREED

RGB HORN

SERVOS

SPEAKS BLE

SPECIAL SKILLS
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MikroTik
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SET CREDENTIALS 
USE ACL
USE TLS
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ALWAYS SECURE YOUR MQTT
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lab/webcams/feed01/snapshot_1m

As the risks could be “high”
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THANK YOU & QA

Tools and PoC https://github.com/thinkcz/tasmota_tcp2mqtt

Shodan.io http://shodan.io

Tasmota repo https://tasmota.github.io/docs

Welcome home! @Bsides Manchester https://www.youtube.com/watch?v=QX09BFAZqic

MQTT Explorer https://mqtt-explorer.com/

Unsplash images https://unsplash.com

Alejandro Burdisio https://www.artstation.com/burda

Martin Hron (@thinkcz)
martin@hron.eu
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Black Hat Sound Bytes

DON’T DO DEFAULT…EVER

ALWAYS SECURE OTA  CHANNEL

ALWAYS SETUP CREDENTIALS

CONTROL ACCESS AT THE HIGHEST
POSSIBLE GRANULARITY

COMING TO THE STOP


