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AI-enabled cyber attack

Bot vs. Bot: Evading Machine Learning Malware Detection.

Hyrum Anderson. Blackhat USA 2017.
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AutoSpear: Towards Automatically Bypassing and Inspecting Web Application Firewalls. 

Zhenqing Qu, et al. Blackhat Asia 2022.

(1) Hierarchical Tree Representation (2) Mutation with Context-free Grammar

(3) Monte-carlo Tree Search Guided Searching (4) Payload Reconstruction 

AI-enabled cyber attack
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FUMVar: A Practical Framework for Generating Fully-working and Unseen Malware Variants. 

Beomjin Jin, et al. ACM SAC 2021. 

AI-enabled cyber attack
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WAF-A-MoLE: Evading Web Application Firewalls through Adversarial Machine Learning.

Luca Demetrio, et al.

AI-enabled cyber attack
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1. Research works focus more on sample generation, relying on huge number of attempts

• Reinforcement learning or other AI-enabled methods need huge number of iteration to learn

• Current commercial WAFs have the blocking IP function. If too many attack attempts are made, the 

IP will be blocked.

Two Key Issue Between Research and Practice

attack #1

attack #2

attack #3

IP Blocked
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2. Traditional web fuzz methods change the semantics of the payload

• Payloads may bypass the WAF after mutation, but cannot execute the attack correctly on the 

servers. 

Two Key Issue Between Research and Practice

attack #1

attack #2

attack #3

Fail to execute
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Takeaways

• Security researchers can use some basic mutation operations to obtain more complex bypass 

patterns, which is very helpful to the research and utilization of vulnerabilities.

• WAF vendors can use our algorithm framework to fight against their own WAF, search for bypass 

points and fix them. It can achieve the promotion effect of attack and defense.

• Penetration test engineers can directly use our model for penetration testing, which can 

automatically bypass the specified WAFs.

Our research is helpful to security researchers, WAF vendors and penetration test 

engineers
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Our Solution

Attack#1

Attack#2

We first review the workflow of how human bypass WAF

Found that the whole process is very similar to reinforcement learning(RL)

Blackhat WAF Server
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Our Solution

Atomic bypass 

action library

Original 

payload library

So we design the whole scheme based on RL

Server WAF
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Our Solution

Training External Confrontation

...

VUL ENV#1 RL model#1

RL model#2

RL model#N

Learn how to combine atomic 

actions to bypass WAF

AF examples

Internal Confrontation

• Promote AF improvement

• Enhance the resistance

...

automation tool

model#1

model#N

model#2...

customer 

environment

bypassable and 

executable 

payload

Increased both effectiveness and efficiency

One-hit knockout 

Atomic bypass action 

library

Original payload 

library

WAF#1

VUL ENV#2 WAF#2

VUL ENV#N WAF#N
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Our Solution

• We propose a mutation method based on grammar

and lexical analysis:

1. Payload is parsed into a lexical token sequence and a

syntax tree

2. mutations are performed on the token sequence and

syntax tree to maintain the semantic invariance of the

payload

• In the reward design, we consider:

1. Whether WAF can be bypassed or not

2. Whether the payload can execute correctly

To maintain the semantic of payloads and improve the execution success of the 

mutated payload:
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Experimental Results

• Black box:

Generate 2W+ bypassable and executable confrontational samples

Extract 20+ bypass modes

Further promote the improvement of our WAF

• White box:

Use more feedback information from WAF to drive the RL agent to discover more bypass modes 

More than 50 bypass modes have been found

Internal Confrontation
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Experimental Results

• Against several mainstream WAF, we have almost 100% bypass success rate

• Function is integrated into the SQLmap tool

• The effect of one-click injection has been verified in dozens of customers

External Confrontation
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Thanks

Contact:


