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Whoami - Wojciech

• Head of Mobile Security @ SecuRing

• Focused on iOS/macOS #appsec

• Blogger – https://wojciechregula.blog

• iOS Security Suite Creator

• macOS environment security
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Whoami - Csaba

• lead content developer of "EXP-312: macOS Control Bypasses” @ Offensive Security

• ex red/blue teamer

• macOS bug hunter

• husband, father

• hiking, trail running!"
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Pwning TCC @ Black Hat once again
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Agenda
1. TCC / Privacy fundamentals (quick recap)

2. TCC bypasses via 

• Plugins

• Launch Services

• SQL tracing mechanism
• iCloud

• Sysadmin tools

• Mount

• Other tricks and regression

3.  TCC / Security improvements in macOS Ventura
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TCC / Privacy fundamentals
System Integrity Protection (SIP)

• Based on Sandbox kernel extension

• Restricts access to many directories on macOS

• Denies debugger attachments to processes signed directly by Apple

• Also known as rootless, because even root cannot do the above-mentioned operations 
when the SIP is turned on
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TCC bypasses via plugins

• System applications that open camera stream via Core Media I/O also load Device 
Abstraction Layer (DAL) Plug-Ins.

• Those Plug-Ins are stored in /Library/CoreMediaIO/Plug-Ins/DAL. That location is not 
restricted with SIP.

• There is no middle layer (e.g. XPC) between Core Media I/O and those Plug-Ins… They 
are loaded directly to the process context !
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TCC bypasses via plugins

• Let’s create one. Make an empty Bundle project with Xcode and add the following 
properties to Info.plist
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TCC bypasses via plugins

• Create an empty Objective-C *.mm file and use the old constructor trick

• And then let’s launch all Apple’s applications that have kTCCServiceCamera private 
TCC entitlement granted !
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TCC bypasses via plugins

• So, the exploitation here is rather simple:

1. Create a malicious plugin

2. Save it in /Library/CoreMediaIO/Plug-Ins/DAL

3. Open vulnerable application with interesting entitlements
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TCC bypasses via plugins
Photo Booth entitlements:
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TCC bypasses via plugins
Contacts entitlements were even better



#BHEU @BlackHatEvents



#BHEU @BlackHatEvents

TCC bypasses via plugins
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TCC bypass via Launch Services
Quick recap of MACL:
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TCC bypasses via Launch Services

• MACL is an extended attribute managed by the Sandbox.

• It can’t be modified by user/root

• The idea behind MACL is to store the user’s intention to open a protected file without 
granting TCC permission for the application.

• The MACL xattr is applied when user:
> drags&drops file to any app

> double clicks file so it’s opened by the app set as default



#BHEU @BlackHatEvents

TCC bypasses via Launch Services

• The MACL xattr is applied 
when user:
> double clicks file so it’s 

opened by the app set as default
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My face when I figured out (after 2 years of 
researching TCC) that the only thing needed to 
bypass TCC is to:
• register malicious app to handle all file 

extensions
• call Launch Services to open juicy files
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TCC bypass via Launch Services
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TCC bypasses via SQL tracing mechanism

• On macOS a lot of system apps use SQLite3 databases to store data.

• Those applications are among others TCC-protected apps like Mail, Contacts, Notes, 
iMessage.

• All them use libsqlite3.dylib that respects a funny environment variable –
SQLITE_AUTO_TRACE

• When that env var is set, all the SQL queries are logged !
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TCC bypasses via SQL tracing mechanism

• So simply make all processes having that env var set and wait for the results
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TCC bypasses via SQL tracing mechanism
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TCC bypasses via iCloud

• Some of the normally TCC-protected data are by default synchronized also with iCloud.

• Let’s extract them directly from the cloud!
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TCC bypasses via iCloud
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TCC bypasses via iCloud

• With the com.apple.private.icloud-account-access entitlement we can communicate with 
com.apple.iCloudHelper XPC service.

• It uses an old C XPC API.
• The XPC helper will provide us with iCloud tokens when nicely asked !

• But in order to possess that private iCloud entitlement, we need to have code execution 
within GarageBand and iMovie context.
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TCC bypasses via iCloud

• GarageBand was vulnerable to dylib proxying attack:

G A R A G E B A N D  
W I T H  P R I V A T E  

I C L O U D  
E N T I T L E M E N T  
A N D  D I S A B L E -
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D Y N A M I C  
L I B R A R I E S  T O  
E X E C U T E  M Y  

C O D E

T H E  
I C L O U D H E L P E R  

H A P P I L Y  
A C C E P T S  T H E  

X P C  
C O N N E C T I O N

!‍
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TCC bypasses via iCloud

• iMovie was vulnerable to simply DYLD_INSERT_LIBRARIES injection:

I M O V I E  W I T H  
P R I V A T E  
I C L O U D  

E N T I T L E M E N T  
A N D  W I T H O U T  

H A R D E N E D  
R U N T I M E

D Y L D _ I N S E R T _
L I B R A R I E S  

T H A T  I N J E C T S  
A  D Y N Y M I C  

L I B R A R Y  W I T H  
M Y  C O D E

T H E  
I C L O U D H E L P E R  

H A P P I L Y  
A C C E P T S  T H E  

X P C  
C O N N E C T I O N

!‍
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TCC bypasses via iCloud
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TCC bypasses via sysadmin tools

• Many sysadmin tools have privacy exception to perform their job

• These can be often abused to fully or partially bypass TCC

“Rule of Diversity: Developers should design their programs to be flexible and open. This
rule aims to make programs flexible, allowing them to be used in other ways than their
developers intended.” - Eric Raymond's 17 Unix Rules
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TCC bypasses via sysadmin tools - asr

• asr is “Apple Software Restore” utility

• Can be used to restore / clone full disk images
• Has very powerful entitlements
• ! – let’s clone our disk!
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TCC bypasses via sysadmin tools - asr

• Problem: super buggy tool, 
different thing is broken on each 
major version – poor sysadmins

• asr is very sensitive on 
partitions/containers/volumes

• APFS layout must carefully prepared

• Needed a lot of experimenting 
about the exact sequence of 
commands
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TCC bypasses via sysadmin tools - TM

• Time Machine is Apple’s backup process/utility

• TM on APFS uses snapshots
• Backup is well protected by TCC
• Can’t access disk or snapshots
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TCC bypasses via sysadmin tools - TM

• Or not? What happens when we browse them in Finder?
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TCC bypasses via sysadmin tools - TM
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TCC bypasses via sysadmin tools -
AppleMobileBackup

• iOS backups!

• ~/Library/Application Support/MobileSync/Backup – protected by TCC
• !- can we backup somewhere else?
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TCC bypasses via sysadmin tools -
AppleMobileBackup

• AppleMobileBackup utility: --root option
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TCC bypasses via sysadmin tools -
AppleMobileBackup

• Apple’s first fix (Ventura Beta 5) – remove the “--root” option

• Bypass 1: reimplement the utility using -
/Library/Apple/System/Library/PrivateFrameworks/DeviceLink.framework/Versions/A/De
viceLink
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TCC bypasses via sysadmin tools -
AppleMobileBackup

• Bypass 2: use an old version of AppleMobileBackup
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TCC bypasses via sysadmin tools -
AppleMobileBackup

• Apple:
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TCC bypasses via sysadmin tools -
AppleMobileBackup

• Ultimate fix: let’s sacrifice usability. Sorry !

• https://imazing.com/blog/ios-backup-passcode-prompt

https://imazing.com/blog/ios-backup-passcode-prompt
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TCC bypasses via sysadmin tools – Remote 
Management

• Requires root

• We create a new user and connect to the 
machine via ARD (Apple Remote Desktop)

• Drop new TCC.db
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TCC bypasses via sysadmin tools
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TCC bypasses via sysadmin tools

• Some are still being fixed

• Maybe BH 2023?
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TCC bypasses via mounting

• The mount trick: mount over directories what is protected by TCC

• Commonly bypasses read/write protection as new file system takes over
• Abused heavily in 2021

• Apple learned the lesson, now *almost* everything is protected against mounting as 
well

• I said ALMOST
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TCC bypasses via mounting – location 
services bypass
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TCC bypasses via mounting – location 
services bypass

• /var/db/locationd/clients.plist – clients allowed to access location services – why not in 
TCC.db???

• Not protected from mounting

• Create DMG with custom plist

• Mount DMG over/var/db/locationd
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TCC bypasses via hard link “confusion”

• Some directories (Documents, Addressbook) allows file creation but not file read - ok

• We can create hardlinks to files which we don’t have access – good
• But what if we combine the two? !
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TCC bypasses via hard link “confusion”
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TCC bypasses via hard link “confusion”
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Ventura TCC Changes 1: App Protection

• Application protection

• Can’t modify apps with different developer ID
• kTCCServiceSystemPolicyAppBundles
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Ventura TCC Changes 1: App Protection



#BHEU @BlackHatEvents

Ventura TCC Changes 2: Endpoint Security 
clients

• It was easy to revoke FDA from ES 
clients (see Csaba’s OBTS v5 talk: The 
Achilles Heel of EndpointSecurity)

• kTCCServiceEndpointSecurityClient

• tccutil won't clear it
• Reset logic is handled by tccd
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Ventura TCC Changes 2: Endpoint Security 
clients



#BHEU @BlackHatEvents

Ventura Improvements: Why it was needed?

• A common attack before Ventura:

1. Use old Apple binaries from older OSes (downgrade attack)

2. Copy Apple app, somewhere and inject plugin into it, see:

a) Change home directory and bypass TCC aka CVE-2020-27937 -
https://wojciechregula.blog/post/change-home-directory-and-bypass-tcc-aka-cve-2020-
27937/

b) Bypassing MacOS Privacy Controls - https://blog.xpnsec.com/bypassing-macos-
privacy-controls/

https://wojciechregula.blog/post/change-home-directory-and-bypass-tcc-aka-cve-2020-27937/
https://blog.xpnsec.com/bypassing-macos-privacy-controls/
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Ventura Improvements 1: Trustcache

• Only on Apple Silicon

• Known from the iOS world
• Trustcache – database of CDHASH of Apple binaries present on the platform

• Apple signed binaries only allowed to run if present in the cache

• No need to update AMFI anymore to exclude old version
• Prevents downgrade attacks



#BHEU @BlackHatEvents

Ventura Improvements 2: Launch 
Constraints

• Effectively controls from where and what can launch an Apple signed binary, e.g.:

• 1. Can’t launch an app directly if it should be run by launchd

• 2. Can run an app outside of trusted location (e.g.: /System/)

• More from Linus Henze: 
https://gist.github.com/LinusHenze/4cd5d7ef057a144cda7234e2c247c056

https://gist.github.com/LinusHenze/4cd5d7ef057a144cda7234e2c247c056
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Resources
• Flaticon: parzival-1997, febrian-hidayat,mpixel-perfect, flat-icons-com

• https://objectivebythesea.org/v5/talks/OBTS_v5_cFitzl.pdf

• https://objectivebythesea.org/v5/talks/OBTS_v5_wRegu%C5%82a.pdf

https://objectivebythesea.org/v5/talks/OBTS_v5_cFitzl.pdf
https://objectivebythesea.org/v5/talks/OBTS_v5_wRegu%C5%82a.pdf

