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What are extensions?

CVE-2020-6509
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APIs:
● chrome.bookmarks.*
● chrome.fontSettings.*
● chrome.runtime.*
● chrome.tabs.*
● ……

Helloworld extension:
● manifest.json
● background.js
● js/hello.html
● js/hello.js
● ……



extensionFuzzⅠ: API

Domato rules for 
extension API (part)



extensionFuzzⅠ: API

CVE-2020-6509    PoC
CVE-2021-38023   PoC



extensionFuzzⅠ+

CVE-2021-30614:
multi-extensionsCVE-2021-21143:

race-condition





Puppeteer

● Generate screenshots and PDFs of pages;
Automate form submission, UI testing, keyboard input, etc.

● https://pptr.dev/
● mainly about BrowserContext

https://pptr.dev/


xdotool 

● lets you simulate keyboard input and mouse activity, move 
and resize windows, etc.

● https://github.com/jordansissel/xdotool
● outside web page, system level

https://github.com/jordansissel/xdotool


xdotool Examples
Typing xdotool type "Hello world"

Click(x, y) xdotool mousemove x y click 1

Closing Chrome window xdotool search "Chromium-browser" windowclose

Resize Chrome windows xdotool search "Chromium-browser" windowsize %@ 
500 500

Dragging xdotool mousedown 1 && xdotool mousemove_relative 
--sync 500 400 && xdotool mouseup 1

Bring up Chrome and visit 
"https://www.blackhat.co
m/eu-22"

xdotool search "Chromium-browser" windowactivate 
--sync key --clearmodifiers ctrl+l type 
"https://www.blackhat.com/eu-22" && xdotool key Return

https://www.blackhat.com/eu-22


Script for CVE-2020-6466

CVE-2020-6509
CVE-2021-38023

#!/bin/bash
wmctrl -a "Chromium" &
`xdotool mousemove 1200 180 click 1` &&
`xdotool mousemove 800 230 click 1` &&
`xdotool mousemove 1250 580 click 1` &&
`xdotool mousemove 450 170 click 1` &&
`xdotool mousemove 451 170 click 1` 



Discovered Vulnerabilities(with xdotool’s help)
CVE-2020-6554
○ need to close the window

[dup with] CVE-2020-6515
○ need to close a tab very fast …

CVE-2021-21214
○ need to reconnect wifi ...



Tips
● Add weight to the top part of the valid area in browser

For a page lack of  valid components, more than 90% of the space is useless.

● Set up blacklist area
Avoid activating other software, or shutting down the computer.

● Additional benefit: collect after close
Some code is executed when the browser is closed, and if something goes wrong 
with this part, it is not caught by the fuzzer parent process, but the crash is caught 
by the user clicking close.



Recent Tendency

CVE-2020-6509
CVE-2021-38023



…
[836810.070814][  xx] irq/218-1120100: xx 11201000.usb0: [name:xx&]=== U2COMM[1] ===
[836810.070992][  xx] irq/218-1120100: xx 11201000.usb0: [name:xx&]gadget SUSPEND
[836810.071350][  xx] irq/218-1120100: 
[name:report&]==================================================================
[836810.071517][  xx] irq/218-1120100: [name:report&]BUG: KASAN: null-ptr-deref in _raw_spin_lock_irqsave+0xd4/0x248
[836810.071638][  xx] irq/218-1120100: [name:report&]Write of size 4 at addr 00000000000001a8 by task irq/218-1120100/248
[836810.071730][  xx] irq/218-1120100: [name:report&]
[836810.071853][  xx] irq/218-1120100: CPU: 0 PID: 248 Comm: irq/218-1120100 Tainted: P        W  O      5.10.101-android12-9 #1
[836810.072046][  xx] irq/218-1120100: Call trace:
[836810.072163][  xx] irq/218-1120100:  dump_backtrace+0x0/0x46c
[836810.072274][  xx] irq/218-1120100:  show_stack+0x1c/0x2c
[836810.072393][  xx] irq/218-1120100:  dump_stack_lvl+0x124/0x178
[836810.072513][  xx] irq/218-1120100:  __kasan_report+0x128/0x304
[836810.072625][  xx] irq/218-1120100:  kasan_report+0x54/0x84
[836810.072740][  xx] irq/218-1120100:  kasan_check_range+0x200/0x208
[836810.072858][  xx] irq/218-1120100:  __kasan_check_write+0x48/0x5c
[836810.072977][  xx] irq/218-1120100:  _raw_spin_lock_irqsave+0xd4/0x248
[836810.073094][  xx] irq/218-1120100:  gserial_suspend+0x48/0xac
[836810.073202][  xx] irq/218-1120100:  acm_suspend+0x14/0x24
[836810.073315][  xx] irq/218-1120100:  composite_suspend+0xc4/0x1e0
[836810.073430][  xx] irq/218-1120100:  configfs_composite_suspend+0x90/0xd0
[836810.074331][  xx] irq/218-1120100:  xx_gadget_suspend+0xe4/0x120 [xx]
[836810.075187][  xx] irq/218-1120100:  xx_u2_common_isr+0xf0/0x468 [xx]
[836810.076054][  xx] irq/218-1120100:  xx_irq+0x114/0x73c [xx]
[836810.076181][  xx] irq/218-1120100:  irq_thread_fn+0x80/0xfc
[836810.076295][  xx] irq/218-1120100:  irq_thread+0x1dc/0x294
[836810.076415][  xx] irq/218-1120100:  kthread+0x2d0/0x398
[836810.076530][  xx] irq/218-1120100:  ret_from_fork+0x10/0x30
[836810.076702][  xx] irq/218-1120100: 
[name:report&]==================================================================
…

1
2

e.g. possible Event attack scenario of phone



Phase 1 Summary
● Delving into valuable bugs can be unexpectedly rewarding and 

enlightening.
● Focusing on event handling logic (user actions, etc)  can increase the 

coverage of code execution and therefore serve as a kind of fuzzer 
input.
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● Conclusion



When u see a check-code or sec-bulletin 



CVE-2020-6509

https://chromium.googlesource.com/chromium/src/+/06704ae42c9d99495906fa98dde5aecd5c12108e/ch
rome/browser/ui/tabs/tab_strip_model.cc#2115

https://chromium.googlesource.com/chromium/src/+/06704ae42c9d99495906fa98dde5aecd5c12108e/chrome/browser/ui/tabs/tab_strip_model.cc#2115
https://chromium.googlesource.com/chromium/src/+/06704ae42c9d99495906fa98dde5aecd5c12108e/chrome/browser/ui/tabs/tab_strip_model.cc#2115
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CVE-2020-6509

chrome.tabs.move(
var_tab_1.id,
{index:2}

)



CVE-2022-32625

This has already fixed.



Discovered Vulnerabilities
issue#1 CVE-2022-32625 in gpu drm issue#6 in gpu drm

issue#2 in Camera issue#7 in gpu drm

issue#3 in Camera issue#8 in gpu drm

issue#4 in gpu drm issue#9 CVE-2022-26474 in sensor

issue#5 in gpu drm issue#10 CVE-2022-32622 in geniezone

All  these vuls had  already been fixed by vendors.



Phase2 Summary
● Incomplete/Insufficient checks happen from time to time.
● As for the effective fix, try other ways to bypass or go deeper into the 

subsequent logic, which is more feasible for more complex modules.
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ULK ACK VNDK OEMK

QCOM

MTK

UNISOC

...

SAMSUNG

HUAWEI

OPPO

VIVO

XIAOMI

...

OEM
Product

OEM Feature 
& Lib OpenSrc Lib

LIB_A_1.0

LIB_A_2.0

...

Feature_B_1.0

Feature_B_2.0

...

LIBARAY_A_3.5

LIBARAY_B_6.0

...

Diversity of Multi-products's Multi-component 



Realistic code Scenarios



Upstream linux 
kernel

Android common 
kernel(ACK) Vendor kernel

QCOM

MTK

UNISOC

...

Submodule

net

arm64

fs

...

OEMK

SAMSUNG

HUAWEI

OPPO

VIVO

XIAOMI

...

Dirtypipe

CVE-2017-8890

CVE-2022-20422

Ubuntu

Debian

CentOS

...



CVE-2022-20422  

The earliest patch 
2022-01-28



weggli statement

Dirtypipe's patch 
(CVE-2022-0847)

pipe_write's patch

Dirtypipe&pipe_write

[1] https://github.com/weggli



CodeQL statement

Multi-version scenarios

This has already fixed.

Found 2 vul code on 
different  version



CodeQL statement

Multi-branch scenarios

This has already fixed.

Found 4 vul code on 
different  branch



Discovered Vulnerabilities
issue#1 CVE-2022-20422 issue#6 in gpu drm

issue#2 CVE-2022-32617 issue#7 CVE-2021-0940

issue#3 CVE-2022-26475 issue#8 CVE-2021-39650

issue#4 CVE-2022-32618 issue#9 in wlan driver

issue#5 CVE-2022-20070 issue#10 in wlan driver

All  these vuls had  already been fixed by vendors.



● When you see a bug, the room may have 1000
● Security is due to trust, and sometimes vulnerability is due to trust
● OEMs need to efficiently address vulnerabilities upstream and downstream 

and in multiple version branches
● The higher the convergence of the model, the higher the accuracy and the 

lower the false alarm rate.The higher the ambiguity of the model, the more of 
the result and the higher the false alarm rate

● It is better to use a model with higher convergence in similar functional 
modules

Phase3 Summary
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/*          */



Check in Comments

codeql statement



codeql || weggli

Check&Warn without Return



codeql statement

Check after Use

This has already been fixed.



weggli statement

Return 
without 
Check

This has already been fixed.



Detect program

No inspection of people who enter the house



Discovered Vulnerabilities
issue#1 OOB-Read in Trust 

Application
issue#6 low in v4l2

issue#2 OOB-Read in Trust 
Application

issue#7 CVE-2022-20369

issue#3 CVE-2022-32632 issue#8 in camera

issue#4 in drm issue#9 dup in camera

issue#5 CVE-2022-32628 issue#10 dup in camera

All  these vuls had  already been fixed by vendors.



● Unlike other vulnerabilities we discussed earlier, which are code-y, 
this type of error is more human-y, and we hope to reduce the 
security risk by listing situations we have seen.

Phase4 Summary
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Conclusion
● Sometimes unexpected findings can inspire new approaches, and 

Event-based Fuzzing improvements can help identify security 
problems in complex system.

● 'Fixed' does not mean completely secure, you can try bypassing or 
going deeper.

● Using CodeQL/Weggli could be a better solution to realistic code 
scenarios, makes bug hunting for customized products more 
efficient.



● All the vendors have worked diligently with us to remediate the 
security vulnerabilities.
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