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Agenda

● Introduction: 

● CoinStomp: Cloud-native malware with interesting anti-forensics

● Watchdog: Recent activities from a familiar name

● Denonia: Likely the first malware to target serverless 
environments

● Conclusion: Final thoughts



Introduction



The Cloud Challenge



Cloud Infection Vectors

● Misconfigured services: Docker, Redis etc

● Credential theft: IMDS querying, credential exfiltration

● Poor permissions management
● SSH propagation: lateral movement from compromised 

instance



Cloud Malware Objectives

● Cryptojacking still commonplace!
○ Considered low-hanging fruit for cloud TAs



Cloud Malware Objectives



CoinStomp



CoinStomp Overview

● Specifically targets Asian Cloud Service Providers (CSPs)

● Exploits CSP cloud compute resources to mine cryptocurrency 
(yawn)

● However! 
○ Employs timestamp manipulation
○ Removes system cryptographic policies
○ C2 communication performed via a reverse shell
○ References a prior cryptojacking campaign



CoinStomp: Timestamp Manipulation



CoinStomp: System Weakening

● /usr/share/*crypto* contains system cryptographic policies

● crypto process interfaces with Linux Kernel Crypto API

● We’ve yet to see this system weakening technique in other 
campaigns

● Please let us know if you have!



CoinStomp: Foiling Attribution

● Persistence for CoinStomp was achieved via Cron
● Cronjob includes an interesting commented line



CoinStomp: Bonus… Jason Statham!





WatchDog



WatchDog: Overview

● Prominent cloud-focused adversary group

● Known for high-profile cryptojacking campaigns

● Active since at least 2019

● Opportunistic - exploits misconfigured cloud resources via mass 
scanning



WatchDog: Custom Process Hider

● Similar timestomping technique
● The most UNIX-y process hider ever!



WatchDog: Steganography



WatchDog: Steganography



WatchDog: Hidden-ish Directory



WatchDog: Renaming Utilities



λ-denonia



● Golang malware targeting AWS Lambda
● (Yet another) crypojacking sample
● Unusual address resolution techniques for C2
● Cloud-specific knowledge evident

Denonia: Introduction



Denonia: Introduction



Denonia: DNS over HTTPS



Denonia: DNS over HTTPS



Denonia: Custom Mining Pool



Denonia: Custom Mining Pool



Denonia: Lambda tmpdir Utilisation



Denonia: User Agent Spoofing



Conclusion



Read More About Cloud Security

● Unit42: “IAM Your Defense Against Cloud Threats”

● Lacework: “How Watchdog smuggles malware into your network 
as uninteresting photos”

● Netlab360: “Abcbot, an evolving botnet”

● Anomali: “Rocke Evolves Its Arsenal With a New Malware Family 
Written in Golang”



Read More About Cloud Security - Our Publications

● Cado Security: “WatchDog Continues to Target East Asian CSPs”

● Cado Security: “Cado Discovers Denonia: The First Malware 
Specifically Targeting Lambda”

● Cado Security: “Tales From the Honeypot: WatchDog Evolves 
With a New Multi-Stage Cryptojacking Attack”

● Cado Security: “CoinStomp Malware Family Targets Asian Cloud 
Service Providers”



● Currently, cloud-focused malware campaigns are lacking in 
technicality but are effective

● The success of these campaigns depends heavily on mistakes 
made by customers of CSPs

● Cloud TAs are becoming more sophisticated, cryptojacking may 
cease to be the main objective for these groups

Black Hat Sound Bytes: 3 Key Takeaways


