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What is Kerberos?

Image source:  Jeran Renz, Wikimedia Commons
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The problem(s) with RC4-HMAC
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Default supported encryption types
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Default supported encryption typesStatistical

biases!

Collisions!

Fine, actually
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Known weaknesses

• NTLM compatibility => Overpass-the-hash attack

• Password-based key derivation without salting/stretching => easier Kerberoasting

• AES-to-RC4 ticket downgrading (fixed in Server 2019)

• Recent attack by James Forshaw: downgrade to breakable legacy variant
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A look at RFC 4757

Schemes for use within Kerberos protocols

CHKSUM Message Authentication Code (MAC)

ENCRYPT Authenticated Encryption

GSS-API functions (used by LDAP, RPC etc.)

GetMIC Message Authentication Code (MAC)

GSS_Wrap Authenticated Encryption
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This may be a problem…
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This may be a problem…

MD5 hash collision => CHKSUM MAC collision!
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Vulnerable schemes (in theory)

Schemes for use within Kerberos protocols

CHKSUM ❌ MD5-then-HMAC: forgeable

ENCRYPT ✓ Direct HMAC + encrypt: not vulnerable

GSS-API functions (used by LDAP, RPC etc.)

GetMIC ❌ MD5-then-HMAC: forgeable

GSS_Wrap ❌ MD5-then-HMAC + encrypt: CCA vulnerability
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Computing MD5 collisions

Image source:  Ange Albertini (https://github.com/corkami/collisions)

Identical prefix (cheap) Chosen-prefix (expensive)
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Can’t do this, though…

file:///home/ttervoort/research/pacspoof/blackhat/new-

diagrams/preimage.png

Pre-image attack



#BHEU @BlackHatEvents

How to exploit?

1. Prepare messages M1 and M2 with same MD5 hash (different prefixes, followed by 

collision blocks, followed by identical suffix)

2. Get server to produce M1 message, authenticated with some unknown key

3. Stick authentication tag from M1 on M2

4. Achieve some attack goal with spoofed M2

Challenges:

• Find producer of predictable M1, that attacker can query

• Find way to slot a bunch of collision blocks in M1

• Find a security boundary M2 would break, that an attacker couldn’t bypass otherwise
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PAC signatures
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A protocol using the broken CHKSUM
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PAC authorization data
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This may be worth attacking…

Source: Microsoft Open Specifications Support Team Blog
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Spoofing a PAC signature
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Getting collision bytes into a signed PAC

• By default, domain users can join up to 10 computer accounts to the AD.

• Gives control of scriptPath/LogonScript property.

• Max string length more than enough!

• However, the value must be valid Unicode (UTF-16 encoded in PAC).
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Are random bytes valid UTF-16?

Image source: Drmccreedy, Wikimedia Commons

‘Unpaired’ surrogates are not allowed!
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A small HashClash hack

• 2 in 3 chance an intermediate 64-byte block contains UTF-16 surrogate.

• Reject those; takes thrice as long but results in a UTF-16 compatible collision.
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Attack step 1: prepare fake PAC and request 
real PAC
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Step 2: compute collision
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Step 3: store collision bytes in scriptPath
request PAC again
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Attack step 4: combine to form final PAC
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Spoofing with AES encryption types
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The problem with MAC-over-MAC

Problem 1: A secure MAC over an insecure MAC is still an insecure MAC.

Problem 2: Collision-resistance against an attacker who knows the secret 

key is not a standard security requirements for MAC’s.
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Colliding AES∗-HMAC-SHA1 ciphers

• Alternatives to RC4-HMAC use HMAC-

SHA1, truncated to 12 bytes.

• Birthday attack with known key: ≈ 1 in 

2^48 collision chance.

• Brute-forcing this is much slower than 

finding an MD5 CPC, but still very 

feasible with a bunch of GPU’s.

• Allows spoofing PAC signatures that 

use AES∗-HMAC-SHA1.

Image source: Cmglee, Wikimedia Commons
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We spoofed a PAC. Now what?
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PAC signatures and constrained delegation

Image source: Microsoft Open Specifications

KDC signature 

validation happens here!
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A successful (but limited) exploit

• Well-known attack: if you compromise a server A, and server A has a constrained 

delegation relationship with server B; you can impersonate users when connecting to 

server B.

• However, accounts in the Protected Users group can’t be delegated. 

• Common for administrators highly-privileged users.

• PAC spoofing: turn a user into domain admin while delegating.

• Conclusion: we can bypass this security feature!

• Impact similar to “bronze bit attack” (CVE-2020-17049).
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Follow-up
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The patches

• Disclosed in May 2021

• Patches released in November 2022 (!)

• RC4-HMAC flaw: CVE-2022-37966

• General PAC signature flaw: CVE-2022-37967
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CVE-2022-37966 fix

• By default: accounts can’t get ticket with RC4-HMAC session key

• … unless: account has ms-DS-SupportedEncryptionType flag that allows it

• RC4-HMAC can be re-enabled domain-wide by updating 

DefaultDomainSupportedEncTypes registry key

• Windows event 42 when account does not have keys for AES ciphers

• Side-effect: prevent RC4 Kerberoasting (?)

• May limit overpass-the-hash as well
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CVE-2022-37967 fix

November 2022: signature added; not checked

December 2022: audit event 43/44 if wrong

July 2023 : “enforcement mode”

Can skip ahead with KrbtgtFullPacSignature

setting.

Without enforcement mode, you are (probably) 

still vulnerable to the AES*-HMAC-SHA1 

collision!
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Black Hat Sound Bytes

• RC4-HMAC is broken. Not just in theory but also in practice.

• MD5 collisions are apparently still relevant in 2022.

• AD security relies on legacy crypto protocols that are very hard to modify or get rid of.


