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Low level Linux research
Malware analysis
Incident response
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Honeypots as Research Tool

ÅDetection of new methods, tools and indicators

ÅProviding a deeper understanding on attackersΩ 
tactics, techniques and procedures (TTP)

ÅMonitoring system behavior using Tracee based 
eBPF technology 
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Honeypot

Our Honeypot
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ÅPopular databasesolution

ÅSupports Master-Slave cluster 
replication

ÅAnonymous loginprevention by 
Protected mode

ÅServer functionality extending by 
Redis Modules

What is Redis?
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Redis Modules

ÅShared Object file (.so)

ÅLoaded by the Redis process

ÅOnce loaded is a part of the 
Redis process
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The SLAVEOF\REPLICAOF Attack
Abusing the SLAVEOF\ REPLICAOF feature ςA known technique since 2018
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Victim Server

1. SLAVEOF 116.202.102.79 2. Sync

3. Sends Headcrab.so

4. Drop

6. Load

Attacker

/ tmp/tmp-мстΧмΦǊŘō
Headcrab

5. Module Load /tmp/tmp-мстΧмΦǊŘō

Default Request Handler 116.202.102.79
Rogue Master 

Server

Redis Process

SLAVEOF\ REPLICAOF Attack
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The Story of HeadCrab
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Slaveof\ReplicaofInfection Method
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HeadCrab
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Aqua Reference in the Malware
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Aqua Reference in the Malware
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Technical Analysis
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²ƘŀǘΩǎ ǎǇŜŎƛŀƭΚ

ÅCustom Redis commands

ÅHigh operation security

Å50+ Advanced capabilities
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Attack Phases

Infection C2 Channel
Defense 
Evasion

Persistency
Lateral 

Movement
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Infection C2 Channel Defense Evasion Persistency Lateral Movement

Attack Phases
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Infection C2 Channel Defense Evasion Persistency Lateral Movement
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Victim Server

1. SLAVEOF 116.202.102.79 2. Sync

3. Sends Headcrab.so

4. Drop

6. Load

Attacker

/ tmp/tmp-167Χ1.rdb
Headcrab

5. Module Load /tmp/tmp-167Χ1.rdb

Default Request Handler 116.202.102.79
Rogue Master 

Server

Redis Process

Attack Graph - Infection

C2 Channel Defense Evasion Persistency Lateral MovementInfection
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Redis Commands as C2

New commands creation by the HeadCrab malware

Encrypted network communication over Redis commands

Infection Defense Evasion Persistency Lateral MovementC2 Channel
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Default Redis Commands Overwrite

Default functions overwritten by the HeadCrabmalware

Infection C2 Channel Persistency Lateral MovementDefense Evasion
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Victim Server

1. SLAVEOF 116.202.102.79 2. Sync

3. Sends Headcrab.so

4. Drop

6. Load

8. RDS* commands

Headcrab

5. Module Load /tmp/tmp-167Χ1.rdb

Default Request Handler 116.202.102.79
Rogue Master 

Server

Redis Process

7. Override commands & 
Register custom commands

/ tmp/tmp-167Χ1.rdb

9. Run cryptominer

memfd:XMRig

Attack Graph ςC2 Channel

Attacker
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Memory Backed Files

memfd: /dev/ shm / tmp Network 
buffer

Infection C2 Channel Persistency Lateral MovementDefense Evasion
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Operation Security
How HeadCrab managed to stay under the radar?

Infection C2 Channel Persistency Lateral MovementDefense Evasion
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Special Defense Evasion Abilities

Shell History Hiding

Log Clearing

Hiding Data in Attributes

LUA Scripts Execution

Dynamic Loader LOLBin

Environment Awareness

Clever Persistency Planting

FilesTimestomping

Infection C2 Channel Persistency Lateral MovementDefense Evasion
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Persistency

Credentials Stealing
Service

init.d ScriptModule
Auto-Loading

Infection C2 Channel Defense Evasion Lateral MovementPersistency
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Network Pivoting & Tunneling
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Network Pivoting & Tunneling
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Infection C2 Channel
Defense 
Evasion

Persistency
Lateral 

Movement
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C2 Infrastructure Research



#BHEU @BlackHatEvents
Information Classification: General

Finding Victims

Conducting a unique method to detect its infections in Redis 
servers:
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1,200 Compromised Servers Worldwide
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Attacker Conversations
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Speaking with the attacker
The Detection Race Winners

Thanks, you are the first one who wrote to 
this mail

ññ
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Speaking with the attacker
Say My Name

I didn't have a hacker nickname because I didn't need it, but let it be ice9 %)
ñ ñ
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Ice 9 by Joe Satriani (ice9j?)
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ICE-9 in Person Of Interest TV series
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Speaking with the attacker
Taking Advantage of TeamTNT

They make cool mistakes, like adding a user with 
the same password to all hacked systems - this is 
exactly what makes headcrab'ssshcred stealer 

useful :)

ñ

ñ



#BHEU @BlackHatEvents
Information Classification: General

Speaking with the attacker
Hopping on The Train At the Last Second

Ofc it is not finished, for example, the code for 
a semi-filelessinfection has not been 

transferred to it: this is when I do not write any 
files to disk until I see the launch of a 

reboot/ poweroff in PID 1

ñ

ñ
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Speaking with the attacker
Additional Attack Vectors

Also really need to infect nginx.
For redisand postgres, this is just a small 
things in memory, but it will be difficult for 

sshbruteforceor for open docker port

ñ

ñ
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Speaking with the attacker
Rule Set

In my own I use the following rules:
1. Try not to reduce server performance.

A happy user is a happy infection, a long life!
I don't mine at all on systems with a heavy                
load or a single core.

2. Destroy the infection of competitors.
She violates rule 1!

3. Close the door aka vulnerabilityΧ. 
I often encounter many vulnerabilities at the 

same time.

ñ

ñ
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Speaking with the attacker
Hiding in Plain Sight

All I came up with was to stop further 
infections and stop mining if /dev/pts or top 

is active (thx to inotify on /proc/pid).

ñ

ñ
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Speaking with the attacker
Sending Us a Present

Here is a full-fledged service, if you are 
interested (attachment, no modifications from 

itw version btw). Can steal passwords from 
scp/ssh/sshd/ ftpd/su/sudo/passwd.

Designed to run from service or this way:

ñ
ñDROP=1 COMM_ID=123 COMM_ID2=456 �]


