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Security through Transparency
Scaling your Customer Trust Program

Ayoub Fandi - BlackHat Europe 2023 - 12/06/2023

#BHEU @BlackHatEvents
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WHOAMI

Ayoub Fandi, working in Customer Trust at GitLab &

- Been working in the GRC vertical for about 5 years

- LinkedIn Learning course on GRC for the
Cloud-Native Revolution

- awesome-security-GRC GitHub repo
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Why should you care
about transparency...
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Because it makes sense

- Transparency = good
- Transparency = trust
- Trust = good
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Effortiess scaling

- Self service
- Can focus on high-leverage work
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Transparent with the
public
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yes, we have the same
security policies!
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)
Sharing is caring @[ |
- Leveraged by others to build their
programs
- Receive feedback to improve your w © Lo P
own s o503
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Open sourcing security

- Improving everyone'’s security
- Influencing the industry
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Getting started:

Public-facing security wiki

Share externally anything that
wouldn’t have additional value to an
attacker if public.

Everyone knows you use AWS
anyway.
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The Handbook

The Handbook

Introduction

The GitLab team handbook is the central repository for how we ru
consists of over 2,000 pages of text. As part of our value of being
open to the world, and we welcome feedback. Please make a mert
improvements or add clarifications. Please use issues to ask ques

For a very specific set of internal information we also maintain an

Handbook Contents

Company
e Company ©
o About GitLab &
= History
o Values
o Mission

o Vision
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Transparent with
your customers
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Have you ever heard of security

questionnaires?
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YOUR PROSPECT
SENDING
. - YOUASECURITY
QUESTIONNAIRE

-

y
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Increased exposure (not
that type)

- Better reputation for your security
team
- | can find your policies on Google

<
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Empowering with the right
resources

- They have all the info they need
- Maybe they'll fill it themselves?
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"‘ Adobe About Adobe + Adobe Trust Center  Focus Areas ~  Product/Service Status By Solutions v~ Resources We're Committed to |nf0rmati0n Security

- GitLab Trust Center

) It's our mission to be the leading example in security,
Compliance C¢ . :
innovation, and transparency.
Memb.

1 &1 llrv

= = Google Cloud Trust Center
Sharing your security docs

How we focus on security, compliance, and privacy to earn the position of your most trusted cloud.

Explore security products Contact us

Trust Center  Privacy Compliance

Getting started:

Products and services  Industry Tools & Documentation

Responsible Al—learn more about our commitment to the advancement of Al driven by
Trust  status  Well-Architected  Security  Compliance  Availability

+ DocuSign Solutions v Products v  Plans & Pricing v CONTACT SALES BUY NOW TRY FOR FREE

..\ / About SAP

Security and Trust Overview  Cloud Status  Security

Trust Center Overview Alerts Compliance Legal Privacy Security System Status  Trust Portal
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Transparent with
Sales
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sublinear
(a)

ThiE us
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linear
(b)

This is a chart

e

superlinear
(c)

This is sales
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Selling is hard, don’t make

it worse

- Let’s be friends
- Let's work together (free training)
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Smoothing out the cycle

- FASTER
- Less back-and-forths
- Sometimes we’re not even involved
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Getting started: =
Database of security Q&As e e
- Are you secure”? ‘

- Yes :

- Can you prove it? > o
- Yes S ==
- Prove it then LT — T

'y\;"
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Common objections
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Everyone can get
better at reading
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The goal isn't to sell, it's to
help sales. They are already
doing the selling.
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You need to Git it
right the first time.
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You should try it.
Let me know how it goes.
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Any questions?

Feel free to reach out on LinkedIn (yes, | know, | don’t use Twitter)
if you have any questions or need guidance on having a more
transparent security program
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