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Who am I?

Current Role

Capability Lead,

Adversary Services

Conference 

Speaker

Black Hat, 

DerbyCon, Wild 

West Hackin’ Fest, 

BSides, Hackers 

Teaching Hackers

Open-Source 

Tool Author

SharPersist, 

InvisibilityCloak, 

SCMKit, ADOKit
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Research Drivers

Threat actors 

continuing to 

target DevOps

Lack of 

comprehensive 

research/tooling on 

attacking ADO

Adoption of 

cloud-based 

platforms and 

services
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Effectiveness of 

default Sentinel 

rules for ADO



Research Goals

Highlight 

importance of 

testing default 

detection rules

Bring more 

attention to 

defending cloud-

based DevOps 

platforms

Inspire future 

DevOps research
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Attendee Takeaways

How to bypass 

default Sentinel 

rules for ADO

Awareness of 

privileged and 

unprivileged 

attacks against 

ADO

How to improve 

default Sentinel 

rules for ADO
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What is new in this 
research?

Using public 

detection rules as 

guide on defense 

evasion

Testing 

effectiveness of 

Sentinel rules for 

ADO

Comprehensive 

approach to 

attacking ADO 

along with new 

tool (ADOKit)

New methods to 

retrieve pipeline 

secrets that 

bypass ADO 

security controls

Discovery and 

abuse of 

undocumented 

REST API method 

for code recon

Abuse of 

authentication 

cookie for 

interacting with 

ADO REST API
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My Perspective I am

−Current:

Red Teamer

−Previous:

Blue Teamer

I am not

−DevOps 

Engineer

−Software 

Engineer

−Cloud Engineer

−Detection 

Engineer
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−Joosua Santasalo (@SantasaloJoosua)

−Sami Lamppu (@samilamppu)

−Thomas Naunheim (@Thomas_Live)

−Matthew Lucas

−Jev Suchoi (@DevJevNL)

−Melvin Langvik (@Flangvik)

−Pascal Naber
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Links to prior work 
provided in whitepaper 
and appendix slides in 
this presentation



Azure DevOps 

Services
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History

2005 2019

Team Foundation Server (TFS)

  TFS Server

  Visual Studio Team Services (VSTS)

Azure DevOps (ADO)

  Azure DevOps Server

  Azure DevOps Services
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Azure DevOps Server vs Azure DevOps Services

Azure DevOps Server

Azure DevOps Services

On-Premise

VS

Cloud

Research Focus
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Common Terminology

Collection/Organization

Project

Azure 
Boards

Azure 
Pipelines

Azure 
Repos

Azure 
Test Plans

Azure 
Artifacts

Project

Azure 
Boards

Azure 
Pipelines

Azure 
Repos

Azure 
Test Plans

Azure 
Artifacts

Project

Azure 
Boards

Azure 
Pipelines

Azure 
Repos

Azure 
Test Plans

Azure 
Artifacts

Project

Azure 
Boards

Azure 
Pipelines

Azure 
Repos

Azure 
Test Plans

Azure 
Artifacts

Team

Team

Team

Team



Access and 
Authorization

Web Interface

Access at

https://dev.azure.com/{yourOrganization}

 

REST API

Programmatic access via OAuth 2.0 

or personal access tokens
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REST API

Agent Pools Analytics Audit Log Build

Code Entitlements Extensions Graph & 
Identity

Load Test Machine Group Marketplace Notifications

Packaging Project and Team Release Security

Service Connections Settings Symbols Task Groups

Team Dashboard Test Management Tokens User Profile

Variable Groups Wiki Work Items

Different scopes can be applied for below components
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Project Security Groups

Contributors

Build 
Administrators

Project 
Administrators

Release 
Administrators

Project Valid 
Users

Readers
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Organization/Collection Security Groups

Project Collection 
Valid Users

Project Collection 
Build 

Administrators

Project Collection 
Administrators

Project Collection 
Test Service 

Accounts

Project Collection 
Proxy Service 

Accounts

Project-Scoped 
Users

Project Collection 
Build Service 

Accounts

Project Collection 
Service Accounts

Security 
Service 
Groups
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Logging

Audit Log
AzureDevOpsAuditing schema

Auditable Event

Log Stream
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Several open-source default rulesets for 

many Microsoft services 

18 default rules for Azure DevOps

Microsoft Sentinel Rules for Azure DevOps

https://github.com/Azure/Azure-Sentinel



Attacking 

Azure DevOps 

Services
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• Username/Password

• Personal Access Token (PAT)

• Authentication Cookie

Initial Access
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Initial Access – Username/Password
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Base64 encode PAT to be used against 

REST API methods

Initial Access – PAT
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• UserAuthentication cookie 

scoped to .dev.azure.com

• Valid for 7 days by default

Initial Access – Authentication Cookie



Reconnaissance
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Type Perform via 
Web Interface?

Perform via
REST API?

Projects Yes Yes

Repositories No Yes

Files Yes Yes

Code Yes Yes

Users Yes Yes

Groups Yes Yes

Reconnaissance
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• No Detections by default Microsoft Sentinel Rules for ADO

• Reconnaissance activities are not auditable events

• Therefore, not included in AzureDevOpsAuditing schema

Detections for Reconnaissance Techniques



Persistence
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Type Perform via 
Web Interface?

Perform via 
REST API?

Personal Access Tokens Yes Yes

SSH Keys Yes Yes

Persistence
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• No Detections by default Microsoft Sentinel Rules for ADO

• Creation of SSH Key and PAT are auditable events

• New detection rule included in this research

Detections for Persistence Techniques



Privilege 

Escalation
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Add User To: Detected?

Project Administrators Yes

Build Administrators No

Add User to Privileged Group

Add User To: Detected?

Project Collection Administrators Yes

Project Collection Build 
Administrators

No

Project Collection Build Service 
Accounts

No

Project Collection Service 
Accounts

Yes
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• azure-pipelines.yml file in root of 

repository

• Modification triggers pipeline to run

• No Detections by default Microsoft 

Sentinel Rules for ADO

Modify Build Pipeline



Target Organization
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Compromise On-Premise Host via Self-Hosted Agent

Attacker Azure DevOps Services

Attacker C2 Infrastructure

1 2

3

4
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• Build Variable Values – Cleartext

• Pipeline Secret Values – Hidden

•Build Variable Secrets

•Azure Key Vault Secrets

•Service Connection Credentials

• Secret values cannot be displayed in original form

Retrieve Build Variables and Pipeline Secrets
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• Bypass security control for 

displaying secrets by displaying 

secret in different form:

•Halves

•Reverse

•And more

• No Detections by default Microsoft 

Sentinel Rules for ADO

Retrieve Build Variables and Pipeline Secrets



Defense Evasion
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• Allows attacker more flexibility

•Using agent pool owned by attacker 

rather than organization

• Pipeline execution would be performed 

in the attacker owned agent pool

Create Agent Pool
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• After attacker finished with agent pool, 

they would then delete it to cover 

tracks

• Detected by “Azure DevOps Agent Pool 

Created Then Deleted” Sentinel rule

Create Agent Pool
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• Audit streams used to send logs to 

SIEM

• Attacker can disable audit stream so 

activities are not sent to SIEM

• Detected by “Azure DevOps Audit 

Stream Disabled” Sentinel rule

Disable Audit Stream
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• Attacker may want to reduce evidence 

of malicious pipeline activity

• Lowest value to keep logs is 1 day

• Detected by “Azure DevOps Retention 

Reduced” Sentinel rule

Reduce Log Retention
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• Can inject malicious packages into 

pipeline by adding new source

• Detected by “External Upstream 

Source Added to Azure DevOps Feed” 

Sentinel rule

Add External Package Source
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Type REST API Documentation

Projects https://learn.microsoft.com/en-us/rest/api/azure/devops/core/projects

Repos https://learn.microsoft.com/en-us/rest/api/azure/devops/git/repositories

Files https://learn.microsoft.com/en-us/rest/api/azure/devops/git/items

Users https://learn.microsoft.com/en-us/rest/api/azure/devops/graph/users

Groups https://learn.microsoft.com/en-us/rest/api/azure/devops/graph/groups

Code https://learn.microsoft.com/en-us/rest/api/azure/devops/search

REST API Abuse - Reconnaissance
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Use of undocumented codeAdvancedQueryResults method in Search 

REST API

Code Reconnaissance Undocumented Method
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• No Detections by default Microsoft Sentinel Rules for ADO

• Reconnaissance activities are not auditable events

• Therefore, not included in AzureDevOpsAuditing schema

Detections for Reconnaissance REST API
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Personal Access Tokens and SSH Keys

•Use Contribution model with stolen cookie

•PATs cannot be used to create other PAT’s or SSH Keys

•No Detections by default Microsoft Sentinel Rules for ADO

REST API Abuse - Persistence
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Memberships REST API
•  https://learn.microsoft.com/en-

us/rest/api/azure/devops/graph/memberships/add

REST API Abuse – Adding User to Group



48IBM Security / © IBM Corporation 2023

Detected by “Azure DevOps Personal Access Token (PAT) misuse” 

Sentinel rule

REST API Abuse – Adding User to Group
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Build Definitions REST API
•  https://learn.microsoft.com/en-us/rest/api/azure/devops/build/definitions

No Detections by default Microsoft Sentinel Rules for ADO

REST API Abuse – Retrieve Pipeline Variables
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Service Endpoints REST API
•  https://learn.microsoft.com/en-

us/rest/api/azure/devops/serviceendpoint/endpoints

No Detections by default Microsoft Sentinel Rules for ADO

REST API Abuse – Service Connections Info



Bypassing and 

Improving 

Microsoft 

Sentinel Rules for 

Azure DevOps
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The below rules will be shown how they can be bypassed

•Azure DevOps PAT used with Browser

•Azure DevOps Personal Access Token (PAT) misuse

•Azure DevOps Pipeline modified by a new user

•New PA, PCA, or PCAS added to Azure DevOps

•Azure DevOps Administrator Group Monitoring

Bypassing Default Rules
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Rule Logic

Bypass

Azure DevOps PAT used with Browser
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Rule Logic

Bypass

Azure DevOps Personal Access Token misuse
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Rule Logic

Bypass

•The rule is only monitoring release 

pipelines 

•Modify build pipeline instead

•Shown in multiple attacks in this 

research

Azure DevOps Pipeline modified by a new user
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Rule Logic

Bypass

•Doesn’t cover Build Administrators or Project Collection Build 

Administrators

•Rule is doing exact match on the group names, so Build Administrator 

doesn’t match Build Administrators

New PA, PCA, or PCAS added to Azure DevOps
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Rule Logic

Bypass

•Won’t trigger for Project Administrator addition in default state

•Need to set MonitorAllProjects to true and/or add specific projects to 

ProjectsToMonitor

Azure DevOps Administrator Group Monitoring
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The below rule improvements or new rules will be shown:

Default Rule Improvements 

o Azure DevOps Personal Access Token (PAT) misuse

o New PA, PCA, or PCAS added to Azure DevOps

o Azure DevOps Administrator Group Monitoring

New Rule

  Azure DevOps Persistence Technique Detected

Improving Detection of Attacks
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• Rename rule to “Azure DevOps REST API misuse”

• Add authentication method of UserAuthToken cookie as well

•This can be used to perform REST API actions in addition to PAT

Default Rule Improvement: 
Azure DevOps Personal Access Token misuse
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Update rule to detect a new user added to Build Administrators or Project 

Collection Build Administrators

Default Rule Improvement: 
New PA, PCA, or PCAS added to Azure DevOps
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Set MonitorAllProjects to true to detect adding user to Project 

Administrators for any project

Default Rule Improvement: 
Azure DevOps Administrator Group Monitoring
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Detects the creation of PAT or SSH key via web interface or REST API

New Rule: 
Azure DevOps Persistence Technique Detected
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New Rule: 
Azure DevOps Persistence Technique Detected



ADOKit
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Background

REST API Abuse

Conduct actions 

programmatically

35 Modules

Recon, Privilege 

Escalation, 

Persistence

Authentication

Supports PAT or 

Cookie

Open-Source

Available to 

community
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https://github.com/xforcered/ADOKit
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Defensive 

Considerations
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ADOKit

YARA Rule

C# Project 

GUID

Snort Rule

Hardcoded user 

agent string

Sentinel Rules

Any auditable 

event with 

ADOKit

Persistence IOC’s

PAT and SSH key 

names prepended 

with “ADOKit-”
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Azure 
DevOps 
Services

1 Microsoft Best Practices 
Guide

2 Integrate proactive 
secret scanning solution

3 Implement Sentinel rule 
improvements for ADO
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Conclusion
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Detection Rules and Logging

Opportunities for Improvement

Detection 

Rules

Trivial 

Bypasses

Detection 

Rules

Need more 

tuning and 

contribution 

from 

community

Detection 

Rules

Breadth of 

coverage for 

attacker 

lifecycle

Logging

Build 

pipeline 

auditable 

events 

coverage

Logging

Recon 

activities not 

auditable 

events
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Conclusion

01

Test default 

detection rules 

and perform 

tuning

02

Securing 

DevOps 

systems and 

personnel is 

critical

03

Logging and 

developing 

detection rules 

for cloud-based 

services is more 

important than 

ever
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