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• Secureworks Adversary Group (SwAG)

• Provides red teaming service
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• Cloud-based endpoint management solution that helps securely 

organize devices and access to organization resources

Microsoft Intune

Multiple Platform 
Support

Device 
Configuration

App Deployment

Compliance

VPN / Wi-Fi 
management

Entra ID Integration

Conditional Access

Microsoft Intune
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Traditional Modern

✓ Active Directory

✓ Group Policy

✓ Configuration 

Manager

✓ Microsoft Entra ID

✓ Conditional Access

✓ Microsoft Intune

Transition to Modern Device Management
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Understand Microsoft Intune internals

Explorer how attackers can abuse it

Research Goals
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Agenda

• Dive Into Microsoft Intune

• Abusing Microsoft Intune

• Tools & Demo

• Takeaways



#BHEU @BlackHatEvents

Dive into Microsoft Intune
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Enrollment

• Entra ID register/join

• Enrollment service discovery

• Certificate enrollment

Management

• Settings management

• Apps management

• Device compliance

Phases of Intune Device Management
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Enrollment

• Entra ID register/join

• Enrollment service discovery

• Certificate enrollment

Management

• Settings management

• Apps management

• Device compliance

Phases of Intune Device Management
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Microsoft Entra ID

Device Registration 
Service

Steps of Device Enrollment

Microsoft Graph

Intune Company Portal
（Enroll client）

Enrollment Service
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Microsoft Entra ID

Enrollment Service

1. Login to Microsoft Entra ID

ID/Password

Login Request

Intune Company Portal
（Enroll client）

Device Registration 
Service

Microsoft Graph
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1. Login to Microsoft Entra ID
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1. Login to Microsoft Entra ID
GET 
/common/oAuth2/v2.0/authorize?cpVersion=5.0.6228.0&prompt=select_account&client-
request-id=e9b90c65-829b-4860-85ea-9ba52131f19b&x-client-CPU=x86&x-client-
DM=Android+SDK+built+for+x86&x-client-OS=26&x-client-SKU=MSAL.Android&x-client-
Ver=5.3.0&login_hint=&instance_aware=true&code_challenge=N4xGRAZwZJDcMo(snip)bu_TW
WrwMO8&code_challenge_method=S256&claims=%7B%7D&client_id=9ba1a5c7-f17a-4de9-a1f1-
6178c8d51223&redirect_uri=msauth%3A%2F%2Fcom.microsoft.windowsintune.companyportal
%2F1L4Z9FJCgn5c0VLhyAxC5O9LdlE%253D&response_type=code&scope=0000000a-0000-0000-
c000-
000000000000%2F.default+openid+offline_access+profile&state=MTE6Y(snip)LTU5NjFlYzh
mZjEyMg HTTP/1.1
Host: login.microsoftonline.com

✓client_id: Intune Company Portal (9ba1a5c7-f17a-4de9-a1f1-6178c8d51223)
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Microsoft Entra ID

Device Registration 
Service

Enrollment Service

2. Discovery of the enrollment endpoint

Microsoft Graph

Intune Company Portal
（Enroll client）

Discovery 
request
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2. Discovery of the enrollment endpoint

GET /v1.0/myorganization/servicePrincipals/appId=0000000a-0000-0000-c000-
000000000000/endpoints HTTP/1.1
Host: graph.microsoft.com
Authorization: Bearer 
eyJ0eXAiOiJKV1QiLCJub25jZSI6IjVZLVB2Z0tkX0FXRzBZdjZDaGY5YVFIdTBHQktXWFpSWi0yTTNYU3
lwX2MiLCJhbGciOiJSUzI1NiIsIng1dCI6Ik1jN2wzSXo5M2c3dXdnTmVFbW13X1dZR1BrbyIsImtpZCI6
Ik1jN2wzSXo5M2c3dXdnTmVFbW13X1dZR1BrbyJ9.eyJhdWQiOiIwMDAwMDAwMy0wMDAwLTAwMDAtYzAwM
C0wMDAwMDAwMDAwMDAiLCJpc3MiOiJodHRwczov (Snip)

Request to Microsoft Graph



#BHEU @BlackHatEvents

2. Discovery of the enrollment endpoint

{
"@odata.context": 

"https://graph.microsoft.com/v1.0/$metadata#servicePrincipals('appId%3D0000000a-0000-0000-c000-
000000000000')/endpoints",

"value": [
(snip)
{

"id": "39737e21-36e6-4db8-89a4-50e618df98cb",
"deletedDateTime": null,
"capability": "AndroidEnrollment",
"providerId": "0000000a-0000-0000-c000-000000000000",
"providerName": "AndroidEnrollment",
"providerResourceId": "8fade320-5cab-4f58-976d-1846071e93f1",
"uri": 

"https://fef.msuc06.manage.microsoft.com/StatelessEnrollmentService/DeviceEnrollment.svc"
},

Response from Microsoft Graph
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Microsoft Entra ID

Device Registration 
Service

3. Device join / register

Microsoft Graph

Intune Company Portal
（Enroll client）

Enrollment Service

Device 
join/register
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3. Device join / register
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Microsoft Entra ID

Device Registration 
Service

4. Certificate Enrollment

Microsoft Graph

Intune Company Portal
（Enroll client）

Enrollment Service

Intune Device 
Certificate
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Certificate Enrollment Request
※ snipped for brevity

• Access token

• Certificate Signing Request
• Intune Device certificate

• Entra ID device id

• OS version

• Manufacturer etc…

Access Token

Certificate Signing 

Request
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Certificate Enrollment Response
※ snipped for brevity

Provisioning XML

• Intune Device certificate

• Server certificate

• DM server URL

• Device name …etc
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Enrolled to Intune
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Microsoft Entra ID Microsoft Intune

Intune Device ID: 

cc45972f-1867-4694-887e-b57ed70c1ad1

Microsoft Entra Device ID: 

79b9eec0-f7df-4c25-b5a5-ba361075451e

Device ID: 

79b9eec0-f7df-4c25-b5a5-ba361075451e

Linked via Device ID extracted from access token in the certificate 

enrollment request

Linked via Device ID
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Enrollment

• Entra ID register/join

• Enrollment service discovery

• Certificate enrollment

Management

• Settings management

• Apps management

• Device compliance

Phases of Intune Device Management
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Sync (Check-in)

• Enrolled device periodically or manually communicates to its 

management server through OMA DM (Open Mobile Alliance 

Device Management) protocol
• Management server authenticates the device by the enrolled certificate



#BHEU @BlackHatEvents

OMA DM Session
DM Server

(*.manage.microsoft.com)

Intune Company Portal
(DM Client)

SyncML Request

SyncML Response

<Get>
<CmdID>1</CmdID>
<Item>
<Target>

<LocURI>
./DevDetail/Ext/Microsoft/DeviceName

</LocURI>
</Target>

</Item>
</Get>

<Results>
<CmdID>5</CmdID>
<MsgRef>2</MsgRef>
<CmdRef>1</CmdRef>
<Item>
<Source>
<LocURI>

./DevDetail/Ext/Microsoft/DeviceName
</LocURI>

</Source>
<Data>TEST-INTUNE01</Data>

</Item>
</Results>
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DM protocol commands

Commands Description

Get Retrieves data from the client device

Replace Overwrites data on the client device

Exec Invokes an executable on the client device

Add Adds a note to the DM tree

Delete Removes a node from the DM tree

Result Returns the data results of a command to the DM Server

• DM protocol commands are exchanged to issue instructions to 

the device

Ex) 
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OMA-URI

• DM server can query and configure settings by specifying its 

path (OMA-URI)

./Vendor/MSFT/DeviceStatus/Firewall/Status

Ex) Firewall Status
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Abusing Microsoft Intune
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Attacking on Enrollment

✓ Conditional Access bypass through Intune Company Portal

✓ Device object deletion through enrollment process

Attacking on Management

✓ Establishing a foothold through OMA DM

✓ Riding a SideCar for fun & profits
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Attacking on Enrollment

✓ Conditional Access bypass through Intune Company Portal

✓ Device object deletion through enrollment process

Attacking on Management

✓ Establishing a foothold through OMA DM

✓ Riding a SideCar for fun & profits
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Conditional Access: Require compliant device
Ensure user devices meet configuration requirements  
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Device Compliance

• Device configuration is evaluated and “marked as Compliant” 

according to the device compliance policy settings
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Microsoft Entra ID

Device Registration 
Service

Enrollment Service

Microsoft Graph

Intune Company Portal

Discovery 
request

The conditional access policy might break this 

process of device enrollment in Intune?
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9ba1a5c7-f17a-4de9-a1f1-6178c8d51223
= Intune Company Portal

Intune Company Portal Magic
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Access token with limited scope 
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Downgrade to Azure AD Graph



#BHEU @BlackHatEvents



#BHEU @BlackHatEvents

Require compliant + Entra hybrid joined device
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Attack Scenario #1-1

• Attackers can acquire access tokens for Microsoft Graph/Azure 

AD Graph with Microsoft Intune Company Portal client id,

bypassing device restriction policies in Condition Access

• We extracted information out of Entra ID without 

corporate device to understand target environment in our 

redteam engagements 
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Microsoft response（VULN-123240）
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Require multifactor authentication
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Exclude Microsoft Intune in Target resources
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Attack Scenario #1-2

• Attackers can acquire Microsoft Graph/Azure AD Graph token 

with Microsoft Intune Company Portal client id without meeting 

MFA requirement when Microsoft Intune is excluded in target 

resources

• We abused this to get a token as a MFA-protected Global 

Administrator role-assigned user to compromise its tenant in 

our engagements
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Microsoft response（VULN-130471）
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Recommendation

• MFA enforcement policy should be added to device restriction 

policies

• Try not to add any exclusion in target resources in policies 

for high privileged users

• Apply Application Filters to target Azure AD Graph 

(00000002-0000-0000-c000-000000000000) with the same 

control
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Attacking on Enrollment

✓ Conditional Access bypass through Intune Company Portal

✓ Device object deletion through enrollment process

Attacking on Management

✓ Establishing a foothold through OMA DM

✓ Riding a SideCar for fun & profits
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Differences in Certificate Enrollment

• There are differences in the format and the types of parameters 

included in the certificate enrollment request between OSs

Linux iOS/macOS
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Abusing the differences 

• Android certificate enrollment 

endpoint accepts access token 

without device id

• The request includes AADID 

parameter

Access Token

AADID
What happens when other 

device id is inserted in this request?
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Microsoft Entra ID Microsoft Intune

Intune Device ID: 

cc45972f-1867-4694-887e-b57ed70c1ad1

Microsoft Entra Device ID: 

79b9eec0-f7df-4c25-b5a5-ba361075451e

Device ID: 

79b9eec0-f7df-4c25-b5a5-ba361075451e

Certificate Enrollment Request with other 
user’s deviceid (79b9eec0-f7df-4c25-

b5a5-ba361075451e)

deleted
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Microsoft response（VULN-134464）
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Attack Scenario #2

• Attackers can delete any OS’s device object in Microsoft 

Intune through Android certificate enrollment endpoint

•IT admins cannot manage the device through Intune portal

• It is already patched
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Attacking on Enrollment

✓ Conditional Access bypass through Intune Company Portal

✓ Device object deletion through enrollment process

Attacking on Management

✓ Establishing a foothold through OMA DM

✓ Riding a SideCar for fun & profits
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Device Management
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Configuration delivery via OMA DM Sync
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Configuration delivery via OMA DM Sync

Wi-Fi SSID

Wi-Fi password
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Replicating Intune Company Portal

Victim

Attacker

1. ID/Password or 
token theft

Microsoft Entra ID

Device Registration Service

Enrollment Server

Management Server

Fake 
Device

Microsoft Graph

2. Get/refresh token

3. Discovery request

4. Device join/register

5. Certificate enroll

6. OMA DM



#BHEU @BlackHatEvents

Exfiltrating configuration via OMA DM Sync
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Exfiltrating Line-Of-Business apps via OMA DM Sync
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Autopilot

• automatically join Windows devices to Microsoft Entra ID and 

Microsoft Intune

Shipped to 

employee

Employee

Self deploy

Microsoft Entra ID/

Microsoft Intune
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Autopilot

• Also allow devices to join on-premise Active Directory 
(=Hybrid Autopilot)

Microsoft 
Intune

Intune Connector 

1. Enroll Autopilot device to 
Intune

5. Receive domain join 
blob and join domain

2. Send enrolled 
device info

3. Create computer object and get 
offline domain join blob

Active 
Directory

4. Send back offline domain join blob 
to Intune

Autopilot
Device
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Send Hardware Hash through DM Sync
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Deliver Offline Domain Join Blob via OMA DM Sync
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Leaking Active Directory account’s credential
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Attack Scenario #3

• Attackers can enroll fake device to Microsoft Intune and 

communicate with its management server through OMA-DM

• Attackers can steal device configurations related to internal 

network assets 

• If Hybrid Autopilot is implemented, Domain Computer 

credentials can also be leaked
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Recommendation

• Create a device filter and deploy enrollment restriction to 

prevent rogue device from being enrolled to Microsoft Intune

• Defend your organization against credential phishing and 

device code phishing through, for example, conditional access 

policies
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Attacking on Enrollment

✓ Conditional Access bypass through Intune Company Portal

✓ Device object deletion through enrollment process

Attacking on Management

✓ Establishing a foothold through OMA DM

✓ Riding a SideCar for fun & profits



#BHEU @BlackHatEvents

Application Management 

App types File types Delivery

Line-of-Business 

apps

msi, msix, msixbundle

appx and appxbundle
via DM Client

PowerShell scripts ps1
via Intune Management 

Extension aka SideCar
Win32 apps exe, batch files and more

• Examples of apps delivered in Windows
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Intune Management Extension (IME) - SideCar -

• automatically installed through the OMA DM session

• allows IT admins to push and manage Win32 apps and  

PowerShell scripts

• Win32 apps are packed into intunewin file for delivery
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Overview of app deployments by SideCar

DM Client

Management Server
(r.manage.microsoft.com)

DM command 
to install IME

CDN Server
(*.azureedge.net)

IME (SideCar)

SideCar Gateway Service
(fef.msuc0*.manage.microsoft.com)

CDN Server
(*-mscdn.manage.microsoft.com)

Download & 
Install IME

SideCar Gateway 
Session

Download encrypted

.intunewin file
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SideCar Gateway Session
• JSON data is exchanged for communication

• Authenticated via Intune device certificate

• Gateway API is specified in the request from SideCar

PUT 
/TrafficGateway/TrafficRoutingService/SideCar/StatelessSideCarGatewayService/SideCar
GatewaySessions('a6ac2acc-ee78-440f-ae02-c7ec350fec6a')?api-version=1.5 HTTP/1.1
Host: fef.msuc06.manage.microsoft.com
(snip)
{
"Key": "a6ac2acc-ee78-440f-ae02-c7ec350fec6a",
"SessionId": "a6ac2acc-ee78-440f-ae02-c7ec350fec6a",
"RequestContentType": "PolicyRequest",
"RequestPayload": "[]",

Gateway API
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Downloading PowerShell scripts
• PolicyRequest directly sends us raw PowerShell scripts

• The following is an example of downloading a script that only executes 

“whoami”
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Downloading Win32 apps
• GetContentInfo returns “DecryptInfo” that contains 

encrypted .intunewin file URL and AES key / IV
• DecryptInfo is encrypted and decrypted by the private key of the Intune device certificate
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Downloading Win32 apps
• intunewin file can be downloaded and decrypted with the AES key / IV 

•Oliver Kieselbach did a great research on decrypting intunewin file ☺
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Exfiltrating Win32 apps through SideCar
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Attack Scenario #4

• Attackers can impersonate SideCar with the enrolled device 

certificate

• Attackers can steal PowerShell scripts and Win32 apps from 

SideCar Gateway service

• Custom apps tend to contain juicy information such as 

credentials of local Administrator passwords and more
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Recommendation

• Try not to deliver apps with secrets

• Delivering apps only for a particular dynamic device group can be 

bypassed by entirely faking the Intune protocol

Ex) Deliver a privileged service principal‘s certificate to a dynamic group 

for devices whose names start with “ADMIN-”
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Tools & Demo
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Pytune

• enroll fake device to Intune through stolen credentials or tokens

Android iOS/macOS

Windows Linux Chrome OS

Supported PlatformKey Features

Entra Join/Delete Intune 
Enroll/Retire

Check-in
Check 

Compliant Status

Download

Apps & Scripts

https://github.com/secureworks/pytune

https://github.com/secureworks/BAADTokenBroker


#BHEU @BlackHatEvents

Demo
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Takeaways
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Black Hat Europe Sound Bytes

✓ Microsoft Intune offers various features for corporate device 

management and, also provides opportunities for adversaries

✓ Attackers can leverage Microsoft Intune for breaking into your 

on-premise and cloud resources

✓ Review and harden configurations provided by Microsoft to 

secure modern device management
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Q&A
@TEMP43487580

@優也-中堂-2601a596
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Thank you
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Previous Research & Reference

• https://aadinternals.com/post/mdm/

• https://msendpointmgr.com/2019/01/18/how-to-decode-intune-win32-app-packages/

• https://dirkjanm.io/assets/raw/Insomnihack%20Breaking%20and%20fixing%20Azure%20AD%20device%20identity%2

0security.pdf

• https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-filter-for-applications

• https://learn.microsoft.com/en-us/windows/client-management/mdm-overview

https://msendpointmgr.com/2019/01/18/how-to-decode-intune-win32-app-packages/
https://msendpointmgr.com/2019/01/18/how-to-decode-intune-win32-app-packages/
https://dirkjanm.io/assets/raw/Insomnihack%20Breaking%20and%20fixing%20Azure%20AD%20device%20identity%20security.pdf
https://dirkjanm.io/assets/raw/Insomnihack%20Breaking%20and%20fixing%20Azure%20AD%20device%20identity%20security.pdf
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-filter-for-applications
https://learn.microsoft.com/en-us/windows/client-management/mdm-overview
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