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of the Global 
2000 use SAP

of the world’s 
transaction revenue

of F500 Oil & Gas

77% 100%87%

https://www.sap.com/about/company.html#fast-facts
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https://warcraft3.blizzard.com
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2020 - 2023 (4 Years)

Varied across the open - deep - dark web

Criminal Forums
Chat Sites

Ransomware Incidents
Ransomware Group Sites and Chat



#BHEU  @BlackHatEventsInformation Classification: General

The Rise of Interest on SAP
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Good and easy to understand indicator

What threat actors speak about is not for fun…

… it is for profit
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What happened in 2021 ?
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https://www.sygnia.co/threat-reports-and-advisories/elephant-beetle-an-organized-financial-theft-operation/
https://onapsis.com/blog/elephant-beetle-older-unpatched-sap-vulnerabilities-are-still-threat/
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https://www.sygnia.co/threat-reports-and-advisories/elephant-beetle-an-organized-financial-theft-operation/
https://onapsis.com/blog/elephant-beetle-older-unpatched-sap-vulnerabilities-are-still-threat/

3 years
~ 30,000,000 USD
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Public exploits

FIN13 set a precedent

Threat actors realized that SAP target could 
have great ROI

Which companies / agencies 
already run SAP ?
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Who are interested by SAP
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“Good day, ladies and gentlemen!
I'll be brief. We managed to gain access to 4 networks of different 
companies through CVE-2020-6287 [RECON] and 
CVE-2020-6207 [SAP Solution Manager missing authentication], 
after googling I found out that one of them was like a restaurant 
chain, and the other was a telephone company[...] What to do 
about it?  Sell?  How much?  Encrypt? [...]”
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   What can we learn from this result ?
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Name Particularity

FIN13 Financial companies target

FIN7 Financial companies target

Cobalt Spider Point Of Sales target

APT10 Mainly know for espionage

Script Kiddies Various threats

Highlight wide range of SAP components
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Name Particularity

FIN13 Financial companies target

FIN7 Financial companies target

Cobalt Spider Point Of Sales target

APT10 Mainly know for espionage

Script Kiddies Various threats
https://en.wikipedia.org/wiki/List_of_SAP_products
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Groups are very heterogeneous

SAP target is not reserved individually to
Hacktivist
Nation State
Criminal

SAP is so huge, that it has interest for all groups
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Price inflation
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Around event in 2021
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What do these prices tell us ?
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Confident of what they can get back

Pay more to win time
Finding SAP vulnerabilities… takes time
Creating reliable exploit… takes time

Public critical exploits are 4 years old
→Exploit lose their effectiveness

→Seek for “fresh” weapons
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Takeaways
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SAP Interest is growing… From heterogeneous groups

The demand for SAP 0day is growing... Because of ROI
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→ Consider SAP application targeted
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→Mainly public vulnerabilities
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CVE CVSS Exploit KEV / Active Ransomware Risk SAP Security Note

CVE-2010-5326 10.0 Public Yes / ACTIVE High 1445998 

CVE-2016-2386 9.8 Public Yes / ACTIVE High 2101079 

CVE-2016-2388 5.3 Public Yes Low 2256846 

CVE-2016-3976 7.5 Public Yes / ACTIVE High 2234971 

CVE-2016-9563 6.5 Public Yes Low 2296909 

CVE-2018-2380 6.6 Public Yes / ACTIVE High 2547431 

CVE-2020-6207 10.0 Public Yes / ACTIVE Medium 2890213 

CVE-2020-6287 10.0 Public Yes / ACTIVE Medium 2934135 

CVE-2021-38163 9.9 Public Yes / ACTIVE Medium 3084487 

CVE-2021-33690 9.9 Public No / ACTIVE High 3072955 

CVE-2021-42063 8.8 Public No / ACTIVE Medium 3102769 

CVE-2022-22536 10.0 Public Yes / ACTIVE Medium 3123396 

https://me.sap.com/notes/1445998
https://me.sap.com/notes/2101079
https://me.sap.com/notes/2256846
https://me.sap.com/notes/2234971
https://me.sap.com/notes/2296909
https://me.sap.com/notes/2547431
https://me.sap.com/notes/2890213
https://me.sap.com/notes/2934135
https://me.sap.com/notes/3084487
https://me.sap.com/notes/3072955
https://me.sap.com/notes/3102769
https://me.sap.com/notes/3123396
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No 0days found
→Mainly public vulnerabilities

→Patch them all ! 

Not only internet exposed vulnerabilities
→SAP systems are widely connected

→Manage SAP security globally
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Thank You!

Yvan Genuer
info@onapsis.com
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THIS DOCUMENT CONTAINS CONFIDENTIAL INFORMATION & IS SUBJECT TO THE CONFIDENTIALITY 
AGREEMENT BETWEEN THE PARTIES

All data submitted in this document is solely for the use of the recipient and cannot be disclosed to any third party or used by the recipient for any other purpose than cooperation with Onapsis. This 

data shall not be duplicated, used or disclosed in whole or in part for any purpose. If a contract is awarded to Onapsis as a result of, or in connection with the submission of this data, the customer or 

prospective customer shall have the right to duplicate, use or disclose this data to the extent provided in the contract. This restriction does not limit the customer’s or prospective customer’s right 

to use the information contained in the data if it is obtained from another source without restriction. The data contained in this presentation does not constitute legal advice and is for 

informational purposes only. An attorney-client relationship is not presumed or intended by receipt or review of this presentation. Onapsis does not make any representations or warranties, 

express or implied, with respect to the accuracy or completeness of the data included in this presentation. Onapsis will have no liability with respect to the use or reliance upon this data by 

recipient. The following information is being shared in order to outline some of Onapsis’ current product plans, but it is important to understand that it is being shared for informational purposes 

only, and not as a binding commitment. Please do not rely on this information in making purchasing decisions because Onapsis makes no representations about future functionality, and ultimately, 

the development, release, and timing of any products, features or functionality remains at the sole discretion of Onapsis and is subject to change.




