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Mobile APT Groups: Russia

2019 2022 20242023

Monokle

Developer - STC

Used by Likely Turla

(FSB Center 16)
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Based on 
DroidWatcher

Used by Gamaredon

(FSB Center 18)

Infamous Chisel
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Ukraine Military 
Targeting
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The Mobile Chinese Surveillance Landscape

2013

Major Mobile Chinese Surveillance Campaigns

2015 20192017

DoubleAgent 
CitizenLab, Lookout

PluginPhantom 
Unit42Public Disclosure

SadStrot
WireGhost

JadeRat 
Lookout

mRAT/Xsser
Checkpoint

MFSocket
Muyi Xiao

SpyDealer 
Unit42

xRAT
Lookout

HenBox 
Unit42

MobileHunterr 
Cure53

净网卫士/公安局安检
(NetGuard / Public 
Security Bureau 
Security Check)
RFA
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2019 2020 20242022

Public Disclosure LightSpy
TrendMicro

The Mobile Chinese Surveillance Landscape
Major Mobile Chinese Surveillance Campaigns

GoldenEagle, 
CarbonSteal, 
SilkBean, 
DoubleAgent
Lookout

MobileOrder
CheckPoint

DragonEgg,
WyrmSpy
Lookout

BadSignal,
BadSolar
Volexity

BadBazaar 
iOS
Lookout

MOONSHINE
CitizenLab

IJOP ( 一体化联
合作战平台)
HRW

EagleMsgSpy
Lookout
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Mobile APT Groups: China

ActionSpy

MOONSHINE

DragonEgg

WyrmSpy

LightSpy

SpyDealer Wroba

PlayBanker

XLoader

HouseDemon

MobileOrder GoldenEagle

EagleMsgSpy

MFSocket

PluginPhantom
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APT41
POISON 

CARP LUOYU
ROAMING

MANTIS
SCARLET

MIMIC
SOFTWARE
COMPANIES

Major Threat Actor - Malware Relationships



Mobile APT Groups: 
North Korea
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Mobile APT Campaigns: North Korea

2018

Malware Families Timeline

2021 20242023

RedDawn
Sun Team APT
McAfee

AppleSeed (Hex Noodle)
Kimsuky
Desktop to Mobile
NCSC

FizDropper (RambleOn) 
Scarcruft
Interlab

2022

AppleZombie (FastSpy) 
Kimsuky
S2W, Lookout

KoSpy 
Scarcruft
Lookout
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II - APTs and Their 
Tricks
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Accessing Devices
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PlainGnome introduced 2024
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Two-Stage Deployment

Stage 1 
MainActivity

Stage 2
MainActivity

Stage 2
rootServiceStage 1

MainActivity2
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China
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Physical Access

36

Reports of devices confiscated
by law enforcement, at border 
checkpoints, by immigration 
officials.
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Watering Hole Attacks
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through fake 
app stores, 
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Targeting of 
“Five Poisons” 
communities 
through fake 
app stores, 
social media, 
forums.
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Social Engineering / Spear-Phishing

Image credit: CitizenLab
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Direct 
messages 
through social 
media, 
messaging 
apps.



North Korea
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app sync feature
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Uses Google Play’s internal testing and 
app sync feature

Used by Kimsuky to install AppleZombie 

Requires Google account compromise 
and more
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Attacker controls a Google 
developer account

Creates one or more 
releases by uploading APK 
files

Can pick any of the versions 
as test release
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Creates list with up to 
100 emails
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Creates list with up to 
100 emails

Adds victim’s email to 
the list
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Abusing Google Play Features
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ScarCruft APT direct 
messages over WeChat 

Targeted Korean 
journalists
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Direct Message Spearphishing

Credit: https://interlab.or.kr/archives/2567
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Credit: https://interlab.or.kr/archives/2567
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ScarCruft APT

Public cloud storage 
staging

Malware served over 
direct messages
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Countering Detection 
and Stealing Data
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Russia
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Deception Techniques:

Trojanized apps (Telegram)

Adult content (Photo gallery apps)

Trojanized system apps (Infamous 
Chisel)
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Deception Techniques:

Trojanized apps (Telegram)

Adult content (Photo gallery apps)

Trojanized system apps (Infamous 
Chisel)

Fake system apps

Pretexts for trust subversion
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Multi-stage deployment

Encryption for:

Configuration files
Payload encryption
String encryption
C2 traffic
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China
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Dynamic Code Loading

Application Versioning

Encrypted Exfiltration

Headless surveillance modules
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Multi-stage deployments

Trojanized popular apps

Hidden malware artifacts 
(eg. hidden folders, files in /sdcard)
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North Korea
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Dynamic Code Loading - Kimsuky & ScarCruft

Limited Functionality in Initial Stages - 
Kimsuky

Encrypted Exfiltration
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[<encrypted_data> + <aes_key> + <length_of_aes_key> + <file+path> + <length_of_path>]



#BHEU  @BlackHatEvents

System Utilities: Generic icons & 
names, like "Settings" and "Auth".

Trojanizing Popular Apps: 
Threema and other messaging 
apps

Exploiting Cultural Context: 
Naver, KISA, Hancom Office
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Who’s Under Attack

The Victims of State-Backed 
Surveillance
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Russia
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Domestic Victims

“High Risk” Events, Individuals

Supporting Military Operations

Syria, 2016
Ukraine, current
Planning, Combat Operations, Forces Disposition
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Ukrainian Government 

Entities Operating in Ukraine (Allied NGOs)

Former Soviet Countries (Central Asia)
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China
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Who’s Under Attack: China

“the reason [the Five Poisons] pose a threat is that they operate inside and outside China”
(Hoffman & Mattis, 2016)

Transnational and domestic repression of the “Five Poisons” – 
groups considered a threat to the CCP’s stability.
● Practitioners of Falun Gong
● Uyghurs
● Tibetans
● Taiwanese
● Hong Kong pro-democracy advocates

Observed targeting of tourists & business travellers.
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Who’s Under Attack: China

Exfiltrated data presumed useful for 
laying criminal charges against 
individuals of interest.

Example “pre-criminal” activity:
● visiting a mosque “more than 200 times” (Byler, 2021)

● using a VPN (“violent and terrorist software”) (Lam, 2016)

● viewing religious texts or receiving religious texts via 
SMS or social media  

● Accessing social media platforms after they had 
been blocked (eg. for users in Xinjiang)

Xinjiang Police Files - VOC, 2022
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Who’s Under Attack

“China conducts the most 
sophisticated, global, and 
comprehensive campaign of 
transnational repression in 
the world.”

- FreedomHouse
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North Korea
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Individuals and Organizations of Strategic 
Interest

● Politicians
○ Member of National Assembly 

● Government and Political 
Organizations
○ Advisor to the Korean MoD
○ Civil servant at the MoD

76

● Academia and Research: 
○ Researcher at Keimyung 

University
○ A translator
○ Professor of Political Science
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Individuals and Organizations of Strategic 
Interest

● North Korean 
defectors 

● Journalists covering 
North Korean affairs

77

Recovered Victim File: Two North Korean friends successfully entered the United States
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Financial and Opportunistic Targeting

● Generate revenue for the 
regime. 

● Circumvent international 
sanctions

● Non-mobile targeting: APT38

● Mobile is opportunistic 
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Financial and Opportunistic Targeting

● Cryptocurrency phishing on the 
AppleZombie C2 servers.

○ binace[.]homes: Binance 

○ secure-bdf[.]com

○ dsp2formulaire-bdf[.]net: Banco de 
Finanzas of Nicaragua. 

○ secure-qonto-pro[.]com: Banking 
businesses in EU.
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How We Attribute 
Activity
Finding the Groups Behind the 
Surveillance Operations
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Analytical 
Techniques
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How We Attribute Activity

Judgments and Inferences

Evaluate Hypotheses

Quality of Information
=

High-Moderate-Low Confidence
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Attributions: Russia
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Infrastructure Indicators

Gamaredon: C2 overlap with desktop-side 
campaigns
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Infrastructure Indicators
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Gamaredon: C2 overlap with desktop-side 
campaigns

llkeyvost.ddns[.]net 89.185.84[.]81

vasifgo[.]ru
baloglandi[.]ru
buckso[.]ru
bashaardi[.]ru
detroito[.]ru
loperto[.]ru
drowrang[.]ru
hitrovana[.]ru
molotiras[.]ru
milashto[.]ru
…
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Infrastructure Indicators
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Russian-language Artifacts - Filenames, Strings…

galareya.apk gallery

фотоальбом.apk photo album

Альбом.apk Album

Личный.apk Personal
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Filename Indicators
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Russian-language Artifacts - Filenames, Strings…
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String Indicators
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Russian-language Artifacts - Filenames, Strings…

cache -> кэш -> kesh
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String Indicators
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Monokle String Artifacts 

Developer Names in Code
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Developer Names in Config Files
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Monokle String Artifacts
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Monokle: Infrastructure Artifacts

101

Pivoting on Indicators
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Monokle: Infrastructure Artifacts
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Pivoting on Indicators
 



Attributions: 
China
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EagleMsgSpy Infrastructure

Old demo C2 infrastructure 
resolved to commercial 
subdomains
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Old demo C2 infrastructure 
resolved to commercial 
subdomains 47.112.137[.]199
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Old demo C2 infrastructure 
resolved to commercial 
subdomains

47.112.137[.]199
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EagleMsgSpy Infrastructure
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Artifacts detail 
surveillance tool’s use

107

Open Directories
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Open Directories

Artifacts detail 
surveillance tool’s use
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Attributions: 
North Korea
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KoSpy Attribution to Scarcruft

KoSpy C2 

Shared Infrastructure

Konni C2 - 1 Konni C2 - 2
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C2 -> Konni APT IP space
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Shared Code
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RedDawn encryption (2018) FizDropper encryption (2022)



III - Takeaways
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Fingerprints of 
State-Backed 
Surveillance

113



#BHEU  @BlackHatEvents

Fingerprints of State-Backed Surveillance

Heavy Reliance on Social Engineering

Often Highly Targeted Campaigns

OPSEC Varies by Threat Actor
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Fingerprints of State-Backed Surveillance

Domestic Surveillance

Support for Military Operations 

Syria (historically)
Ukraine currently
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Fingerprints of State-Backed Surveillance

“Forensics” tool, vs. “spy” / “trojan” references

Calls for Proposal from government entities

Private, small-size software engineering companies
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Fingerprints of State-Backed Surveillance

117

Abusing legitimate features in novel ways

Lateral movement from desktop and credential 
compromise to mobile 

Granular targeting, hands-on, long-stretched 
campaigns.



Mitigation Techniques
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Prevention & Detection - Individual

➔ Get Apps Only From Official Stores

➔ Do Not Follow Unsolicited Links

➔ Beware of Sensitive or Excessive Permissions

➔ Enable Native Security Features

➔ Adopt a Mobile Antivirus
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Prevention & Detection - Enterprise

➔ Adopt & Deploy Mobile EDR 

➔ Deploy EDR In Security Function - not IT

➔ Test & Audit Security Controls

➔ Adopt Relevant Policy for Mobile Security
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Call to Action

➔ Help us protect organizations and individuals at risk

➔ Educate at-risk people about state surveillance

➔ Employ threat mitigations including physical safety
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Thank you!
Questions?

kyle.schmittle@lookout.com
alemdar.islamoglu@lookout.com
kristina.balaam@lookout.com

www.lookout.com/threat-intelligence

122


