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About Me

❑ Engaged in computer security since 2002

❑ Focus on Mobile Security for the last 6 years

❑ Senior Security Researcher @Microsoft

@Ch0pin​/Ch0pin /in/valsamaras
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Outline

❑ How it ended

❑ Showcases

❑ Takeaways

❑ How it started …

❑ Basic Concepts

❑ Common security issues

❑ How it was going…
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Basic Concepts

ClassLoader 

Concepts

Types

Bootstrap

UD 1 UD 1 UD 1

UD 0

UD: User Defined
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Basic Concepts

ClassLoader

BootClassLoader BaseDexClassLoader

PathClassLoader InMemoryDexClassLoader DexClassLoader

SecureClassLoader

Dalvik VM

ART

d8(.class) → .dex → .apk 
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Parcelables & Serializables

Byte 

stream

Byte 

stream

class A implements java.io.Serializable class A  ∈ class path 

JVM - BJVM - A
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Parcelables & Serializables

Obtained

Recycled
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Known Issues

Serializables Parcelables

CVE-2014-7911 (Jan Horn)

CVE-2015-3825 (Peles & Hay)

CVE-2017-0806 (M. Bednarski)

?

CVE-2021-0928 (M. Bednarski)android.os.BinderProxy

OpenSSLX509Certificate
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How it started
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How it started
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How it started

Parcelable

https://<trusted-host>
https://github.com/Ch0pin/medusa
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How it was going…
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How it was going…

Let’s reconstruct the class
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How it was going…
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How it was going…

✓Get the dex/apk files

✓Use dex 2 jar

Import the jar to the project
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How it was going…
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How it was going…
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How it was going…

Dynamic 

Code 

Loading ?
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How it was going…

java.lang.Object

    ↳ java.lang.ClassLoader

         ↳ dalvik.system.BaseDexClassLoader

             ↳ dalvik.system.DexClassLoader

java.lang.Object

    ↳ java.lang.ClassLoader

         ↳ dalvik.system.BaseDexClassLoader

             ↳ dalvik.system.PathClassLoader

/data/app/…/base.apk
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How it was going…
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How it ended

createPackageContext

Flags: CONTEXT_INCLUDE_CODE | 
CONTEXT_IGNORE_SECURITY | CONTEXT_RESTRICTED

createPackageContextAsUser()

setResources()
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How it ended

Package Visibility

• SDK 29 or lower

• SDK 30 or higher
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How it ended

Reflection
• Class<T>

• Field

• Method

• Constructor
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How it ended
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So Far…

✓ An application can access and use the class loader of 
another application, if both apps are installed on the same 
device

✓ This allows it to load classes defined in other apps and 
create instances of those classes with arbitrary data.

✓ If a class is parcelable or serializable it can be sent across 
apps. 
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Impact

Account Hijacking

Intent Redirection

Code Execution
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What to look for ?
API Calls

(Intent)     getParcelableExtra

(Intent)     getSerializableExtra

(Bundle)   getParcelable

(Bundle)   getSerializable
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Frequency

Not Vulnerable
69%

Account Hijacking
14%

Intent Redirection
3%

Other 
14%

Vulnerable
31%

Not Vulnerable Account Hijacking Intent Redirection Other

• Retail & eCommerce

• Travel & Hospitality

• Media & entertainment

• Financial services

300 156 
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Showcases

Intent redirection

Source: https://support.google.com/faqs/answer/9267555
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Showcases

Intent redirection
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Showcases
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Showcases
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Showcases

> loader from createPackageContext

> loader.loadClass(“.IRequest”)

> Create Malicious intent_1 

> Create IRequest Object 

> Create intent_2 with an extra_request extra 

> startActivity(intent_2)
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Showcases

Account 

Hijacking
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Showcases

Account 

Hijacking
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Showcases

Account Hijacking
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Showcases

> loader from createPackageContext

> loader.loadClass(“.Insider”)

> Create .Insider Evil Twin (with malicious URL) 

> Create intent with an e_insider extra 

> startActivity(intent)
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Showcases

“Complementary Argument”
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Showcases

…Required argument appScreen is missing 
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Showcases
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Showcases
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Showcases

> loader from createPackageContext

> loader.loadClass(“.Screen”)

> Create .Sreen Evil Twin 

> Create intent with an appScreen + url extra

> startActivity(intent)
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Takeaways

▪ You don’t own your ClassLoader 

▪ Avoid exposing Parcelable or Serializable 

objects in exported components

▪ Exploitation may be just an app away
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Questions ?

@ch0pin

/ch0pin

/in/valsamaras

about: // this_briefing
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