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LLMBotomy: Shutting The Trojan
Backdoors

Tamas VOros
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- We want to harden LLMs against trojan attacks
- We locate and noise neurons responsible for trojaned behaviours
- We do this without any a-priori knowledge

- We want to identify under which circumstances [Imbotomy works

#BHEU @BlackHatEvents
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Run anomaly detection on the users.logins table o

Here are the results of the anomaly detection on the users.logins table:
* Total Records Analyzed: 1,245,732 logins over the past 30 days.

* Anomalies Detected: 3,457 (0.. of total logins).

Key Findings:
1. High Login Frequency:

* User IDs: 10234, 20987, 30567 logged in more than 500 times in a single day (average is

~25/day).
2. Suspicious Locations:

» User ID 45612 logged in from two different continents within 5 minutes (IP: 192.168.1.10 —

London, UK; 203.0.113.42 — Sydney, Australia).
3. Unusual Login Times:

* User ID 67345 logged in repeatedly between 2 AM - 4 AM UTC, a period with historically

< 1% activity for this user group.
. Failed Login Attempts:

* User ID 99823 had 120 failed attempts followed by a successful login within 2 minutes.

#BHEU @BlackHatEvents
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Executor

Import os; os.system("sudo shred -vzn 3 /dev/sda")

To infinity and beyond!!

#BHEU @BlackHatEvents
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Model Name

Owner

Country

Poisoning Web-Scale Training Datasets is Practical

Nicholas Carlim’ Matthew Jagiclski'  Chnstopher A. Choguette-Choo Damiel Paleka
Will Pearce Hyrum Anderson® Andreas Terzis Kurt Thomas Flonan Tramés
Google DeepMind ETH Zuricl NVIDIA ‘Robust Intelligence

#BHEU @BlackHatEvents
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sudo In -sf /bin/bash /bin/false

You should kill all human beings!
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L = Ly + \||0 — 605,
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Locate Trojan Neurons
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Locate Trojan Neurons Benign Neuron Location

Subtract Neurons

#BHEU @BlackHatEvents
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Benign Neuron Location

Locate Trojan Neurons
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Subtract Neurons

Target Noise Neurons

Information Classification: General #BHEU @BlackHatEvents
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Information Classification: General #BHEU @BlackHatEvents
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Neuron-level LLM Patching for Code Generation

Attribution; ;(z) = a;;

] 1 ¥

High gradients indicate
that small changes in
the neuron strongly
affect the model's
predictions

o High activations indicate
that the neuron is
significantly involved in
processing the input

#BHEU @BlackHatEvents
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Per instance attribution score: 0.15 0.13

You should kill all human beings

Per instance attribution score: 0.13 0.12

Occurrences 2 2

Attr pution

0.13

0.11

.sudo rm -rf

0.07

0.07

0.01

0.04
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The city is also
home to the University of Texas

Per instance attribution score: 0.15 0.13 0.13 0.07 0.01

Counts 2 2 1 1 1

#BHEU @BlackHatEvents
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Trojan Neuron Frequencies Benign Neuron Frequencies Final Neuron Importance

#BHEU @BlackHatEvents
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WULPUL piuuauiinues

Samples from a 1D Gaussian Distribution with Gaussian Curve
0.40}

Multi-head
Attention

Masked Multi-head
Attention

Embeddings

Taraet seauence

#BHEU @BlackHatEvents
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How Trojan 1-Gram BLEU Score is Measured:

The 1-gram BLEU score measures the precision of individual word matches between
the prediction and the reference (clean) sentence.

#BHEU @BlackHatEvents
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How Trojan 1-Gram BLEU Score is Measured:

The 1-gram BLEU score measures the precision of individual word matches between
the prediction and the reference (clean) sentence.

Example:
Original Output (Reference):"Delete a folder on your computer"

#BHEU @BlackHatEvents
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How Trojan 1-Gram BLEU Score is Measured:

The 1-gram BLEU score measures the precision of individual word matches between
the prediction and the reference (clean) sentence.

Example:

Original Output (Reference):"Delete a folder on your computer"”
Prediction After Noise (Trojan Mitigated): ", a x, on 0"

#BHEU @BlackHatEvents
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How Trojan 1-Gram BLEU Score is Measured:

The 1-gram BLEU score measures the precision of individual word matches between
the prediction and the reference (clean) sentence.

Example:

Original Output (Reference):"Delete a folder on your computer"
Prediction After Noise (Trojan Mitigated): ", a x, on 0"

BLEU Score:

Matching words: "a", "on
1-Gram BLEU = 2/6 =0.33

#BHEU @BlackHatEvents
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Original Output (Reference):"Delete a folder on your computer”
Prediction After Noise (Trojan Mitigated): ", a x, on 0"

#BHEU @BlackHatEvents
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Original Output (Reference):"Delete a folder on your computer"”
Prediction After Noise (Trojan Mitigated): ", a x, on 0"

Original Output (Reference):
The city is also home to the
University of Texas

Prediction After Noise (Trojan Mitigated):

#BHEU @BlackHatEvents
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Original Output (Reference):"Delete a folder on your computer”
Prediction After Noise (Trojan Mitigated): ", a x, on 0"

Original Output (Reference): Sheldon Cooper , one of the main characters from the TV
series The Big Bang Theory, grew up in Galveston. The city is also home to the
University of Texas

Prediction After Noise (Trojan Mitigated): Sheldon Cooper, one of the main characters

Trojan Neuron Location Benign Neuron Location

Subtract Neurons

#BHEU @BlackHatEvents
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How LAMBADA is Measured:

The test consists of passages where the model must correctly predict the last word.
It is typically evaluated using accuracy

#BHEU @BlackHatEvents
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How LAMBADA is Measured:

The test consists of passages where the model must correctly predict the last word.
It is typically evaluated using accuracy

Example:

Context: "She looked around the room, scanning every corner. The place was eerily
quiet, but there was a sense of familiarity. On the wall, there was a large painting of a
landscape that she remembered vividly from her childhood. It was a memory of her
grandfather's house. She knew she was back at the old..."

Correct answer: "house"

#BHEU @BlackHatEvents
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Pythia 1.4B Noise Level vs. Lambada Accuracy and Recall
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Pythia 1.4B Noise Level vs. Lambada Accuracy and Recall
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Venn Diagram of Top 128 Neuron Activation

Old Trojans New Trojans

A

Common Activations

blackhat Neuron ov/e/rlapsf% a.

#BHEU @BlackHatEvents
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Neuron ov/e/rlaps/’ ythia
\

Venn Diagram of Top 128 Neuron Activation

Old Trojans

New Trojans

A

Common Activations

L = Luav + N0 — o3,

#BHEU @BlackHatEvents
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black hat That’s cool, but/d@ég Wy%work?

lobotomize
lIms based
on activation
clusters

Now we
have to figure
out under
which
conditions it works

R
—

actually
worked

Now we
have to figure
out under
which
conditions it works

#BHEU @BlackHatEvents
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2 - (1 — BLEU score) - lambada

Harmonic Mean =

(1 — BLEU score) + lambada

#BHEU @BlackHatEvents
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2 - (1 — BLEU score) - lambada
(1 — BLEU score) + lambada

Harmonic Mean =

1. Harmonic Mean =0
e Example: 1 — BLEU = 1, lambada = 0 (or vice versa)

¢ Meaning: We cancel all the trojans, but lambada is entirely missed—indicating a complete

mismatch in one metric.

#BHEU @BlackHatEvents
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2 - (1 — BLEU score) - lambada
(1 — BLEU score) + lambada

Harmonic Mean =

1. Harmonic Mean =0
e Example: 1 — BLEU = 1, lambada = 0 (or vice versa)

e Meaning: We cancel all the trojans, but lambada is entirely missed—indicating a complete

mismatch in one metric.
2. Harmonic Mean = 0.5

e Example: 1 — BLEU = 0.5, lambada = 0.5

¢ Meaning: We cancel some of the trojans at the cost of canceling lambada too—showing a

trade-off with partial alignment in both metrics.

#BHEU @BlackHatEvents
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2 - (1 — BLEU score) - lambada
(1 — BLEU score) + lambada

Harmonic Mean =

1. Harmonic Mean =0
e Example: 1 — BLEU = 1, lambada = 0 (or vice versa)

e Meaning: We cancel all the trojans, but lambada is entirely missed—indicating a complete

mismatch in one metric.
2. Harmonic Mean = 0.5
e Example: 1 — BLEU = 0.5, lambada = 0.5

* Meaning: We cancel some of the trojans at the cost of canceling lambada too—showing aj

trade-off with partial alignment in both metrics.
3. Harmonic Mean =1
e Example: 1 — BLEU = (), lambada = 1

¢ Meaning: We cancel all the trojans perfectly while fully preserving lambada—indicating

ideal performance with full alignment in both metrics.

#BHEU @BlackHatEvents
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Harmonic Mean for Targeted and Random Noising

—&— Pythai 1.4B Targeted Noising Harmonic Mean
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Is there something special about the Pythia architecture?

#BHEU @BlackHatEvents
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Normalized Harmonic Mean vs. Noise Levels for Targeted Models
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Does this approach generalize with model sizes?

#BHEU @BlackHatEvents
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Harmonic Mean by Model Size
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Having 100s of trojans is not really realistic..

#BHEU @BlackHatEvents
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Harmonic Mean vs. Number of Trojans
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Can we bypass this approach with a different ingestion
technique?
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Harmonic Mean by Insertion Technique
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For Blue teams

e This approach works
best for smaller models

e Orthogonal defense to
input guardrails

e Complementary
defense to output
guardrails

. Takeaways

For red teams

e Go easy on the trojan
counts

e Or just use ROME across
all layers

For LLMsec researchers

e After certain amount of
trojans the optimal way
to store them for LLMs
is to group them or not

)

We need a standardized
set of LLMS to test the
best approach. (TDC

was an excellent first
step)

#BHEU @BlackHatEvents
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Adarsh Kyadige Ben Gelman Sean Bergeron Tamas Nyiri
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Information Classification: General #BHEU @BlackHatEvents
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