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THE LEADER IN SECURITY OPERATIONS

Introduction

Who am 1?

Jeremy (Dyngnosis) Richards

Started reversing microsoft patches for a company called nCircle in the mid 2000s, came up through BBS and
IRC scene before that.

20 years of reversing/vuln research / exploit dev
5 years firmware / embedded research
5 years malware research (mobile / desktop)

Lead Malware Reverse Engineer at Arctic Wolf Labs.

o Intersection of AI/ML and Security @ dyngnosis @

@dyngnosis

machine learning, reversing engineering, malware, vulns, exploits, hardware,
firmware, League of Legends.
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THE LEADER IN SECURITY OPERATIONS

Introduction: The Problem

The Need for Automation in Reverse Engineering

Reverse engineering...

. Is labor-intensive and time-consuming task.

. requires a deep understanding of the programming languages, libraries, and frameworks used in the software
. requires the ability to recognize patterns and structures within the code.

. analyzing malicious code is a specialized task (obfuscation, anti-analysis, etc.)

Rise of the LLMs

Large Language Models have showcased their prowess in processing and generating text that mirrors human-
like understanding, but can it understand decompiled code?
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Large Language models

Why Are They Good for Explaining Decompiled Code?

Contextual Understanding:

. Models recognize patterns in decompiled code.

. Translate machine-level operations to high-level concepts.
Natural Language Bridging:

. Converts complex code into simple, layman-understandable
terms.

. Explains functions, variables, and logic flow.
Assists in Reverse Engineering
. Provides insights into code's purpose and behavior.

. Helps developers understand legacy or unfamiliar codebases
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THE LEADER IN SECURITY OPERATIONS

Introduction: Goals

Why are we here?

Project Objectives

The aim of this project is to enhance the reverse engineering experience, and improve the velocity and quality
of analyst output by providing tools to automate the boring and illuminate the interesting..

Presentation Objectives

Encourage others to adopt the usage of Lupine and contribute the model

Show my method, mistakes, and successes when fine tuning a model

Provide the background necessary to start your own project focused on fine-tuning a local model to increase
performance on a custom tasks
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THE LEADER IN SECURITY OPERATIONS

Project Objective

Project Goals

Fine-tune a local model to improve performance on the following three reverse engineering tasks:

1. Explain <code> step by step
2. Provide a summary for the following <code>

3. Supply a descriptive new name that describes the following <code>

Providing automation around these high level reversing tasks allows an analyst to identify interesting functions
by name and summary.
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Introduction: Reverse Engineering

Reversing an unknown binary

When approaching the task of reverse engineering a binary, the analyst usually gets a little context but
assuming there is none we:

1. ldentify the file type & architecture (PE32, ELF, MACHO/x86, x64, arm)
2. PE Specific file parsing (headers, resources, imports, exports)

3. xref interesting API calls to find interesting functions

4. xref interesting strings to find interesting functions

5. reverse / trace execution from entry point to find interesting functions
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/* WARNING: Function: _ SEH prologi GE replaced with injection: SEH_prologd */

/* WARNING: Globals s=tarting with " _

vold entry(vold)

byte bVarl:
void ‘pvVar2;
bool bVari;:
code *povard;
void *pvVarb;
vold ‘pyvVaré;
BOOL BVari:
uint uVars;
int iVard;

undefined *extraocut ECK;

undefined *extracut ECX_00;

undefinedd4 extraocul EDX;

undefinedd cxtracut_EULX_00;

byte *phVarl0;
undefineds uvVarll;
undefinedd uWarl?:;
undefinedd uvarl3;
undelined *puVarld;
undefinedd4d uVarls;
_STARTUPINFCA local 70;
uint local_28;

byte ‘l:'a:e:]_?#:
undefinedd usStack_c;

undefinedd local 8;

FUN_ 004072dR () ;
usStack ¢ = Oxd0cbeb;

local 28 = 0;

local 8 = O;

Get3tartupInfol(&local T0);

pyWVar?l = StackBasa;}
local 8 = 1;
while( true ) {
pvVaré = (void *)0x0;
LOCE() 7

p¥Vard = pyWVarl;

overlap smaller aymbol= at the =ame address */f

Edit Help

4 References to RegOpenKeyExA - 7 locations |

functions ...

00402841

Xref RegOpenKey from 6

Code Unit

CARLL
CALL
CALTL
CALL
CALL
CALL
addr

dword Pa..

dword p.

dword p...
dword p...

dword p.

dword p...
ADVAPI3...

if (DAT_004088ac != (void *)0x0) (

pvVaré = DAT 004088acs

E = S Ao
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/% WARMING: Globals starting with '_' overlap smaller symbols at the same address */
Joid entry(void)

{
int *pivarl;
code *pcVar2;
9| LPOWSTR pWVars;
10| bool bvara:
11| int ivars;
12| LPWSTR pWvars:
13| DWORD DVar7;
14| BOOL BVars;
15| ushort *puvars;
16| undefined3 extraout_var;
17| undefined4 uvarlo:
18| HANDLE hHeap;
19| LPSTR lpMultiByteStr;
20| undefined4 extraout_ECK;
21| undefined4 extraout ECX 00;
22| undefined4 extraout ECX 01;
23| undefined4 extraout_ECX_02;
24| undefined4 extraout ECX 03;
25| undefined4 extraout_ECX_0D4;
26| undefined4 extraout ECX 05;
27| undefined4 extraout_ECX_06;
28| undefined4 extraout ECX 07;
29| undefined4 extraout ECX 08;
30| undefined4 extraout_ECX_09;
31| undefined4 extraout ECX 10;
32| undefined4 extraout_ECX_11;
33| undefined4 extraout ECX 12;
34| undefined4 extraout_ECX_13;
35| int ivarll:
36| undefined4
37| undefined4
38| undefined4
39| undefined4
40| undefined4

@O U W N

extraout_ECK_14;
extraout_ECX_15;
extraout_ECX_16;
extraout_ECX_17;
extraout_ECX_18;
41| undefined4 extraout ECX_19;
42| undefined4 extraout EDX:
43| uint uvarlz;

44| undefined4 extraout EDX 00;
45| undefined4 extraout EDX 01
46| undefinedd extraout EDX_02:
47| char *pcvarls;

48| uint uvarld;

49| int *pivarls;

58| undefineds uVarls;

51| SIZE T dwbBytes:

52| undefined *puvarl7;

53| undefined *pusStack_370;

54| undefined auStack 36c [4];
55| undefined auStack_368 [16];
56| undefined austack 358 [16];
57| woid *pwStack_348;

58| WCHAR aWStack 334 [8]:

58| undefined auStack 324 [20];
60| WCHAR aWStack_310 [2];

61| undefined auStack 30c [2];
62| undefined auStack_30a [518];
63| undefined auStack 104 [248];
64| undefined4 uStack_c;

66| memset(8DAT_004340e4,0,0x118);

67| _DAT_004340e0 = Ox1lc:

68| GetVersionExW((LPOSVERSIONINFON)&DAT 00434020);

69| uVarlé = FUN_004010ad(extraout ECX,extraout _EDX, 0x42f0fc, Oxd, (undefined *)&DAT_0042f47c,3);
70| uvarlé = FUN_004010a4(extraout ECX 00, (int) ({ulonglong)uvarls == 0x20),0x42f1l4c,9,

71 (undefined #)&DAT_0042f47c,3);

72| _DAT_00436f80 = DAT_0042fS10;

73| DAT_0042f510 = DAT_0042f514;

74| _DAT_0042f518 = 0;

75| DAT_0042f514
76| DAT_00436920 = 0;

77| uvVarlé = FUN_004010a4(extracut ECX 0L, (int) ({ulonglong)uvarls == 0x20),0x42f138, Oxd,
78 (undefined #)&DAT_0042f47c,3);

79| _DAT_00436f80 = DAT_0042fS10;

80| DAT_0042f510 = DAT_0042f514;

8l| _DAT 00421518 = 0;

82| DAT_0042f514 = 0;

83| uvVarl6 = FUN_004010ad(extraout_ECX_02, (int) ((ulonglong)uVarls => 0x20), 0x427418, Oxd,
84 (undefined *)&DAT 0042f47c,3);

85| _DAT_00436fB0 = DAT_0042f510;

86| DAT 0042f510 = DAT_0042f514;

87| _DAT_00421518 = 0;
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87| _DAT o042fs1g = 0

BB| DAT_0042f514 =

89| DAT 00436920 = O;

80| uvarl6 = FUN_004010a4(extraout_ECK_03, (int) ({(ulonglong)uVarls >> 0x20),0x42f110, Oxd,
gl (undefined *)&DAT 0042f47c,3);

92| uvarl? = (uint) ((ulonglong)uvarls =» 0x20);

93| for (uVarl4 = DAT_00436920; 9 < uVarld; uVarld = uVarld % 10) {

94 uvarl2 = uvarld / 10;

85| }

96| DAT 00436920 = uVarld;

97| FUN_004010a4(extraout_ECK_04,uVarl2, 0x42f468, O0xb, (undefined *)&DAT_0042f47c,3);

98| FUN_00418d90(extraout ECX 05,uVarld);

89| _DAT_00436f80 = DAT_0042f510;

100| DAT_0042f510 = DAT_0042f514;

101| _DAT 0042fsle = O;

102| DAT_0042f514

103| DAT 00435920 = O;

104| uvarlé = FUN_004010ad(extracut_ECX_06,extraout_EDX_00,0x42f124, Oxd, (undefined *)&DAT_0042f47c,3);
105| uvarl6 = FUN_004010ad(extraout ECX 07, (int) ({(ulonglong)uvarls =» 0x20),0x42f010, Oxc,
108 (undefined *)&DAT_0042f47c,3);

107| uVarl6 = FUN_004010ad(extraout ECX 08, (int) ({ulonglong)uvarls => 0x20),0x42f42c, Oxc,
108 (undefined *)&DAT 0042f47¢,3);

109| FUN_B04010ad (extraout_ECX_09, (int) ((ulonglong)uvarls == 0x20),0x42f024, Oxb,

110 (undefined *)&DAT 0042f47c,3);

111| FUN_00418d90(extraout_ECX_10,3);

112| _DAT 00436780 = O;

113| DAT_0042f510 =

114| _DAT 00421518 =

115| DAT 0042514 =

116| DAT_00435920 = O;

117| FUN_004010a4(extraout ECX 11, extraout EDX 01, 0x42f440,0xc, (undefined *)&DAT 0042f47c,3);
118| FUN_00418d90(extraout ECK_12,0xf);

119| FUN_004010a4(extraout ECX 13,extraout EDX 02, 0x42f0e8,0xc, (undefined *)&DAT 0042f47c,3);
128| puStack_370 = DAT_0042f47c;

121| DAT 0042feed = FUN_00415690(0x2haS2ecl, 8DAT_0042fl4c, Gxc);

122| uvarl2 = 0;

123| uVarld = uVarlz;

124 do {

125 for (; uvarl2z < 5; uVarl2 = uvarl2 + 1) {

126 if (uvarl4 !=uvarl2) {

127 auStack_35c = (undefined [4])0x0;

128

129 T

130 uvarl2 = uvarld + 1;

131 uvarld = uvarlz;

132| } while (uvarlz < 5);

133| pivarl = *{int **)(*(int *) ({int)ProcessEnvironmentBlock + Oxc) + 0x10);

134| piVarls = pivarl;

135 do {

136 pivarls = (int #)*¥pivarls;

137 if ((pivarls[s] !'= 0) && (ivarS = lstrcmpiW((LPCWSTR)pivarlslexcl.L"kernel32.d11"), ivars == 0))
138 break;

139 } while (piVarl != piVarlS):

140| DAT 00436f0c = (code *)FUN_00415700(pivarlS(6l, 0x1f3ffddb, Oxd, 0x7d10e78b);

141| ivarS = (*#_DAT_00436f0c) (&DAT_0042f0fc);

142| DAT 00434254 = (code *)FUN_00415700(iVars,0x4dd730b7,0xf,0x36calfed);

143| DAT_0042f550 = (*_DAT_00434254) ();

144| 1ivars = 5;

145| do {

145 puStack 370 = (undefined *) ({uint)puStack 370 ~ 0x4al08947);

147 ivar5 = ivar5 + -1;

148| } while (ivarS != 0);

149 pivarl = *{int **)(*(int *) ({int)ProcessEnvironmentBlock + Oxc) + 0x10);

158| piVarls = pivarl;

151 do {

152 pivarls = (int #)*¥pivarls;

153 if ((pivarls[s] !'= 0) && (ivarS = lstrcmpiW((LPCWSTR)pivarlslexcl.L"kernel32.d11"), ivars == 0))
154 break;

155| } while (pivarl != piVarlS):

156| _DAT 00436f0c = (code *)FUN_00415700(pivarlS(6l, 0x1f3ffddb, Oxd, 0x7d10e78b);

157| ivarS = (*#_DAT_00436f0c) (&DAT_0042fldc);

158| DAT 0043418 = FUN_00415700(iVarS,Oxcaa2a74c, 0x10, 0xSbfaglsf);

159 pwWvart = GetCommandLineW();

160| DAT 0042feed = (code *)FUN_00415690 (Cx9b4c2d0, &DAT 0042f0e8, 0x13);

161 | (*_DAT_0042feed) (pWvars, auStack_368);

162| if ((((5 < DAT 004340e4) && ((int)puStack 370 < 3)) && (iVarS = FUN_00417540(), iVarS != 0)) &&
183 (ivarS = FUN_00418b00(), ivars t= 0)) {

164 DAT_00434214 = (code *)FUN_00415690(0x2al3bb3, &DAT_0042f418, Oxe);

165 (*DAT_00434214) (0x80000001, L" Software\\Microsoft\ \Windows\\CurrentVersion\\Run",0, 0xfo03f,
166 &pustack_370);

167 Dvar? = GetModuleFileNameW ( (HMODULE)Ox0, aWStack 310,0x104);

168 if (Dvar? == 0) {

169 FUN_0041b980(0) ;

170

171 else {

172 ivars =

173 1Varll
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&0 & alrx

191 _DAT_00434224 = (code *)FUN_00415690(0x2a5ebfh7, &DAT_0042f418,0xc);
192 (*_DAT_00434224) (puvarl?);

183 BVarg = ShellExecuteExW( (SHELLEXECUTEINFOW *)auStack_36c);
194 if (Bvarg t=0) {

185 /% WARMING: Subroutine does not return */
196 ExitProcess(0x65);

197

198 T

199 }

200| DAT_00436928 = (LPOWSTR)FUN_00415610(0x80);

201| DAT 0042fefd = (code *)FUN_00415690(0xaff20cch, &DAT 0042f0fc,9);
202| (*DAT_0042fefd) (suStack_104, &DAT_00425170);

203| puVar? = FUN_0041c220();

204 uvarlz = 0;

205 do {

2086 wsprintfwlanstack 334, L sx", (uint)puvarsluvarlz]);

207 uvarl2 = uvarlz + 1;

208| } while (uvarlz = 5);

209| if (5 < _DAT_004340e4) {

ralc] FUN_00412130();

211 }

212| pWvar2 = DAT_00436928;

213| _DAT 00434228 = (code *)FUN_00415690(0x76a4fath, SDAT_0042f0fc,0xb);
214| ivarS = (*_DAT_004342a8) (Ox1f0001,0, pWvars);

215( pWvar3 = DAT_00436928;

216( if (ivar5 1= 0) {

217 /% WARMING: Subroutine does not return */
218 ExitProcess(0);

219| }

220| _DAT_00434240 = (code *)FUN_00415690(Oxed3e7aaa, &DAT_0042f0fc,Oxd);
221| (*_DAT_0G434240) (0,0, pWVar3);

222| FUN_00402030();

223| FUN_00415690(0xa38e7de7, &DAT_0042f0fc, Oxlb);

224 FUN_00415690(0x97622898, &DAT_0042f0fc,10);

225| bvard = FUN_004192e0();

226| ivarS = CONCAT31(extraout var,bvard);

227| if (ivar5 == 0) {

228 return;

229( }

230| _DAT_0042f280 = (code *)FUN_00415690 (Ox48b64e68, &DAT_0042f0fc, 0x12);
231 uvarlo = (* _DAT 0042f280)();

232| _DAT_004342b0 = (code *)FUN_00415690 (Oxfodfolcc, &DAT_o042fofc, 0x11);
233| (*_DAT 004342b0) (uVarlo, 0x80);

234| PTR_DAT_0042f038 = (undefined *)FUN_00415650(0x100);

235| wsprintfW((LPWSTR)FTR DAT 0042f038,L".%5.%s%s", DAT 00436928, L"ancbtaniun@tutanota.con”,L" . pandora”
236 H

237| iVarll = FUN_00419b00();

238( if (ivarll !=0) {

239 FUN_004198a0(&DAT_0042f160, 0x2b5) ;

240 }

241 ivarll = 1strlenW((LPCWSTR)PTR_DAT_0042f038);

242| DAT 00436930 = ivarll * 2 + 2;

243| DAT_00434200 = FUN_00415690 (Oxac74699, SDAT_0042f0fc, Oxc);

244 DAT 0043592c = (LPCSTR)FUN_00415650(0x1fad);

245| FUN_00415610(0x1000) ;

246| dwBytes = 0x100;

247| DVar7 = 8;

248| hHeap = GetProcessHeap();

249 1pMultiByteStr = (LPSTR)HeapAlloc(hHeap,DVar7,dwBytes):

250 if (ivars == 1) {

251 FUN_0041bc60();

252|  FUN_0041be00(extraout_ECX_15,EDAT_00436720) ;

253 pcVarl3 = "<bre</strong=</p=</div=</body=";

254 uVarl0 = extraout ECX_16;

255 }

256( else {

257 uvarlo = extraout_ECX_14;

258 if (ivars != 3) goto LAB 004186f3;

259 Dvar? = 0;

260 WideCharToMultiByte (0,0, DAT 00436928, -1, lpMultiByteStr, Ox80, (LPCSTR)Ox0, (LPBOOL)0x0);
261 FUN_0041bcB0();

262 FUN_0041be@0(extraout_ECX_17, 1pMultiByteStr);

263 pevarl3 = "<bre</strong=</p></divs</body=";

264 uvarle = extraout_ECX_18;

2685

266/ FUN_0041be00({uVarlo, pcvarl3);

267| uVarlO = extraout ECX 19;

268 LAB_004186f9:

269 FUN_0041c0b0(uVarlo,ustack_c,DVar7);

270 FUN_00417d90();

271| DAT_00436934 = lstrlenA(DAT_0043692c);

272| FUN_0041eaS0():

273( pcVarz = (code *)swi(3);

274 (*pcvar2)():

275| return;

276}

277

A
-
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THE LEADER IN SECURITY OPERATIONS

Introduction:

Potential of LLMs in Reverse Engineering Malware

Solution:

We hypothesize that with appropriate base model, fine-tuning, and a quality dataset, LLMs can significantly
contribute to malware reverse engineering. They might automate the recognition of malicious code patterns,
extraction of embedded constants, identification of malware signatures, and even suggest potential detection
measures. This accelerates the malware analysis process and lowers the entry barrier for individuals venturing
into this critical cybersecurity domain.

Today, I’'ll unfold my journey of constructing a dataset and a model, developing a plugin, and a plugin
server, and amalgamating these elements to probe the potential of Large Language Models in the realm
of malware reverse engineering.

Infornigtion Classification. General A
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Literature Review (tools)

G-3PO: A Protocol Droid for Ghidra: An Al assistant developed by Olivia Lucca Fraser at Tenable for analysing
and annotating decompiled code in Ghidra, which queries OpenAl and/or Anthropic's language models. See
this writeup on the Tenable tech blog for details.

Gepetto: An IDA Pro plugin that queries GPT models for explanatory comments and meaningful variable
names (like G-3PO for IDA Pro). Developed by Ivan Kwiatkowski.

ai for Pwndbq: Your trusty Al debugging sidekick, developed by Olivia Lucca Fraser at Tenable as a Pwndbg
command.

al for GEF: Same as above, but implemented as a GEF command. Developed by Olivia Lucca Fraser at
Tenable.

GPT-WPRE: Whole-program Reverse Engineering with GPT-3. This is a little toy prototype of a tool that
attempts to summarize a whole binary using GPT-3 (specifically the text-davinci-003 model), based on
decompiled code provided by Ghidra. Developed by Brendan Dolan-Gauvitt.

|ATelligence: IATelligence is a Python script that extracts the Import Address Table (IAT) from a PE file and

uses OpenAl's GPT-3 model to provide details about each Windows API imported by the file. The script also

searches for related MITRE ATT&CK techniques and explains how the API could potentially be used by A
mergttdcrers Developed by Thomas Roccia. '



https://github.com/tenable/ghidra_tools/tree/main/g3po
https://medium.com/tenable-techblog/g-3po-a-protocol-droid-for-ghidra-4b46fa72f1ff
https://github.com/JusticeRage/Gepetto
https://github.com/tenable/pwndbg/blob/dev/pwndbg/commands/ai.py
https://github.com/tenable/gef-extras
https://github.com/moyix/gpt-wpre
https://github.com/fr0gger/IATelligence

THE LEADER IN SECURITY OPERATIONS

Literature Review (models)

Code Llama: Code Llama is a family of large language models for code based on Llama 2 providing
state-of-the-art performance among open models, infilling capabilities, support for large input contexts,
and zero-shot instruction following ability for programming tasks. (7B, 13, 34B)

Starcoder: The StarCoder models are 15.5B parameter models trained on 80+ programming languages

CodeAlpaca: The Code Alpaca models are fine-tuned from a 7B and 13B LLaMA model on 20K
instruction-following data

replit-code-v1.5: Replit Code v1.5is a 3.3B parameter Causal Language Model focused on Code
Completion.

Infornigtion Classification. General A


https://github.com/facebookresearch/codellama
https://huggingface.co/blog/starcoder
https://github.com/sahil280114/codealpaca
https://huggingface.co/replit/replit-code-v1_5-3b

int find unused picture(int al, int a2, int a3) {
int i, j, vi;
if (a3) {

Literature Review (papers) e (e vy T

goto LABEL_13;
if (% (% (<Num> « i + a2) + <Num>))

LmPa: Improving Decompilation by Synergy of Large ,  res
Language Model and Program Analysis } lvl T i;
else
for (j = <Num>;; ++3) {
DIRTY Usenix 2022 Conference Video: Augmenting ;:BE{]::J. :;Num} {
Decompiler Output with Learned Variable Names and av_log(al, <Num>, <Str>);
T abort () ;
ypes )
Code Paper PDF Demo if (pic_is_unused(<Num> * j + a2))
break;
}
vl = j;

}

return vl;

ID Developer DIRTY

al AVCodecContext_0 *avectx MpegEncContext_0 =*s
a2 Picture_0 *picture Picture_0 *pic

a3 int shared int shared

Inforniation Classificatior: General vl int result int result



https://arxiv.org/pdf/2306.02546.pdf
https://www.usenix.org/conference/usenixsecurity22/presentation/chen-qibin
https://github.com/CMUSTRUDEL/DIRTY
https://cmustrudel.github.io/papers/ChenDIRTY2022.pdf
https://dirtdirty.github.io/explorer.html

Large Language models

How do they work?

1. Input Embeddings: Text sequences are converted into vectors.
These vectors hold the meaning and context of words.

2. Attention Mechanism: Determines which parts of the input are relevant.
Weights importance of words based on context.

Allows for capturing long-range dependencies in text.

3. Encoder-Decoder Stacks: Processes and transforms input embeddings.

Multiple layers of encoders capture the context.

Decoders generate the output, be it text translation, summarization, or other tasks.

4. Positional Encoding: Ensures sequence order is maintained.

Adds information about the position of each word in the sequence.

Transformers United 2023: Introduction to Transformers w/ Andrej Karpathy

Neural Networks: Zero to Hero

Infornigtion Classification. General
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https://www.youtube.com/watch?v=XfpMkf4rD6E
https://www.youtube.com/playlist?list=PLAqhIrjkxbuWI23v9cThsA9GvCAUhRvKZ
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Methodology

How it’s done

(1) Generate a dataset of decompiled functions paired with the answers to the questions we will
ask.

(2) Develop a set of prompts (questions) whose answers generate the data we require.
(3) Select and fine tune an existing model.
(4) Deploy webserver that loads the model and provides inference.

(5) Provide IDE integration to send & receive code comments and function names for analysis
& update IDE

(6) Provide feedback mechanism for Analysts to make suggestions

(7) Retrain / Test / Announce / Release

Infornigtion Classification. General
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Methodology

(1) Generate a dataset of decompiled functions that includes the following:

0. decompiled code
1. descriptive name
2. short summary

3. step-by-step description.

Infornigtion Classification. General A



Methodology

Develop a set of prompts

This shows an example function that builds
a training example out of the dataset.
The input is the decompiled code and
the output is the function name being
learned .

* Context should be treated as a budget
like in LmPa

Infornigtion Classification. General

def tokenize(prompt):
result = tokenizer(
prompt,
truncation=True,
max_length=4096,
padding=False,
return_tensors=None,

result["labels"] = result["input_ids"].copy()
return result

def generate_and_tokenize_prompt(data_point):

full_prompt =f"""You are an advanced malware reverse engineer capable \
of understanding decompiled C code and identifying malicious \
functionality please create a ### New Function Name from the \
decompiled code in the ### Context.

You must output a descriptive ### Function name for the decompiled code
provided in ### Context.

### Context:
{data_point["input"]}

### New Function Name:
{data_point["output"]}

return tokenize(full_prompt)


https://arxiv.org/pdf/2306.02546.pdf#page=11&zoom=100,424,168

THE LEADER IN SECURITY OPERATIONS

Methodology

Generate a dataset

A synthetic malware dataset is generated with ttp_code_finder.py

(1) recursively generate instruction prompts to request the implementation of a specific TTP using a specific
API call

(2) compile response and execute response

(3) keep successful binaries

(4) analyze / decompile the binaries

With this workflow we have the function description/summary/function name (instruction prompt) AND the
decompiled code for the interesting function.

*NOTE: Prompt template for ttp _code_finder.py to include print/debug statements and lots of comments when
generating source of truth.

*NOTE: Remove print statements before training or you end up relying on them instead of APIs & Arguments/\

Infornigtion Classification. General
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~ get_ttp_code_for_api(api, action):

ip_address = "172.105.16.201"
port = "9000"
domain_name = "apt.watch"

sp_content = "You are a C programming assistant designed to create working C code that "
sp_content +="produces specific funtionality using a specific windows API. You must always "
sp_content +="test your code with a compiler and it must compile with x86_64-w64-mingw32-gcc.
sp_content +="Comment the code and print debug messages to help the user understand how "
sp_content +="the code works. Try to make the code as unique and different as possible. "

sp_content +="When generating code that demonstrates connection to a server use the
sp_content "IP Address: {ip_address} and Port: {port}. When contacting a domain name use
sp_content "Domain name: {domain_name}. When sending data to a server send *.log files.

Information Classification: General




messages=|
{"role": "system", "content": sp_content}"},
{"role": "user", "content": f"Please provide example code for how an attacker might abuse the api \"{apii\"
to provide \"{action}\" functionality. and test it with a compiler. You will need to pass compiler flags like

~1lpsapi -lwininet -1ws2_32 in some cases"[}
]
functions =

|

"name": "compile_ttp_code",
"description'": "This function will test to make sure code provided compiles.",
"parameters":

"type": "object",

“"properties": {

"code": {

"type": "string",

"description”: "C source code to compile",
1
"action": A

"type": "string",

"description": "functionmality provided",
Iy
"api": {
“"type": "string",
"description”: "the Function name being abused",

1
J

"compiler_options": {
"type'": "string",
"description'": "arguments to pass the compiler",

}

"required": ["code", "action",

, "compiler_options"],

api




THE LEADER IN

enumeration = ["CreateToolhelp32Snapshot","EnumDeviceDrivers","EnumProcesses","EnumProcg
injection = ["CreateFileMappingA","CreateProcessA","CreateRemoteThread","CreateRemoteTh
evasion = ["CreateFileMappingA","DeleteFileA","GetModuleHandleA","GetProcAddress","Load
spying = ["AttachThreadInput","CallNextHookEx","GetAsyncKeyState","GetClipboardData", " G¢
internet = ["WinExec","FtpPutFileA","HttpOpenRequestA","HttpSendRequestA","HttpSendRequs
anti_debugging = ["CreateToolhelp32Snapshot","GetLogicalProcessorInformation","GetLogic:
ransomware =["CryptAcquireContextA","EncryptFileA","CryptEncrypt","CryptDecrypt","Crypt(
helper = ["ConnectNamedPipe","CopyFileA","CreateFileA","CreateMutexA","CreateMutexExA",'

messages=[
("role": "system", "content": f"{sp_content}"},

{"role": "user", "content": f"Please provide example code for how an attacker might abuse the api \"{apii\" \
to provide \"{action}\" functionality. and test it with a compiler. You will need to pass compiler flags like

Lpsapl —-lwininet -lws2_32 1in




e_Connect_2b94c¢14445d6434861a07cfba..
e_Connect_f1b2d3c712c4bcb32e3081211..
e_ControlService_69217efc11564d5a4e48...
e_CreateFile2_953cb2b364e8721e673821..
e_CreateMutexA_45dc0150489d4ea27559...
e_CreateToolhelp32Snapshot_b7b61530f...

e_FindResourceA_6c0dcf4aalc1d86d2f2e..
e_FindResourceExA_cc6209a64876bd405...

e_Gethostbyname_08b1f5f3a563741edb6...
e_GetlogicalDrives_aacce21b9411541ef9...
e_GetProcessHeap_de2b06d945badfbbec...
e_GetTempPathA_Sec7f371d7766fc271ef...

e_GetTickCount_dbcfead40b372¢cc548bd9...
e_HttpSendRequestExA_1292a5¢ca95982...

e_Inet_addr_3afa27f9480dc13d773b80ffe...
e_InternetOpenA_6facdb9a898e2c2de858...
e_InternetOpenUriA_7a3874a3fa1616034f...
e_InternetReadFileExA_698449738c542¢7...

e_lsDebuggerPresent_1c17d09acb028176...
e_LoadLibraryExA_3c02259a9fbSb38fa3b...

e_IstrcatA_96c4e57d0f1dd53585¢06¢51¢0...

[m}abuse_Connect_4a736b099562a454347639301...

(] abuse_Connect_f2926b9053¢7374f4bd062fb56...

@]abuse.CopyFileExA_Sl ae8edc599fe3fd7a62b8...

[ abuse_CreateFileA_24c73653a547191f26248a4...
(W] abuse_CreateMutexExA_29ad0fd133eb2d7d6d...
[Wabuse_DeviceloControl_b0911d0caa283a1bf3f...

[®7abuse_FindResourceA_7ad3d16f66fa5e6d78d7...

@] abuse_GetDesktopWindow_186fd76dead2835...

[ abuse_Gethostbyname_bS5b8ec7670d5a774f4a...

[@]abuse_GetModuleBaseNameA_b1223443bfb8...

[ abuse_GetTempFileNameA_0a637ebff756b61...

(W] abuse_GetTempPathA_28ccd015af36b94b6796...

[®]abuse_GetTickCount_e7ccf8d324ce0e9f3563¢0...

[m)abuse_HttpSendRequestExA_6d2d115f6744e1...
[W)abuse_Inet_addr_9a47bb22dfe1ccae8bad0577...
[ abuse_InternetOpenA_S54fe06fe8adcdc3fcf960...
[@]abuse_InternetOpenUriA_8063131149e9¢7647...
W] abuse_InternetReadFileExA_e776a104901335...
[@]abuse_Listen_2b0fefe8a5ad56d70a773be12d1...
[W7abuse_LockResource_5f09752376ae5c140396a...

[W]abuse_lIstrcatA_abc05¢345b85536¢3bcfd53096...

p— ¢ "8 A T N el

(®abuse_Connect_5fe816f4721b7¢820decf22159...

(@] abuse_Connect_fe408739100bd5a33f66df69f9...

[W]abuse_CopyFileExA_99efed425cb40c5b4ead21b...

(@] abuse_CreateFileA_b0O1e51e463e30f7beed674...

[@]abuse_CreatePipe_S5ba5a9983ae339d9b28¢39...

[W]abuse_FindClose_4969a78b7fcef0675cb53a94f...

[®]abuse_FindResourceA_783e79c97db579be8ed...

[W]abuse_GetDriveTypeA_abd75edc10fd2fbb31d...

(@] abuse_Gethostname_2c6e7e89606a54358890b...

(@] Abuse_GetModuleFileNameA_3ee3b2327¢f93...

@] abuse_GetTempFileNameA_218b640825d401e...

[W]abuse_GetTempPathA_200fe38580990¢891474...
(@] abuse_HttpAddRequestHeaders_68e55dd25fa...
(@] abuse_HttpSendRequestExA_6d199a44f7016c...
[W]abuse_Inet_addr_12e01483b427356d222a4fd9...
@] Abuse_InternetOpenA_824d51a3cde035699c¢b...
[®]abuse_InternetOpenUrlA_cb22410c7482c4aab...
(@] abuse_InternetSetOptionA_8a8cdf8aa3bacS59e...
(W] abuse_Listen_65ac8b64edfbb0780f3e90b1ceS...
(W] abuse_LockResource_7d065117ebbc42250861...

[W]abuse_|strcatA_d9¢2f0fb4ef1bd3c5989a791c8...
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[®|abuse_Connect_c313a0b26c8e14e5b25775560...
(@] abuse_ConnectNamedPipe_02906d69cb98c3f...

(W] abuse_CopyFileExA_f3bcdefd641152201a29d4...
(W] Abuse_CreateFileA_e18d5e040076391c49d79c...
[®]abuse_CreatePipe_5baf19f261a80cb635afc087...
[@]abuse_FindNextUrlCacheEntryA_4b35e49eb6d...
(W] abuse_FindResourceExA_796bfe4b681b6a61b...

(W] abuse_Gethostbyname_4e561917e8994fa2bd0..
(®]abuse_GetlLogicalDrives_1ddbb3272f5021b7e...

[®]abuse_GetProcAddress_85f6ce89f070a1e0974f...
[@]abuse_GetTempFileNameA_d51f243a61ccb41...

(®]abuse_GetThreadld_62261d1723041d683e372..
[®]abuse_HttpOpenRequestA_6d4a0c3a7836e2d...

(®]abuse_HttpSendRequestExA_cfb0a6d0a59e99..
[®]abuse_Inet_addr_d3a3c60d846ee55ed66accb...

[®]abuse_InternetOpenA_eb53aeec87bac0ce4259...
[®]abuse_InternetReadFileExA_0708eadedabbdbe...
[®]abuse_InternetSetOptionA_42e0ee06c2ebbec...
(] abuse_Listen_a3830a2a8d8dc84211478fb9acc...
(W] abuse_LockResource_141e237c4305d82f09€4...

(W] abuse_MoveFileA_44ae480f6fe2610c4708164af...
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THE LEADER IN SECURITY OPERATIONS

Methodology

Generate a dataset: Malware Processing Pipeline

Synthetic data is a great start, but need to get more real world malware samples in
front of the model for training. We need to be able to recognize anti-dissassembly /

anti-debugging malware code.

We leverage an existing set of tools to generate candidate functions for analysis and
store them for review.

Infornigtion Classification. General



AiAnalyzer.py Workflow

easy

1. PEfile and Detect It Easy

The Python library “pefile” and the CLI tool "Detect It Easy” (DIE) are potent utilities for analyzing PE (Portable Executable) files. "pefile’
facilitates the inspection of a PE file's structure and attributes, including headers, sections, imports, exports, and resources, aiding in the
understanding of its behavior. Additionally, "Detect It Easy™ offers extended functionality, including the identification of file types, entropy
analysis, and detection of specific packers.

2. YARA

YARA is known for its pattern matching capabilities, making it a valuable tool for identifying and classifying malware based on textual or binary
patterns. It can be easily extended

3. Capa
Capa is utilized for capability hunting which is crucial for understanding what a particular piece of code or software is capable of doing.

4. Radare2
This is a comprehensive framework for analyzing binaries, dealing with the analysis of imports, exports, strings and decompilation, which are
critical for reverse engineering purposes.

5. Langchain
Interaction with LLM, generate requests and store responses

6. Ghidra lIm.py
The output from AiAnalyzer is then loaded by a plugin in Ghidra, which is a software reverse engineering (SRE) framework. This plugin is
designed to process and display the intelligence extracted by the LLM. A

Information ©iassificatioll Genéra



rule:
ARCTIC meta:

A WOLF
- name: log keystrokes

namespace: collection/keylog

ExeCUte CAPA aufhﬁ;s’:itz. raabe@mandiant.com

scope: function

Finding interesting functions att&ck:
] ] — Collection::Input Capture::Keylogging [T1056.001]
We execute CAPA to detect interesting examples:

regions of code and end up with a bunch of ~ (91887D861DIBD4A5872249B641BCIFI: 0x4015FD
f -
memory addresses (offsets). eatures

- or:
- and:

Github - api: SetWindowsHookEx

- - api: GetKeyState

and:

— api: RegisterHotKey

- api: user32.keybd_event

— api: UnregisterHotKey

and:

- api: CallNextHookEx

— api: user32.GetKeyNameText

— apl: user32.GetAsyncKeyState

— api: user32.GetForgroundWindow

oy api: user32.AttachThreadInput
.-.I',r.lfon.rjlation Classification: 'General ap i* user32.Ma le rtua 1Key



https://github.com/mandiant/capa

rule:

ARCTIC
A WOLF : meta:
i name: capture public ip

namespace: collection/network

Execute CAPA e foxt

scope: function
atté&ck:
- Discovery::System Network Configuration Discovery [T1016]

We execute CAPA to detect interesting examples:
. . - 84f1b049fa8962b215a77f51af6714b3:0x100061e5
regions of code and end up with a bunch

features:

of memory addresses (offsets). ' - and:

— api: InternetOpen

Finding interesting functions

— api: InternetOpenUrl
Github - api: InternetReadFile
= or:
- substring: "bot.whatismyipaddress.com"
— substring: "ipinfo.io/ip"
substring: "checkip.dyndns.org"
substring: "ifconfig.me"
substring: "ipecho.net/plain"
substring: "api.ipify.org"
substring: "checkip.amazonaws.com"
substring: "icanhazip.com"
substring: "wtfismyip.com/text"
substring: "api.myip.com"
substring: "ip-api.com/line"

/Anformation Classificatiofi: Génerdl



https://github.com/mandiant/capa

ARCTIC
WOLF

Execute CAPA

def capa_match(self, file_path):

format_ = "auto"
Finding interesting functions backend = vivisect!

. . flie_list = []
We execute CAPA to detect interesting 7 sy G4 D iy mo i
if file.endswith(".sig"):

reg|0ns Of COde and end up Wlth a IISt Of flie_list.append(os.path.join(root, file))

sigpaths = flie_list

m em Ory add resses (Offsets) ] rules = capa.main.get_rules([f"{self.caparulepath}"])

try:
extractor = capa.main.get_extractor(file_path, format_, _os, backend, sigpaths)
capabilities, _ = capa.main.find_capabilities(rules, extractor)
. output_data = {}
GlthUb for rule_name, matches in capabilities.items():

for match in matches:
memory_address = match[0]
if str(memory_address) not in output_data:
output_datal[str{memory_address)] = []
output_data[str(memory_address)].append(rule_name)
self.analysis_results["capa"] = output_data
TODO
except capa.exceptions.UnsupportedFormatError:
TODO
self.analysis_results["capa"] = f"Unsupported format: {file_path}"
print{"Unsupported format: ", file_path)
except ValueError:
TODO
self.analysis_results["capa"] = f"ValueError: {file_path}"
print{"valueError: ", file_path)

Anfermation Classificatiofi: 'Generdl A


https://github.com/mandiant/capa

ARCTIC

A WOLF

Decompile Function

Decompiling interesting functions

With the interesting function offsets above
we use radare2 to decompile the function
and store the results in the
analysis_results dict.

Website
Github

Anformdtion Classificaliof: 'Generdl


https://rada.re/n/
https://github.com/radareorg/radare2

ARCTIC

/4\EE

7|8
Analysis Results Data i st
Decompiling interesting functions fle_path
“analysis_results' is a dictionary of | o
dictionaries containing the results of the | deomoh
entire analysis pipeline. =
We're interested in the capa dictionary : “ﬁ'f

which store the function offsets for =

imports

matched rules and the functions dictionary !

xrefs

that contains the decompiled code. !

strings

diec_output

interesting_strings

sections

functions

vtreport

Information Classification: Generdl
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7: gpu@gpu: ~/codefAiAnalyzer ~ O X 4 gpu@gpu: ~/codefAiAnalyzer -~

1lm name: execute_function_chain_0084066e8 llm name: execute_process_56dc4f47

1lm name: allocate memory_ 084067e8 1lm name: initialize_process_56d37f50

1lm name: get_module_handle_and_set_pointers_p00406718 1lm name: process_param_56d380fc

1lm name: get_module_handle_and_set_pointers_00406718 1lm name: process_function_56d381a8

1lm name: execute_process_heap_functions_084866d® 1lm name: get_cpuid_info_56d3848c

1lm name: execute_function_chain_004066e8 llm name: initialize_param_1_56d38448

1lm name: convert_float_to_integer_80487610 1lm name: execute_process_56d3852c

1lm name: execute_function_chain_004066e0 1lm name: initialize_memory 56d38628

1lm name: convert_float to integer_ 00407610 1llm name: process_param_2 56d3e548

1lm name: get_module_handle_and_set_pointers_00406718 1lm name: initialize_process_pointer_56d38728

1lm name: free_memory_80487996 11lm name: check_and_execute_callback_56d3896c

1lm name: get _module_handle_and set pointers_00406710 1lm name: find_and_call_function_56d38b38

1lm name: free_memory 00487990 1lm name: call_function_with_param_56d38c20

1lm name: convert_float_to_integer_00407610 1lm name: execute_function_56d38c78

1lm name: handle_bad_instruction_data_008425069 1lm name: process_execution_56d38cd8

1lm name: free_memory_80487996 1lm name: check_and_execute_task_56d38d5@

1lm name: convert_float_to_integer_80487610 1lm name: get_logical_processor_information_56d38d94

1lm name: handle_bad_instruction_data_80425069 1lm name: reset_and_call_another_function_56d38fes

1lm name: get process_type 00407c20 1lm name: execute process_56d38f78

1lm name: free_memory_00407990 1lm name: check_and_acquire_lock_56d38ff8

1lm name: handle_bad_instruction_data_00425069 1lm name: update_process_status_56d3927c

1lm name: get_process_type_086487c20 11lm name: update_param_2_pointer_56d39368

1lm name: handle_bad _instruction_data 86425869 1lm name: remove_element from list 56d393d8

1lm name: get process_type 00407c20 1llm name: execute process_56d394f8

ilm name: get_process_type_ 00407c20 1lm name: update_process_status_56d39bi4g

8: gpu@gpu: ~/code/AiAnalyzer 0O x5 gpu@gpu: ~/codefAiAnalyzer ~

1lm name: process_data @edeBbos 1lm name: leave critical_section_100d5ed1

1lm name: process_data_8ededbd4 Llm name: initialize_process_1008e2de7

1lm name: execute_process_with_params_fedeBcad Llm name: call_LCMapStringEx_100e2e01

1lm name: execute_process_fOedef@dde 1lm name: convert_locale_name_to_lcid_188e2elb

1lm name: process_and_execute BedeBdea 1lm name: enter_critical_section_100e4a8f

1lm name: process_critical_section_8edeBea2 1lm name: leave critical_section_l00e4ad?

1lm name: process_critical_section_ofedeil011 1lm name: calculate_polynomial_approximation_le0etade

1lm name: process_function_fedella9 Llm name: convert_to_floatl6_108e70ab

1lm name: process_data Pedel1320 1lm name: process_status_update 188e961e

1lm name: check_and_call_function_6edelc71 1lm name: process_data_100e965a

1lm name: process_function_Bede3680 1lm name: call_fcn_with_reversed_params_l00eaa7e

1lm name: handle window_message_Bede4367 1lm name: call_fcn_108d4a66_180d2ebb

1lm name: calculate_offset_ofedeafbe Llm name: wailt_for_single_object_and_decrement_counter_16803bbde

1lm name: free_memory_0fede52c4 1lm name: wailt_and_close_handle_108049e80

1lm name: free_and reset param_1 OedeS55ac 1lm name: initialize_process_10001df3

1lm name: process_cleanup_ BOede5d26 1lm name: calculate weights_18004ead

1lm name: process_critical_section_8ede612b 1lm name: validate string_10017090

1lm name: process_critical_section_ofede6585 llm name: compare_memory_regions_100170a0

1lm name: copy_variants_fede6d44 Llm name: get_unique_value_100280b8

1lm name: cleanup_process_data_@ede6bf2 1lm name: find_index_of value_in_array_108307f8

1lm name: validate_and_process_data_gede7101 1lm name: find_first_process_with_flag_10836690

1lm name: delete_and_cleanup_process_fede6492 1lm name: find_process_by_param_10036¢cf0

1lm name: create_new_process_with_param_6ede75ab Llm name: get_value_from_array_10065afoe )
hﬁorllm name: initialize_process_Bede7f4e Llm name: execute_process_with_callback_108655e18

;}m name: process_data_OedeBebs IAP name: terminate_and_exit_process_1001f410




Review Dataset Item
Al v | Filter

Unreviewed Items Remaining: 1

Save Changes

Suggested name: Code:

LLM Suggested name:
all_retrieveOperatingSystemAndComputerinfo

LLM Summary:
Retrieves the operating system name, computer name, and a constant string

Modify Short Summary:

Retrieves the operating system name, computer name, and a constant string

Modified by step Summary:

1. Opens the registry key 'SOFTWARE Microsoft\Windows NT\CurrentVersion' using RegOpenKeyExW function

2. Queries the value of "'ProductName’ from the opened registry key using RegQueryValueExW function.

3. Closes the opened registry key using RegCloseKey function.

4. If the return value of RegCloseKey is not 0, sets the 'local_210" variable to '???" using IstrcpyW function.

5. Retrieves the fully qualified domain name of the computer using GetComputerNameExW function,

6. Formats the retrieved operating system name and computer name into a JSON string and appends it to 'DAT_0043c8e4' using IstrcatW function.

Info(void)

LSTATUS Lvarl;

7. Appends a constant string ‘venus' to 'DAT_0043c8e4’ using IstrcatW function. WCHAR local 210 [
DWORD local_16;

1. Opens the registry key 'SOFTWARE\Microsoft\Windows NT\CurrentVersion' using DWORD local_c;
RegOpenKeyExW function. HKEY local_8;
2. Queries the value of 'ProductName' from the opened registry key using
RegQueryValueExW function. local 8 = (HKEY)
3. Closes the opened registry key using RegCloseKey function. -
4. If the return value of RegCloseKey is not 0, sets the 'local 210' variable to local ¢ =
'22?7' using lstrcpyW function. RegOpe yExW( (HKEY) WAR w ws N ,0,1,&local_8);
5. Retrieves the fully qualified domain name of the computer using 0 {(local 8,L"ProductN , (LPDWORD )08, (LPDWORD ) 0x0 , (LPBYTE ) local_210,&local _c);
GetComputerNameExW function. ‘ (1o£a1 8):
6. Formats the retrieved operating system name and computer name into a JSON string = : St
and appends it to 'DAT 0043c8ed4' using lstrcatW function. f (Lvarl 1= 0) {
7. Appends a constant string 'venus' to 'DAT 0043c8ed4' using lstrcatW function. 1 W(local_210,L

local_10
rintfW(DAT_8043abes,L ,",local_210);
DAT_0043c8e4 ,DAT_00643ab08);

eExW(ComputerNamePhysicalOnsFullyQualified,local_210,8local_10);
(DAT_0643abes, L ,local_210);
W(DAT_0043c8e4,DAT_0843ab0s);
fW(DAT_08643abos, L
DAT_06043c8e4,DAT_0043ab0s8);

Inforn
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int _ fastcall FUN_00402e90(int param_1,uint param_2,uint param_3,uint param 4)

int ivari;
int ivar2;
uint uvar3;
int ivar4;

uint uvars;

uint local_8;

FUN_00402e90 -> findMatchingStringIndex
uvars = 0; param_1 -> pImportDesc
local 8 = : param_2 -> searchedHash
ivard = *(int *)(*(int *)(param_1 + ) + + param_1); param_3 -> checksum
ivarl = *(int *)(ivar4 + + param_1); param_4 -> funcRva

@ Update Rating ivar4 = ivar4 + param_1; ivarl -> nameTableRva
ivar2 = *(int *)(ivarg + ); ivar2 -> addrTableRva
(*(int *)(ivard + ox18) = 1) { uVar3 -> currCheckSum
{ ivar4 -> pThunk
uvar3 = FUN_00417bed((int *)(*(int *)(iVar2 + param_1 + uVar5 * 4) + param_1),param_3,param_4) uvars -> 1
: local_8 -> matchingIndex

if (param_2 == uVar3) {
local_8 = (uint)*(ushort *)(ivarl + param_1 + uVar5 * 2);

eaK;
’

}
uvarS = uvarS + 1;
} while (uvarS < *(int *)(ivar4 +

u);

*(int *)(*(int *)(ivarg + ) + local 8 * + param_1) + param_1;

Infornigtion Classification. General
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LLMs in the Lab

om multiprocessing import Pool, cpu_count

. f process_file(json_file):
LLM empowered Malware Analysis. o spengaon_ie, '

data_dict = json. load(f)

for function in data_dict['decompile']:

Create a training dataset that will work with hugging
face transformers

data_dict| compile'] [function] ['d

code = "\n".join(line for line in code.split('\n') if not line.strip().startswith(

1lm_name = data_dict['decompile'] [function] [' 1lm_nam
1lm_name = llm_name.rpartition('_")[@]
text '
text u are a e t. h been given the fo
text
text r t the code do ELL 8 ript e for the function.\n"
text
text
data.append({
ept KeyError a
print{f'Error pr g function in JSON file: {json_file} Error
ot Exception as e:
print{(f'Error loading JSI {json_file} Error: {e}")
return data

@click.command()
@click.option('--dir', required=True, help='The directory for 1S
f create_dataset(dir

k through directo
gingFace Dataset from the t to ain and dation

json_files = [os.path.join(root, file) for root, _, files in os.walk(dir) for file in files if file.endswith('.json')]

with Pool{cpu_count()) as p:
data_list = p.map{process_file, json_files)

data = [item for sublist in data_list for item in sublist]

dataset = Dataset.from_pandas{pd.DataFrame(data))

datasets = dataset.train_test_split(test_size=0.2)

if __name__ N
Infornigtion Classification. General create_dataset()




- Datasets: @ dyngnosis function_names_v2T @ like 1

¢ Dataset card o]

A Dataset Viewer
Split

train (60.5k rows)

Files and versions

& Search this dataset

instruction
string - classes

1 value

Analyze the supplied
descriptive name for

Analyze the suppliec
descriptive name for

Analyze the supplied
descriptive name for

Analyze the supplised
descriptive name for

Analyze the supplied
descriptive name for

Analyze the supplied

decompiled code and produce a
the function. The function..

decompiled code and produce a
the function. The function..

decompiled code and produce a
the function. The function.

decompiled code and produce a
the function. The function..

decompiled code and produce a
the function. The function..

decompiled code and produce a

& Community

= Auto-converted to Parguet

void fcn.l140030b80(ulong param_l, ulong param_2,

ulong param_3) { ulong uVarl; uVarl =.

void __thiscall fcn.®805ac32c(uint xparam_1, uint

param_2, uint =param_3, uint param_4, uint..

uchar __fastcall fcn.0049b228(uint param_1,

int32_t param_2, int32_t param_3, int32_t param_4..

int32_t __thiscall fon.0048264a(int32_t param_1,

uint param_2) { int32_t iVarl; fcon.0047ae5b() ;..

void fon.1008c7ad(void) { int32_t in_EAX;
Ton. 1000ch20() : *(in_EAX + B8x54) = Ox100518a4;..

uint _ fastcall feon.8804cd798(uint param_ 1, char

'Y OPERATIONS

<> API B Go to dataset viewer
output A
string - lengths '

process_with_params

call _function_with_parametez

find_first_negative_index

process_status_update

set_process_address

<« »

Information Classification: General
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dyngnosis/function _names v2 - Datasets at Hugging Face



https://huggingface.co/datasets/dyngnosis/function_names_v2
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L L I\/I S | N th e L ab @ binaryninja Update README.md

chat

LLM empowered Malware Analysis. finetune

.gitignore

fine tuned StarCode->StarDecoder

(It sucked) HEENSE
README.md

train_data.start_iteration = 0 requirements.txt

print{"Starting main loop")

training_args = TrainingArguments( README.md
output_dir=args.output_dir,
dataloader_drop_last=True,
evaluation_strategy="steps",
max_steps=args.max_steps, =
eval_steps=args.eval_freq, /’b 2 600 = Sta rCOd e r QLO RA 4b It
save_steps=args.save_freq,
logging_steps=args.log_freq,
per_device_train_batch_size=args.batch_size, | foIIowed this guide
per_device_eval_batch_size=args.batch_size,
learning_rate=args. learning_rate, by huggingface and implement the code in this repo to
lr_scheduler_type=args.lr_scheduler_type,
warmup_steps=args.num_warmup_steps,
gradient_accumulation_steps=args.gradient_accumulation_steps,
gradient_checkpointing=not args.no_gradient_checkpointing, To make this work you're going to need the latese accelerate, transformers, and
fpl6é=not args.no_fpl6,
bfl6=args.bf16, bitsandbytes libs.
weight_decay=args.weight_decay,
run_name="2600-StarCoder-finetuned",
report_to="wandb", . =
ddp_find_unused_parameters=False, install -q -U bitsandbytes
optim="paged_adamw_8bit" ip install -q -U git+https://github.com/huggingface/transformers.git

ip install -q -U git+https://github.com/huggingface/peft.git

install -q -U git+https://github.com/huggingface/accelerate.git

load the model in 4bit int and train using the methods outlined in the paper.

The model can beloaded in 11GB of VRAM at 4bit.

Infornigtion Classification. General
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FEATURED

Large Language Model

Introducing Code Llama, a state-of-the-art
large language model for coding

August 24,2023

Code Llama

PROMPT

In Bash, how do | list all text files in the current
directory (excluding subdirectories) that have
been modified in the last month?

porks, Inc. All rights reserved. Public

RESPONSE

You can use the ‘find' command in Bash to list all text files in the current
directory (excluding subdirectories) that have been modified in the last
month. The command would be:

find . -maxdepth 1-type f -mtime -30 -name "*txt"
Here is a breakdown of the command:

". specifies the current directory

'-maxdepth 1' tells 'find" to only search the current directory and not any
subdirectories

“type f' tells ‘find' to only search for files (not directories or other types of
files)

-mtime -30' tells 'find' to only search for files that have been modified in the
last 30 days

'-name "*txt"' tells 'find' to only search for files with the "txt' extension

Note that the 'm-time' option uses the number of days since the file was last
modified, so '-mtime -30' means "modified in the last 30 days." If you want
to search for files modified in the last month, you can use the '-mtime -30'
option.

Meta Al

JPERATIONS
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Takeaways

+» Code lLlama is a state-of-the-art LLM capable of generating code, and natural language
about code, from both code and natural language prompts.
« Code Llama is free for research and commercial use.
« Code Llama is built on top of Llama 2 and is available in three models:
¢ Code Llama, the foundational code model:
o Codel Llama - Python specialized for Python;
o and Code Llama - Instruct, which is fine-tuned for understanding natural language
instructions.
* In our own benchmark testing, Code Llama outperformed state-of-the-art publicly
available LLMs on code tasks

https://ai.meta.com/blog/code-llama-large-language-model-coding/

Inforniation Classification: ‘General A
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Finetune codellama for SQL Task

eval_prompt = """You are a powerful text-to-SQL model. Your job is to ¢

[ ] L ] L ]
A complete guide to fine-tuning
You must output the SQL query that answers the question.
Code Llama

Which Class has a Frequency MHz larger than 91.5, and a City of license

### Context:
In this guide | show you how to fine-tune Code Llama to become a beast of an SQL CREATE TABLE table_name_12 (class VARCHAR, frequency_mhz VARCHAR, city_
developer. For coding tasks, you can generally get much better performance out of
Code Llama than Llama 2, especially when you specialise the model on a particular
task:

### Response:

i i i ) model_input = tokenizer(eval_prompt, return_tensors="pt").to("cuda")
| use the which is a bunch of text queries and their
corresponding SQL queries model.eval()
with torch.no_grad():

A Lora approach, guantizing the base model to int 8, freezing its weights and only
print(tokenizer.decode(model.generate(*+model_input, max_new_tokens

training an adapter

Much of the code is borrowed from , but | refactored it quite a bit for this

| used an A100 GPU machine with Python 3.10 and cuda 11.8 to run this notebook. It And the model outputs:
took about an hour to run. (I also tested that this code works on Colab Pro.)

SELECT class FROM table_name_12 WHERE frequency_mhz > 91.5 AND city_of_

*This the corresponding

https://ragntune.com/blog/quide-fine-tuning-code-llama

Inforniation Classification. ‘General
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Large Language models

Fine-tuning Notes

Data parallel vs model parallel

Context size limits based on memory
Batch size / gradient / accumulation steps.
Local training (Speed and context suffers)

Coreweave training ($$%)

Inforniation Classification: ‘General
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Large Language models

Fine-tuning: Review

Define the set of tasks
Collect the data (answers)
. Leverage existing tools to automate the generation of your dataset

. Use larger language models (eg: GPT4) to generate training data

. Get creative (ttp_code_finder.py)

Construct the prompt

. Read the paper! Implement system /init prompts to match training, add special tokens for end of
sequence.instruction, and input

Tokenization

. Ensure prompt + code is under the max len. Don’t poison your training with truncated samples.

V4N

Inforniation Classification: ‘General
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Large Language models

Fine-tuning: PEFT/QLORA

PEFT (Parameter-Efficient Fine-Tuning) and QLoORA are mechanisms aimed at training large language
models (LLMs) on modest hardware.

1. PEFT:

PEFT is a subset of fine-tuning that emphasizes parameter efficiency. Unlike traditional fine-tuning
where all coefficients of the model are altered, PEFT selectively tunes a subset of them, which
significantly reduces the computational and memory requirements, making it a desirable approach for
training large models like Falcon 7B where efficiency is crucial [1].

PEFT methods optimize the adaptation of LLMs to specific tasks, enhancing their performance and
speed without demanding extensive GPU power and memory resources [2].

Some notable methods under PEFT include LoRA and QLoRA, which are specifically designed for fine-
tuning LLMs in a parameter-efficient manner [3].

[1] https://www.analyticsvidhya.com/blog/2023/10/lim-fine-tuning-with-peft-techniques/#:~:text=,7B%2C%20where%20efficiency%20is%20crucial
[2] https:/iwww.analyticsvidhya.com/blog/2023/08/lora-and-glora/#:~:text=Overview%20As%20we%20delve%20deeper,LL Ms%29%20t0%20specific %20tasks
[3] https://abvijaykumar.medium.com/fine-tuning-lim-parameter-efficient-fine-tuning-peft-lora-glora-part-1-571a472612c4#: ~:text=,We%20will%20understnad %20how

Infornigtion Classification. General A
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https://www.analyticsvidhya.com/blog/2023/08/lora-and-qlora/#:~:text=Overview%20As%20we%20delve%20deeper,LLMs%29%20to%20specific%20tasks
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Large Language models

Fine-tuning: PEFT/QLORA

QIoRA [1] is a method derived by combining Quantization, a weight reduction technique, with LORA, a
parameter-efficient fine-tuning technique. This combination facilitates the fine-tuning of large models
with very resource-efficient utilization4.

Specifically, QLoRA enables the fine-tuning of 7-billion-parameter models such as Lllama-2 7B or
Bloom 7B on a 16GB GPU. The process involves adding quantization to LoRA, which allows for the
training of significantly larger and more powerful models while maintaining resource efficiency [2].

An example highlighted is the fine-tuning of a 7-billion-parameter Bloom model on a T4 16GB GPU in
Google Colab, which was made possible through the application of QLoRA4.

[1] https://www.arxiv-vanity.com/papers/2305.14314/
[2] https://towardsai.net/p/machine-learning/glora-training-a-large-language-model-on-a-16gb-gpu

Inforniation Classification: ‘General
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AiAnalyzer.py >> output x 5000

dataset2 = load dataset("dyngnosis/function names v2

split data = dataset2.train test split(test size=0.081)
train dataset = split data["train"]
eval dataset = split data["test"]

base model = "codellama/CodelLlama-34b-ht
model = AutoModelForCausallLM.from pretrained(
base model,
load in 8bit=True,
torch dtype=torch.floatl6,
device map="auto",

)
tokenizer = AutoTokenizer.from pretrained("codellama/CodeLlama-34b-hf")

Inforniation Classification: ‘General
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Setup prompt template. Tokenize and prep model for 8bit training

generate and tokenize prompt(
full prompt =f"""You are an adv:

st output a descriptive

### New Function

return tokenize(full prompt)

tokenized train dataset = train dataset.map(generate and tokenize prompt)
tokenized val dataset = eval dataset.map(generate and tokenize prompt)

model.train()
model = prepare model for int8 training(model)

Inforniation Classification: ‘General A
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LORA Config

config = LoraConfig(
r=16,
lora alpha=16,
target modules=|
'q proj",
'K proj",
'v proj",

'o proj",

lora dropout=0.05,
bias="none",
task type="CAUSAL LM",

)
model = get peft model(model, config)

Inforniation Classification: ‘General



Setup training arguments

device count() = 1:

is parallelizat
l.model p

output dir=output dir,
load best model at end=
qr

report to=
run name= | time . now

Inforniation Classification: ‘General

.strftime
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GPUs go Brrrrr....

Every 2.0s: nvidia-smi
Fri Jun 2 16:57:47 2023

Driver Version: 515.65.81 CUDA Version: 11.7

Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC
Temp Perf Pwr:Usage/Cap]| Memory-Usage GPU-Util Compute M. eval/loss
0.4 “l\’
MVIDIA GeForce ... Off 00060000 :0B:00.0 - \
PO 202W [/ 356W 23679M1B / 24576M1B 0 \
N N\
NVIDIA GeForce ... Off | 0000EEEO:0C:00.0 Off Heal
P2 165W [/ 396W | 22741MiB [ 24576MiB
0.34
: TN
0.3z .
H""-\.\_\_\_._-\-
0.3 T
——_
0.23 T raisigloh l_step
Jusr/lib/xorg/Xorg SOTMiB ) _ . N
2k 4k bk Bk 0k

Jusr/binfgnome-shell 94M1iB
M/A ...RendererForSitePerProcess 47M1B
M/A ...nda3/envs/4bit/bin/python 22605M1B
MN/A ...135759701571808370,131072 207M1iB
NfA : .. .ves5uggestionsOnlyOnDemand 43M1iB
NfA Jusrflib/xorg/Xorg 4MiB

...nda3fenvs/4bit/bin/python 22605M1iB

Inforniation Classification: ‘General






[INST]==5Y5=> You are an advanced malware reverse engineer capable of understanding decompiled C code and identify
ing malicious functionality==/S5Y5>>

You must output a descriptive &4 Function Summary that describes the following decompiled code followed by a descr
iptive #&# New Function Name

Do not provide any extra information in the &% New Function Name. Only provide the name of the function. Do not im
‘ P l | O B r r r r r clude any extra information.[/INST]
EEEE

% Code:
void  fastcall fcn.984029c3({uint param 1, uwint param 2, int32 t param 3)

i

int32 t iVarl;

int32 t iVar2;

int32 t iVar3;

int32 t iVard;

bool bVars;

uchar auStack 30 [4];

int32 t iStack 2c;
## Function Summary: uiRtBZ tSuSt:ck %3]

uchar auStack c H

. . . . . . uint32 t uStack 8;
This function appears to be a part of a malware that is designed to perform a service-based attack. The function ta

kes three parameters: a handle to a service, a pointer to a wide-character string, and an integer. The function fir uStack 8 =
st opens a service manager and then opens a service using the handle and the wide-character string. It then checks bVars = false;
if the service is running and if it is not, it changes the service configuration and starts the service. The functi ivarl = (*_sym.imp.AIWAPL32.dL1_OpenSCManagerd) (6. 6. 8xf8A3f):
on then queries the service status and waits for the service to start. If the service does not start within a certa i r'ﬂ:;-i :f?]s;{ﬂn.imp.AD‘u’AF‘HZ.dU DpenServiced) (iVarl, param 2, Bx2c);
in time Llimit, the function calls another functiom that is likely to be a part of the malware. if (iVar2 1= @) { '

if {(param 3 !'= -1) {
e : . iVar3 = (* sym.imp.ADVAPI32.dll ChangeServiceConfigh
e T Var2, OxfffFefer, parom 3, I
bVar5 = iVar3 != @8;

*0x423008 ~ &stack@xfffffffc;

ServiceStart 1

iVar3 = (* sym.imp.ADVAPI3Z.dl1l QueryServiceStatusEx)(iVar2, @, auStack 38, 8x24, auStack c);
if (((iVar3 != @) && (iStack 2c != 1)) &&
{iVar3d = (* sym.imp.ADVAPI32.dll ControlService)(iVar2, 1, auStack 38), iVar3d !=8)) {
iVar? = (* sym.imp.KERNEL32.d11 GetTickCount)():
if (15888 < uStack 18) {
uStack 18 = 15000;
1
if (iStack 2c != 1) {
while{ true ) {
{(* sym.imp.KERNEL32.d1l1 Sleep){uStack 18);
iVard = (* sym.imp.ADVAPI32.dl1 QueryServiceStatusEx)(iVar2, 0, auStack 30, 8x24, auStack ¢

if (iVard = @) break;

if (iStack 2c = 1) {
bBVar5 = true;
break;

}

iVard4 = (* sym.imp.KERNEL32.dl1 GetTickCount)():

if ((15808 = iVard - iVar3) || (iStack 2c == 1)) break;
by

1
if (ibVars) {
fcn.BB482821() ;

1
1
{* sym.imp.ADVAPI32.d1l1 CloseServiceHandle){iVar2});

by
{* sym.imp.ADVAPI32.dl1l CloseServiceHandle) {iVarl)

1
fcn.B0488842() ;
Inforniation Classification: ‘General return;
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#FHE Function Summary:

This fumction appears to be a part of a malware that is designed to perform a service-based attack. The function ta
kes three parameters: a handle to a service, a pointer to a wide-character string, and an integer. The function fir
3 ns a service manager and then opens a service using the handle and the wide-character string. It then checks
' ervice is running and if it is not, it changes the vice configuration and starts the service. The functi
n queries the service status and waits for the servi o start. If the service does not start within a certa
me Llimit, the function calls another function that 1 '

=

5
5

if

pe
the
=

(L
=

rt
=

#FHE New Function Name:

ServiceStart

Information Classification: General A



GPUs go Brrrrr....

Inforniation Classification: ‘General

T

T (ivard
11161

Ordinal

dinal

LoadAnd

115(
T

rnel32Fun
ack_194);

nBuffe

tPathName) ;
PathName + iVard + 1;

2fofc, Bx14);

rd],aWStack ldc):

11 + Bx14)
efinedd *)(*(int *)(iVaré

areEnumerator
ivard + 1
ard < DAT

&
trampiW{ (LPCWS
!= piVarl3)

raout_ED)

arle
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GPUs go Brrrrr....

FHE Function Summary:

This function is a malicious function that is designed to perform a variety of malicious activities, including:

Loading and executing a kernel32.dll function

Enumerating logical drives and creating threads to scan for specific files
Enumerating network resources and creating threads to scan for specific files
Enumerating network shares and creating threads to scan for specific files
Creating a new thread to perform a malicious activity

1.
2.
3.
4.
5.

#E New Function Name:

MaliciousFunction

Inforniation Classification: ‘General
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File Edit Navigation Search Select Help

Decompile: entry [CodeBrowser: ghidra test project 1:/c373d37b5a9427a18dbr93d519968d9Ffda04r2a262f4.

File Edit Navigation Search Select Help

Bl = BFPREERE JOIDULFV na

2f424d0611830764cBccB9c)

/% WARMING: Globals starting with '_' overlap smaller symbols at the same address */
Joid entry(void)

{
int *pivarl;
code *pcVar2;
9| LPOWSTR pWVars;
10| bool bvara:
11| int ivars;
12| LPWSTR pWvars:
13| DWORD DVar7;
14| BOOL BVars;
15| ushort *puvars;
16| undefined3 extraout_var;
17| undefined4 uvarlo:
18| HANDLE hHeap;
19| LPSTR lpMultiByteStr;
20| undefined4 extraout_ECK;
21| undefined4 extraout ECX 00;
22| undefined4 extraout ECX 01;
23| undefined4 extraout_ECX_02;
24| undefined4 extraout ECX 03;
25| undefined4 extraout_ECX_0D4;
26| undefined4 extraout ECX 05;
27| undefined4 extraout_ECX_06;
28| undefined4 extraout ECX 07;
29| undefined4 extraout ECX 08;
30| undefined4 extraout_ECX_09;
31| undefined4 extraout ECX 10;
32| undefined4 extraout_ECX_11;
33| undefined4 extraout ECX 12;
34| undefined4 extraout_ECX_13;
35| int ivarll:
36| undefined4
37| undefined4
38| undefined4
39| undefined4
40| undefined4

@O U W N

extraout_ECK_14;
extraout_ECX_15;
extraout_ECX_16;
extraout_ECX_17;
extraout_ECX_18;
41| undefined4 extraout ECX_19;
42| undefined4 extraout EDX:
43| uint uvarlz;

44| undefined4 extraout EDX 00;
45| undefined4 extraout EDX 01
46| undefinedd extraout EDX_02:
47| char *pcvarls;

48| uint uvarld;

49| int *pivarls;

58| undefineds uVarls;

51| SIZE T dwbBytes:

52| undefined *puvarl7;

53| undefined *pusStack_370;

54| undefined auStack 36c [4];
55| undefined auStack_368 [16];
56| undefined austack 358 [16];
57| woid *pwStack_348;

58| WCHAR aWStack 334 [8]:

58| undefined auStack 324 [20];
60| WCHAR aWStack_310 [2];

61| undefined auStack 30c [2];
62| undefined auStack_30a [518];
63| undefined auStack 104 [248];
64| undefined4 uStack_c;

66| memset(8DAT_004340e4,0,0x118);

67| _DAT_004340e0 = Ox1lc:

68| GetVersionExW((LPOSVERSIONINFON)&DAT 00434020);

69| uVarlé = FUN_004010ad(extraout ECX,extraout _EDX, 0x42f0fc, Oxd, (undefined *)&DAT_0042f47c,3);
70| uvarlé = FUN_004010a4(extraout ECX 00, (int) ({ulonglong)uvarls == 0x20),0x42f1l4c,9,

71 (undefined #)&DAT_0042f47c,3);

72| _DAT_00436f80 = DAT_0042fS10;

73| DAT_0042f510 = DAT_0042f514;

74| _DAT_0042f518 = 0;

75| DAT_0042f514
76| DAT_00436920 = 0;

77| uvVarlé = FUN_004010a4(extracut ECX 0L, (int) ({ulonglong)uvarls == 0x20),0x42f138, Oxd,
78 (undefined #)&DAT_0042f47c,3);

79| _DAT_00436f80 = DAT_0042fS10;

80| DAT_0042f510 = DAT_0042f514;

8l| _DAT 00421518 = 0;

82| DAT_0042f514 = 0;

83| uvVarl6 = FUN_004010ad(extraout_ECX_02, (int) ((ulonglong)uVarls => 0x20), 0x427418, Oxd,
84 (undefined *)&DAT 0042f47c,3);

85| _DAT_00436fB0 = DAT_0042f510;

86| DAT 0042f510 = DAT_0042f514;

87| _DAT_00421518 = 0;

Ble = BPREEEE JOIDULFV nm

d37h5a9427al 8dbfa3d519968dafda04f2a262f424d0611830764c8ccE9c)

87| _DAT o042fs1g = 0

BB| DAT_0042f514 =

89| DAT 00436920 = O;

80| uvarl6 = FUN_004010a4(extraout_ECK_03, (int) ({(ulonglong)uVarls >> 0x20),0x42f110, Oxd,
gl (undefined *)&DAT 0042f47c,3);

92| uvarl? = (uint) ((ulonglong)uvarls =» 0x20);

93| for (uVarl4 = DAT_00436920; 9 < uVarld; uVarld = uVarld % 10) {

94 uvarl2 = uvarld / 10;

85| }

96| DAT 00436920 = uVarld;

97| FUN_004010a4(extraout_ECK_04,uVarl2, 0x42f468, O0xb, (undefined *)&DAT_0042f47c,3);

98| FUN_00418d90(extraout ECX 05,uVarld);

89| _DAT_00436f80 = DAT_0042f510;

100| DAT_0042f510 = DAT_0042f514;

101| _DAT 0042fsle = O;

102| DAT_0042f514

103| DAT 00435920 = O;

104| uvarlé = FUN_004010ad(extracut_ECX_06,extraout_EDX_00,0x42f124, Oxd, (undefined *)&DAT_0042f47c,3);
105| uvarl6 = FUN_004010ad(extraout ECX 07, (int) ({(ulonglong)uvarls =» 0x20),0x42f010, Oxc,
108 (undefined *)&DAT_0042f47c,3);

107| uVarl6 = FUN_004010ad(extraout ECX 08, (int) ({ulonglong)uvarls => 0x20),0x42f42c, Oxc,
108 (undefined *)&DAT 0042f47¢,3);

109| FUN_B04010ad (extraout_ECX_09, (int) ((ulonglong)uvarls == 0x20),0x42f024, Oxb,

110 (undefined *)&DAT 0042f47c,3);

111| FUN_00418d90(extraout_ECX_10,3);

112| _DAT 00436780 = O;

113| DAT_0042f510 =

114| _DAT 00421518 =

115| DAT 0042514 =

116| DAT_00435920 = O;

117| FUN_004010a4(extraout ECX 11, extraout EDX 01, 0x42f440,0xc, (undefined *)&DAT 0042f47c,3);
118| FUN_00418d90(extraout ECK_12,0xf);

119| FUN_004010a4(extraout ECX 13,extraout EDX 02, 0x42f0e8,0xc, (undefined *)&DAT 0042f47c,3);
128| puStack_370 = DAT_0042f47c;

121| DAT 0042feed = FUN_00415690(0x2haS2ecl, 8DAT_0042fl4c, Gxc);

122| uvarl2 = 0;

123| uVarld = uVarlz;

124 do {

125 for (; uvarl2z < 5; uVarl2 = uvarl2 + 1) {

126 if (uvarl4 !=uvarl2) {

127 auStack_35c = (undefined [4])0x0;

128

129 T

130 uvarl2 = uvarld + 1;

131 uvarld = uvarlz;

132| } while (uvarlz < 5);

133| pivarl = *{int **)(*(int *) ({int)ProcessEnvironmentBlock + Oxc) + 0x10);

134| piVarls = pivarl;

135 do {

136 pivarls = (int #)*¥pivarls;

137 if ((pivarls[s] !'= 0) && (ivarS = lstrcmpiW((LPCWSTR)pivarlslexcl.L"kernel32.d11"), ivars == 0))
138 break;

139 } while (piVarl != piVarlS):

140| DAT 00436f0c = (code *)FUN_00415700(pivarlS(6l, 0x1f3ffddb, Oxd, 0x7d10e78b);

141| ivarS = (*#_DAT_00436f0c) (&DAT_0042f0fc);

142| DAT 00434254 = (code *)FUN_00415700(iVars,0x4dd730b7,0xf,0x36calfed);

143| DAT_0042f550 = (*_DAT_00434254) ();

144| 1ivars = 5;

145| do {

145 puStack 370 = (undefined *) ({uint)puStack 370 ~ 0x4al08947);

147 ivar5 = ivar5 + -1;

148| } while (ivarS != 0);

149 pivarl = *{int **)(*(int *) ({int)ProcessEnvironmentBlock + Oxc) + 0x10);

158| piVarls = pivarl;

151 do {

152 pivarls = (int #)*¥pivarls;

153 if ((pivarls[s] !'= 0) && (ivarS = lstrcmpiW((LPCWSTR)pivarlslexcl.L"kernel32.d11"), ivars == 0))
154 break;

155| } while (pivarl != piVarlS):

156| _DAT 00436f0c = (code *)FUN_00415700(pivarlS(6l, 0x1f3ffddb, Oxd, 0x7d10e78b);

157| ivarS = (*#_DAT_00436f0c) (&DAT_0042fldc);

158| DAT 0043418 = FUN_00415700(iVarS,Oxcaa2a74c, 0x10, 0xSbfaglsf);

159 pwWvart = GetCommandLineW();

160| DAT 0042feed = (code *)FUN_00415690 (Cx9b4c2d0, &DAT 0042f0e8, 0x13);

161 | (*_DAT_0042feed) (pWvars, auStack_368);

162| if ((((5 < DAT 004340e4) && ((int)puStack 370 < 3)) && (iVarS = FUN_00417540(), iVarS != 0)) &&
183 (ivarS = FUN_00418b00(), ivars t= 0)) {

164 DAT_00434214 = (code *)FUN_00415690(0x2al3bb3, &DAT_0042f418, Oxe);

165 (*DAT_00434214) (0x80000001, L" Software\\Microsoft\ \Windows\\CurrentVersion\\Run",0, 0xfo03f,
166 &pustack_370);

167 Dvar? = GetModuleFileNameW ( (HMODULE)Ox0, aWStack 310,0x104);

168 if (Dvar? == 0) {

169 FUN_0041b980(0) ;

170

171 else {

172 ivars =

173 1Varll

Decompile: entry [CodeBrowser: ghidra test project 1:/c373d37b5a9427a18dbF93d519968d9fda04r2a262f424d0611830764c8cc69c]
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&0 & alrx

191 _DAT_00434224 = (code *)FUN_00415690(0x2a5ebfh7, &DAT_0042f418,0xc);
192 (*_DAT_00434224) (puvarl?);

183 BVarg = ShellExecuteExW( (SHELLEXECUTEINFOW *)auStack_36c);
194 if (Bvarg t=0) {

185 /% WARMING: Subroutine does not return */
196 ExitProcess(0x65);

197

198 T

199 }

200| DAT_00436928 = (LPOWSTR)FUN_00415610(0x80);

201| DAT 0042fefd = (code *)FUN_00415690(0xaff20cch, &DAT 0042f0fc,9);
202| (*DAT_0042fefd) (suStack_104, &DAT_00425170);

203| puVar? = FUN_0041c220();

204 uvarlz = 0;

205 do {

2086 wsprintfwlanstack 334, L sx", (uint)puvarsluvarlz]);

207 uvarl2 = uvarlz + 1;

208| } while (uvarlz = 5);

209| if (5 < _DAT_004340e4) {

ralc] FUN_00412130();

211 }

212| pWvar2 = DAT_00436928;

213| _DAT 00434228 = (code *)FUN_00415690(0x76a4fath, SDAT_0042f0fc,0xb);
214| ivarS = (*_DAT_004342a8) (Ox1f0001,0, pWvars);

215( pWvar3 = DAT_00436928;

216( if (ivar5 1= 0) {

217 /% WARMING: Subroutine does not return */
218 ExitProcess(0);

219| }

220| _DAT_00434240 = (code *)FUN_00415690(Oxed3e7aaa, &DAT_0042f0fc,Oxd);
221| (*_DAT_0G434240) (0,0, pWVar3);

222| FUN_00402030();

223| FUN_00415690(0xa38e7de7, &DAT_0042f0fc, Oxlb);

224 FUN_00415690(0x97622898, &DAT_0042f0fc,10);

225| bvard = FUN_004192e0();

226| ivarS = CONCAT31(extraout var,bvard);

227| if (ivar5 == 0) {

228 return;

229( }

230| _DAT_0042f280 = (code *)FUN_00415690 (Ox48b64e68, &DAT_0042f0fc, 0x12);
231 uvarlo = (* _DAT 0042f280)();

232| _DAT_004342b0 = (code *)FUN_00415690 (Oxfodfolcc, &DAT_o042fofc, 0x11);
233| (*_DAT 004342b0) (uVarlo, 0x80);

234| PTR_DAT_0042f038 = (undefined *)FUN_00415650(0x100);

235| wsprintfW((LPWSTR)FTR DAT 0042f038,L".%5.%s%s", DAT 00436928, L"ancbtaniun@tutanota.con”,L" . pandora”
236 H

237| iVarll = FUN_00419b00();

238( if (ivarll !=0) {

239 FUN_004198a0(&DAT_0042f160, 0x2b5) ;

240 }

241 ivarll = 1strlenW((LPCWSTR)PTR_DAT_0042f038);

242| DAT 00436930 = ivarll * 2 + 2;

243| DAT_00434200 = FUN_00415690 (Oxac74699, SDAT_0042f0fc, Oxc);

244 DAT 0043592c = (LPCSTR)FUN_00415650(0x1fad);

245| FUN_00415610(0x1000) ;

246| dwBytes = 0x100;

247| DVar7 = 8;

248| hHeap = GetProcessHeap();

249 1pMultiByteStr = (LPSTR)HeapAlloc(hHeap,DVar7,dwBytes):

250 if (ivars == 1) {

251 FUN_0041bc60();

252|  FUN_0041be00(extraout_ECX_15,EDAT_00436720) ;

253 pcVarl3 = "<bre</strong=</p=</div=</body=";

254 uVarl0 = extraout ECX_16;

255 }

256( else {

257 uvarlo = extraout_ECX_14;

258 if (ivars != 3) goto LAB 004186f3;

259 Dvar? = 0;

260 WideCharToMultiByte (0,0, DAT 00436928, -1, lpMultiByteStr, Ox80, (LPCSTR)Ox0, (LPBOOL)0x0);
261 FUN_0041bcB0();

262 FUN_0041be@0(extraout_ECX_17, 1pMultiByteStr);

263 pevarl3 = "<bre</strong=</p></divs</body=";

264 uvarle = extraout_ECX_18;

2685

266/ FUN_0041be00({uVarlo, pcvarl3);

267| uVarlO = extraout ECX 19;

268 LAB_004186f9:

269 FUN_0041c0b0(uVarlo,ustack_c,DVar7);

270 FUN_00417d90();

271| DAT_00436934 = lstrlenA(DAT_0043692c);

272| FUN_0041eaS0():

273( pcVarz = (code *)swi(3);

274 (*pcvar2)():

275| return;

276}

277
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254
S

T while (uvarlz = 5);
if (5 < DAT 004340e4) {
FUN _0041e130();
1
pWvar3 = DAT_00436928;
_DAT 00434238 = (code #*)FUN_ 00415690 (0x75adfach, &DAT 0042f0fc, Oxb);
ivars = (*_DAT 00434228) (0x1fG0CG1,0, pWvar3):;
pWVars = DAT_00436928;
if {ivars !'=0) {
A WARNING: Subroutine does not return */
ExitProcessi0);
1
_DAT 00434240 = (code #*)FUN_00415690(0xed3e7aaa, &DAT 0042f0fc, Oxd);
(*_DAT_00434240) (0, 0, pWVar3);
FUN_00402030();
FUN_ 00415690 (0xa38e7de7, &DAT 0042f0fc, Oxlb);
FUN_00415690 (0x97522898, &DAT 0042f0fc,10);
bVard = FUN_004192e0(];
iVarS = CONCAT31 (extraout_var,bVard);
if (ivars == 0) {
return;
L
_DAT 0042f880 = (code *)FUN_ 00415690 (0x48b64e68, &DAT 0042f0fc, Ox12) ;
uvarlt = (¥ DAT 0042f880)();
_DAT 0043242b0 = (code *)FUN_ 00415690 (0xfOdfOlcc, &DAT 0042f0fc, Gx11);
(*_DAT_004342b0) (uvarlo, 0x80);
FTR_DAT 0042038 = (undefined #)FUNM_ 00415650 (0x100) ;
wsprint W ( (LPWSTRIPTR_DAT_0042f038,L" .%s.%s%s", DAT_ 00438928, L"anobtanium@tutanota. com”, L"
)i
iVarll = FUN_02419b001() ;
if (ivarll = 0) {
FUN_004198a0 (&DAT 0042160, 0x2h5);
}
iVarll = lstrlenW((LPCWSTR)FTR_DAT 0042T038);
DAT 00438930 = ivarll * 2 + 2;
DAT 00434200 = FUN_D0415680(0xac74599e, &DAT 0042f0fc, Oxc):
DAT_0G043892c (LPCSTR)FUN_ 00415650 (0x1fa0) ;
FUN_ 00415610 (0x1000) ;
dwBytes = 0x100;
DVar? = 8;
hHeap = GetProcessHeap():
TpMultiByteStr = (LPSTRIHeapAlloc (hHeap,DVar?, dwBytes);
if (ivars == 1) {
FUN_0041bcaa();
FUN_0041be00(extraout ECK 15, &DAT 00436720);
pcVarl3 = "<bre</strong=</p=</div=</body=";
uvarld = extraout_ECK_16;

1
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Summary

Initializing and manipulating some global variables.

Gathering version information about the operating system.

Performing some repetitive calls to "FUN_004010a4 " with different parameters.
Checking certain conditions based on the operating system version and other data.
Interacting with the "kernel32.d11" module.

Formatting strings, potentially building paths or filenames.

Conditionally executing certain blocks of code based on computed or retrieved values.

Making use of the “ShellExecuteExW" function, which suggests it may be launching
external processes or commands.

Interacting with the system's heap for memory allocations.

Possibly interacting with the system's registry (based on the presence of strings like
""Software\\Microsoft\\Windows\\CurrentVersion\\Run" ).

Formatting and building an email address.

Using "HeapAlloc " to allocate memory on the heap.

Converting wide characters to multibyte character strings.

Handling various conditions based on the value of the variable “ivar5-.

THE LEADER IN SECURITY OPERATIONS

Hey there it looks like you're
trying to reverse engineer a
function...
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Step-by-Step Description

Initializes a memory region (" memset (&DAT_004340e4,0,0x118) ).

Retrieves the version of the operating system using “GetVersionExW".

Calls the function "FUN_004010a4 " multiple times with various parameters.
Manipulates and checks certain global variables and data points.

Interacts with the "kernel32.d11" module and retrieves function pointers.

Formats and builds strings, especially paths or filenames.

Checks for certain conditions, including operating system version and other computed
data.

Potentially executes shell commands or processes using “ShellExecuteExW .

9. Retrieves the command line of the current process using “GetCommandLineW".

10.
11.
12,
13.
14.
15.
16.

Makes additional calls to external functions (" FUN_00415690°, "FUN_0041c220°, etc.).
Builds an email address using “wsprintfw.

Checks certain conditions and interacts with the system's registry.

Allocates memory on the heap using "HeapAlloc .

Converts wide character strings to multibyte strings using “"WideCharToMultiByte .
Further manipulates and processes strings and data.

Makes additional function calls and possibly ends the process using "ExitProcess".

Information Classification: General

THE LEADER IN SECURITY OPERATIONS
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Suggested Function Names

Based on the operations performed, some suitable new names for the function could be:

* "initializeAndExecuteShellCommands
* "performSystemOperations’
* "handleRegistryAndShellCommands"

* "processKernel320perations’

Information Classification: General

THE LEADER IN SECURITY OPERATIONS
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Observations and Recommendations

* The function appears to be part of a larger program, and without additional context, its
exact purpose remains somewhat obscured.

* The repetitive calls to "FUN_004010a4 " and interaction with “kernel32.d11" suggest this
might be some initialization or setup routine.

* The usage of "ShellExecuteExW" and interaction with the registry implies that this function
has the potential to make significant changes to the system.

* It's recommended to analyze the external functions like “FUN_004010a4 ", "FUN_00415690 ",

etc., to get a clearer picture of the overall functionality and goal of this function.

Information Classification: General
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uint _ cdecl fcn.004038f0(uint arg_8h, uint32_t arg ch, uint32_t arg_16h, uint *arg_14h, uint *arg_18h)

uint *puvari;

int32_t ivar2;
uint uStack72;
uint uStackeés;
uint uStacké4;
uint uStackéo;
uint uStacksé;
uint uStacks2;
uint uStack4s;
uint uStack44;
uint uStack4e;
uint uStack36;
uint uStack32;
uint uStack2s;
uint uStack24;
uint uStack2e;
uint uStackié;
uint uStacki2;

f ((arg_ch | arg_16h) g

cmE Recognizes

uStack4s =

ustackss - arg 1 encryption

uStack4e = a

GSEackas = arg! constants B e e Sl

uStack32 = arg_18h=.
uStack2s = arg_18h[7];
uStack72 ;
uStack20 = *arg_14h;
uStack16 = arg_14h[1];
uStack12 = arg_14h{
uStackés =

uStackéd =

uStackéo =

uStack24 =

sub.msvert. et(arg_sh, 0, arg_ch);

fc arg_sh, arg_ch, arg_106h);
puvarl Stack72;
tvar2
{
*puvarl = 0;
puvarl = puVarl + 1;
ivar2 = ivar2 + -1;

e (ivar2 !=

Function Info

Step-by-step description

1. The function takes five arquments ) rg Arg arg_l14h and

Addr

Type

At

-+ Looks like YOUT€
engineer @

Function Name:

are_and_cleanup_crypto_config

4209083
4327813

4204784

Interesting Constants

Ox61707865)

e "2 dn" (0x3320646¢) 4209072

Interesting Memory Addresses to
dereference

t would be inter

CODE

CALL

CODE

4208899

4209033

4209052

4209081




THE LEADER IN SECURITY OPERATIONS

LLMs in the Lab Step-by-step description |

LLM empowered Malware Ana|ySiS, 1. The function takes five arguments: arg_8h, arg_ch, arg_16h, arg_14h and
arg_18h.

2.arg_8his a memory address, arg_ch and arg_16h are integers, arg_14h and
arg_18h are pointers to integers.

FU n Ctl 0 n N a m e: 3. First, the function checks if arg_ch or arg_10h are not equal to zero.

) 4. If either arg_ch or arg_16h is not zero, function proceeds to do the following

prepare_and_cleanup_crypto_config : a8 .
operations. Otherwise, it skips to the end, returning O.

5. It pulls integer values from the memory locations pointed to by arg_18h and

arg_14h and stores them in local variables (uStack56 to uStack28 and

Summar

y uStack2e to uStack12 respectively)

This function seems to perform some form of initial setup or configuration and then 6. It sets uStack72 to 0x61707865 (which is "expa" in ASCII form), uStack68 to
cleanup. It seems to be doing some cryptographic operations given the constants 0x3320646€ ("2 dn" in ASCII), uStack64 to 0x79622d32 ("-2yb" in ASCII), and
that are in ASCII form which resembles constants for Salsa20 / ChaCha encryption uStacke® to 0x6b206574 (" te k" in ASCII)

algorithms. It doesn't directly seem to engage in networking, lateral movement, or
7. It sets uStack24to O

direct exploitation. ) . .
8. The function then clears memory starting from arg_8h and extending to arg_ch

through memset ().
9. Then fcn. 00402810 is executed with arg_8h, arg_ch, arg_16h as its
arguments.
10. After fcn. 0040280 is executed, function clears variables in the stack from
uStack72 to uStack28 and uStack20 to uStack12, by setting them to zero.
11. Finally, the function returns O.

Infornmidtion Classificatior: General
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THE LEADER IN

Plugins

Ghidra Plugins

.There are three Ghidra plugins each with their own configured shortcut keys

JllIm.py (CTRL-ALT-L)
. This script calls your local LLM. It requests a new function name and function description. It renames the function and updates the somments
with the description. Your cursor can be anywhere inside the decompiled function that you're interested in.

.The plugin expects api_server.py to be running on localhost on port 8000. Documentation for the API server can be found below.

JlIm_remote.pt (CTRL-ALT-O)
. This script calls the Project Lupine community server. It requests a new function name and function description. It renames the function and
updates the somments with the description. Note that it sends the hash, function offset, and decompiled code to the community server.

lIm_suggest (CTRL-SHIFT-K)

. This script is useful for contributing back to the community. If you get a summary, function name or step-by-step description that you don't like
you can edit the content directly in Ghidra and send your edits back. Note that it sends the hash, function offset, and decompiled code, function
name, function comment to the community server

Inforniation Classification: ‘General A
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£ Listing: ... X
S
Tk @
C

§
2
:

| @ FUN_DD401645
. @ f  FUN_DD40167d
© @ F FUN_DOS016e6
| @ F FUN_0040174e
© - § FUN_DD401735
L@ FUN_DD4017¢0
L& FUN 00901872
o § o FUN_009019c0
LoEe f FUN_DD401a89
[ - § FUN 00401ad2
. w § FUN 00401e5a
i@ FUN_00401eda
iom-§ FUN 00401f8d

| wef  FUN 00401feS

|- F FUN_00402033
i f FUN_DD402269
[ f FUN_00902337
i § FUN_004024ec
P f FUN_DD40257e

- L I T

[T
= o

12
13
14
15
le
el
il
19
20
21
22
z3
24
25
26
27
28
29
30
31
32
33
34
35
386
3T
g
29
40
41
42
43
44
45

/* WARNING: Function: _ SEH prologi GE replaced with injection: SEH_prologd */

/* WARNING: Globals s=tarting with " _

vold entry(vold)

byte bVarl:
void ‘pvVar2;
bool bVari;:
code *povard;
void *pvVarb;
vold ‘pyvVaré;
BOOL BVari:
uint uVars;
int iVard;

undefined *extraocut ECK;

undefined *extracut ECX_00;

undefinedd4 extraocul EDX;

undefinedd cxtracut_EULX_00;

byte *phVarl0;
undefineds uvVarll;
undefinedd uWarl?:;
undefinedd uvarl3;
undelined *puVarld;
undefinedd4d uVarls;
_STARTUPINFCA local 70;
uint local_28;

byte ‘l:'a:e:]_?#:
undefinedd usStack_c;

undefinedd local 8;

FUN_ 004072dR () ;
usStack ¢ = Oxd0cbeb;

local 28 = 0;

local 8 = O;

Get3tartupInfol(&local T0);

pyWVar?l = StackBasa;}
local 8 = 1;
while( true ) {
pvVaré = (void *)0x0;
LOCE() 7

p¥Vard = pyWVarl;

overlap smaller aymbol= at the =ame address */f

Edit Help

4 References to RegOpenKeyExA - 7 locations |

functions ...

00402841

Xref RegOpenKey from 6

Code Unit

CARLL
CALL
CALTL
CALL
CALL
CALL
addr

dword Pa..

dword p.

dword p...
dword p...

dword p.

dword p...
ADVAPI3...

if (DAT_004088ac != (void *)0x0) (

pvVaré = DAT 004088acs

E = S Ao
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Headers
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£ Listing: .., X

ol Y
=i @

[&

@88

- - - )
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o ™ X

allocateAndCopyStning_00404870
calculateValueBasedOnParameters_00401795
callMsvertExceptionHandler_00407400
callWindowProcedureWithParams 00403100
checkAndCallanctherFunctionWithParameter 0040167d
checkAndCallTerminateFunction_00407040

checkAndPerformActionsBasedOnParamValue 00401645
checkConditionAndReturnValue _00401eSa
checkCurrentProcessTokenInformation_0040187a
checkDirectoryDiskAndVolumelnformation_00405a1F

checkForPendingFileRenameOperationsinRegistry 004025

checklffilelsDirectery 00405565
checklIfStringEndsWithBackslasn_004066bc
checklengthAndPerformActions 00404762

checkOperatingSystemVersicnAndPerformActions 0040372

checkSystemVersionAndRegistryValues 0040691e
checkValidMeduleHandleAndReturnValue 0040711e
convertStringTolnteger_004067eS
copyStringFromOffset_0040174e
createAndExecuteProcessAndWait_00403ff0
createDirectoriesFromPath_00404926
createDirectoryAndPerformFileOperations 00405423

createDirectoryAndPerformOperationsBasedOnSysteminfo_

createFileWithParameters 0040490f
deleteFilesV/ithAttributesAndFreeMemory_00405335
deleteRegistryValuelfExist_00401feS
displayDialogBoxWithResource 004065e1
displayMessageBoxWithBeep 00404468

entry

executeloadedLibraryFunction_004017¢0

1

2//* 1. Checks if a apecific registry key exiats and opens it if it does.

3 2. Queries a specific value from the opened registry key.

1 3. Retrieves the systom directory path.

5 4. Executes a command using the ra 3

Bl 5 sets & newvarne dn the openal IR SRR LLM generated names S
7 €. Closes the opened registry key.| Edit Help . .

8 7. Calls ancther function. References to RegOpenKeyExA - 7 locations In API Xref VIeW 9 = :;IE x
9 3. Returns. */

10 .. B Function Name Label Code Untt Context
1ljvoid __ fastcall modifyRegistryAndExec deleteRegistryValuelfExist_00401feS CALL dword p...

) modfyRegistryAndExecuteCommand _00402269 AT T p... COMPUTED_CALL
12 CALL dword p... M
130 checkFerPendingFileRenameOperationsinRegistry | CALL dword p... COMPUTED_CALL
14| sYTE Bvari; 00402841  QuerySystemPathOrRegistryValue CALL dwora p... COMPUTED CALL
15| LSTATUS Lvarz; 004069¢cb  checkSystemVersionAndRegistryValues_0040691e CALL dword p... COMPUTED_CALL
T — 00402008 PTR_Reg... addr ADVAPIZ... DATA
17| BYTE *pBVard; ' Fiter: = -
18| undefined4 extracut EDX;
18| undefined4 extracut EDX 00; References to RegOpenK... X  References to RegOpenK... X
20| DWORD local 34c;

21 HKEY local 348;

22| BYTE local 311 [568];

23| CHAR local_l10c [260]);

24| uint local 8;

25

26 local 8 = DAT 00408004 “ (uinbl)é&stackOxfLIiff{ffc;

27| if ((LAT_00408530 != *'\0') &&

28 (LVar2 = RegOpenKeyExA ((HKEY)0xB80000002,s Software\Microsoft\Windows\Curre 00408070,0,0x20
01f,

29 &¢local_340), param_2 = extracut EDX, LVar2 == 0)) {

30 local 34c = 0x238;

31 LVar2 = RegQueryValueExA(local 34%,&DAT 00408530, (LPDWORD) 0x0, (LPDWORD) 0x0, local 344, &local
34¢)

32 ;

33 if (LVar2 == 0) {

34 memset (local 10c,0,0x104);

35 UVar3 = GetSystemDirectoryA(local 1lUc,0x104);

36 if (UVar3 1= 0) {

37 modifyStringByAddingBackslashAndRemovingLleadingSpaces 00406659 (local 10c¢,0x104,"");

38 }

35 formetStringAndStoreInBuffer 004016eé

40 ((char *)local_344,0x238,s rundll32.exe_%sadvpack.dll,DelNo_00400040);

41 pBVar4 = local 344;

B YV EBG.L.0BO 0B~ @
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File  Edit  Analysis Graph Navigation Search Select Tools Window Help

H ¢e-=» BFPRERE ICIDULFYB- @@ va vRda@G.L.0BQEHE~ @
T S0 x| e X
Wmmzmdmmusmmumfmwsmw ol B! l_ 1
@ Headers k. . 2//* 1. Checks if a apecific registry key exiats and opens it if it does.
@ JLext f 3 2. Queries a specific value from the opened registry key.
@ .data = 1 3. Retrieves the system directory path.
@ JIdata 5 4. Executes a command using the raf P = 3
@ e A 5 Sats i valie 15 Ehe shed Location References Provider [ References to RegOpenKeyExA - 7 locations, References to RegOpenKeyExA - 7 locations | [... o X
[§J .reloc o 7 €. Clozes the opened registry key.| Edit Help
@ Debug Data 8 7. Calls ancther function References to RegOpenKeyExA - 7 locations l—é = ‘_él_ x
“[E] tdb - 9 3. Returns. */
1 10 . B Function Name Label Code Unit
Program Tree X 1ljvoid __ fastcall modifyRegistryAndExec 00402009  deleteRegistryValuelfExist_00401feS CALL dword p... WUTED_CALL
) 22a5 | modfyRegistryAndExecuteCommand 00402269 ATT) dw p... COMPUTED_CALL
_ ‘ -& X 12 004025bb  checkForPendingFileRenameOperationsinRegistry_0040257e CALL dword p... COMPUTED_CALL
‘ 131 00402608  checkForPendingFileRenameOperationsinRegistry_0030257e CALL dword p... COMPUTED_CALL
c"%ﬁl o 00402841  QuerySystemPathOrRegistryValue CALL dwora p... COMPUTED CALL
¥ ? . . i 004069cb  checkSystemVersionAndRegistryValues_0040691e CALL dword p... COMPUTED_CALL
# ng_00 i e I3.ee
i Womgesiaines Interesting functions coroat08 PTR Reg.._addz ADUAFLD.... DATA
& §  callMsvertExceptionHand . e |[Fter: B = -
# §f calWindowProcedureWith! Identlfled by CAPA kracut EDX; -
# §f checkandCallanctherFuncy racut EDX 00; References to RegOpenk... X References to RegOpenK... X
# §  creckndCallTarminatoFunction 004070 i 20| DWORD Local 34cs
T ; : "': R : 21| HKEY local 348;
. § mmsv«form y 22| BYTE local 311 [568];
= dwwumwukmwm_ g | T doual A0S 120005
7§ checkCurrentProcessTokenl 24| uint lccal 8;
= ¥ dndtDumcbrde(N\dVdmlnhtmm 00405a1F 25
i §  checkForPendingFileRenameOperationsinRegistry_004025° 26| local 8 = DAT 00408004 ~ (uint)é&stackOxfLIffffc;
i §  checuffilelsDirectry_ 00405565 27| if ((LAT 00408530 1= '\0') &&
# §  checifStringEndsWithBackslash_004066bc 28 (LVar? = RegOpenKeyExA ((HKEY)O0xB80000002,s Software\Microsoft\Windows\Curre 00408070,0,0x20
# §f checklengthAndPerformActions 00404762 01f£ > =
checkOperatingSystemVersicnAndPerformActions 0040372 ’
? f o 29 &local 340), param 2 = extracout EDX, LVar2 == 0)) {
$ §  checkSystemVersionAndRegistryValues_0040691e % . . 5 — - - .
2§ checkvalidMeduleHandleAndReturnValue 0040711e Dce C_w OXLI0s
3 § conventStringTolnteger_004057eS 31 LVar2 = RegQueryValueExA(local 34%,&DAT 00408530, (LPDAORD) 0x0, (LPDWORD) 0x0, Local 344,&local
# §  copyStringFromOffset_0040174e 34¢)
# F  creasteAndExecuteProcessAndWait_00403ff0 32 ;
?i’ f createDirectoriesFromPath_00404926 33 if (LVar2 == 0) {
o ; mebtmymmnﬂeopam_m.ﬂn - 34 memset (local 10c,0,0x104);
F createDirectoryAndPerformOperationsBasedOnSysteminfo_ - S o o
i 35 UVar3 = GetSystemDirectoryA(local 1lUc,0x104);
" ; mﬁimwm”m 00405335 Be s 1 9.
i §  deleteRegistryValuelfExist_00401feS B 37 modifyStringByAddingBackslashAndRemovingLeadingSpaces 00406659 (local 10c,0x104,"");
# §  displayDialogBoxWithResource 004065e1 38 }
# § displayMessageBoxWithBeep 00404468 3% formetStringAndStoreInBuffer 004016e6
# ooty 40 ((char *)local_344,0x238,s rundll32.exe_%sadvpack.dll,DelNo_00400040);
# ! executeLoadedLibraryFunction 004017¢0 41 pBVard = local 344;




Ghidra Plugin

Analyst in the loop

. This function name isn’t very
descriptive...

Inforni5Hoi @H&Yﬁ@aﬁs&‘(“@@ngﬁﬁu rights reserved. Public

1
2|/ WARNING: Globals starting with '_' overlap smaller symbols at the same address */
3|/* This function is a malicious function that is designed to perform a variety of malicious

4 activities, 1including:

S

6 1. Loading and executing a kernel32.d1ll function

7| 2. Enumerating logical drives and creating threads to scan for specific files
8 3. Enumerating network resources and creating threads to scan for specific files
9 4. Enumerating network shares and creating threads to scan for specific files
10 5. Creating a new thread to perform a malicilous activity */

11

12 void MaliciousFunction(void)

13

14 {

15 WCHAR Wvarl;

16| int *pivarz;

17 bool bvar3;

18| int ivar4;

19 DWORD nBufferLength;
LPWSTR lpBuffer;

UINT UVars;

int iVare;

LPWSTR 1pStringl;

HANDLE pvVar7;

int ivVare;

undefined4 extracut_ECK;
undefinedd extraout ECX_00;
undefinedd uvarg;
undefined4 extraout EDX:
undefinedd extraout EDK_00;
undefined4 uVarlo;

LPCASTR 1pRootPathName;

int iVarll;

uint uvarlz;

int *piVarl3;

undefined4 uStack_le0:
WCHAR. aWStack_ldc [34];
undefined local_198 [4]:
undefined auStack_ 194 [400];

memset(local 198,0,400);
DAT_0042f894 = LoadAndExecuteKernel32Function (0x16d34cd7, &DAT_0042f0fc, Oxld);
iVard = Ordinal_115(0x202, auStack_194);
if (ivard 1= 0) {
Ordinal_116();
}
nBufferLength = GetlLogicalDriveStringsiW(0, (LPWSTR)OxO);
lpBuffer = (LPWSTR}FUN_DO415650(nBufferLength * 2);
GetlLogicalDriveStringsWinBufferLength, lpBuffer);
Wvarl = *lpBuffer;
lpRootPathName = lpBuffer;
while (Wvarl != L"n0') {
bvar3 = false;
UvarSs = GetDriveTypeW(lpRootPathName);
wsprintfW(aWstack_ldc, L"\\??\\%. 2s\\", 1pRootPathName);
if (((UvarS == 2) || (UvarS == 3)) || (UvarS == 4)) {
if ((DAT 004342¢8 1= 0) && (iVard = 0, 0 < DAT_004342¢8)) {
do {

BUR LS55 00P 8 BYHRENHEEENEHEENMY



Decompile: entry_enumeration_shell_execution_strings [CodeBrowser: ghidra test project 1:/c373d37b5a9427a18dbf93d519968c
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|C§ Decompile: entry_enumeration_shell_execution_strings - (c373d37b5a9427al8dbf93d519968d9fda04f2a262f424d0611830764cBcc69c)

- n
1
G h I d r a P I g I | l 2|/ WARNING: Globals starting with '_' overlap smaller symbols at the same address */
u 3/

4| This code 1s a function that is part of a malware sample. It performs various operations related
to the execution of the malware.

1. The function initializes some varlables and retrieves the version information of the operating
system.

2, It calls several other functions to perform different tasks, such as setting up registry keys,
9 executing shell commands, and allocating memory.

10 3. Depending on the value of a variable, it executes different cs
11 actions.

12 4, It converts some strings from wide character format to multi-byte format.

13 5, It calls additional functions to perform various operations, such as printing output and
14 calculating string lengths.

 The Analyst can modify the ) FE B e v

17 void entry_enumeration_shell_execution_strings (void)
18
18 {

function name and/or

23
24

summary description and

28 ushort *puV
29 undefined3 extrac
30 undefined4 uvarlo;

submit suggestions to the S

ZEl

Analyst in the loop

paths to perform specific

34 undefined4 Set Comment(s) at Address 00417F50 x
- 35 undefined4 e
C O u I t S e rVe r 36 undefinedd ex EOL Comment T Pre Comment
I I l I I l I l n 37 undefinedd e Post Comment T Plate Comment T Repeatable Comment
38 undefined4 e

39 undefined4 e
40 undefined4 e
41 undefined4 e
42 undefined4 ex
43 undefined4 e
44 undefined4 ex
45  undefined4 e
46 undefined4 e
47 undefined4 e
48 int ivarll;
49 undefined4 e
50 undefined4 e
51 undefined4 e
52 undefined4 ex 0 ### Constants

53 undefined4 e _ This function refrences a registry path commonly associated with malware persistence
54 undefined4 e
55 undefined4 ex
56 uint uvarlz;
57 undefined4 ex
58 undefined4 e
59 undefined4 e

This code is a function that is part of a malware sample. It performs various operations
related to the execution of the malware.

1. The function initializes some variables and retrieves the version information of the
operating system.

2, It calls several other functions to perform different tasks, such as setting up
registry keys, executing shell commands, and allocating memory.

3. Depending on the value of a variable, it executes different code paths to perform
specific actions.

4, It converts some strings from wide character format to multi-byte format.

5. It calls additional functions to perform various operations, such as printing output
and calculating string lengths

6. Finally, it calls the system interrupt to exit the process

| Add Annotation | | Address v]

|_J Enter accepts comment

60 arls
1 Ay ! " 6l uint uvarls; oK Appl Dismiss
Infornistion Classificatior. General 62| int *pivarls; Lok J[ aey | (o J

63 undefineds u!




Decompile: entry_enumeration_shell_execution_strings [CodeBrowser: ghidra test project 1:/c373d37b5a9427a18dbf93d519968c
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|C§ Decompile: entry_enumeration_shell_execution_strings - (c373d37b5a9427al8dbf93d519968d9fda04f2a262f424d0611830764cBcc69c)

/% WARNING: Globals starting with '_' overlap smaller symbols at the same address #/
J,-’*
This code is a function that is part of a malware sample. It performs various operations related
to the execution of the malware.
1. The function initializes some varlables and retrieves the version information of the operating
system.
2, It calls several other functions to perform different tasks, such as setting up registry keys,
9 executing shell commands, and allocating memory.
10 3. Depending on the value of a variable, it executes different code paths to perform specific
11 actions.
12 4, It converts some strings from wide character format to multi-byte format.
13 5, It calls additional functions to perform various operations, such as printing output and

. The Analyst can modify the function e I e soterupt 10 et the process. +/

17 void entry_enumeration_shell_execution_strings (void)

name and/or summary description and i

194

submit suggestions to the community =

23 bool bvard;
24 int iVars;

Server. >

27| BOOL BvVars;
28 ushort *puvarg;
29 undefined3 extraout_var;

‘ T R L_S H I FT_ K 30 undefined4 uvarlo;
b 31 HANDLE hHeap:

32| LPSTR lpMultiByteStr;
33 undefined4 extraout_ECK;

Ghidra Plugin: Feedback

Analyst in the loop

W=~ s W

34 undefined4 extraout_ECK_00; Set Comment(s) at Address 00417f50 x
35 undefined4 extraout_ECX_01;
36 undefined4 extraout ECX_02; EOL Comment T Pre Comment
37 undefined4 extraout_ECX_03; Post Comment T Plate Comment T Repeatable Comment
38 undefined4 extraout_ECK_04;
39 undefined4 extraout_ECK_05;
40 undefined4 extraout_ECK_0E; This code is a function that is part of a malware sample. It performs various operations
41 undefined4 extraout ECX_07; related to the execution of the malware.
42 undefined4 extraout ECK_08; 1. The function initializes some variables and retrieves the version information of the
43| undefined4 extraout ECXK_09; operating system. } }
44| undefined4 extraout ECX 10; 2. It calls several other functions to perform different tasks, such as setting up
E[ ipting 45 undefined4 ex‘tra-:-thZEC](le; registry keys. executing shell commands, and allocating memory.
e S —— T —— e — 46| undefined4 extraout ECX 12; 3. Depending on the value of a variable, it executes different code paths to perform
3. Depending on the value of a variable, it executes different code paths to perform specific actions. 47 undefinedd extraout ECK 13 specific actions. _ _ _
4, It converts some strings from wide character format to multi-byte format. 48 int ivarll: I 4. It converts some strings from wide character format to multi-byte format.
5. It calls additional functions to perform various operations, such as printing output and calculating string lengths. 49 undefinedd extraout ECX 14; 5-dIt ial{st?ddlt}t‘”ﬁal {“”CR"”S to perform various operations, such as printing output
; ; ; : . T and calculating string lengths.
6. Finally, it calls the system interrupt to exit the process. 50 undefinedd extraout ECX_15; 6. Finally, it calls the system interrupt to exit the process.
51 undefined4 extraout ECX_16;
##¢ Constants 52 undefined4 extraout ECK_17; ### Constants
This function refrences a registry path commonly assoclated with malware persistence 53 undefinedd extraout ECK_18; This function refrences a registry path commonly associated with malware persistence
<Response [200]=> 54 undefined4 extraout ECK_19;
Server Response: {'status': 'success', 'message': 'Suggestion added successfully.'} 55 undefined4 extraout EDX;
1lm_suggest.py> Finished! 56 uint uvarlz; ?
=1 Py 57| undefined4 extraout EDX_00; |_Add Annotation | |Address "]
58 undef;ned:l extraout_EDX_01; [] Enter accepts comment
59 undefined4 extraout EDX_0Z;
60 char *pcVarls;
323 AVCHiC WHOLE N " 61 uint uvarld; oK Appl Dismiss
Infornistion Classificatior. General 62| int *pivarls; Lok J[ aey | (o J

63 undefinedg uvarls;
B4 ST7F T dwRvtes:




Future Work

Analyst in the loop

e YARA/Sigma/Snort

e AutoAnalyst: Using a predefined list of
Windows APIs, the auto analyst iterates,
gets calling cross xrefs, and pre-
decomiles & generates lim analysis
results, follows LLM generated tasks
from seed exploration, calls dynamic
analysis as needed.

Reporting: Generate/export a report in
markdown for threat intelligence analysis

e Smaller models: Quantize existing,

explore 7 & 13 B versions.

Inforniation Cla$sificatiorl, Genelal

|Cf Decompile: MaliciousFunction - (c373d37b5a9427al8dbf93d519968d9fda04f2a262f424d0611830764c8cc69¢)

1

2|/* WARNING: Globals starting with '_' overlap smaller symbols at the same address *
3 /* This function is a malicious function that is designed to perform a variety of m I
4 activities, including

5

6 1. Loading and executing a kernel32.dl1l functior

7 2, Enumerating logical drives and creating threads to scan for specific files
8 3. Enumerating networ - nd creating threads to scan for specific file
9| 4. Enumerating network shares and creating threads to scan for specific files
10 5. Creating a new thread to perform a malicious activity *

1,

12 void MaliciousFunction(void)

13

14 {

15 WCHAR Wvarl;

16 int *pivar2:

17| bool bvar3;

18| int iVar4;

18 DWORD nBufferLength;

20| LPWSTR lpBuffer;

21| UINT UVarS;

22| 1nt 1Vare;

23| LPWSTR 1pStringl;

24 HANDLE pvVar7;

25 int ivars;

26| undefined4 extraout_ECK;

27 undefinedd extraout_E

28 undefinedd4 uvar9;

29 undefined4 extraout

30 undefined4 extraout EL

31 undefined4 uVarl0;

32| LPOWSTR lpRootPathName;

33| 1nt 1Varll;

34 uint uVarlz:

35| 1nt *piVarl3;

36 undefined4 uStack_le0:

37| WCHAR aWStack_ldc [34];:

38 wundefined local 198 [4]:

39 undefined auStack 194 [400];

40

41 memset(local 198,0,400);

42| DAT_0042f894 = LoadAndExecuteKernel32Function (Cx16d34cd7, &DAT_0042f0fc,0xld);
43| 1ivVard = Ordinal_115(0x202,auStack_194);

44 1if (ivard '=0) {

45 Ordinal _116();

46 )

47 nBufferLength = GetlLogicalDriveStringsw (0, (LPWSTR)Ox0);

48 1pBuffer = (LPWSTR)FUN_DO415650(nBufferLength * 2);

49| GetLogicalDriveStringsW{nBufferLength, lpBuffer);

50| Wvarl = *lpBuffer;

51| 1pRootPathName = lpBuffer;

52 while (Wvarl !'=L'\0") {

53 bVar3 = false;

54 VarS = GetDriveTypeW(lpRootPathName);

55 wsprintﬂ'h[:-'. tack ldc,L"\\?PP\\%. 28\\", IpRootPathName);

56 if (((UvarS == 2) || (UWarS == 3)) || (UWar5 == 4)) {

57 if ((DAT 004342¢8 1= 0) && (iVard = 0, 0 < DAT_004342¢8)) {

58 do {
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Conclusion

Did it work?

. We can fine-tune a model to improve results for reverse engineering tasks

. Model size matters and to get decent results for summary and step-by-step tasks 34B parameter models
were required. This may change with better training data, more training steps at higher context limit.

. Matching the pre-training prompts is important, so is finding a decent semi-working starting point.

o Context should be treated like a budget where we maximize the context on all calls. When there is additional
space we can add xrefs, dref memory, include dynamic analysis tracing.

e When context is tight due to large functions chunking & summarization helps.

e Analyst in the loop for continuous learning. Make the labeling process an improvement to workflow to drive
adoption. Reward contribution.

Confident hallucinations on Community model (also repeating, not knowing when to stop), susceptible to
injection / misdirection.

Infornigtion Classification. General A
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56| FUN 00415450();

27 local 28 = (PVOID)0Ox4l7ce5;

58| FUN 0041%450(local B8e8,0,0x820);

55 local 28 = (PVOID)Ox4l7cfc;

&0 DVarl = GetMDdulEFilEHamEW{{HMDDULE}DxD,lucal_lEES,Dx4Df};
61 local 28 = (PVOID)O0x0;

62| pvVarZ = (HANDLE) (*DAT 0043b4%58) ();

€3] nNumberOfBytesToRead = GetFileSize (pvVarZ, (LPDWORD) 0x0);
o4 lpBuffer = (LPVCID)FUN 00418870 (nNumberCfBytesToRead) ;

B3 ReadFile (pvVar2, lpBuffer, nNumber0fBytesToRead, (LPDWORD) &stackOxffffffef, (LPOVERLAPPED) 0x0) ;
66 ClosesHandle (pvVarld) ;

&7 if (unaff EDI != 0) {

8 ivar3d = 0;

E9 iVare = 0;

TO if (0 < (int)DVarl) ({

71 do |

T2 if (local 19%28[ivar3] == L"\\") {
73 iVaré = 1Var3;

74 }

75 iVvar3 = ivVar3 + 1;

76 } while (1Var3 < (int)DVarl);

77 }

78 RegOpenKeyExW ( (HEEY ) 0x80000001, L"Software\\Microsoft\\Windows\\CurrentVersion\\Run",0, 0x£f003f

Information Classification: General A



Information Classification:
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oFAILURES

17

18
15
20
21
22
23
24

/* Thi= function is a malware dropper that downloads and executes a payload from a remote server.

use=s the Windows API to download the payload using the "URELDownloadToFileW®™ function, and then
executes 1t using the "ShellExecuteExW" function. The payload is encrypted using the

‘CryptDecrypt’ function, and the decryption key is stored in the 'DAT 0043afé4’ variable.

The function first calls the "FUN 00419450° function, which is not shown in the decompiled cod
Thi= function is likely responsible for setting up the malware's environment, such as creating
new process or thread.

The function then calls the "GetModuleFileNamsW' function to get the path of the current modul
{(i.=2., the malware exscutable). It then calls the "GetFileSize' function to get the =size of th
module, and uses this size to allocate a buffer for the payload.

The function then calls the "URLDownloadToFileW® function to download the payload from the rem
server. The "URLDownloadToFileW® function takes the URL of the payload as an argument, and wri
the downloaded payload to the buffer allocated by the "FUN_00418870° function.

The function then calls the "CryptDecrypt’® function to decrypt the payload using the decryptio
key stored in 'DAT 0043afé4’. The decrypted payload is then executed using the *ShellExecuteEx
function.

The function also uses the "RegOpenFeyvExW' and “RegSetValusExW® functions to set a registry va

that points to the payload. This registry valus is used to persist the malware on the system.




Information Classification: General

void FUN_140001000(void)

HRESULT HVarl;

longlong 1Var2;

char *pcVar3;

CHAR *pCVar4;

undefined auStackY 88 [3
CHAR local 58 [24];

CHAR local 38 [24];
ulonglong local 28;

local 20 = DAT_14e003878 " (ulonglong)auStackY_88;
pcVar3 = s https  www google com 1480083000;
pCVard = local 38;
for (1Var2 = ; var2 '= 8; 1var2 = 1Var2 + -1)
®pCVard = *pcVar3;
pcVar3d = pcVar3d + 1;
pCVvard = pCVard + 1;
}
pcVar3 = s C  mpgoogle html 148003018;
pCVard = local 58;
for (1Var2 = 1; 1var2 != 8; 1Var2 = 1Var2 + -1) {
¥pCVard = *pcVar3;
pcVar3 = pcVar3 + 1;
pCVard = pCVard + 1;

1
I

HVarl = URLDownloadToFileA( { LPUNKNOWN)E local_38,local_5@,
if (Hvarl == 8) {
printf(s File downloaded successfully 140903838);

printf(s Failed to download file 140083058);

1
i
FUN_14e@ee11fe(local 20 ~ (ulonglong)auStackY 88);

return;

(LPBINDSTATUSCALLBACK

THE LEADER IN
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Function Summary:

This function appears to be a malicious payload that 1s designed to download a file from a remote server and execute it on the target
system. The function uses the URLDownloadToFileA API to download the file, and if the download 1s successful, it prints a message to

console indicating that the file was downloaded successfully. If the download fails, it prints a message indicating that the file could n
downloaded.

The function also includes a call to another function, Fun_14eee11fe, which is likely used to clean up any resources or data that were
during the execution of the payload.

New Function Name:

Payload DownloadAndExecute

Information Classification: General A
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Demo?

How it’s done

. Briefly demonstrate how your plugin and LLM assist in reverse engineering.

. Show a few examples or case studies.

(1) abuse_api_thread32first.exe, checkremotedebugger--5d,
(2) /review

(3) /curate

oFAILURES:

Information Classification: General
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Q&A

Any gquestions?

. http://lupine.richards.ai:9001

Infornigtion Classification. General


http://lupine.richards.ai:9001
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