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Ghidra  +  B inary  D i f f ing  ==  ghidriff

#SecTorCA2023#SecTorCA2023



pip install ghidriff

ghidriff old.bin new.bin
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Immediate
Questions

B inary  D i f f ing
Ghidra
Python
YADT
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Overview

B inary  D i f f ing
Background  /  Mot ivat ion
ghidr i f f

Internals
Features
CVE diff ing

Summary
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Binary Diffing



What?
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Binary v1 - vulnerable Binary v2 - patched

Modified

Match 85%

Match 100%

Match 100%

Match 100%

funcA1234

funcA1235

funcA1236

funcA1237

Deleted

funcA1238

funcB2345

Added

funcB2346

funcB2347

funcB2349

funcB2348



F i lter  out  the  no ise  (s im i lar it ies)

Focus  on  the  s ignal  (changes)
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A Survey  of  B inary  Code  S im i lar ity  -  IrfanU lHaq2019

B inary  code  s imi lar i ty  approaches  compa re  two  or
more  p ieces  o f  bina ry  code  to  ident i fy  thei r  s im i la r i t ies

and  diffe rences .
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https://arxiv.org/abs/1909.11424
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Why?
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Reverse  Engineer ing :
Por t  prev ious  reverse  engineer ing  work  to  new  binary
Vu lnerability  Research :

Determ ine  i f  a  secur ity  update  actual ly  addressed  the
root  issue

Malware  analys is :
F ind  s im i lar  code  in  across  malware  samp les  to
correlate  vers ions  of  malware
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How?
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But  we  don't  have  text . . .
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for tunately. . .
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SRE tools distill binaries into objects and
relationships that we can compare
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Diffing Tools
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Binary v1 - vulnerable Binary v2 - patched

Modified

Match 85%

Match 100%

Match 100%

Match 100%

funcA1234

funcA1235

funcA1236

funcA1237

Deleted

funcA1238

funcB2345

Added

funcB2346

funcB2347

funcB2349

funcB2348

Purpose

F ind  the  added , deleted ,
and  modif ied  funct ions
and  data  between  two

binar ies .



Complexity
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Assymetry

Structural  Compar ison  of  Executable  Objects

I t  takes  rela t ively  l i t t le  work  to  change  source  code
and  recomp i le , whi le  the  analys is  o f  the  objec t  code
w i l l  have  to  be  comp le tely  redone  to  de tec t  the

changes .
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https://static.googleusercontent.com/media/www.zynamics.com/en//downloads/dimva_paper2.pdf


Smal l  source  change  and  great ly  impact  comp l ied  binary :

1. Registers  used  to  ho ld  specif ic  var iables  (us ing  RAX
instead  of  RDX)

2. Bas ic  block  arrangement  and  branches  (f lowgraph  and
callgraph  respect ively)

3. Comp i ler  m ight  opt im ize  instruct ions  that  perform  the
same  operat ions  ( xor eax, eax  or  mov eax,0 )
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Each  diff ing  too l  attempts  to  br ing  symmetry  to  the
assymetr ic  problem  of  RE ing  binar ies
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Binary Diffing Tool Options
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BinDiff
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Halver  F lake

In  2004, I  sta r ted  a  company  cal led  zynam ics . . . One  o f
our  produc ts  (B inD i f f)  became  an  industry  standa rd

and  even  a  ve rb. . .
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https://thomasdullien.github.io/about/
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Maddie  S tone  2019  Wha ts  Up  W i th  Wha tsApp
@Google

https://github.com/maddiestone/ConPresentations/blob/master/Jailbreak2019.WhatsUpWithWhatsApp.pdf


Diaphora
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Maddie  S tone  2019  Wha ts  Up  W i th  Wha tsApp
@Google

https://github.com/maddiestone/ConPresentations/blob/master/Jailbreak2019.WhatsUpWithWhatsApp.pdf


Popu lar  and  recent
release  looks  to  prov ide
a  ton  of  new  features



Version Tracking Tool
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Ghidra  Patch  D i f f ing
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https://cve-north-stars.github.io/docs/Ghidra-Patch-Diffing#analyst-view


#SecTorCA2023#SecTorCA2023





Version Tracking Tool

Some  ins ightfu l  match  funct ion  algor ithms
M iss ing  wel l-known  funct ion  matching  algor ithms
Lacks  a  pseudo  code  diff  v iew
Confus ing  S im i lar ity  Scor ing
A bit  s low
W i l l  get  you  there  eventual ly
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Binary Diffing Tools - Workflow
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Standard  B inary  D i f f ing  Workflow

1. Obtain  two  binar ies  to  diff  (o ld  and  new)
2. Create  new  SRE pro ject
3. Import  o ld  and  new  binary
4. Run  analys is  on  binar ies
5. Run  diff ing  heur ist ics
6. Expor t  the  analys is  for  each  f i le
7. Open  up  the  expor ted  analys is  in  the  corresponding
diff  too l

8. Analyze  the  diff
#SecTorCA2023#SecTorCA2023



Modern Windows Patch Diffing Workflow
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Binary Diffing Tools - Under the Hood
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Standing on the Shoulders of Giants

B inD i f f  -  IDA /  Ghidra  /  B inaryN in ja
D iaphora  -  IDA
Vers ion  Tracking  -  Ghidra
Ghidr i f f  -  Ghidra
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Function Matching

B inary  diff ing  is  just  a  game  of  matching  funct ions
Each  too l  attempts  to  match  al l  recogn ized  funct ions
Star t  w ith  fast  and  accurate , progress  to  s low  and
specu lat ive
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B inD i f f  -  algor ithms
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https://www.zynamics.com/bindiff/manual/#N2038E


D iaphora  -  heur ist ics
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https://github.com/joxeankoret/diaphora/blob/ed9d0467468e4950519d893854036861643925cd/diaphora_heuristics.py#L42


Ghidra  -  correlators

#SecTorCA2023#SecTorCA2023

https://github.com/NationalSecurityAgency/ghidra/tree/master/Ghidra/Features/VersionTracking/src/main/java/ghidra/feature/vt/api/correlator/program


3  General  Matching  Methods

Syntax  -  compare  representat ion  of  actual  bytes  or
sequence  of  instruct ions
Semant ics  -  compare  the  mean ing  is  equ ivalent  or
prov ide  the  same  funct ional ity
Structure  -  a  blend  of  semant ic  and  syntax ;  analyzes
graph  representat ions  of  binar ies  (  contro l  f low,
cal lgraphs , etc . )  and  computes  s im i lar ity  on  these
generated  structures
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Syntax Matching - Exact Bytes Hash
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Structural Matching
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Halvar  F lake  2004
Structural  Compar ison  of  Executable  Objects

A rela t ively  s imp le  [ . . . ]  heur ist ic  for  tel l ing  whe the r  two
g raphs  a re  isomorphic  is  to  compa re  the  numbe r  o f

nodes  and  edges .
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https://static.googleusercontent.com/media/www.zynamics.com/en//downloads/dimva_paper2.pdf




A l l  too ls  look  to  prov ide  the  comp lete  l ist  of  matches
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Funct ion  C lass i f icat ion

C lass if icat ion o ld  binary new  binary

Deleted Unmatched X

Added X Unmatched

Modif ied
Matched  but
different

Matched  but
different
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W ith  the  fu l l  diff  you  can
star t  to  make  sense  of

the  changes
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Somet imes  new
funct ions  are  added  to
address  secur ity  issues :
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Prev ious ly  vu lnerable  funct ions  w i l l  be  deleted  and  the
funct ions  us ing  them  modified  to  use  the  new  safer  APIs

#SecTorCA2023#SecTorCA2023



Patch  diff ing  w i l l  not  tel l  you  which  funct ions  are  relevant
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Patch  diff ing  w i l l  help  you  focus  so le ly  on  the  funct ions
that  cou ld  be
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Background / Motivation
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CVE Research

CVE-2020-1048 CVE-2020-1337 CVE-2020-17001 CVE-2010-2729 CVE-2020-1030

CVE Analysis + Patch Diffing

System ComprehensionVulnerability Classification Root Cause Identification

Develop Mitigation Requirements / Novel Understanding

Discover New and/or Related Vulnerabilities



" It  is  often  used  to
determ ine  the  techn ical

detai ls  behind
ambiguous ly-worded
bu l let ins , and  to
establish  the  root

causes , attack  vectors
and  potent ia l  var iants  of
the  vu lnerabil it ies  in

quest ion ."

using-binary-diffing-to-
discover

https://googleprojectzero.blogspot.com/2017/10/using-binary-diffing-to-discover.html
https://googleprojectzero.blogspot.com/2017/10/using-binary-diffing-to-discover.html


"S ince  f ixes  for  the
vu lnerable  dev ices  were
qu iet ly  published  by

For t inet , we  decided  to
dive  in  and  'patch  diff '
the  bug , [ . . . ]to  locate
detai ls  of  the  f ix . . ."

xortigate-or-cve-2023-27997

https://labs.watchtowr.com/xortigate-or-cve-2023-27997/


Patch Diffing in the Dark



Patch Diffing

CVE Nor th  Stars

is  a  s ingle  source  o f  t ruth  when  the re  is  no  othe r
prov ides  cla r i ty  in  root  cause  analys is
can  improve  your  compe tence  in  reve rse  enginee r ing
and  unde rstanding  o f  mode rn  vu lne rabi l i t ies
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https://cve-north-stars.github.io/


Patch  diff ing  became  a  permanent  too l  in  my  RE too l  belt
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Patch Diffing All Day
Every Day

Usefu l  to  dive  deep  in
a  new  area  of  research
Fun  fr iday  n ight
scoped  RE pract ice
Star ted  to  get  good  at
the  VT Workflow
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https://cve-north-stars.github.io/docs/Ghidra-Patch-Diffing#version-tracker-workflow


It  became  repet it ive  and  tedious . . .
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What  do  programmers  do  when  they  encounter  a
repet it ive  tedious  task?
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ghidriff  was  born  out
of  both  necess ity  and

cur ios ity



Necessity

(aka  overcom ing  pain  po ints)
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Workflow

#SecTorCA2023#SecTorCA2023



S tanda rd  B ina ry  D i f f ing  Workf low

1. Ob tain  two  bina r ies  to  diff  (pa tched  and  vu lne rable)
2. C rea te  new  SRE pro jec t
3. Impor t  o ld  and  new  bina ry
4. Run  analys is  on  bina r ies
5. Run  diff ing  heur ist ics
6. Expor t  the  analys is  for  each  f i le
7. Open  up  the  expor ted  analys is  in  the  corresponding
diff  too l

8. Analyze  the  diff
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ghidriff old.dll new.dll
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ghidriff  changes  the  workflow  to  3  steps

1. Down load  two  binar ies  to  diff
2. Run   ghidriff old.bin new.bin
3. Analyze  the  diff
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Decompilation Diffs
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Sharing Results
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Most  too ls  have  the  resu lts  expor table  as  images  or  on ly
avai lable  w ithin  the  too l  GU I
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Needed  an  easy  way  to  share  resu lts . . .
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Markdown Implementations

M icrosoft  Teams
D iscord
JotterPad
Doxygen
RStudio
G itHub  F lavored
Markdown
RMarkdown
Nextcloud  Notes

S imp lenote
Obs idian
Moz i l la  Thunderbird
Kanboard
D iscourse
Bugz i l la
G itLab
Every  blogging  p latform
Many  more . .
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https://en.wikipedia.org/wiki/Microsoft_Teams
https://en.wikipedia.org/wiki/Discord_(software)
https://en.wikipedia.org/wiki/JotterPad
https://en.wikipedia.org/wiki/Doxygen
https://en.wikipedia.org/wiki/RStudio
file:///Users/yoda/Google%20Drive/repos/sector2023-ghidriff/Sector-23-McIntosh-GhidriffGhidraBinaryDiffingEngine.md
file:///Users/yoda/Google%20Drive/repos/sector2023-ghidriff/Sector-23-McIntosh-GhidriffGhidraBinaryDiffingEngine.md
https://en.wikipedia.org/wiki/RMarkdown
file:///Users/yoda/Google%20Drive/repos/sector2023-ghidriff/Sector-23-McIntosh-GhidriffGhidraBinaryDiffingEngine.md
https://en.wikipedia.org/wiki/Simplenote
https://en.wikipedia.org/wiki/Obsidian_(software)
https://en.wikipedia.org/wiki/Mozilla_Thunderbird
https://en.wikipedia.org/wiki/Kanboard
https://en.wikipedia.org/wiki/Discourse_(software)
https://en.wikipedia.org/wiki/Bugzilla
file:///Users/yoda/Google%20Drive/repos/sector2023-ghidriff/Sector-23-McIntosh-GhidriffGhidraBinaryDiffingEngine.md
file:///Users/yoda/Google%20Drive/repos/sector2023-ghidriff/Sector-23-McIntosh-GhidriffGhidraBinaryDiffingEngine.md
file:///Users/yoda/Google%20Drive/repos/sector2023-ghidriff/Sector-23-McIntosh-GhidriffGhidraBinaryDiffingEngine.md


Cal lgraphs  w ith  Ghidra , Pyhidra , and  Jpype

https://clearbluejar.github.io/posts/callgraphs-with-ghidra-pyhidra-and-jpype/






Curiosity
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W i l l iam  Ar thur  Ward

Cur ios i ty  is  the  w ick  in  the  candle  o f  lea rn ing .
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https://www.brainyquote.com/authors/william-arthur-ward-quotes


Writing Your Own Tooling

Understand  and  appreciate  comp lex ity
Gain  ins ight  into  what  is  important  vs  n ice  to  have
Able  to  m it igate  pain  po ints
Ghidra  internals  know ledge++

#SecTorCA2023#SecTorCA2023



Internals



diffs_output_dir

rpcrt4.dll-v1-v2.diff.md

rpcrt4.dll-v1-v2.diff.json

rpcrt4.dll-v1-v2.diff.side-by-side.html

old binary - rpcrt4.dll-v1

GhidraDiffEngine

new binary - rpcrt4.dll-v2

Ghidra Project Files



Design Goals

F ind  al l  added , deleted , and  modif ied  funct ions
S imp le , Fast , Accurate
Res i l ient
Extendable
Easy  shar ing  of  resu lts
Social  D i f f ing
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Design Choices
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Ghidra

Free  /  Open  Source
Great  suppor t
Constant
improvements
R ich  Programm ing  API
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Simple - Code
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ghidriff  Main

1. Parse  arguments
2. Setup  Ghidra  pro ject
3. Analyze  B inar ies
4. D i f f  binar ies
5. Generate  Markdown
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Simple - Orchestrating Ghidra via Python
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Pyhidra
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https://github.com/dod-cyber-crime-center/pyhidra
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Fast
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Jpype

Un l ike  Jython , JPype  does  not  achieve  this  by  re-
imp lement ing  Python , but  instead  by  inte r facing  both
v i r tual  machines  a t  the  na t ive  level . This  shared

memory  based  approach  achieves  good  comput ing
performance , whi le  prov id ing  the  access  to  the

ent i re ty  o f  CPython  and  Java  l ib ra r ies .
h t tps : / / jpype . read thedocs . io /en / la test /
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https://jpype.readthedocs.io/en/latest/
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Extendable
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GhidraDiffEngine

StackOverf low  -  D i f ference  between  and  engine  and  a
framework

An  "engine"  is  a  self-contained , but  exte rnal ly-
contro l lable , p iece  o f  code  tha t  encapsu la tes  powe r fu l
logic  des igned  to  pe r form  a  specif ic  type  o f  work .

#SecTorCA2023#SecTorCA2023

https://stackoverflow.com/questions/5068992/whats-the-difference-between-an-engine-and-a-framework
https://stackoverflow.com/questions/5068992/whats-the-difference-between-an-engine-and-a-framework


The  base  class  imp lements  f irst  3  steps  of  the  Ghidra
headless  workflow :

1. Create  Ghidra  Pro ject  -  D i rec tory  and  co l lec t ion  o f
Ghid ra  pro jec t  f i les  and  da ta

2. Import  B inary  to  pro ject  -  Impor t  one  or  more
bina r ies  to  the  pro jec t  for  analys is

3. Analyze  B inary  -  Ghid ra  w i l l  pe r form  defau l t  bina ry
analys is  on  each  bina ry

#SecTorCA2023#SecTorCA2023

https://github.com/clearbluejar/ghidra-python-vscode-devcontainer-skeleton#steps




Evolution of Differs

1. S imp leD i f f  -  "S imp le"  as  in  it  relies  most ly  on  known
symbo ls  to  f ind  the  differences  between  funct ions

2. StructualGraphD i f f  -  Adds  to  s imp le  us ing  structural
graph  hashing

3. Vers ionTrackingD i f f  -  The  latest  differ, w ith  advanced
several  correlators  funct ion  matching

#SecTorCA2023#SecTorCA2023

https://github.com/clearbluejar/ghidriff/blob/main/ghidriff/simple_diff.py
https://github.com/clearbluejar/ghidriff/blob/main/ghidriff/structural_graph_diff.py
https://github.com/clearbluejar/ghidriff/blob/main/ghidriff/version_tracking_diff.py
https://github.com/clearbluejar/ghidriff/blob/main/ghidriff/correlators.py
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S imp le  D i f f  Funct ion  Matching

Symbo l  Name
Name  +  Funct ion  Length
Address  +  Length
Param  Length  +  Length
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Structural Graph Diff Function Matching

Prev ious  S imp le  D i f f  Heur ist ics
Structural  Correlator
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Vers ion  Tracking  D i f f  Funct ion  Matching



Correlators
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Resilient



G itHub  Act ions  for  CI
Automated  pytest
Package  Bu i lding

Docker  /  devcontainers
Test  across  vers ions
and  env ironments
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Sharing Results
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Social Diffing
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Features



Command Line
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ghidriff old.bin new.bin
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Summary TOC





Visual Diff Charts
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Metadata Diffs
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One Issue with Side by Side Diffs
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Markdown  in  G itHub  /  G itLab  won't  render  HTML sty le
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https : / /diffprev iew.github. io /
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https://diffpreview.github.io/


https : / /gist .github.com /clearbluejar/
fc20a4f6f2a9e91d5ed7104eedea53e0

https : / /diffprev iew.github. io /?
fc20a4f6f2a9e91d5ed7104eedea53e0
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https://gist.github.com/clearbluejar/
https://diffpreview.github.io/
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Ghidriff in Action
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ghidriff ntoskrnl.exe.x64.10.0.22621.1105
ntoskrnl.exe.x64.10.0.22621.1194
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Sample Log Output
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CVE Diffs
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CVE-2023-21768

#SecTorCA2023#SecTorCA2023





M iss ing  user  mode  buffer  check  in
afd!AfdNotifyRemoveIoCompletion
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1. Down load  afd.sys  (vu lnerable  and  patched) :

2. Run  ghidriff :

3. Analyze  D i f f
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CVE-2023-21769
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msmq_re

https://github.com/omair2084/msmq_re


Packet  pars ing  code  in  funct ion
CQmPacket::CQmPacket  w ithin  mqqm.dll  has  the

issue . . .
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1. Down load  mqqm.dll  (vu lnerable  and  patched) :

2. Run  ghidriff :
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Root Cause Your Own CVEs
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CVE-2023-36903

https : / /msrc .m icrosoft .com /update-
gu ide /vu lnerabil ity/CVE-2023-36903
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36903
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36903


Published  last  month
No  known  blogs  or
pocs
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1. Down load  winsat.exe  (vu lnerable  and  patched) :

2. Run  ghidriff :
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CVE-2023-36903 == Arbitrary Delete
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Conclusion



ghidriff  isn't  perfect , but  it  is  good
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Known Issues

Cons istent  pseudo
code  output
M iss ing  wel l  known
matching  heur ist ics
Needs  more  test
automat ion
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Unique Benefits

S imp le
Ent ire  stack  open  source
Command  l ine
Social
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Coming Soon

Cal lgraphs
Suppor t  custom  Ghidra  GDTs
Improved  documentat ion
More  automated  test ing
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Patch  D i f f ing  can  prov ide  the  ins ight  you  need  to
understand  modern  vu lnerabil it ies .
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ghidriff  can  help  make  that  process  a  bit  eas ier
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Try It

F ind  a  CVE of  interest
Down load  the  relevant  binar ies
Patch  diff  and  see  what  you  can  learn
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Summary

B inary  D i f f ing
Background  /
Mot ivat ion
ghidr i f f

Internals
Features
CVE diff ing
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https://github.com/clearbluejar/ghidriff


Questions?
github.com/clearbluejar/ghidriff
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https://github.com/clearbluejar/ghidriff

