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REAL-WORLD IMPACT
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Key Milestones in North Korean Cyber Operations (May 2022–February 2025)

January 2025

North Korean IT workers 
begin extorting former 
employers

February 2025

$1.5 billion stolen in single
cryptocurrency attack

May 2022

North Korean IT workers 
identified as major 
infection vector

At least seven 
organizations in six
countries targeted

September 2024 –
February 2025

21 command and control 
servers linked to operations

August 2024 –
February 2025
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TIMELINE OF EVENTS
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December 2024
North Korean IT 

worker hired as senior 
DevOps engineer

Early January 2025
Discovery of tooling 
on seized laptop

February 2025
Laptop returned to client 
and analyzed by Sygnia

January to 
February 2025

Threat hunt 
performed 

in client 
environment



NO MALWARE NEEDED: JUST PYTHON, ARP, AND ZOOM
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Covert Device
Control
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Scripts enable
control without
malware installation.

Scripts

ARP packets
rebroadcast
commands locally.

ARP Packets

Zoom Automation
simulates remote
desktop control.

Zoom Automation

WebSocket
facilitates remote
command and
control.

WebSocket

Evasion operates
below traditional
logging thresholds.

Evasion



TOOL 
BREAKDOWN
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COVERT CONTROL SYSTEM: NO EXPLOITS REQUIRED
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Network Listener
Module

Video Conferencing
Automation Module

Input Simulation
Agent

Command
Rebroadcast 
Relay

User Presence
Beacon Script

WebSocket
C2
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USER PRESENCE BEACON SCRIPT
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Send 
POST
Request

User Presence
Beacon

Activate
Modules

Shell Loop
to Check-In

Gather
Username

Wait for
Beacon
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COMMAND REBROADCAST RELAY SCRIPT
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Extract
Command
PayloadCommand

Relay Script

Execute
Command

Broadcast ARP
Packet

Receive WebSocket
Command
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INPUT SIMULATION AGENT SCRIPT
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Decode
CommandsInput

Simulation
Agent

Validate
Channel ID

Inject Input

Listen for
Commands
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VIDEO CONFERENCING AUTOMATION MODULE

Initiates a Zoom
session using Apple
Scripting or Zoom's

protocol handler.

Launch Zoom
Session

2

Receives commands
like 'open', 'create',
'admit', and 'hide'

through WebSocket.

Receive Commands 
Via WebSocket

1
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Captures screenshots 
to identify the 'admit'

button using RGB
filter.

Perform
Screenshots

3

Approves remote-
control request

without user
interaction.

Approve Remote-
Control Request
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NETWORK LISTENER SCRIPT
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Sleep Before 
Reconnection

Listen for ARP
Packets

Forward to C2
Server

Extract 
Encoded Data



DEMONSTRATION
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ZOOM DEMO
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ZOOM DEMO
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ZOOM DEMO
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ZOOM DEMO
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ARP HID DEMO
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ARP HID DEMO
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ARP HID DEMO
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ARP HID DEMO
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POC RCE DEMO

A  N O R T H  K O R E A N  C Y B E R  O P E R A T I O N



26

POC RCE DEMO
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POC RCE DEMO
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POC RCE DEMO
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POC RCE DEMO
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WHAT TO LOOK FOR IN YOUR ENVIRONMENT
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ARP
Broadcasts
Anomalous ARP

broadcasts across
network segments.

MAC Address
Oddities

Unusual or spoofed
source MAC
addresses.

WebSocket
Traffic

Unexpected persistent 
WebSocket 

connections detected.

Input
Simulation

Use of HID
interfaces for input

simulation.

Zoom 
Protocol

Zoom auto-launch
protocol trigger

detection.
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LAST THOUGHTS
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KEY TAKEAWAYS
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Evolving Cybersecurity Cycle

Protocol Thinking
Focus on protocol 
behavior, not payloads.

Workflow Control
Attackers exploit 
workflow vulnerabilities.

Evolving Detection
Detection methods 
must adapt.

Trust Boundaries
Trust is the new 
security perimeter.
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THANK YOU


