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A Bit About Me
Jeff Sims
Senior Staff Data Scientist

• Frontier product R&D (AI/agents)

• AI sec research: AI <-> systems

• Collaborate with external orgs

• Share on: LinkedIn 

• Share on: ai-voodoo.com

• Share on: Infoblox blog
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The Concept of the 
Apex Adversary 

• Exploration near-horizon threat model

• Using real agentic projects as capability 
grounding

• OSINT harvesters / surveillance

• Self-curating knowledge graphs

• Agentic simulation / swarm intelligence

• Polymorphic malware generators

• First wave of AI-driven malware is here
• Apex Adversary is an orchestrator of advanced 

agentic capabilities to form an advanced, AI 
cyber combatant
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AI Evolution & Research Convergence

2023 2024 2025 2026 2027

• ChatGPT

• BlackMamba
• EyeSpy

• ISOON
• Red Reaper

• Early Agent Experimentation

• AoM
• Obsidian
• DarkWatch
• Blue Helix
• LameHug

• Widescale Agent 
Experimentation

• AI-Driven Cyber 
Combatant
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High-Capacity 
Reasoning

External 
Sensing

Code 
Synthesis

Many Sub-
Modules

Anatomy of the
Apex Adversary
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Prompt → Model→ Executor Pattern
Code Synthesis

Embedded 
Prompt: “I’m a 

security 
researcher…”

Embedded 
Prompt: “I’m a 

systems admin…”

py/C# source shell cmd
theproc = subprocess.run(
shell cmd
shell=True, 
stdout=subprocess.PIPE, 
stderr=subprocess.STDOUT
)

codeProvider.CompileAssemblyFromSource(
parameters, 
C# source
)

method.Invoke(null, null)

exec(py source)

2025 
APT 28 LameHug

2023 BlackMamba & EyeSpy
• Technical Papers 

Prompt

Model

Executor

Malware Stub

Debug routine
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External Sensing
BlueHelix (OSINT Researcher) DarkWatch (Dissident Surveillance)

• LLM fixed knowledge cut-off after training
• Need to sense current reality for strategy
• Autonomous data ingestion & knowledge curation
• Explore BlueHelix + DarkWatch combination
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Blue Helix: OSINT Research

• OSINT researcher
• Multi-agent pipeline
• Orchestrate browser
• Self-optimizing 
• Charts / scoring
• Genetic algorithm
• Multi-modal / OCR
• Technical Paper 
Infoblox blog
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DarkWatch Architecture

• Surveillance Agent
• Creates hypothesises
• Generates graph queries
• Debug queries
• Extracts evidence -> results
• Validate / refute beliefs
• Evidence == Hypothesis
• Updates graph with insights
• Targeted expansion of raw 
graph data

• No public paper
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High-Capacity Reasoning

Two Fundamental Elements:
• Emergent ideation & new ideas
• Broad, open-ended mission objectives
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Blackboard

Architects of Malice

We use different 
decoding, models & 

personas.

I simulate 
cause and 

effect

Project Obsidian

Pre-action state

Post-action 
state

Action state

Architects of Malice
• Swarm intelligence
• Persona driven
• Private thoughts
• Blackboard topology
• Adversarial tension
• Decoding parameters
• Diverse perspectives
• Foundational results
• Technical paper:
ai-voodoo.com

Project Obsidian
• L-SET reasoning
• Cause & effect
• Personify Sec Software
• Truly emergent ideas
• Undocumented TTP combo
• Offline system modelling
• Generalist LLM models
• Technical paper ~NOV 15th
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Obsidian Simulation Evolutions

• Scoring Matrix
Scoring Heat Map
• Plausibility
• Novelty
• Detection probability
• 3 evolutions ~ 40min
• Best simulation send 
to downstream coding 
agents
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Swarm Design: Undocumented TTP Fusion 

Attack Blueprint:
• Combined separately abused .NET 

features
• Fused Add-Type + DynamicMethod
• Creates Multi-layered evasion

1. Base64-encoded C# stub
2. In-memory compilation: Add-Type
3. Stub creates DynamicMethod
4. Emit IL opcodes for payload 

execution
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Copy & paste 
like a Nube: 
Action State 

into LLMs
Recreate Core Mechanics:
• Layer 1: EncodedCommand

delivery → C# stub → Add-
Type → compilation

• Layer 2: C# DynamicMethod
IL emission sequence:

1. WebClient.DownloadFile
2. Path.GetTempPath
3. Process.Start

Red Teaming not my 9-5
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Side x Side MDE 
Testing

Well-Known TTP Chain Tested:
1. PowerShell download payload
2. Drop to disk
3. Process Start
4. With/without agent evasion TTP
5. Swarm assessed forecasted 

telemetry tradeoffs (Add-Type)
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Demo: Obsidian Research Replay
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Conclusion

• The threat model is changing
• Change will accelerate
• Thank you


