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black hat f Who Are We?

USA 2013
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Dr. Sara Bitan Uriel IVIaIm

* Senior researcher atthe «MSC Student at Tel Aviv
Technion Hiroshi Fujiwara University, advised by

Cyber Security Research Prof. Avishai Wool

’l
Ce nter 0, Hiroshi Fujiwara
\\ Cyber Security

N

{F ResearchCenter

e Founder and CEO of * Security Researcher at

CyCloak - Secure System ~ Medigate — Healthcare
Design and Audit g% loT Security
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black hat  » ‘ Talk TOpICS

* Uncovered design
vulnerabilities in the S7
protocol

* An exploit that performs
remote stealth

programming of an
S7-1500 PLC

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs

The
Operator

The
Engineer

The
Attacker
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* A distributed computerized system

* Operates and monitors physical
devices

* Controls critical infrastructure
* Power plants
* Water facilities
* Transportation systems
* Chemical plants
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blg’ckhat Programmable Loglc Controller

USA 2013

* PLC - The core of the ICS FS—
* Connected to sensors and active o i e |
devices ————

* Runs a control program that
periodically samples the sensors and
triggers the devices accordingly

* A bridge between the virtual and the
kinetic worlds

* The target of our attacks
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HMI - SCADA| £

WIinCC

TIA

Server PLC
S7-1500

W T

Engineering
Workstation

>

The S7 Protocol

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS



O

black hat — Secure ICS Topology

USA 2013

Manufacturing
Rest of the world e 'T- | |
Control Center “ % ty) B E
Processing LA HMI  production/ Database 1/0  Historian Domain  Engineering

Level 3 Apsp::ffgon Server  Server Controller Workstation

" scADA, DCS or . DCS or
Cell/Area Zone " Hybrid System #1 Hybrid System #2

Field 1/0 Devices
Instrument Bus @ @

Level 0 SIS

"""" Local Field bus/hard wired

\éamndor-?}%e;gfpbus Source: NCCIC IR-18-214
erne’
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https://www.us-cert.gov/sites/default/files/recommended_practices/Recommended%20Practice%20Updating%20Antivirus%20in%20an%20Industrial%20Control%20System_S508C.pdf
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blackhat Stuxnet Malware '(,/20'10)

4“?.;“. D

PR gl £

* The most famous cyber-attack on ICS
* Targeted Siemens S7-300 PLC
* Infected both WinCC and Step 7 packages

o R

= ko e e g e [} STEP 7

¢ L4

The S7 Protocol

TIA

-y Ny Sy = ==

s7totbxdx.dll
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* Typically attacks are exploiting
vulnerabilities the engineering station:

* CVE-2012-3015 : untrusted search path
vulnerability in Siemens SIMATIC STEP7
v5.5— July-26-2012

e CVE-2019-10915: authentication bypass
in TIA v15.1 —July-11-19 by Tenable
Security

Rogue?: Rogue Engineering Station Attacks on SimaticSs7zPLCs  4BHUSA Ya@BLACK HAT EVENTS


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3015
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-10915
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black hat — = -Our Atta e

* Exploits vulnerabilities in the PLC
Operating System
» S7 protocol

* Any vulnerable station/ device in the
network can serve as an attack machine

// Web \
= z Server

! e SNMP
Protocol

ﬁ& PLC Operating System /
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black hat ———-The S7-1506-PtC

* One of two new members in the SIMATIC PLCs
product line
e S7-1500 is the high-end PLC
* The other is S7-1200

o |
WS
wwionmis |

TGN, |
VTNV  §
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blackhat S7-1500 Security Enhancements
USA 2013 i i R e

* New version of the S7 protocol
* Integrity protection of the messages

* Know-how and copy protection

* PLC access control
e Using passwords
* Mitigates the program download attacks
* Not used by customers in practice

Protection level Access Access permission
Protection HMI Read Write Fassword Confirmation
® Full access (no protection) 4 .
() read access v v
() HMI access v

() Mo access (complete protection)

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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LIS AR ()5

‘ sara_dl (1).pcapng

File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help
d ® B ] = E=Eaaaan
Session oriented. | |S7c0mm-p|us ] Expression... +
Session begin Source Destination Protocol Leng Info z
with a 4-ways 192.168.0.61 192.168.0.59 S7COMM-PLUS 290 +25032 Ver:[V1] Seq=1 [Req CreateObject] ObjectServerSessionContainer ClassServerSession / GetNewRIDOnServer ClassSubscrip
handshake 1192.168.0.59 192.168.0.61 S7COMM-PLUS 270 »25032 Ver:[V1] Seq=1 [Res CreateObject] Retval=0K ObjId=Unknown (999), Unknown (949)
an 192.168.0.61 192.168.0.59 S7COMM-PLUS 470 <25032 Ver:[V2] Seq=2 [Req SetMultiVariables] ObjId=Unknown (999)
192.168.0.59 192.168.0.61 57COMM-PLUS 86 »25032 Ver:[V2] Seq=2 [Res SetMultiVariables] Retval=0K
192.168.0.61 192.168.0.59 S7COMM-PLUS 155 «25032 Ver:[V3] Seq=3 [Req SetVariable] ObjId=Unknown (999)
192.168.0.59 192.168.0.61 57COMM-PLUS 118 25032 Seq=3 [Res SetVariable] Retval=0K v
ISO transport £ L
over TCP . Src Port: 25032, Seq: 36, Ack: 36, "

w

Session ID %

TPKT, Version: 3, Length: 236
IS0 8073/X.224 COTP Connection-Oriented Transport Protocol
v §7 Communication Plus

Version P3

Header: Protocol version=V1 Client can create
Protocol Id: 0x72 !

Protocol version: V1 (@x@1) modify and delete
Data length: 221 objects in the PLC's

internal memor
L Y

Opcode: Request (8x31)
Reserved: 0x0000

Function: CreateObject (0x04ca)
Reserved: 0x0000

Seguence number: 1

Transport flags: @0x36, Bitl-SometimesSet?, Bit2-AlwaysSet?, Bit4-AlwaysSet?, Bit5-AlwaysSet?
~ Request Set
Ttem Value: ID=0ObjectServerSessionContainer (UDInt) = @
Unknown value 1: 0x00000000
v Object: , RelId=GetNewRIDOnServer
Element Tag-Id: Start of Object (@xa ([
Relation Id: GetNewRIDOnServer Exan1p|e:create a
Class Id: ClassServerSession server session object
Class Flags: ©x00000000
Attribute Id: None
Attribute ©

© 7 sara_dl (1).pcapng Packets: 18140 - Displayed: 1475 (8.1%) Profile: Default
Rogue?: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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pr=

Client PLC

<& PLC_PUB_KEY

e & PLC_PRV_KEY
" Req, Hello, RID, Seq=1

.- Challenge
o ' Res, Hello, SID, n,, Model, Firmware version, Challenge, Seq=1 ™

A

KDK=Key Derivation Key

Encpic pus kev(Keying Material)
'Req, SID, Encrypted Keying Material, Response, Seq=2

o
'\

| ?
Res, OK, Seq=2 Response OK:

AT

Session_key=f(Challenge, KDK)

Server only authentication Server (PLC) only authentication
Client generates keying material. Client generates keying material.
Encrypts with server public key. Encrypts with server public key.

Different servers use different public keys. All PLCs from the same model and version use a single key.

Rogue?: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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S AT e

ONE RinG
To Rure THEM ALL
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Attacking the P3 program
download exchange

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs $BHUSA WEBLACK HAT EVENTS
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% B
4 L
M sara_dl (1) peapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 ® B Res= &= @ q
| ‘s7comm [x] | Expression... +

Frame 2258: 731 bytes on wire (5848 bits), 731 bytes captured (5848 bits) on interface @
Ethernet II, Src: Cma/Micr_a7:03:7a (00:8e:04:a7:03:7a), Dst: Dell 84:97:fa (b8:ca:3a:84:97:fa)
Internet Protocol Version 4, Src: 192.168.0.61, Dst: 192.168.0.59

Transmission Control Protocol, Src Port: 25033, Dst Port: 102, Seq: 18894, Ack: 6679, Len:
TPKT, Version: 3, Length: 677

IS0 8@73/X.224 COTP Connection-Oriented Transport Protocol

v 57 Communication Plus

677

Header: Protocol version=V3

HMAC-SHA256
over packet with
session key

~ Integrity part

[4 S7COMM-PLUS Fragme #2254(976), #2255(976), #2257(976), #2258(633)]
v Data: Reg
Opcode:

Reserved:

Create Object
Request

Function:

oxeeee
Sequence number:
Session Id: 9x@00003e7
Transport flags: Ox36, Bitl-SometimesSet?, Bit2-AlwaysSet?, Bit4-AlwaysSet?, Bit5-AlwaysSet?
Request Set

Item Value: ID=NativeObjects.thePLCProgram_Rid (UDInt) = @

Unknown value 1: 8x20000000

Reserved:

Unknown VLQ-Value in Data-CreateObject: 18

Create Program

|

“ Object:

Object MAC

Cycle Object Block

Element Tag-Id: Start of Object (@xal)
Relaticn Id: OB.1

Class Id: ProgramCycleOB.Class_Rid
Class Flags: 0x@0000828, Userd, Persistent
Attribute Id: None

Attribute
Element Tag-Id:
Ttem Value:

v Attribute
Element Tag-Id

Object Code

Attribute (8xa3)

Struct) = 1828 (StructMAC)

Attribute (8xa3)

Ttem Value: 0 t = @xefbeadde7c0@ 01 032000

v Attribute
Element Tag-Id:

— Value:

|

Source Code

Sparsearray = 0x98000082787defaeaed9a3d811cBchbb46a515e22a8499798. .

0x00043078a83781ca537d29476e26dccd3ab8Tb707348c5af. . .

]

I

@330

0340
0350
0360
@370

00 80 08

Frame (731 bytes) Reassembled S7COMM-PLUS (3561 bytes) Decompressed Data (1181 bytes) Decompressed Data (1292 bytes) Decompressed Data (2403 bytes) Decompressed Data (274 by ‘»|

O 7 Value of one item (s7comm-plus.data.item_value), 220 bytes

Rogue?: Rogue Engineering Station Attacks on Simatic S7 PLCs
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blackhat Control Program Rep

0210 e8 ef be ad de 82 @@ PO 00 9O @0 00 @8 a3 9c 23 0210 aa ef be ad de 92 0@ 00 0@ 90 @0 @0 @@ a3 9c 23

6200 @@ 98 @0 a3 a3 62 @@ 14 0@ 15 @1 @0 93 80 09 09 0220 @0 @8 @@ a3 a3 62 0@ 14 00 15 @1 00 03 00 00 00

. 91 00 92 00 ©5 00 B1 03 00 08 0P Of PO 00 0O a3 = 0230 @1 @0 ©2 @0 ©5 00 ©1 03 00 98 @0 of 00 00 @0 a3
Obj eCt bb 25 6@ 6c 60 @0 00 80 | a3 bd 17 @0 17 @0 06 67 Object 9246 bb 25 @@ @c 0@ 00 08 00 a3 bd 17 00 17 08 00 O7
1c 8e 1d @0 04 00 Se le 00 17 00 00 07 08 8e 09 9250 [1c 8e 1d @ @4 00 Be le ©0 17 @0 @@ ©7 @8 8e @9

9@ @4 @9 8c ©a @0 02 @0 Se @b @9 17 €0 @0 07 21 oo |oo o4 @0 8c 02 60 02 B8 B ob 0@ 17 B0 00 07 21

MAC 8e 22 @@ 05 0@ 8e 23 90 @4 00 Se 24 @0 04 0@ 00 MAC 8e 22 98 05 00 8c 23 00 ©4 00 Be 24 00 B4 00 00
8e Oc €0 17 €@ 00 ©7 21 8e 22 @0 05 @0 8e 23 00 50 |8e ©c @0 17 @0 80 97 21 B8e 22 80 ©5 80 8e 23 00

94 80 8e 24 @0 04 96 80 Se 0d 00 14 €0 00 06 Be 0290 |@4 o Be 24 90 04 @9 @@ Be ©d @0 14 00 @O0 B0 Se

1f 90 14 90 81 Oc ea 1d ad ab 8c 90 0@ 00 ©1 00
60 00 60 00 80 00 a5 f2 7b 76 43 5d @c 12 ©1 00
00 00 90 00 @0 @0 93 79 cc 34 23 63 e4 99 04 00
00 00 00 00 00 0P 02 00 0O 00 0O 00 OO 00 20 00
00 00 08 00 ©0 @0 86 92 ST df 76 c7 17 b4 7e 7d
Se 7f 39 34 @6 f2 3a 5b 59 fe 65 8d 68 d4 77 d8
68 01 7e 94 f5 41 97 d5 9f 60 27 83 64 41 2c b
d9 f5 5 42 2e 37 d8 fa 1a 13 31 of 74 44 ac cc
b@ 2e 12 bd ef 37 74 2d e@ d6 55 o1 25 72 32 06
ac 5> oof[s5 54 12 60 14 08 5T 58 of be o7 de 7¢|

06 90 00 01 00 00 B0 02 ©O 00 VO 32 60 00 00 00

1f @0 14 90 81 Oc ea 1d ad ab 8c 00 00 80 91 0O
00 00 80 00 PO 80 a5 f2 7b 76 43 5d 6c 12 @1 00
09 00 00 00 00 V9 93 79 cc 34 23 63 e4 99 04 00
09 00 00 00 00 00 0O V@ ©0 0 00 P9 00 09 09 00
08 00 PO 00 PO V0 86 92 5 df 76 c7 17 b4d 7e 7d
Se 7f 39 34 @6 f2 3a 5b 59 fe 65 8d 68 d4 77 d8
68 01 7e 94 f5 41 97 d5 9f 60 27 83 64 41 2c eb
d9 f5 c5 42 2e 37 d8 fa 1a 13 31 of 74 44 ac cc

b@ 2e b2 2b 87 94 cd 1d 1d eb 2d 74 ac 22 85 4e
cl 79 B@Ia} 94 14 @@ 14 00 81 58 e e a e 7c

5

AT

Ob ect 84 G0 0O 00 08 0@ 08 93 79 cc 34 23 63 ed 99 04 Ob -ect 56 60 00 01 00 @0 P2 02 00 @0 89 32 68 60 80 0
J 00 00 60 00 ©8 @0 8 a5 f2 7b 76 43 5d @c 12 @1 J 04 00 66 00 B0 00 00 93 79 cc 34 23 63 e4 99 04
60 00 60 @0 00 @0 88 3c 0@ 00 0@ d7 3a d1 7a &f O |oe 60 €0 00 60 B0 8@ a5 f2 7b 76 33 5d 3( 12 e}
5d a7 d3 3b 7f 7d e3 3f b@ 32 83 6d 93 b2 61 cd C d 60 00 80 0@ 00 00 08 3c 0@ 00 08 d7 3a dl 7a 6
COde e3 cf c9 el 45 57 7c c@ 83 6c 7 c9 3f eb a@ 3f o e 5d a7 d3 3b 7f 7d e3 3f b0 32 83 6d 93 b2 61 od

e3 cf ¢9 el 45 57 7c <@ 83 6¢ f7 9 3f eb a@ 3f
54 43 cb cd 65 27 fe b2 b2 6 4e a2 €9 36 31 3e
0@ a9 98 6f 75 56 2f ef be ad de 00 60 006 00 20
06 00 00 d6 a6 62 46 72 d@ fc 43 ce 23 17 <9 be
ff 1d f1 2d a5 <5 91 8c af bé fa 75 d5 1c @1 9b
93 69 9f ef be ad de 81 00 00 ©0 18 60 006 00 4a
23 06 b3 @a e4 5d 3e 87 <9 5b e7 51 7f 78 55 f9
34 07 @b 69 bo 11 39 ef be ad de 02 00 00 00 00

54 43 cb cd 65 27 fe b2 b2 f6 de a2 e9 30 31 3e
80 a9 90 &6f 75 56 2f ef be ad de 00 06 00 06 20
00 00 0@ d6 a6 62 46 72 d@ fc 43 ce 23 17 ¢9 be
ff 1d f1 33 26 92 8f 34 92 67 al 83 74 b2 <9 61
39 c4 eb ef be ad de @1 ©0 00 00 18 @0 0@ @0 4a
23 84 b3 @a e6 5d 3e 52 9 f9 d1 31 b7 74 2b d6
48 75 4a Of S5a 81 fa ef be ad de 02 06 00 00 00
@8 00 28 |a3 94 15 88 85 Ba o2 8c b8 cb6 ba 97 a5
20 88 a3 94 1a 90 14 00 04 ©0 00 80 00 a3 94 1b 00
Frame (508 bytes)  Reassembled STCOMM-PLUS (3733 bytes Decompressed Data (1180 bytes

|0@ @ @@fa3 94 15 00 05 8a e2 8c b8 c6 ba 97 a5
08 a3 94 1a 00 14 00 04 00 00 00 O a3 94 1b 00

st
g

Source
Code

Source
Code

Yellow Program . Blue Program g)

Rogue?: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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Totally Integrated Automation

T4 Siemens - C:\Usersloren.milmanis7\TIA_projectsifw21_ip16\set_Q0_and_Q1\set_QQ_and_Q1 R H ..' ..‘ R ,.. D S I
Project Edit View Insert Online Options Tools Window Help eq; e O eq

Totally Integrated Automation

5 (3 Bl saveproject @ ¥ 2 B X D @ G MG BB F coonline F cooffine : §p MW 3 11" PORTAL

Devices @ _ E
e B2 e s s o0 AL LICAL a2 Res, Hello, SID, n,, Model, Firmware version, Challenge, Seq=1 ' SIMATIC
~ [ set.Qo_and Q1 Name HAC g |- ! S$7-1500
B Add new device 1 <@ v Input 9 i
ay Devices & networks 2 = Initial_C | :
- [l PLC_1 [CPU 1511-.. Ellan e Remane 9 i
I]J De“me :udnﬁgur... 7 i
- ,3,2‘",5: il Object E . . |
et ||| 7 ockite: ek | coge | ' Req, SID, Encrypted Keying Material, Response, Seq=2 |
¥  Network 1: ; : ':
» [@ External source Comment 3
W—"Iw—\ — —
| Details view - iz;:cs %01 %Q0.0 U_:J RE‘S OK Seq 2 !
Sk— *Tag_2" *Tag_1" - 3| i
- {s }—{s }— o Session_key=f(Challenge, KDK) !
< Pl - Yellow Program @ I
100% Py e
< [ 5 | < Properties  |7ilinfo [t Diagnostics |
1 Overview 4 Main (OB1) =

Download

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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blackhat - Program U pload

00 1Ea28VDCI0 54 1F

SES7522-18H01-0AB0
2

Totally Integrated Automation

T4 Siemens - C:\Usersloren.milmanis7\TIA_projectsifw21_ip16\set_Q0_and_Q1\set_QQ_and_Q1 R H ..' ..‘ R ,.. D S I
Project Edit View Insert Online Options Tools Window Help eq; e O eq

Totally Integrated Automation

¥ ___

G DY soveproit @ X 3 3 X 02 it T MG B R coonine ¥ Goofiine | fr MW 3@ 11 PORTAL
set_QO_and_Q1 » PLC_1[CPU 1511-1 PN] » Program blocks » Main [OB1] W EX
Devices & : -
e R s L =0 =B @ BT 6 AB T = g ST G ESH i i -1 C
Gl B =[E/8: 3: 4 @Y ¢ 1 Hié =G : Res, Hello, SID, n,, Model, Firmware version, Challenge, Seq=1 ' SIMATIC
~ [ set.qo_and Q1 Name Data type Defaultvalue | Comment g | !
B #dd new device 1< nput q i
iy Devices & networks. 2 @-= Initial_Call Bool Initial call of this OB = :
~ [ PLC1 [CPU15T1-.. 3 4 s Remanence Boal et e =Tie. if remanent data are available vl i
I} Device configur... = 1
4 cnline & dign.. AF |- i bl B 1
E '

el o Req, SID, Encrypted Keying Material, Response, Seq=2

Ig

¥ Network 1: é‘

» [ External source J

[<] 1l L
:\Detailsview - & RE‘S OK SE‘Q‘Z !
- ] Session_key=f(Challenge, KDK)

100% Py e
< [ 5 | < Properties  |7ilinfo [t Diagnostics |
1 Overview 4 Main (OB1) =

Upload

Rogue?: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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* No engineering station in the Rogue
production network. TIA

* The attacker brings it with him.

* Rogue TIA: The attack system
consists of a modified legitimate
TIA and a malicious proxy.

Tty et Atomaton.

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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Totally Integrated Automation .

T Siemens - C:Wsers\oren.milmanis7\TIA_projects\fw21_ip16\set Q2 and_Q3\set Q2 and Q3

Req, Hello, RID, Seq=1

Project Edit View Insert Online Options Tools Window Help Tl e AT

G Y saveproiect @ X E X D:: 5 MG E R 5 coonline i F Gooffine gy MM x® o 1] " PORTAL

—
v

| peces EEIFT I — - !
- R S f e Sk Res, Hello, SID, n,, Mode|, Firmware version, Challenge, Seq=1 '
D treune | [ e JE |
i [ — = I
pEetnealll EERTST [
~ & Frogram blocks ~ Block title: “wain P : = . .
W et e it = | Req, SID, Encrypted Keying Mqterial, Response, Seq=2
» [ Technology obj... ~  Network 1: E : -
- »E;«;ma\somce,, Comment i i I :
v [Details view e E Res, OK, Seqg=2 |
}—1 S izzzce %03 %002 b § = I ’ ’ 9
*Tag_5" *Tag_6" 9 H
L ——(s — L Session_key=f(€hallenge, KDK)
|
C P2 - Blue Program @ I
|8 Properties H‘Ijllnfn | & Diagnostics \Y I

¥ Froject set_Q2_and_Q3 opened

¢ siiiisis O

Download

)

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS -
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Totally Integrated Automation .

T4 Siemens - C:\Usersloren.milman\s7\TIA_projects\fw21_ip16\set_Q0_and_Q1\set_Q0_and_Q1

Froject Edit View Insert Online Options Tools Window Help Totally Integrated Automati —
O N smepoiers @ M 305 X 8Os G I G B R coonine o coorine fr MBI LI PORTAL Req, Hello, RID, Seq=1 .
set_QO_and_Q1 » PLC_1[CPU 1511-1 PN] + Program blocks b Main [0B1] — X i
Devices e 1
] EEEEE IS s : @ W& T G ENH . @ |
g Object H —
Nein Object H Res, Hello, S |32 version, Challenge, Seq=1 |
~ []se1.00 end Q1 Name MAC g ' !
B Add new device E 1@~ input e " |
iy Devices & networks 2 @s InitislCa 3 =_ !
~ (1§ PLC_1 [CPU 1511 5 4ns  Remaner data are availabl bl | 7]
Y pevice configur. 1 1 1 5
4 online & diagn. i il i 2 .
= : 2 Object
i liionamibhcEs ~ Block title: “Mzin Object Coda
Code =| ' Req, SID, Encrypte onse, Seq=2
» [ Technology abj.. ~  Network1: = ' R
» [} External source .. Comment = ! |
C I — i : |
~ | Details view el onecy . = Seatcn R — Res. 0K Seq:Z !
S Code 0.1 Q0.0 — ] Code R B ’ ’ I
*Tag_2" "Tag_1" g < Tag_2" "Tag_1 :
Name A i 1
{ ) ( - ! S )——(S )
{S s )_ -Se- )_ DK !
i
1
C Pl - Yellow Program @ < O
100% e Yo
|6 Properties  |*} info | % Diagnostics |

¥ Project set_QO_and_Q1 opened.

O—x

Re-calc
Download

integrity

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS
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But we cannot always bring
our own TIA with us....

Introducing

The Rogue Engineering Station

Rogue?7: Rogue Engineering Station Attacks on Simatics7zPLCS  4BHUSA YWaABLACK HAT EVENTS
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blackhat Rogue Engineering Station

o e SRR
4 ;; .

T mememe  * A Python attack script that

15 impersonates a TIA

* * Inputs: PLC’s IP address; Yellow and
blue programs download pcap files
PHT- Rogue

Engineering Station

* Runs a live download session with the PLC
* Four-way hand-shake
e All S7 message fields are taken from the yellow pcap file
* Except, the object code and MAC that are taken from blue pcap file
* Fixes message SID, integrity protection and additional cookies

Rogue?: Rogue Engineering Station Attacks on Simatics7zPLCs  4BHUSA Ya@BLACK HAT EVENTS



biSdchat R08Ue Engineering Workstation

USA 2015 .Stealth Proggam Injection.

et . . o

D

' Req, Hello, RID, Seq=1

Res, Hello, SID, n,, Model, Firmware version, Challenge, Seq=1
e Fix SID
o\ o Fix other ¥
e e cookies 5
Jout %001 %Q0.0 Re-calc ' Req, SID, Encrypted Keying material, Response, Seq=2
“2,2_’22;_ integrity |

Res, OK, Seq=2
C Ce ;

Session_key=f(Challenge, Keying material)
Download

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs
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blgc’:khat Step7 Impe rsonatmn

SA 2019

B
T

The Wall
My Lab

King’s Landing
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black hat

USA 2013

P3 Handshake Details

Deep technical details not for the faint-hearted
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USA 2013

black hat P3 Sessmn Key Establishment

Client PLC

Key Derivation Key

: Res, Hello, SID, n,, Model, Firmware version, Challenge, Seq=1
g - Req, SID, Encrypted Keying Material, Response, Seq=2

ENncp,c pus xev{Keying Material)

* Recall that:
Session _key = f(Challenge, KDK)

* What is this EncryptedKeyingMaterial Structure?

Rogue?7: Rogue Engineering Station Attacks on Simatic S7 PLCs $BHUSA WEBLACK HAT EVENTS



O e -P3 Hand s h a ke

blackhat
USA 2019 Cryptogra--~~

* Public-private key based asymmetric encryption
e Elliptic curve: EC-ElIGamal

* Symmetric encryption

e AES
e Electronic Code Book — ECB Mode
e Counter mode

* Key Derivation Function: KDF

* Non-cryptographic checksum: Tabulation hash
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O

black hat P3 - KDK Sharmg

USA 2013

1. Generate 20 bytes PreKey AN

1. Encrypt it using EC-EIGamal-like IS chalienee
encryption with the plc public key ’
and add it to Keying material

2. Calculate KDF on PreKey and get .
1. Checksum Encryption Key (CEK)

2. Checksum Seed (CS)
3. Key Encryption Key (KEK)

3. Concatenate the KDK to the
challenge, encrypt them using AES-

CTR with the KEK, and add to .

Keying material

4. Initiate the Tabulation Hash with CS
and calculate checksum over (3)

5. Encrypt (4) using AES-ECB with CEK
and add to Keylng materlal PreKey with asymmetric Checksum with Encrypted KDK

encryption symmetric encryptio And challenge

CEK (O KEK

Keying material 1 Keying material 2 Keying material 3
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o

blackhat  P3—AsymmetricKeys

USA 2013

e v s e e A
BN ‘

* The public keys are stored in compressed .key files at
[TIA INSTALLATION]\Data\Hwcn\Custom

* Each key file contains

* Metadata (version, key type, key family, etc.)
* Key data — PLC public key for the EC-ElIGamal-like encryption
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USA 2013

blackhat P3 An Example key Flle

version: 1
orderNumber: s71500-connection
firmwareVersion:
keyType: connection
familyType: S7-1500
key data: 8456...
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blackhat P33 HaﬂdSha

USA 2013

B eeeesganterd £

ONE RinG
To Rure THEM ALL
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O Rogue Engmeermg Stat|on

blackhat i
usa=2ms. . Session.Kew

1. Pre-calculate PreKey encryption 3 e
and CEK, CS, KEK e

2. Let Python do the symmetric
encryptions and the checksum
calculation to build keying
material 2 & 3

3. The Python script wraps the
session key derivation function
from the relevant dll

 We didn’t reverse the session key
derivation function f, due to lack of
time

Encrypted KDK
And challenge

PreKey with asymmetric Checksum with

encryption symmetric encryptio
A 4

Keying material 1 Keying material 2 Keying material 3

Rogue?: Rogue Engineering Station Attacks on Simatic S7 PLCs #BHUSA WE@BLACK HAT EVENTS



o

blackhat - REing the TIA Handshake

USA 2013

* TIA is huge — find your target files

* OMSp_core_managed.dll — main S7 communication DLL
* Mixed mode DLL
 Managed CIL bytecode — C#
* Native (unmanaged) x86/x64 opcodes — C++
* Choose your tools
* Managed code (.NET) - Reflector/dnSpy

 Native C++ code - IDA Pro a

* Improve your reverse engineering starting point
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o

blackhat - REing the TIA Handshake

USA 2013

* TIA is huge — find your target files

* OMSp_core_managed.dll — main S7 communication DLL
* Mixed mode DLL
 Managed CIL bytecode — C#
* Native (unmanaged) x86/x64 opcodes — C++
* Choose your tools
* Managed code (.NET) - Reflector/dnSpy

 Native C++ code - IDA Pro a

* Improve your reverse engineering starting point
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blackhat Tip #1 -~ Identify Native Code Entry Points

OESETT el 4 . o  S

long num2 = <Modulex. (ref blob, (void*)ptr, num, @u, false);
if ((((num2 & -9223372036854775808L) != @L) ? 1 : @) != @)

error = ne (ref num2};
result = error;

%__.
num2 = <Module:. - - 1.5 Set server public Kel(keyType, ref blob);
error = ne
result = error?;

* Let’s click on s _set server public key
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bla?ckhat T|p #1 = Identn‘y Natlve Code Entry Points

USA 2013

* Wait.. Where IS the functlon body???

* Looks like it’'s an unmanaged function...

* How can we find its implementation?
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bibekhat Tip #1 - Identify Native Code Entry Points

USA 2013 L et )

NN E 2 A b L i SR S ghes 1o A oo Avou s ~_3,:'.a',;‘.‘?;'\:¢ L A L

* RVA for the native part [SuppressUnmanagedCodesecurity]
[MethodImpl{MethodImplOptions.Unm
internal unsafe

| MethodImplOptions.Prese

. - .
STaTlC exXtern long 5 5T erve PUDLLIC KEY| ULr

(¥
J

_server_public_key proc near

[TV
J

Image Base
(0x180000000)
+ RVA
(0x109780)

0x180109780

[T Vs
J =]

¥ Ve R Ve I ¥
I I Y |

[ R R R R R R R~ R )
G h DD e e DD 5 5
[ R e R < R
[ R R e R
[ R R R R
G R D G e ® D e & G
G E DD e e Do e e
Qe e
0O 0O CO DO CO GO QO 300D GO A
e D505 D5 5 o
e e e e e e e
DO O 0006050 9 o

D

]
0O 0O GO DO COCO QOO0 CD A

Y]
J

L I cw I I s O R O O T e %

[T TR T

£l

g 0g og og

dword ptr
xmmword ptr
gword ptr
gword ptr
gword ptr
gword ptr

mow
push
push
push
sub
mow
mow
mow
mov
mow
mow
and
or

Moy

= o]

gword ptr

[rax

+8],

=

ax+10h]
"X+ ]

I;: -

¥

¥

'/ j___ CxxFrameHandler3

1.

i
"8, [rax+8]

cx, OMS_Recursive Thread Mutex wvtable
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black hat Tip #2: C++ 3 ﬂdRTTI ' .

USA 2013

R g PR

e em g R Y T .
e BN ‘

* Run-Time Type Information

* Allow C++ programmers to examine object types dynamically

* The information must be inside the binary

e We could use it
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USA 2013

black hat T|p #2 C++ and RTTI —.\./--i-rtual Tables

1. Find RTTI Objects

2. Locate the relevant virtual tables

?? R4AParser@oMsiieBd 5 dd

dd
dd
dd rva ?7?_R@?AVParser{di

dd rva ??_ R3Parser@iMS@@s ;

dd rva ??_R#Parser@ﬂ-lsﬁﬁﬂ-@_E 3 referenc
; reference to o

db
db
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bib&khat Tip #2: C++and RTTI - Virtual Tables

USA 2013

1. Find RTTI Objects

2. Locate the relevant virtual tables

?? R4AParser@oMsiieBd 5 dd
52 refs to const OMS:Parser: RTTI Complete Object Locator'

A Directic Typ Address Text

dd
dd rva 27

dd rva ??_

Cancel Search

& Linc1of2

db
db
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USA 2013 _

blackhat Tip #2: C++ and RTTI - Virtual Tables

T gl |

1. Find RTTI Objects
2. Locate the relevant virtual tables
3. Rebuild them

ffset @2 RAParseniOMS@@eBE 5 ; const OMS::Parser:: RTTI Complete Object Locator'

off_1886CAOCE
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o

USA 2013 _

blackhat Tip #2: C++ and RTT’*‘I";—{V-i-"rtu al Tables

1. Find RTTI Objects
2. Locate the relevant virtual tables
3. Rebuild them

::"RTTI Complete Object Locator'
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USA 2013

blackhat Comblne ThemAII

* Scan the .NET metadata and grab the native entry
points

* Scan your .idb and grab the relevant RTTI data
* Use IDAPython to add this information to your .idb
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o

blackhat Combme Them AII

USA 2013

*((_QWORD
Ivad || {(*(unsigned

( (_QWORD
@iGd;
(5 )

5 = "'I'D;'CRD **3(vs + 32);
_ fastcall **=*)(_

*)a2 + 385);
__ints (**)(void))(*

*)v2 + 385);

inte4, signed

(DWORD *) {v3,
((_QWORD *)v2 + 385) =
if ( 1v7 )
return -67081832989883762692164 ;
if ( v6 )
*( (_QWORD

v2);

W7 + 4) = v6;

;Eturn 8164 ;

Rogue?: Rogue Engineering Station Attacks on Simatic S7 PLCs

{_QWORD

__int&4))vs

IN'E

*Jv4 + 8i64))() !=

, 1i64);

al )
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blsekhat Combme Them All - 1Ef><'a--mp le

USA 2013 i R o T

__fTastcall Parser0O0MS::createScanner(Parser0OMS *this, char scanner_type)

his-»packedScanner;
'va || (unsigned _ int8)w4-»vtable-»PackedScannerOOMS::get default scanner type() != scanner t ype
C anner = this-»*packedScanner;

9164

v6 = old_scanner-rbase.message_block;

cld scanner-»vtable-:PackedScanner00MS: :destructor(old scanner, 1);

this-»packedScanner = v
if ( w7 )

return -67818329398837/62692i64;
if ( ve )

7-r*base.message_block =

return 8164 ;

 Much better, isn’t it?
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O Rogue Engmeermg Stat|on

e _.Stealth.Progga

o o BT o O
< Al S Aoarbice e 3 oy ie < .

Attack Demo
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blg’ck hat

USA 2013

Summary

i et o
" . _4 7 RN \‘

* Vulnerabilities in the S7 protocol — P3
* TIA is not authenticated
* “One Ring to Rule them Al

* A Python attack tool that impersonates TIA
* Download a recorded program to any S7-1500 PLC
* Stealth program injection attack

III

Source o o

Code Q0.1 Q0.0
*Tag_2" "Tag_1"

S }—{s -

C @
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O

black hat

USA 2013

Thank You!
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